


AN ABSTRACT OF THE DISSERTATION OF

Dong Nguyen for the degree of Doctor of Philosophy in

Electrical Engineering and Computer Science presented on June 10, 2009.

Title: Network Coding for Multi-User Wireless Networks

Abstract approved:

Thinh Nguyen Bella Bose

Until a few years ago, wireless-capable laptops were considered novelties by

many. It is now hard to find a laptop or a hand-held computing device that is

not wireless-ready. As wireless devices are becoming commodities, they have also

become an indispensable part of the modern society. Not surprisingly, research in

wireless communication has also been significantly advanced in the past decade,

to accommodate the growing demand for these wireless devices and applications.

Yet, many challenges remain in transmitting information reliably, timely, and

efficiently over wireless channels. Unlike wired transmissions, wireless

transmissions are subjected to limited bandwidth, and are much more susceptible

to environmental noises such as fading and interferences. As a result, it is

difficult to transmit information reliably at high data rates. The problem is

further compounded by the strict requirements on maximum delay and minimum

throughput imposed by current and future multimedia applications. That said,



recent advances in coding techniques, communication protocols and architectures

provide an optimistic view of future wireless networks that help proliferate high

quality wireless multimedia applications. One significant advance in coding

theory in the past decade is Network Coding (NC). NC refers to the notion of

mixing information from different flows at intermediate nodes in the network,

and it has been shown to achieve throughput capacity. In this dissertation, we

investigate NC theories and practical techniques for improving throughput and

reducing delay of wireless networking applications. Specifically, the dissertation

will focus on theoretical analysis of NC benefits and limitations as well as design

of NC-based practical protocols for improving performance in a wireless access

network such as Wi-Fi or WiMax. There are three main contributions of the

dissertation. First, we propose a NC-based retransmission protocol for

broadcasting information from a wireless base station to multiple users in a

wireless access network. The proposed NC protocol exploits the special property

of wireless transmissions that users in proximity, can listen to each other’s

transmissions to code the packets in such a way to increase every user

throughputs. Both theoretical analysis and simulation results show a significant

throughput gain when using the proposed NC protocol over the standard ARQ

protocol. Second, we propose a NC-based packet scheduler at a wireless base

station for delivering multimedia streams, particularly scalable video streams to

multiple users in a wireless access network. We formulate the NC-based packet

scheduler problem in the framework of Markov Decision Process (MDP) in which,

packet delay, inter-dependency of packets, and different visual contributions of



packet types are taken into account, to optimize for the overall visual qualities.

We describe an optimal scheduler for transmitting scalable video streams to a

small number of users. For a large number of users, we propose a heuristic,

simulation-based algorithm for finding the near-optimal transmission policy.

Third, we introduce Random Network Coding (RNC) techniques. More

specifically, we present a prioritized RNC scheme for multimedia transmissions

for multi-user in a wireless access network. We then study a real-world

implementation of RNC. We describe the step-by-step design of encoding and

decoding modules of RNC and measure their computational rates.
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Chapter 1 – INTRODUCTION



2

1.1 Introduction

Until a few years ago, wireless-capable laptops were considered novelties by many.

It is now hard to find a laptop or a hand-held computing device that is not wireless-

ready. As wireless devices are becoming commodities, they have also become an

indispensable part of the modern society. Not surprisingly, research in wireless

communication has also been significantly advanced in the past decade, to accom-

modate the growing demand for these wireless devices and applications. Yet, many

challenges remain in transmitting information reliably, timely, and efficiently over

wireless channels.

Unlike wired transmissions, wireless transmissions are subjected to limited

bandwidth, and are much more susceptible to environmental factors such as fad-

ing and interferences. Signal fading is caused by multi-path effect, a result of

constructive and destructive patterns of multiple copies of signals traversing dif-

ferent paths to reach a receiver. Interference results from a variety of sources,

usually other transmitters in the area that use the same carrier frequency. As a

result, it is difficult to transmit information reliably at high data rates. In his

famous 1948 papers, Shannon [1] developed the foundation of modern information

theory in which he characterized information as irreducible randomness. At the

heart of his information theory is the notion of channel capacity that provides the

fundamental limit on what rate information can be sent over a given channel so

that the bit error probability can be made to zero. Since then, much research in

communications, especially wireless communications, has focused on achieving the
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channel capacity by utilizing a variety of approaches and their combinations, from

channel coding and modulation techniques to communication protocols. It should

be noted that it is possible to achieve channel capacity if there is no restriction

on delay and computational resources. However, many real-world applications do

impose such restrictions. Therefore, an ideal technique is one with small delay, low

computational complexity, yet whose achievable throughput approaches channel

capacity.

The problem of wireless transmissions is further compounded by the stricter

requirements on maximum delay and minimum throughput imposed by current and

future multimedia applications. For high quality video conferencing applications,

the end-to-end delay should not be more than 150 ms, and should not be more

than 300ms for a sustainable conversation. Failure to meet this requirement would

hinder the ability for the two parties to communicate effectively. As for bandwidth

requirement, a sustainable rate of 6 Mbps is required to stream a DVD-quality

video.

That said, recent advances in coding techniques, communication protocols and

architectures provide an optimistic view of future wireless networks that help pro-

liferate high quality wireless multimedia applications. Before discussing the recent

advances, we first briefly review some fundamental techniques for reliable trans-

missions in an error-prone channel.

Approaches to reliable transmission over an error-prone channel can be divided

into three categories: Auto Repeat reQuest (ARQ), Forward Error Correcting

(FEC), and HyBrid ARQ (HARQ) [2]. Using the ARQ protocol, the sender sim-
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ply retransmits the corrupted data until it is received successfully at the receiver.

For a binary erasure channel, it can be shown that this technique achieves channel

capacity, thus it is attractive. However, the ARQ protocol requires a feedback

channel in order for the sender to know which data was corrupted, and must be

retransmitted. Many existing wireless networks such as Wi-Fi does have feedback

channel, and thus for the most part, this requirement is less of a concern. Us-

ing an FEC approach, the sender generates some redundancies, then sends both

redundant and original information to the receiver. If the amount of corrupted

data is sufficiently small (less than the redundant data), a receiver can recover the

lost data using some decoding schemes. The FEC technique is most useful when

feedback channel is either not available or too costly to implement. As an example,

consider satellite broadcast TV. In this setting, data are broadcast from a satellite

to potentially millions of TVs, making the probability of any TV not receiving

the correct data at any time close to 1. Therefore, it is extremely inefficient to

employ an ARQ protocol for retransmissions since most bandwidth will be used

for retransmissions. Furthermore, the lack of TV-to-satellite channels makes the

retransmission approach infeasible. In these scenarios, it is preferable to employ

FEC technique. Last but not least, is the the Hybrid ARQ. Often, FEC technique

can introduce too much redundancy that might not be needed when channel con-

dition is good. The HARQ technique combines both FEC and ARQ technique

judiciously to improve the throughput.

One significant advance in coding theory in the past decade is Network Cod-

ing (NC). NC refers to the notion of mixing information from different flows at
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Figure 1.1: An example for using XOR NC to efficiently utilize the network band-
width: (a) Without NC, two packets a and b are congested at link WX; (b) With
XOR NC at node W, two packets can be sent to two sinks without congestion.

intermediate nodes in the network, and it has been shown to achieve throughput

capacity. Below is a brief introduction to NC.

1.1.1 Network Coding Overview

Network Coding (NC) was first proposed by R. Ahlswede et al. [3] as a way to

increase the average rate of data dissemination from a source to multiple receivers,

also known as the multicast throughput. In a nutshell, NC is the generalized

routing scheme that achieves the multicast capacity for a given network topology.

Unlike the existing store and forward routing scheme 1 in which data is relayed hop

by hop from a source to a destination without being altered, NC allows interme-

diate nodes in the network to mix data from different flows before forwarding the

1 Store and forward scheme is employed in almost all the existing data communication net-
works.
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mixed data to outgoing links. It has been shown that proper mixing of data across

flows within a network, will in fact provide the maximum achievable throughput.

Fig. 1.1 shows how mixing data at intermediate nodes can increase the multi-

cast capacity for the butterfly network. In this setting, source S wants to multicast

two bits a and b to each of the two receivers Y and Z. Furthermore, assuming

that the capacity of each link is 1 bit per second. As shown in Fig. 1.1(a), using

the store and forward routing scheme, two bits a and b cannot be transmitted at

the same time via link WX. As a result, if W sends a and b alternately, then the

average throughput at each receiver is 1.5 bits per second.

Now let us allow W to mix the data coming from T and U by using XOR

operation on the inputs to produce a ⊕ b. a ⊕ b is then forwarded to X which

then broadcasts to both Y and Z as seen in Fig. 1.1(b). Upon receiving a ⊕ b,

Y is able to reconstruct b as b = a ⊕ (a ⊕ b) and Z is able to reconstruct a as

a = b⊕ (a⊕ b). Clearly, by mixing data, i.e., using NC, every receiver can obtain

an average throughput of 2 bits per second.

NC has also brought a new dimension to designing architectures and protocols

for emerging wireless networks. Notably, NC has been used to maximize band-

width efficiency and/or minimize power usage by exploiting the broadcast nature

of wireless medium. Often in a typical wireless transmission scenario, a receiver

can listen to the transmission intended for its neighbor. This information can be

used to increase the receiver’s throughput. The classical example using such an

approach to exchange information between two wireless nodes is proposed by Y.

Wu et al. [4]. Fig. 1.2 depicts two users R1 and R2 in a wireless network that
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want to exchange information with each other via a common wireless router R.

Using the store and forward scheme, R1 sends bit a to R, then R relays bit a to

R2. Similarly, R2 send bit b to R, then R relays bit b to R1. As described, R has to

perform to transmissions: one for relaying packet a and one for relaying packet b.

Furthermore, because of wireless interference, total number of time slots (assuming

one transmission per time slot) requires for R1 and R2 to exchange information is

four.

On the other hand, when using NC scheme with XOR operations, the total

number of transmissions can be reduced to 3 as follows. First, we note that R1

and R2 initially have bits a and b, respectively. In the first time slot, R1 sends a to

R. In the second time slot, R2 sends b to R. In the third time slot, R broadcasts

a ⊕ b, resulted from bitwise exclusive or-ing of a and b. Since R1 and R2 can

receive this bit, R1 can recover b as b = a⊕ (a⊕ b). Similarly, R2 can recover a as

a = b⊕ (a⊕ b). Thus, with one broadcast from R, both R1 and R2 can receive the

desired packet. Fig. 1.2(a) shows the existing method with 4 transmissions while

Fig. 1.2(b) shows the NC approach with the number of transmissions reduced to

3.

1.1.2 Contributions of This Thesis

Despite the benefits above, the utility of NC in a general setting is not entirely clear.

One must weigh NC benefits against complexity of implementing NC operations at

intermediate routers. While XOR-style NC seems to have minimal computational
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Figure 1.2: Information exchange between R1 and R2 via R can be employed with
NC: (a) 4 transmissions are required with traditional storing and forwarding; (b)
Only 3 transmissions are required with NC.

complexity, it might not be optimal in a general setting. In fact, it has been shown

that large finite field operations must be used to achieve throughput optimality.

In addition, supporting sophisticated NC operations at intermediate routers goes

against the influential end-to-end design principle by Saltzer et al. [5] which argues

for simple routers to increase performance and scalability. This principle has been

cited in part for the huge success of the Internet.

That said, in this dissertation, we investigate NC theories and practical tech-

niques for improving throughput and reducing delay in wireless networking appli-

cations. Specifically, the dissertation focuses on theoretical analysis of NC benefits

and limitations as well as design of NC-based practical protocols for improving

performance in wireless access networks such as Wi-Fi, WiMax, or cellular net-

works. The motivations for investigating NC in contexts of these networks are

three-fold: 1) These wireless networks share similar underlying architecture, and

therefore it is likely the case that the proposed NC solutions, with perhaps some

slight modifications, can be applied to all of them; 2) A wireless base station or
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access point in these networks is an ideal place to implement NC since it typically

manages less traffic as compared to that of a core router in the Internet. Thus, it is

feasible to realize some sophisticated NC-based algorithms and protocols at these

devices which would increase the wireless throughput, at some expense of addi-

tional complexity; 3) They carry almost all of the current wireless traffic volume.

Arguably, Wi-Fi networks have revolutionized communications within homes and

enterprizes. This trend will continue with more Wi-Fi devices and applications

being developed everyday. In the near future, IPTV (IP based TV) and Video-on-

Demand applications will deliver high definition videos from the Internet to any

TV set via a wireless Access Point (AP). WiMax network has also emerged as the

standard that aims to deliver data over long distances, and can potentially provide

wireless broadband access as an alternative to cable and DSL. With potentially

larger mobility coverage, WiMax can offer interesting multimedia applications such

as mobile TV and multi-modal mobile gaming.

Fig. 1.3 captures the architecture of almost all data transmissions from the

Internet to wireless users in a Wi-Fi, a WiMax, or cellular network. This critical

data path supports numerous current and future applications, from delivery of

digital TV programs to subscribers in a WiMax network to multimedia gaming

in mobile networks. Importantly, all packets from the Internet pass through an

BS (for a WiMax or cellular network) or an AP (for a Wi-Fi network). This

architecture allows an BS to intercept and mix packets from different flows, i.e.,

performs NC in order to enhance the wireless networking performance.

In this dissertation, we argue for breaking the end-to-end principle from a cod-
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ing perspective. We show that the wireless bandwidth can be efficiently utilized

by allowing retransmissions to be performed at the BS, and more importantly, by

proper mixing of lost packets from multiple flows [6, 7, 27]. This is in stark contrast

to the existing techniques such as the Automatic Request (ARQ) or Hybrid-ARQ

(HARQ) protocols [2, 9–11] where lost packets from different flows are retransmit-

ted individually.

There are three main contributions in the dissertation. First, we tackle the

problem of broadcast information from an AP to multiple users in a wireless access

networks using NC. Second, we consider a packet scheduling at the AP for optimal

delivery of multimedia streams to multiple users in a wireless access network using

NC. Third, we investigate a prioritized RNC scheme and the actual implementation

RNC using C language.
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1.1.2.1 Wireless Broadcast With NC

For this contribution, we propose a NC-based retransmission protocol for broad-

casting information from a wireless AP to multiple users in a wireless access net-

work. The proposed NC protocol exploits the special property of wireless trans-

missions that users in proximity, can listen to each other’s transmissions to code

the packets in such a way to increase every user throughputs. Both theoretical

analysis and simulation results show a significant throughput gain when using the

proposed NC protocol over the standard ARQ protocol.

1.1.2.2 Media Wireless Transmission With NC Using MDP

Second, we propose a NC-based packet scheduler at a wireless AP for delivering

multimedia streams, particularly scalable video streams to multiple users in a

wireless access network. We formulate the NC-based packet scheduler problem

in the framework of Markov Decision Process (MDP) and Partially Observable

Markov Decision Process (POMDP) in which, packet delay, inter-dependency of

packets, and different visual contributions of packet types are taken into account,

to optimize for the overall visual qualities. We describe an optimal scheduler for

transmitting scalable video streams to a small number of users. For a large number

of users, we propose a heuristic, simulation-based algorithm for finding the near-

optimal transmission policy.
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1.1.2.3 Random Network Coding Techniques

Our third contribution is a prioritized RNC scheme for wireless media transmissions

along with its time and computational complexities. The proposed prioritized RNC

scheme is used to transmit scalable videos over wireless channels with and without

feedbacks from the receivers. We specifically consider scenario with full feedback

in which every packet sent from the AP has a feedback and limited feedback in

which not all packets sent from the AP have feedbacks. We then provide detailed

description for the design of RNC in finite field GF (28) using C language. The

encoding and decoding modules are implemented using an efficient table lookup

method.

1.1.3 Thesis Organization

Our thesis is organized as follows. In Chapter 2, we provides the background on

NC, wireless networking, and multimedia transmissions. Chapter 3 demonstrates

our wireless broadcast using NC. In Chapter 4, we present a joint NC and schedul-

ing scheme for wireless multimedia transmissions using Markov decision processes.

We provide RNC techniques in Chapter 5 and conclusion in Chapter 6.
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Chapter 2 – BACKGROUND AND PRELIMINARY
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2.1 Network Coding

2.1.1 Introduction on Network Coding

NC was firstly proposed by R. Ahlswede et al. [3] as a solution to efficiently utilize

the network transmission bandwidth. In the original NC solution as shown in the

example in Fig. 1.1, XOR combination is used to encode and decode packets. In

a general form, NC, which is known as random NC (RNC), uses linear random

combinations and coefficients from a finite field GF (2q). In this NC scheme, all

encoding and decode operations are in GF (2q), q > 1. The packets, which are

presented as elements of the field, are multiplied with random coefficients which

are also elements of the same field, before being combined with each other to

produce coded packets. The receivers, upon receiving those coded packets, decode

the original packets by solving systems of equations with unknowns being the

original packets.
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Figure 2.1: RNC achieves the same throughput gain with XOR NC.
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An example of RNC is introduced in Fig.5.2. To produce random coded packets,

node S generates random coefficients {α1, β1} to encode two packets a and b as

α1a + β1b that is sent out on link ST . Similarly, {α2, β2} is generated and used

to create another coded packet α2a + β2b that is sent out on link SU . T and

U forward the information to the outgoing links without modification. Node W ,

however, uses random coefficients to encode two incoming packets α1a + β1b and

α2a + β2b into one new coded packet α3a + β3b that is sent out on link WT . Now

sink Y receives two coded packets α1a + β1b and α3a + β3b and sink Z receives

α2a+β2b and α3a+β3b. Those coded packets form a system of equations in which

the unknowns are the original packets a and b. Solving this system of equations

give us a and b. Clearly, RNC provides the same throughput to that of XOR

NC. The major difference between RNC and XOR NC is that, in RNC, a node

combines incoming packets originated from different sources after multiplying with

some random coefficients to generate a coded packet while XOR NC allows only

XOR combinations at some specific nodes. In other words, the structure of XOR

NC somewhat depends on the network topology while RNC does not.

One important requirement of RNC is that the sets of coefficients used for

encoding must be independent so that the systems of equations formed at the

destination nodes are solvable. For instance, for the system of equations at sink Y

to be solvable, {α1, β1} and {α3, β3} must be independent. It has been proved that

if GF (28) is used and all coefficients are taken randomly from the field, then the

probability of independency among those sets of coefficients is almost close to one

[12]. We note that the coefficients must be transmitted with the coded packets;
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this can be done by inserting them into the headers of the coded packets.

2.1.2 NC for general-topology networks

NC can be designed for a general-topology network in a simple way [13]. Consider a

general network presented by a directed graph G = (V, E) with a vertex set V and

an edge set E ⊆ V ×V . Assume that node v be the only source and z be the only

sink in the network. The source is assumed to have the input processes presented as

a vector x = (X(v, 1), X(v, 2), ..., X(v, µ(v))) and the output processes of the sink

z = (Z(v′, 1), Z(v′, 2), ..., Z(v′, ν(v′))). We will show the relationship between the

input processes and the output processes. We first have the relationship between

the input processes and output processes of each node (Equation 2.1).

Y (e1) = αe1,1X(v, 1) + αe1,2X(v, 2) + αe1,3X(v, 3)

Y (e2) = αe2,1X(v, 1) + αe2,2X(v, 2) + αe2,3X(v, 3)

Y (e3) = αe3,1X(v, 1) + αe3,2X(v, 2) + αe3,3X(v, 3)

Y (e4) = βe1, e4Y (e1) + βe2, e4Y (e2)

Y (e5) = βe1, e5Y (e1) + βe2, e5Y (e2)

Y (e6) = βe3, e6Y (e3) + βe5, e6Y (e4)

Y (e7) = βe3, e7Y (e3) + βe4, e7Y (e4)

Z(v′, 1) = εe5,1Y (e5) + εe6,1Y (e6) + εe7,1Y (e7)

Z(v′, 2) = εe5,2Y (e5) + εe6,2Y (e6) + εe7,1Y (e7)
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Z(v′, 3) = εe5,3Y (e6) + εe6,3Y (e6) + εe7,1Y (e7)

(2.1)

From 2.1, we can derive the transfer matrix describing the relationship between

the the input processes at the source and the output processes at the sink : z = xM .

We have,

A =




αe1,1 αe1,2 αe1,3

αe2,1 αe2,2 αe2,3

αe3,1 αe3,2 αe3,3




(2.2)

B =




εe5,1 εe6,1 εe7,1

εe5,2 εe6,2 εe7,1

εe5,3 εe6,3 εe7,1




(2.3)
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Figure 2.2: a) A point to point connection in a simple network and b) the same net-
work nodes representing the random processes to be transmitted in the networks.
[13].
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Hence, the transfer matrix M is:

M = A




βe1, e5 βe1, e4βe4, e6 βe1, e4βe4, e7

βe2, e5 βe2, e4βe4, e6 βe2, e5βe4, e7

0 βe3, e6 βe3, e6




BT (2.4)

The NC solution exists only if the equation z = xM has a solution. Because all

coefficients α, β, and ε are elements of a finite field, we can always select them so

that determinant of matrix M is nonzero and the NC solution exists. This means

that we can always design a coding structure at each node for networks any topol-

ogy such that the destination can decode the original information. As mentioned

above, if finite field GF (28) is used and coefficients are randomly selected, the the

system of equations has a solution with very high probability.

2.1.3 NC for Wireless Networks

NC is proved to be very efficient for wireless networks thanks to the broadcast

nature of wireless medium. In this subsection, we consider some existing NC

approaches to wireless networks. Katti et al. [14] proposes COPE, a XOR NC

model for general wireless mess networks. COPE exploits the broadcast nature

of wireless transmissions, combining multiple packets to increase the throughput.

The main principle of COPE is that the network nodes buffer any packet they

opportunistically hear from the neighbor nodes’ transmissions and then use those

packets to combine with the packets they want to transmit to the next nodes. To
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show how COPE works in general, we consider an example of NC for X-topology

wireless networks as shown in Fig. 2.3 (a). In this network, source S1 wants to

transmit packet a to destination nodes D1 and D2 via a common relay node R

and similarly, source S2 wants to transmit packet b to the two destination nodes

via the same relay node. Without using NC, four transmissions are needed as one

transmission of the packet a from S1 to R and D1 (i.e., one wireless broadcast

transmission to two nodes) and one transmission from R to D2 because D2 is out

of the transmission range of S1; similarly, two transmissions of the packet b from

S2 to D1 and D2 via R. Using NC, however, R does not transmit a immediately;

R waits for packet b. Upon receives two packets, R can broadcast XORed packet

a⊕ b to two destination nodes. Thus, only three transmissions are required.

NC also helps dealing with the hidden terminal problem. In the Fig. 2.3

(b), the destination D is not in the transmission range of the source S, and all

the information from the source has to relay via the several intermediate nodes

R1, R2, R3, and R4. The successful packet transmission probability for each link

from S to an intermediate node is 20% and from an intermediate node to D is 100%.

Clearly, in current IEEE 802.11 networks, the routing algorithm will pick the best

path between the source and the destination to transmit a packet. It is easy to see

that any path between S and D will take on average 6 transmissions to transmit

a packet from the source to the destination. One improved scheme should use the

path diversity to transmit packets. In this scheme (without using NC), the source

will send packets to all intermediate nodes, and any node if receives a packets will

forward to the destination, resulting a throughput increase to (1 − 0.84) × 100 =
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Figure 2.3: NC for wireless mess networks: (a) a X-topology network: two sources
S1 and S2 transmit information to destination nodes D1 and D2 via a common
relay node R; (b) a multiple-relay network: RNC reduces the duplications of packet
transmissions.

59%. However, this path diversity scheme leads to the duplications of packet

transmissions, i.e., the destination node may receive a duplication of a packet. NC

can solve this problem. In particular, NC used at the intermediate nodes does

not transmit the unmodified packet individually; it waits until receiving several

packets and combines them with random coefficients before transmitting to D.

By doing so, each packet received by the destination node contains information

about several packets, not just only one. The original packets can be recovered by

decoding the coded packets. This form of coding has been generalized for wireless

mess networks as presented in [15, 16].
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2.1.4 Advantages of NC

2.1.4.1 NC Increases Multicast Throughput

As seen in Section 2.1, NC improves the multicast throughput. To quantify this

throughput improvement, assume that the transmission time between the source

and the sinks only depends on links TY, WX, and UZ; the transmission time on

other links is ignored. Therefore, within the same transmission time, NC allows a

transmission of four packets to the sinks, but non-NC allows only three packets. As

a result, the throughput gain from NC in this case is 33%. For wireless networks,

as shown in the information exchange network using NC by Wu et al. [4] (Fig. 1.2),

exchanging two packets from two receivers via a common router requires totally

3 transmissions instead of 4 transmissions in the traditional store and forward

scheme.

2.1.4.2 NC is an Alternative for Channel Coding to Provide Reliable

Communications

To provide reliable communications over unreliable channels such as wireless or the

Internet, FEC, ARQ, or HARQ are normally used. From the FEC point view, some

redundant information is transmitted in addition to the original information. For

example, using Reed-Solomon systematic code to protect m information packets,

k additional parity packets are transmitted together with m original packets. A

receiver, which receives any m packets among m + k packets, is able to recover
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m original packets. With NC, to protect packets from errors or losses, the sender

generates and transmits m+k random coded packets from m information packets.

If a receiver receives any m packets among those packets, it is able to decode

m information packets. To this end, NC can be considered as a channel coding

method to prevent packet errors or losses [17].

2.1.4.3 NC Avoids Complicated Routing and Scheduling

Because NC combines packets randomly before forwarding, a coded packet might

contain information of all other packets and all coded packets have the same im-

portance in reconstructing the original packets. This combination minimizes the

complexity of routing and scheduling. This interesting feature of NC is rigorously

proved in [16] by S. Chachulski et al.. The authors propose a NC scheme for

multi-hop wireless multicast. The scheme allows network nodes to opportunisti-

cally receive, encode/decode, and forward data to other nodes without using any

centralized routing protocol. The authors’s emulation proves that NC remarkably

outperforms the current state-of-the-art routing schemes which use centralized con-

trol.

2.2 Multi-user Single-hop Wireless Networks

Multi-user single-hop wireless transmissions captures the architecture of almost all

data transmissions from the Internet to wireless users in a Wi-Fi, a WiMax, or
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Figure 2.4: Components of wireless networks: wireless links, wireless devices, and
wireless APs [18].

cellular network. Those types of networks allow users to have anywhere, anytime,

untethered access to the global Internet. As depicted in Fig. 2.4, they consist of

wireless links, wireless devices, and wireless APs [18].

Wireless Link: The wireless link connects the devices and the wireless APs.

The wireless link has characteristics that are different from the wired links includ-

ing: decreasing signal strength, interference from other sources, and multi-path

propagation. Those characteristics result in more packet losses or errors in com-

parison with wired links. For those reasons, the wireless link is the major bottle

neck in end-to-end communications between the wireless users and the sources

from the Internet. The FEC or ARQ techniques are employed in order to avoid

this problem.
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Wireless Device: A wireless device might be a laptop, a PDA, or a cellphone

which are end-systems that run end-user applications. Those devices connect to

the global Internet via the wireless link and the AP. Wireless devices now become

more powerful thanks to the advancement of signal processing and hardware tech-

nologies. They are getting smaller, more portable, yet having functionalities like

a desktop computer.

Wireless Access Point: The AP is responsible for sending and receiving data

to and from wireless users that are associated with that AP. Different from a switch

or a router in wired network, the wireless AP is characterized by its interaction

with wireless signal. In computer network protocol design, those characteristics

are defined in two layers, the physical layer and link layer.

• Link Layer: The link layer lies above the physical layer and below the net-

work layer among seven layers in the Open Systems Interconnection (OSI)

model. To send a packet, a packet is passed from the network layer to the

link layer; the link layer processes the packet and then passes it to the physi-

cal layer in order to transmit to other network nodes. The link layer provides

reliable information delivery on a link basis by providing some possible ser-

vices including framing by inserting a header into packets, link access, error

detection and correction [18]. Framing is the process to encapsulate each

network-layer datagram within a link-layer frame before transmission over

the link. The link access provides a medium access control (MAC) protocol

which handles multiple concurrent wireless connections with wireless users.

Error detection and correction are the capabilities of the link layer to detect
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or correct some erroneous bits in the frame. This is done by inserting redun-

dancy bits using some FEC techniques as described below. ARQ is also used

in this layer to avoid lost packets by retransmission upon request from the

receiver. In general, there are two types of network links: point-to-point links

and broadcast links. While the point-to-point link is a transmission from one

sender to one receiver via one link, the broadcast link is a transmission from

one sender to multiple receivers. IEEE 802.11 networks use the broadcast

link-layer technologies.

• Physical Layer: The physical layer is the lowest layer in the network OSI

protocol stack. The main task of the physical layer is to move each bit

of the data receiving from the link layer to the next network node. The

famous IEEE 802.11 wireless technologies consist of 802.11a, 802.11e, and

802.11g. The physical layer, when transmitting data, employs some modula-

tion techniques to embed the digital data into the microwave signal and then

broadcasts over the air to the receivers. When receiving data, it demodulates

to extract the digital bits from the received microwave signal. The 802.11a

wireless LAN operates in the frequency band of 2.4-2.486 GHz with the data

rate of 11 Mbps. The 802.11b wireless LAN operates at a higher frequency

band, 5.1-5.8 GHz with a data rate up to 54 Mbps. And finally, the 802.11g

works in the band 2.4-2.485 GHz with a data rate up to 54 Mbps. A new

WiFi standard, 802.11n, employing multiple-input multiple-output (MIMO)

antenna technology, is expected to provide the data rate up to 100 Mpbs.
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2.2.1 Reliable Wireless Transmissions

Auto Repeat Request: The ARQ strategies are retransmission techniques as-

sociated with the link layer to correct the lost or erroneous packets. The main

principle of ARQ is to detect packets with error at the receiving side and then

requesting the sender to repeat the transmission of those erroneous packets. The

simplest type of this protocol is the stop-and-wait ARQ [19]. The stop-end-wait

ARQ ensures each packet to be received correctly before transmitting the next

packet. The sender transmits a packet and then waits for the acknowledgement

from the receiver. If the packet is detected without error, the receiver sends an

acknowledgment back to the sender and if the corresponding acknowledgment is

correct, the sender transmits the next packet. Alternatively, if the packet or the

feedback is detected with error, the sender will retransmit the packet. Go-Back-N

ARQ is another type of the retransmission protocol. The basic idea of Go-Back-N

ARQ is to send several successive packets without waiting for acknowledgment

from the receivers. The sender is not allowed to transmit packet i + N before

packet i gets its acknowledgement.

Forward Error Correction: FEC appends some redundant bits into a string

of bits in order to correct or detect the erroneous bits. The simplest method of error

detection is parity check codes. For instance, one parity bit can be appended to the

string for detecting the error of a string. This check bit has value 1 if the number

of 1’s in the string is odd and 0 otherwise. More complicated parity check codes

are horizontal and vertical parity check codes or cyclic redundancy check codes.
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Other more advanced codes are Reed-Solomon codes, Digital Fountain Codes, or

Low-Density Parity-Check codes (LDPC) [20].

2.3 Multimedia Networking

In recent years, parallel with the surge of wireless networks is the explosive growth

of media applications-audio or video applications, primarily due to the increased

high-speed and availability of the Internet and wireless devices. Multimedia ap-

plications are mainly different from the elastic application such as Web-browsing,

email, or file sharing. In particular, they are sensitive to end-to-end transmission

delay, transmission delay variation, but can tolerate some amount of packet losses.

Multimedia applications can be classified into stored media streaming , live media

streaming, or real-time interactive media streaming [18].

In stored media streaming applications, media content is prerecored and stored

in the server. The user, once connecting to the server to view the media, can

play, pause, rewind, or forward through the media content. After a few seconds of

receiving the first part of media content from the server, the user can start playing

without having to wait until receiving the whole media file. The user proceeds

watching the media while the media content downloading is still in the process.

Many video web sites such as Youtube, CNN, or Google video are typical examples

of this type of applications. The user can stream from a short video clip to a hour-

long movie from those sites with a delay of few second after receiving the media

file.
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In live media streaming applications, users are allowed to receive a live audio or

video produced by the Internet radio or television stations like traditional radio or

television broadcast stations. There are many such online radio or live television

broadcast stations nowadays. In a simple streaming architecture, a station with a

large upload bandwidth allow users to direct connect to the server to initiate the

live streaming from the server. Some online radio station such as online Bloomberg

radio or online BBC radio, or live television station such as ESPN or CNN live

provide those services. The limitation of those services is that it can serve limited a

number of users at the same time due to the shortage of servers’ upload bandwidth.

The Peer-to-Peer video streaming is promising to be able to solve this problem.

Peer-to-Peer is a application-layer multicast network in which each user plays both

as the client and the server and functions as a relay node for other users to stream

the media content. Thus it is able to reduce the concurrent downloading from the

central server. Well-known P2P streaming networks such as PPlive [21] or Joost

[22] are examples of this type of application.

Real-time interactive media applications are refereed as telephone or video con-

ference over the Internet. For instance, two users can make both a voice chat and

a video chat using Yahoo Messenger, or Skype program. In those interactive live

streaming applications, the media transmission delay should not exceed some cer-

tain amount, otherwise, can result in frustrating. For instance, the delay in voice

chatting should not exceed 400 ms.
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2.3.1 Media Streaming over the Internet

Internet provides a best-effort service in the sense that it makes its best effort to

move data from the source to the destination as quickly as possible. The best-

effort service does not guarantee the packet transmission with a certain amount

of end-to-end delay, percentage of packet losses or transmission delay variations.

Two popular services of the best-effort Internet are UDP and TCP. UDP is a

connectionless service, providing an unreliable data transfer service. It does not

guarantee that the message will reach the intended receivers. TCP, on the other

hand, is a connection-oriented service, providing a reliable end-to-end data transfer

by employing some data protection mechanism such as the ARQ method. While

UDP is not a reliable service, it has a smaller delay than TCP. UDP is normally

used for P2P streaming networks in which a peer downloads multiple parts of the

media content from different server at the same time. P2P streaming networks

such as PPlive or Joost use UDP for streaming the media data. TCP, on the

other hand, is used in most server-based media streaming systems. Most online

video web sites or video-shared networks such as Youtube or Metacafe use this

protocol. Youtube or Metacafe [23] use the edge architecture which puts multiple

servers containing media contents to the edge of the Internet so that the users can

connect to the media sources with low latency and high throughput.

While UDP and TCP are not suitable for real-time applications, the Real-

time Streaming Protocol (RTSP), Real-time Transport Protocol (RTP), and the

Real-time Transport Control Protocol (RTCP) were specifically designed aiming at
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Internet media streaming applications. RTSP allows multimedia users to control

the playback of continuous media such as pausing, repositioning, or fast-forwarding

the media. The process of exchanging control messages between the client and the

media server is similar to that of HTTP. The RTP and its companion protocols,

RTCP typically runs on top of UDP. The sender encapsulates a media chunk within

a RTP packet and sends via UDP. RTP defines the packet header including pay-

load type, sequence number, timestamps, and synchronization source identifier.

RTCP is a protocol which can be used in conjunction with RTP by providing con-

trol information and statistics such as number of packets sent, number of packets

lost, and inter-arrival jitter for a RTP flow. Those protocols do not provide any

mechanism to ensure the timely delivery of packets or any other QoS guarantees.
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Chapter 3 – WIRELESS BROADCAST WITH NETWORK

CODING

1) D. Nguyen, T. Nguyen, and B. Bose, ”Wireless broadcast using network cod-

ing,” in Third Workshop on Network Coding, Theory, and Applications, January

2007.

2) D. Nguyen, T. Tran, T. Nguyen, and B. Bose, Wireless Broadcast Using Net-

work Coding, IEEE Transactions of Vehicular Technology, 2008.
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3.1 Introduction

Broadcast is a mechanism for disseminating identical information from a sender

to multiple receivers. It is widely employed in many applications, ranging from

satellite communications to Wireless Local Area Network (WLAN). Reliable broad-

cast requires that every receiver must receive the correct information sent by the

sender. When the communication channels between a sender and receivers are

lossy, some appropriate error control schemes must be used to provide reliable

transmissions. Depending on applications, these schemes can be classified into two

main approaches: Automatic Repeat ReQuest (ARQ) and Forward Error Correc-

tion (FEC).

Using the ARQ approach, the sender may have to rebroadcast the lost packet to

all the receivers, even though there may be only one receiver that did not receive

that packet correctly. The ARQ approach assumes that a feedback channel is

available so that the receiver can communicate to the sender on whether or not it

receives the correct data. On the other hand, using the pure FEC approach, the

sender generates some redundancies, then broadcasts both redundant and original

information to the receivers [9]. If the amount of lost data is sufficiently small (less

than the redundant data), a receiver can recover the lost data using some decoding

schemes.

For satellite TV applications, the TV signals are broadcasted from a satellite

to potentially millions of TVs, making the probability of any TV not receiving

the correct signal at any time close to 1. Therefore, it is extremely inefficient to
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employ an ARQ protocol for retransmissions since most of the bandwidth will be

used for retransmissions. Furthermore, the lack of TV-to-satellite channels makes

the retransmission approach infeasible. In these scenarios, it is preferable to employ

a pure FEC technique.

In other settings, e.g., WLAN, there are relatively few devices and the com-

munication channel is relatively reliable. Therefore, the retransmission approach

may be more bandwidth-efficient than that of the FEC approach since redundant

information is not added in every transmission. Furthermore, in practice, FEC

alone cannot guarantee reliable delivery due to a non-zero chance that a receiver

may not be able to recover the data from a single transmission.

This chapter explores the efficient retransmission-based broadcast schemes in

single-hop wireless networks. Efficient schemes can be used in WLAN to reduce

the time required to copy a large file from one computer to multiple computers si-

multaneously. It can also be used to broadcast music or important announcements

in multiple rooms in a small building, even though a highly reliable audio signal is

probably not needed in most situations. In addition, an efficient retransmission-

based wireless broadcast scheme might be beneficial to the emerging wireless stan-

dard WiMAX (Worldwide Interoperability for Microwave Access). WiMAX aims

to enable wireless data transmissions over long distances, and can potentially pro-

vide wireless broadband access as an alternative to cable and DSL. In this WiMAX

setting, at any point in time, a few homes may want to watch the same broadcast

digital TV program through the Internet, i.e., these homes may want to receive

the same TV signals. Therefore, a WiMAX broadcast station can view the data
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delivery as multiple wireless broadcast sessions (TV channels) with each session

involving a few homes. By optimizing these wireless broadcast sessions, the wire-

less bandwidth can be efficiently used. To this end, we propose some broadcast

schemes that combine NC and retransmission to utilize bandwidth efficiently. Our

proposed NC schemes are designed for broadcast in single-hop wireless networks.

The main idea for the proposed schemes is based on the observation that, at a

certain point in time, many receivers may have disjoint lost packets. Thus, the

sender may XOR these lost packets together and broadcast it to all the receivers.

Upon receiving this XOR packet, a receiver will be able to recover its lost packet

by XORing the XOR packet with the certain packets that it has received previ-

ously. As such, one transmission from the sender will enable multiple receivers to

recover their lost packets, thus efficiently utilizing the wireless bandwidth. We will

elaborate on how to do this shortly and show that this approach can reduce the

transmission bandwidth significantly.

3.2 Broadcast Schemes

To describe our proposed schemes, we make the following assumptions for all the

broadcast schemes:

1. There are one sender and M > 1 receivers.

2. Data is sent in packets, and each packet is sent in a time slot of fixed duration.

3. The sender has access to the information on packet losses of all the receivers
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at any time slot. This can be accomplished through the use of positive and

negative acknowledgments (ACK/NAKs). For simplicity, we assume that

all the ACK/NAKs are instantaneous, i.e. the sender knows (a) whether or

not a packet is lost and (b) the identity of the receiver with the lost packet

instantaneously. This implicitly assumes that ACK/NAKs are never lost.

This assumption is not critical since one can easily incorporate the delay and

bandwidth used by ACK/NAKs into the analysis. One can also consider an

alternative view in which, if an ACK or NAK is lost, the corresponding data

packet is also considered lost. Thus, the assumption of reliable ACK/NAK

messages can be relaxed by changing the packet loss probabilities at the

receivers to reflect the loss rates in both data and feedback channels.

4. Packet loss at a receiver i follows a Bernoulli trial with parameter pi. This

model is clearly insufficient to describe many real-world scenarios. However,

this model is only intended for capturing the essence of wireless broadcast.

One can develop a more accurate model, at the cost of complicated analy-

sis. In fact, we will provide some results when using a slightly more accu-

rate model that reflects the correlated losses among the receivers in Section

3.3.3. We will also provide simulation results using a simple two-state Markov

model to characterize packet losses.



36

3.2.1 Broadcast Schemes without NC

Scheme A (Memoryless receiver). In this scenario, a receiver sends a NAK im-

mediately whenever there is a packet loss in the current time slot, regardless of

whether it has received this packet correctly in some previous time slots (hence

memoryless). This situation arises when a receiver receives a correct packet, but

this packet was lost at some other receivers at some previous time slots. Hence, the

sender has to retransmit this packet. If this packet is now lost in the current time

slot, a memoryless receiver would automatically request a retransmission, even

though it has previously received that packet. This scheme is clearly suboptimal

in terms of bandwidth utilization as it implies that the sender has to resend a

packet until all the receivers receive this packet correctly and simultaneously.

Scheme B (Typical ARQ scheme). In this scenario, the receiver sends a NAK

immediately only if there is a packet loss in the current time slot and this packet

has not been received correctly in any previous time slot. This scheme is clearly

superior to scheme A in terms of bandwidth utilization since it never requests a

retransmission for a packet that it already received successfully.

3.2.2 Broadcast Schemes with NC

Scheme C (Time-based retransmission). In this scheme, the receiver’s protocol is

similar to that of the receiver in scheme B in that, it sends the NAK immediately if

it does not receive a packet correctly. However, the sender does not retransmit the

lost packet immediately when it receives a NAK. Instead, the sender maintains a
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list of lost packets and their corresponding receivers for which their packets are lost.

The sender waits until N packets have been transmitted before any retransmission

takes place. During the retransmission phase, the sender forms a new packet by

XORing a maximum set of the lost packets from different receivers before retrans-

mitting this combined packet for all the receivers. The combined packets may be

lost during the retransmission, and these packets will be retransmitted until all the

receivers receive this packet. The sender keeps sending out the combined packets

until there are no more lost packets on the list, it then resumes the transmission

of a different set of packets.

Upon successfully receiving a combined packet, a receiver is able to recover its

lost packet by XORing this combined packet with an appropriate set of previously

successful packets. The information on choosing this appropriate set of packets is

included in the packets sent by the sender. To illustrate this, Fig. 3.1 shows a

pattern of lost packets (denoted by the crosses) for two receivers R1 and R2. The

combined packets are a1 ⊕ a3, a4 ⊕ a5, a7, a9, where ai denotes the ith packet.

Note that, if packet a1 ⊕ a3 is not received correctly at any receiver, this packet is

98x6x4x21

x8x65x32x

98x6x4x21

x8x65x32xR1

R2

Figure 3.1: Combined packets for time-based retransmission: a1 ⊕ a3, a4 ⊕ a5, a7,
a9; N = 9

retransmitted until all the receivers receive this packet correctly, but might not be
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simultaneously. Receiver R1 recovers packet a1 as a3⊕(a1⊕a3). Similarly, receiver

R2 recovers packet a3 as a1⊕ (a1⊕ a3). When the same packet loss occurs at both

receivers R1 and R2, the encoding process is not needed and the sender just has

to retransmit that packet alone. Note that, the sender has to include some bits

to indicate to a receiver which set of packets it should use for XORing. Assuming

that all the retransmissions are correctly received at all the receivers at the first

attempt, then clearly the number of retransmissions for this scheme is only 4 while

it is 6 for scheme B.

Scheme D (Improved time-based retransmission). Scheme C is suboptimal

because the sender has to retransmit the same combined packet even though some

receivers may receive it. An improved scheme is to have the sender dynamically

changes the combined packets based on what the receivers have received. For

example, Fig. 3.2 shows the same pattern of lost packets as in the previous scenario.

Now, suppose the packet a1 ⊕ a3 is lost at receiver R2, but is received correctly at

receiver R1. In this case, instead of retransmitting packet a1 ⊕ a3, the sender can

transmit packet a3 ⊕ a4. Clearly, on average, the number of transmissions can be

further reduced using this scheme.

98x6x4x21

x8x65x32x

98x6x4x21

x8x65x32xR1

R2

Figure 3.2: Combined packets for improved time-based retransmission: a1 ⊕ a3,
a3 ⊕ a4, a5 ⊕ a9, a6; N = 9.

Remarks: Note that a larger buffer size N results in better bandwidth effi-
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ciency. However, it may incur an unnecessary long delay for some packets. This

may be acceptable for file transfer, but may not be suitable for multimedia ap-

plications. Choosing an optimal value for N for the multimedia applications with

certain delay requirements is beyond the scope of this thesis. However, we envision

that a good scheme is one that dynamically changes the value of N based on the

current network conditions and the application delay requirement. When N = 1,

the NC scheme reduces to the scheme B. In the next section, we derive a few

theoretical results on transmission bandwidths for different schemes with infinite

and finite buffer sizes.

3.3 Transmission Bandwidth Analysis

We define the transmission bandwidth as the average number of transmissions re-

quired to successfully transmit a packet to all the receivers. Let ηA, ηB, ηC , and ηD

denote the transmission bandwidths using schemes A, B, C, and D, respectively.

Let M denote the number of receivers, and pi denote the packet loss probability

of receiver i. We first discuss the non-NC schemes A and B.

3.3.1 Non-NC Schemes A and B

We begin with a special case where there are only two receivers with the packet

loss probabilities of p1 and p2. We have the following results:

Proposition 3.3.1. The transmission bandwidth of scheme A with two receivers
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is

ηA =
1

(1− p1)(1− p2)
(3.1)

and using scheme B is

ηB =
1

1− p1

+
1

1− p2

− 1

1− p1p2

. (3.2)

Proof. For scheme A, the proof is simple. As described in Section 3.2, the sender

has to retransmit the packets until both receivers receive the correct packets simul-

taneously. Since the packet loss is independent and uncorrelated between the re-

ceivers (Bernoulli trial), the number of transmission attempts before both receivers

correctly receive the data follows the geometric distribution with the parameter

(1 − p1)(1 − p2). Therefore, the average number of transmissions per successful

event is 1
(1−p1)(1−p2)

.

For scheme B, let X1, X2 be the random variables denoting the numbers of

attempts to successfully deliver a packet to R1 and R2, respectively. Then, the

number of transmissions needed to successfully deliver a packet to both receivers

is the random variable Y = max{X1, X2}. We have

P [Y ≤ k] = P [max{X1, X2} ≤ k] =
2∏

i=1

P [Xi ≤ k] =
2∏

i=1

(1− pk
i ). (3.3)

Therefore,

P [Y = k] =
2∏

i=1

(1− pk
i )−

2∏

i=1

(1− pk−1
i ) (3.4)
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and the average number of transmissions per successful packet is

ηB = E[Y ] =
∞∑

k=1

k

(
2∏

i=1

(1− pk
i )−

2∏

i=1

(1− pk−1
i )

)

=
∞∑

k=1

k(pk−1
1 − pk

1) +
∞∑

k=1

k(pk−1
2 − pk

2) +
∞∑

k=1

k(pk
1p

k
2 − pk−1

1 pk−1
2 )

=
1

1− p1

+
1

1− p2

− 1

1− p1p2

. (3.5)

Theorem 3.3.1. The transmission bandwidth of scheme A with M receivers is

ηA =
1

∏M
i=1 (1− pi)

(3.6)

and using scheme B is

ηB =
∑

i1,i2,...,iM

(−1)i1+i2+...iM−1

1− pi1
1 pi2

2 ...piM
M

, (3.7)

where i1, i2, ..., iM ∈ {0, 1}, ∃ij 6= 0.

Proof. For scheme A, using the same argument for two receivers, the number of

transmissions before all M receivers correctly receive a packet follows the geometric

distribution with the parameter
∏M

i=1(1 − pi). Therefore, the average number of

transmissions per successful packet is ηA = 1∏M

i=1
(1−pi)

.

For scheme B, let R1, R2, ..., RM denote the receivers with the corresponding

packet loss probabilities p1, p2, ..., pM , respectively. The number of transmissions

needed to successfully deliver a packet to all receivers is the random variable
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Y = maxi∈{1,..,M}{Xi}, where Xi is the random variable denoting the number

of attempts to successfully deliver a packet to Ri. We know that P [Y ≤ k] =

P
[
maxi∈{1,..,M}{Xi} ≤ k

]
=

∏M
i=1(1− pk

i ). Therefore,

P [Y = k] = P [Y ≤ k]− P [Y ≤ k − 1] =
M∏

i=1

(1− pk
i )−

M∏

i=1

(1− pk−1
i ). (3.8)

Thus the average number of transmissions per successful packet is

ηB = E[Y ] =
∞∑

k=1

kP [Y = k] =
∞∑

k=1

k

(
M∏

i=1

(1− pk
i )−

M∏

i=1

(1− pk−1
i )

)

=
∞∑

k=1

k

(
(−pk

1 + pk−1
1 ) + ... + (−pk

M + pk−1
M ) + (−1)1((pk

1p
k
2 − pk−1

1 pk−1
2 ) + ...

+ (pk
M−1p

k
M−2 − (pk−1

M−1pM−2)
k−1) + ... + (−1)M(pk

1p
k
2...p

k
M − pk−1

1 p2...p
k−1
M )

)

=
∑

i1,i2,...,iM

(−1)i1+i2+...+iM−1

1− pi1
1 pi2

2 ...piM
M

, (3.9)

where i1, i2, ..., iM ∈ {0, 1} and ∃ij 6= 0.

Note that, with p1 = p2 = ... = pM = p,

ηB =
M∑

k=1

(−1)k−1
(

M
k

)

1− pk
. (3.10)



43

3.3.2 NC Schemes C and D

Unlike the schemes A and B, scheme C has one additional parameter, namely,

the size of the buffer used to maintain a list of receivers and their corresponding

lost packets. When a small buffer is used, there may not be sufficiently many

lost packets for generating the combined packets, which can reduce the bandwidth

efficiency. On the other hand, when a large buffer is used, the bandwidth efficiency

improves at the expense of increased delays for some packets. This approach is

acceptable for file transfer applications. We now provide an asymptotic result when

the buffer size N and the number of packets to be sent T are sufficiently large.

Since it is not beneficial to have N > T , we assume T = N and N is sufficiently

large. We have the following results for two receivers.

Proposition 3.3.2. The transmission bandwidth of scheme C with two receivers

where p1 ≤ p2 and N is sufficiently large is

ηC ∼ 1 +
p1

1− p1

+
p2

1− p2

− p1

1− p1p2

. (3.11)

Proof. The transmission bandwidth depends on how many pairs of lost packets one

can find in order to generate the combined packets. Let random variable Zi denote

the number of lost packets at receiver Ri after N transmissions. We first prove

that P (Z2−Z1 < 0) → 0 as N →∞. Since the packet loss rates follows Bernoulli

trials, Z1 and Z2 are Binomial random variables. When N →∞, according to the
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central limit theorem, distributions of Z1 and Z2 approach the distribution of a

Gaussian variable. Let Z = Z2 − Z1, since Z1 and Z2 are independent, we have

µZ = E[Z2]− E[Z1]

= N(P2 − P1) (3.12)

σ2
Z = var(Z2) + var(Z1)

= N [(p2(1− p2) + p1(1− p1)] (3.13)

Thus, the probability density function of Z can be written as

P (Z) =
1√

2πσZ

e
− (Z−µZ )2

2σ2
Z (3.14)

When N →∞, both µZ and σZ increase. In particular, µZ increases with an order

of N while σX increases with an order of
√

N . Hence, the tail area, i.e., P (Z < 0),

asymptotically goes to 0 as N → ∞. Consequently, one can combine Z1 pairs of

lost packets since Z1 ≤ Z2 and there are Z2 − Z1 lost packets from R2 that need

to be retransmitted alone. Because Z1 = Np1 and Z2 = Np2, we have

n ∼ N + Np1E[X1] + N(p2 − p1)E[X2], (3.15)

where X1 and X2 are the random variables denoting the numbers of transmis-

sion attempts before a successful transmission for the combined and non-combined

packets. Now, E[X2] = 1
1−p2

since X2 follows the geometric distribution. From
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Proposition 3.3.1, we have

E[X1] =
1

1− p1

+
1

1− p2

− 1

1− p1p2

.

Replace E[X1] and E[X2] in Equation (3.15) and divide n by N , we arrive at

Proposition 3.3.2.

We can generalize the result to M receivers.

Theorem 3.3.2. The transmission bandwidth of scheme C with M receivers and

sufficiently large N is

ηC ∼ 1 + p1ϕM +
M−1∑

j=1

(pj+1 − pj)ϕM−j, (3.16)

where

ϕM =
∑

i1,i2,...,iM

(−1)i1+i2+...+iM−1

1− pi1
1 pi2

2 ...piM
M

(3.17)

and i1, i2, ...iM ∈ {0, 1}, ∃ij 6= 0, p1 ≤ p1 ≤ ... ≤ pM .

Proof. Using the same argument for the proof of Proposition 3.3.2, we have Np1 ≤
Np2 ≤ ... ≤ NpM . Now, we can conceptually count the number of combinations

for XORing the lost packets and transmit these packets in different rounds. In

particular, in round 1, there are Np1 lost packets of R1 that can be combined

with the lost packets of R2, R3, ..., RM . After these combinations, the numbers
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of lost packets remain for R1, R2, R3, ..., RM are 0, N(p2 − p1), N(p3 − p1), ...,

N(pM − p1), respectively. Next in round 2, the remaining N(p2 − p1) lost packets

at R2 are combined with the remaining lost packets at R3, R4, ... RM . Thus,

the remaining lost packets for receivers R1 to RM are now 0, 0, N(p3 − p2),...,

N(pM − pM−1). The same reasoning applies until there are no more lost packets.

Therefore, the average number of transmissions required to successfully deliver all

N packets to all the receivers equals

n ∼ N + Np1φ1 + N(p2 − p1)φ2 + ... + N(pM − pM−1)φM , (3.18)

where φi denotes the average number of transmissions required to successfully

transmit a combined packet in round i.

Now, using Theorem 3.3.1, the average number of transmission attempts in

order for all K receivers to correctly receive a packet is

ϕK =
∑

i1,i2,...iK

(−1)i1+i2+...+iK−1

1− pi1
1 pi2

2 ...piK
K

, (3.19)

where i1, i2, ..., iK ∈ {0, 1}, ∃ij 6= 0, and p1 ≤ p2 ≤ ... ≤ pK . Set φi = ϕM+1−i and

divide n by N , the proof follows directly.

Theorem 3.3.3. The transmission bandwidth of scheme D with M receivers and

sufficiently large N is

ηD ∼ 1

1−maxi∈{1,..,M}{pi} . (3.20)
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Proof. We begin with the case of two receivers. Without loss of generality, we

assume that p1 ≤ p2. As discussed in Section 3.2, the combined packets in scheme

D are dynamically formed based on the feedback from the receivers. If a combined

packet is correctly received at one receiver, but not at the other, a new combined

packet is generated to ensure that the receivers with the correct packet will be

able to obtain the new data using the new combined packet. As proved in the

Proposition 3.3.2, in the long run, the number of losses will be dominated by the

number of losses at the receiver with the largest error probability (R2). Therefore,

the total number of transmissions to successfully deliver N packets to two receivers

equals the number of transmissions to successfully deliver N packets to R2 alone,

i.e. N
1−p2

or N
1−max{p1,p2} . Using a similar argument, we can generalize this result to

the case with M receivers:

n ∼ N

1−maxi∈{1,..,M}{pi} . (3.21)

Therefore, the transmission bandwidth is

ηD =
n

N
∼ 1

1−maxi∈{1,..,M}{pi} . (3.22)

For many real-time applications, it is necessary to reduce to the packet delay.

This implies that the retransmission of lost packets from the sender to the receivers
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must be done promptly, i.e., N should be sufficiently small. However, by doing so,

the chance of combining the lost packets decreases. Thus, we want to quantify the

bandwidth efficiency for scheme D with finite buffer size N . We have the following

theorem:

Theorem 3.3.4. The transmission bandwidth of scheme D with M receivers and

buffer size N is

ηN
D =

∞∑
k=N

k
( M∏

j=1

k−N∑
i=0

Qij −
M∏

j=1

k−N−1∑
i=0

Qij

)

N
, (3.23)

where

Qij =





pi
j(1− pj)

N ∑i
l=1

(
N
l

)(
i−1
l−1

)
withi ≤ N

pi
j(1− pj)

N ∑N
l=1

(
N
l

)(
i−1
l−1

)
withi > N

and pj is the loss probability at receiver Rj.

Proof. We consider the scenario with one sender and one receiver. Let X denote

the number of transmissions for the receiver to get N packets successfully. X can

be N , N + 1, N + 2, ... .We compute the probabilities for different values of X.

If exactly N transmissions are required, then there must be no loss during trans-

mitting N packets. We have

P [X = N ] =

(
N

0

)
p0(1− p)N .

If N + 1 transmissions are required, then there must be only one lost packet and
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one successful retransmission. We have

P [X = N + 1] =

[(
N

1

)
p(1− p)N−1

]
(1− p) =

(
N

1

)
p(1− p)N .

If N + 2 transmissions are required, then there could be one loss during the trans-

missions of the first N packets and two retransmissions before the lost packet is

successfully received, or there could be two losses during the transmissions of the

first N packets and two successful retransmissions, one for each lost packet. We

have

P [X = N + 2] =

[(
N

1

)
p(1− p)N−1

]
p(1− p) +

[(
N

2

)
p2(1− p)N−2

]
(1− p)2

=

[(
N

1

)
+

(
N

2

)]
p2(1− p)N . (3.24)

Similarly, one can show that

P [X = N + i] =





pi(1− p)N ∑i
l=1

(
N
l

)(
i−1
l−1

)
withi ≤ N

pi(1− p)N ∑N
l=1

(
N
l

)(
i−1
l−1

)
withi > N.

(3.25)

Now, we consider the case of one sender and two receivers.

The number of transmissions using NC to guarantee that both receivers receive

N packets successfully is Y = maxj∈{1,2}{Xj} where Xj is a random variable

denoting the number of transmissions for receiver j to get N packets successfully.
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Then,

P [Y ≤ k] =
2∏

j=1

k−N∑

i=0

P [Xj = i + N ]. (3.26)

Next,

P [Y = k] =
2∏

j=1

k−N∑

i=0

Qij −
2∏

j=1

k−N−1∑

i=0

Qij, (3.27)

where Qij = P [Xj = N + i], which can be computed from (3.30).

The average number of transmissions so that both receivers receive a packet

successfully is

ηN
D = E[Y ] =

∞∑

k=N

kP [Y = k] =
∞∑

k=N

k




2∏

j=1

k−N∑

i=0

Qij −
2∏

j=1

k−N−1∑

i=0

Qij


. (3.28)

Without much difficulty, we can generalize the result for the case with M

receivers as

E[Y ] =
∞∑

k=N

k




M∏

j=1

k−N∑

i=0

Qij −
M∏

j=1

k−N−1∑

i=0

Qij


 , (3.29)

where

Qij =





pi
j(1− pj)

N ∑i
l=1

(
N
l

)(
i−1
l−1

)
withi ≤ N

pi
j(1− pj)

N ∑N
l=1

(
N
l

)(
i−1
l−1

)
withi > N

(3.30)

and pj is the probability that the packet is lost at receiver Rj.
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Note that we have not been able to obtain a reasonable closed-form expression

for the transmission bandwidth of scheme C with a finite buffer. Thus, we omit

the analysis for this case.

3.3.3 Receivers with Correlated Loss

The previous results are obtained based on a simple Bernoulli model for packet

loss in a wireless medium. In many scenarios, packet losses at different receivers

are highly correlated. For example, if two wireless receivers are located closely

to each other, and behind an obstacle, then most likely they will have correlated

losses. Thus, the assumption on independent packet losses among the receivers is

no longer accurate. In this section, we would like to investigate the performance

gain of NC schemes under such scenarios. In particular, we first assume that

packet losses at different receivers in a given time slot can be correlated, and their

loss probabilities are given by a joint probability. Second, we assume that packet

losses in different time slots are uncorrelated. We now have the following results

on transmission bandwidth for M receivers with correlated losses.

Theorem 3.3.5. The transmission bandwidth for an M-receiver scenario with

correlated losses and sufficiently large buffer using scheme B is

ηB
cor =

∞∑

k=1

kP [YM = k] (3.31)
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and using scheme C is

ηC
cor = 1 +

M−1∑

l=0

∞∑

k=1

k(pl+1 − pl)P [YM−l = k] , (3.32)

where p1 ≤ p2 ≤ ... ≤ pM , p0 = 0 and P [YM−l = k] is the probability that the

sender needs k transmissions to deliver a packet to all M−l receivers Rl, Rl+1, ..., RM

successfully.

Proof. Scheme B:

We start with the case of two receivers, then generalize to M receivers. Denote X1

and X2 the number of attempts needed to successfully deliver a packet to receiver

R1 and R2 respectively, and Y = maxi∈{1,2}{Xi}. We have

P [Y ≤ k] =
k∑

i=1

k∑

j=1

P [X1 = i,X2 = j]. (3.33)

Next,

P [Y = k] =
k∑

i=1

k∑

j=1

P [X1 = i,X2 = j]−
k−1∑

i=1

k−1∑

j=1

P [X1 = i,X2 = j]

=
k∑

i=1

P [X1 = i,X2 = k] +
k−1∑

i=1

P [X1 = k,X2 = i]. (3.34)

Fig. 3.3 shows that after X1 = i and X2 = k attempts (i ≤ k), a packet is

received successfully at R1 and R2 respectively. Assume that we know the joint

packet loss probability. Let us denote pxx, pxo, pox, and poo as the probabilities

that a packet is lost at both receivers, a packet is lost at R1 but received at R2, a
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Number of 

attempts 1 2 … i-1 i i+1 … k-1 k

R1 x x … x o - …

x

-

R2 x x … x

-

xx … o

Figure 3.3: Number of attempts to deliver a packet to both receivers successfully:
R1 needs i while R2 needs k attempts (“x” and “o” indicate an unsuccessful and
successful attempt, respectively).

packet is received at R1 but lost at R2, and a packet is received at both receivers,

respectively. We have

P [X1 = i,X2 = j] =





pi−1
xx pox(pox + pxx)

j−i−1(poo + pxo) withi ≤ j

pj−1
xx pxo(pxo + pxx)

i−j−1(poo + pox) withi > j.

(3.35)

Therefore, the average number of transmissions required to send a packet success-

fully to both receivers is

E[Y ] =
∞∑

k=1

k∑

i=1

kP [X1 = i,X2 = k] +
∞∑

k=1

k−1∑

i=1

kP [X1 = k, X2 = i]

=
∞∑

k=1

k∑

i=1

kpi−1
xx pox(pox + pxx)

k−i−1(poo + pxo)

+
∞∑

k=1

k−1∑

i=1

kpi−1
xx pxo(pxo + pxx)

k−i−1(poo + pox). (3.36)

Now examine the case of M receivers. Let Xi denote the number of attempts

for a packet to be received successfully at receiver Ri, YM = maxi∈{1,...,M}{Xi},



54

and P [j1, j2, ..., jM ] = P [X1 = j1, X2 = j2, ..., XM = jM ]. We have

P [YM = k] =
∑

j1,...,jM∈Zk

P [j1, j2, ..., jM ]− ∑

j1,...,jM∈Zk−1

P [j1, j2, ..., jM ],

(3.37)

where Zk = {1, ..., k} and Zk−1 = {1, ..., k−1}. Note that Zk and Zk−1 are defined

to make k largest among j1, j2, ...jM .

Now, we can compute P [j1, j2, ...jM ] in terms of the joint packet loss probabil-

ities. Let the vector (a1a2...aM) denote the status reception of a packet at all the

receivers; ah = “o” and ah = “x′′ indicate successful and unsuccessful receptions at

receiver Ri, respectively. Let pa1a2...aM
denote the probability of this event, then:

∑

j1,...,jM∈Zk

P [j1, j2, ..., jM ]

=
∑

j1,...,jM∈Zk

(
pi1

x1x2...xM
po1x1...xM

M−1∏

h=1

( ∑

ah∈{oh,xh}
pa1...ahxh+1...xM

)lh+1−lh−1

( ∑

ah∈{oh,xh}
pa1...ahoh+1xh+2...xM

))
(3.38)

where the sequence {l1, l2, ..., lM} is is an ascending sorted sequence of {j1, j2, ..., jM}.
For instance, if {j1, j3, j2} is the ascending sorted sequence of {j1, j2, j3}, then then

l1 = j1, l2 = j3, and l3 = j2.

The key is to obtain the above equation is to set up a table as shown in Fig.

3.3 and multiply out the joint probability as it was done in Equation (3.35) for the
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2-receiver case.

Given P [YM = k], the transmission bandwidth for M receivers with correlated

losses using scheme B is

ηB
cor = E[Y ] =

∞∑

k=1

kP [YM = k] (3.39)

Scheme C:

Consider the 2-receiver scenarios. We use the same notations above and assume

that p1 ≤ p2. In the long run, the average number of lost packets at receiver 2

with be larger than that at receiver 1. Then average number of transmissions to

successfully deliver a packet to two receivers is

ηC
cor = 1 + p1E[max{X1, X2}] + (p2 − p1)E[X2], (3.40)

where E[max{X1, X2}] is obtained from equation 3.36 and E[X2] = 1
1−p2

.

For the general case of M receivers, we also assume that pi ≤ pj for all i < j.

Similarly, in the long run, the number of lost packets at receiver i is smaller than

that of receiver j. Using the same argument for the case of 2 receivers we can derive

the average number of transmissions required to successfully deliver a packet to M

receivers as

ηC
cor = 1 + p1E[ max

i∈{1,..,M}
{Xi}] + (p2 − p1)E[ max

i∈{2,..,M}
{Xi}] + ... + (pM − pM−1)E[XM ]

= 1 +
M−1∑

l=0

(pl+1 − pl)
∞∑

k=1

kP [YM−l = k]
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= 1 +
M−1∑

l=0

∞∑

k=1

k(pl+1 − pl)P [YM−l = k] , (3.41)

where p0 = 0 and P [YM−l = k] is the probability that the sender needs k transmis-

sions to deliver a packet to all M − l receivers Rl, Rl+1, ..., and RM successfully.

P [YM−l = k] can be computed using Equation (3.38). Note that, to shorten the

notation, we add a virtual receiver R0 with p0 = 0.

The theorem above indicate that to compute the transmission bandwidth, one

needs to compute the probabilities P [YM = k] and P [YM−l = k]. We show how to

compute these probabilities in the Appendix.

The transmission bandwidth with correlated losses in Scheme D is the same as

that in the case of independent receivers, i.e.,

ηD
cor =

1

1−maxi∈{1,..,M}{pi} .

This is because, in the long run, regardless of whether the packet losses are corre-

lated or not, the number of transmissions to successfully deliver N packets to M

receivers will be dominated by the one with the largest loss probability.

3.3.4 Remarks on NC Gain

In the previous section, we analyzed the transmission bandwidths of different

schemes. We now define the coding gain of one scheme over the other by the

ratio of their transmission bandwidths. In particular, the coding gains of schemes
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C and D over scheme B for two receivers are

GC =
ηB

ηC

=
1

1−p1
+ 1

1−p2
− 1

1−p1p2

1 + p1

1−p1
+ p2

1−p2
− p1

1−p1p2

(3.42)

and

GD =
ηB

ηD

=
1

1−p1
+ 1

1−p2
− 1

1−p1p2

1
1−max{p1,p2}

. (3.43)

For the case p1 = p2 = p, Equations (3.42) and (3.43) become

GC =
1 + 2p

1 + p + p2
(3.44)

and

GD =
1 + 2p

1 + p
. (3.45)

Note that, when p1 or p2 is equal to zero, Equations (3.42) and (3.43) indicate no

gain for NC schemes, e.g., GC = GD = 1. However, this scenario is only true when

considering only two receivers. A typical scenario is likely to involve more users

with different packet loss rates. Even in the presence of lossless receivers, if there

are a few lossy receivers (more than 1), our schemes still provide higher bandwidth

efficiency. We will continue this discussion in the next section.
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3.4 Simulation Results and Discussion

We use simulations to (a) verify the analytical derivations for the transmission

bandwidths and (b) to set light on the typical performances of different broadcast

schemes for real world settings. Instead of using Raleigh fading parameters to

characterize the wireless channel, we use packet loss rates which is sufficiently

characterize the overall health of the channel. For interested readers, in [8], we

provide some analysis of our proposed techniques with a detail consideration on the

modulation and channel parameters. However, such analysis is beyond the scope of

this thesis. Also, our simulations do not take into account the interaction between

the MAC protocol and the higher layer protocol such as TCP. Under some settings,

this interaction may reduce the coding gain for the proposed schemes. Recently,

Dong et al. [24] provide a discussion on possible performance degradation of NC

when TCP is employed in wireless ad hoc network. As such, the authors provide a

loop coding scheme that improves both network throughput and TCP throughput

simultaneously. Modeling such a complex interaction is very useful, however it is

beyond the scope of this thesis.

That said, the simulations are divided into four categories. In category one,

packet losses are assumed to be independent and uncorrelated across the receivers.

In category two, packet losses are also assumed independent across the time slots,

but they are correlated among the receivers. In both of these categories, we attempt

to model a realistic performance of the proposed scheme by using the simulated

packet loss rates for the IEEE 802.11 standard as reported in the literature. In
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particular, the reported packet loss rates (before the MAC protocol retransmis-

sions) range from 0.5% to 20% [25]. Similar packet loss rates are confirmed in [26].

In category three, we model the channel as a two-state Markov chain to capture

the burst losses. Finally, in category four, we employ trace-driven simulations.

The traces are collected from measurements of packet losses in IEEE 802.11 based

network [25]. We now begin with the simulations for category one.

3.4.1 Independent and Uncorrelated Packet Loss Model

Fig. 3.4 (a) shows the simulation and theoretical results on the transmission band-

widths (e.g., the average number of transmissions per successful packet) of schemes

A, B, C, and D for the scenario consisting of one sender and two receivers R1 and

R2 with independent and uncorrelated packet losses. For schemes C and D, we use

the buffer size N = 1000 packets, which sufficiently simulates an infinite size buffer

in this setting. The packet loss probability of R1 varies as shown on the x-axis

while that of R2 remains at 10%. As seen, the simulation and theoretical curves

match all most exactly for all the schemes, verifying the results of our derivations.

Furthermore, the number of transmissions per successful packet in scheme D is the

smallest while that of scheme A is the largest, which confirms our earlier intuitions

about these schemes. We note that although scheme D is slightly more efficient

than scheme C, the hardware implementation of scheme D might be little more

complex than that of scheme C due to its dynamic selection of the retransmitted

packets.
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Figure 3.4: (a) Transmission bandwidth versus packet loss probability; (b) NC
gain versus packet loss probability.

We now show the coding gains of different schemes. Ideally, scheme A has the

worst performance and should be used as the baseline for comparison. However,

most wireless devices with limited memory will be able to implement scheme B.

Furthermore, scheme B is the traditional ARQ scheme. Therefore, we compare our

proposed schemes C and D against scheme B by examining their coding gains over

scheme B. Fig. 3.4(b) shows the coding gains of schemes C and D as functions of

packet loss probability of R1. It is interesting to note that the gain is largest when

both loss probabilities of R1 and R2 are equal to each other. This is intuitively

plausible as in this special case, the maximum number of lost packet pairs is

achieved. In other words, more combined packets can be generated, reducing the

number of retransmissions required otherwise.

On the other hand, when two receivers have disparate packet loss rates, e.g.,

p1 = 0.01, p2 = 0.9, using the NC techniques, roughly 1% of the combined packets
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and 89% of individual lost packets must be retransmitted. Since NC techniques

depend on the number of lost packets that can be combined, it would not produce

much coding gain in this scenario. At one extremity, if one receiver does not

have any packet loss and the other has some non-zero packet loss rates, e.g., 10%,

then the performance of the NC technique is identical to that of scheme B, the

traditional ARQ technique, i.e., coding gain over scheme B equals 1.

In addition, the coding gains for schemes C and D over scheme B seem to be

the piece-wise linear functions of the loss rate p1 (with fixed p2). However, this is

simply a coincidence for this range of values for p1 and p2. The coding gains of

scheme D over B can be easily calculated as ( 1
1−p1

+ 1
1−p2

− 1
1−p1p2

)(1− p2) for the

first segment, and ( 1
1−p1

+ 1
1−p2

− 1
1−p1p2

)(1 − p1) for the second segment. These

functions are clearly not linear functions, but their plots resemble linear plots. Also

note that the cusp in the graph is due to the sudden change of max{p1, p2} from

p2 to p1. Recall that for scheme D, the transmission bandwidth is 1
1−max{p1,p2} .

Since p2 is fixed and p1 changes along the x-axis. Therefore, the transmission

bandwidth remains constant at 1
1−p2

until p1 exceeds p2. After this point, the

transmission bandwidth starts varying with p1, creating a cusp in the graphs. To

investigate the effectiveness of our proposed techniques as functions of the number

of the receivers, Fig. 3.5 (a) shows the average number of transmissions required

to successfully deliver a packet to all receivers for schemes A, B, C and D. In this

scenario, the loss probabilities of all the receivers are set to 0.1. The NC schemes

C and D significantly outperform schemes A and B when the number of receivers

is large. As the number of receivers increases, the transmission bandwidths for
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Figure 3.5: (a) Transmission bandwidth versus the number of receivers; (b) NC
gains versus packet loss probability in a 5-receiver scenario.

schemes A and B increase significantly. This is because it is much harder to

successfully transmit a packet to all the receivers due to the increase in likelihood

that a lost packet can occur at any receiver. For example, if the packet loss rate of

receiver R1 is p1, then the average number of transmissions required to successfully

transmit a packet is 1
1−p1

. Now if one is required to successfully transmit the same

packet also to receiver R2 with packet loss rate of p2, then using scheme A, one

needs an average of 1
(1−p1)(1−p2)

transmissions. Note that the denominator is the

product of terms that are less than 1, which quickly reduces to a small number

when the number of receivers increases. As a result, the transmission bandwidth

quickly increases. On the other hand, the transmission bandwidth for scheme C

increases very slightly and is unchanged for scheme D. As shown in the analysis,

the transmission bandwidths of these NC schemes depend more or less on the

receiver with the highest packet loss rate. Since the loss rates are set to 0.1 for
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all the receivers, we should not expect to see much increase in the transmission

bandwidth. In fact, for scheme D, the transmission bandwidth should not increase

at all since it is equal to 1
1−max{p1,...,p7} = 1

1−0.1
= 1.1, which is not a function of

the number of receivers. Intuitively, even though there are more packet losses with

more receivers, using NC techniques, most of these lost packets can be combined,

effectively reducing the total number of retransmissions.

Fig. 3.5 (b) shows the theoretical and simulated coding gains (over scheme

B) for five receivers with different loss probabilities for schemes C and D as a

function of packet loss probability p1 at receiver R1. The packet loss probabilities

at other receivers are set as follows: p2 = p3 = 0; p4 = p1 + 0.3; and p5 = 0.3,

i.e. there are packet losses at receivers R1, R4 and R5, but not R1 and R2. As

seen, the NC gain of scheme D is 15% when p1 = 0.1. Note that, even if there

are two receivers without packet loss, our NC schemes are still better than the

traditional retransmission scheme. This is plausible since whenever there are pairs

of disjoint packet losses at two or more receivers, the XOR packets are formed and

transmitted in the NC schemes, leading to a better performance.

Up until now, we have shown the results of different schemes under the infinite

buffer assumption. In practice, one must use a finite buffer. To characterize

the performance of the best scheme (scheme D) with a finite buffer, Fig. 3.6

shows the transmission bandwidth as a function of the buffer size N for scheme

D at p1 = p2 = 0.2. As expected, as the buffer size increases, the number of

opportunities for combining lost packets increases, resulting in a smaller number of

retransmissions. When the buffer size is large, e.g., more than 40 and p1 = p2 = 0.2,
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Figure 3.6: Transmission bandwidth versus buffer size for scheme D in a 2-receiver
scenario.

the transmission bandwidth changes very slightly. This is because such a buffer

size is sufficiently large and can be thought of having an infinite value, and thus

the transmission bandwidth remains constant according to Theorem 3.3.3. Under

high loss rates, one can use a shorter buffer and still achieve the performance of

the scheme with an infinite buffer. On the other hand, one needs to use a larger

buffer when packet losses are infrequent to achieve the performance limit. Clearly,

using a larger buffer size results in longer delay for certain packets, and may not

be acceptable for some real-time applications. An interesting question is how to

find an optimal buffer size under the delay constraints. We have addressed this

question partially in [7].



65

3.4.2 Independent but Correlated Packet Loss Model

In this model, the receivers are assumed to have correlated packet losses. In par-

ticular, we assume there are two receivers with the following loss characteristics:

whenever there is a packet loss at R1, with probability of 0.7 that packet is also

lost at R2 and whenever a packet is received successfully at R1, with probability

of 0.9 that packet is also received successfully at R2. Note that both conditional

probabilities are above 0.5 which imply positive correlations between successful

receptions as well as packet losses at these two receivers. We note that these

conditional probabilities can be computed from the given joint probability mass

function. Fig. 3.7 (a) shows the NC gains versus the packet loss probability for

schemes C and D in the case of two receivers with correlated losses. As seen, as

the packet loss probability of R1 increases, the NC gain also increases. However,

the NC gain for correlated loss receivers is not as large as that of receivers with

independent losses. To see why, we consider two correlated loss receivers when

p1 = 0.1. This implies that

p2 = P (R2 = “x”|R1 = “o”)P (R1 = “o”) + P (R2 = “x”|R1 = “x”)(R1 = “x”)

= (1− P (R2 = “o”|R1 = “o”))(1− p1) + P (R2 = “x”|R1 = “x”)p1

= 0.16 (3.46)

Now, the coding gain for the correlated loss receivers at this point in Fig. 3.7

is 1.03 while the coding gain for the independent loss receivers at the same point
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Figure 3.7: (a) Coding gain versus packet loss probability in a scenario with corre-
lated losses; (b) Coding gain versus conditional packet loss probability in a scenario
with correlated losses.

(p1 = 0.1, p2 = 0.16) in Fig. 3.4 is 1.08. Clearly, NC techniques are less useful

in correlated loss environments. This is intuitively plausible by considering one

extremity where packet losses at the receivers are 100% correlated. In this case,

the NC scheme simply reduces to the traditional retransmission scheme since the

packet receptions at two receivers are completely identical. Fig. 3.7 (b) confirms

this phenomenon as the correlation between the two receivers increases, the NC

gain reduces.

3.4.3 Two-State Markov Model

We now present the simulation results based on a two-state Markov model for

characterizing the bursty packet losses. Using the two-state Markov model, the

state of a channel is classified into “bad” and “good” states. When the channel is in
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Figure 3.8: (a) Transition of channel states in two-state Markov error model.; (b)
Transmission bandwidth versus state transition probability using two-state Markov
error model in a 5-receiver scenario.

the good state, the packet loss probability pgood is small, and when it is in the bad

state, the packet loss probability pbad is much larger. The channel state changes at

each transmission slot with transition probabilities α = pgood−>bad, β = pbad−>good

as shown in Fig. 3.8(a). The stationary probabilities for the channel in the good

and bad states are πgood = β
β+α

and πbad = α
β+α

, respectively.

We evaluate the performances of different schemes for a 5-receiver scenario,

with each receiver having identical channel conditions. For simplicity, we set β to

a constant value while varying α. Fig. 3.8(b) shows the transmission bandwidths

of different schemes. When α = 0, the channel quickly converges and stays in the

good state which has very small loss probability. Thus the performances of all

schemes are almost identical. As α increases while β is unchanged, the portion of

time that the channel has a high loss probability becomes larger. As a result, there
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are more lost packets, and more combined packets to be transmitted, leading to

large performance gaps between NC schemes (C, D) and non-NC schemes (A,B).

In other words, the transmission bandwidths for NC schemes do not increase as

fast as those of the non-NC schemes as the channel gets progressively worse.

3.4.4 Trace-driven Simulation

We now show the performances our proposed schemes using trace-driven simula-

tions. In particular, Fig. 3.9(a) shows the actual packet error rates of the IEEE

802.11 standard for different traces [25] prior to the MAC layer retransmission.

Each trace consists of 20,000 packets; they recorded the average packet loss rates

during the transmissions from an AP to a receiver. We note that the packet loss

rates are substantially large for traces larger than 36. We ignore these traces since

they are measured when the sending rate is set to a very high value. Instead,

we use traces 0 to 36 to evaluate the performances of our schemes. Since these

traces were collected in an experiment involving only a single sender and a single

receiver, we need a way to assign traces to multiple receivers in order to simulate

broadcast scenarios. That said, to simulate a scenario consisting of 5 receivers, we

arbitrarily picked traces 1 to 12 to represent channel conditions for receivers 1 and

2, traces 20 to 31 for receiver 3, traces 15 to 26 for receiver 4, and traces 25 to 36

for receiver 5. Effectively, each receiver experiences 12 different packet loss rates

through time, corresponding to 12 different traces with receivers 1 and 2 having

identical channel conditions. Fig. 3.9(b) shows the transmission bandwidths for
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Figure 3.9: (a) Packet error rates for different traces [25].; (b) Transmission band-
widths for different traces in a 5-receiver scenario.

different schemes vs trace number. Each point on the graph represents the trans-

mission bandwidth when the packet loss rate for each receiver is taken from its

traces in the increasing order. For example, the first point on the graph for scheme

A corresponds to the packet loss rates for receivers 1 to 5 taken from traces 1, 1,

20, 14, 25 respectively. As seen in Fig. 3.9(b), traces with high loss probabilities

result in larger performance improvements for NC schemes over non-NC schemes,

whereas there are almost no differences among the performances of all schemes for

traces with near-zero error rates. This confirms our theoretical analysis.

Remark: We note that the performances of our proposed schemes depend

on the packet loss rates, which are functions of many parameters. Among these

parameters are the packet size and the bit error rate of the channel. The packet

size is tunable. The bit error rate can be reduced to a desired rate by adding

appropriate amount of FEC redundancy. Therefore, one can modify the packet



70

error rate for optimal bandwidth transmission by changing the packet size and the

amount of redundancy. Of course, when doing so, one must take into account the

redundancy introduced by FEC. Even when an optimal FEC is used for a given

channel, we emphasize that our proposed NC technique with FEC still outperforms

a hybrid-ARQ technique that uses the same amount of FEC. This is because adding

the same amount of FEC just simply changes the packet loss probabilities for both

techniques by an equal amount. Furthermore, we have shown that NC technique

for retransmission is better than the traditional ARQ technique. Therefore, one

should expect that a joint NC and channel coding technique is better than a hybrid-

ARQ technique. In [27], we provide some analysis for jointly optimizing NC and

FEC techniques.

3.5 Related Work

Wireless broadcast is a well-explored problem. In his seminal work, Cover [28]

modeled a broadcast channel as multiple binary channels, each with a given channel

capacity. He found the lower and upper bounds on the capacity regions of jointly

achievable transmission rates. Subsequently, there has been much research on

using broadcast bandwidth efficiently. Recently, NC has been applied successfully

to many wireless broadcast and multicast applications. Lun et al. [29] proved that

the problem of minimum-energy multicast in infrastructureless networks can be

solved exactly in polynomial time when employing NC. This is in contrast with

the traditional routing approaches in [30–32] that result in non-polynomial time
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solutions. In addition, Li et al. [33, 34] proved that NC could provide some benefits

over the non-NC approaches. Lun et al. [35] showed a capacity-approaching coding

scheme for unicast or multicast over lossy packet networks, in which all nodes

perform opportunistic coding by constructing the encoded packets with random

linear combinations of previously received packets.

Our work is rooted in the recent development of NC for wireless ad hoc networks

[4, 36–38]. In [4], Wu et al. proposed the basic scheme that uses XOR of packets

to increase the bandwidth efficiency of a wireless mesh network. In [36], Katti

et al. implemented a XOR-based scheme in a wireless mesh network and showed

a substantial bandwidth improvement over the current approach. Unlike existing

approaches, the focus of our work is on the analysis of the reliable wireless broadcast

problem in a single-hop wireless network such as WLAN or WiMAX networks.

Eryilmaz et al. [39] also recently proposed a similar model. In this work, Eryilmaz

et al. employed a random NC scheme for multiple users downloading a single file or

multiple files from a wireless base station. Rather than using XOR operations, their

scheme encodes every packet using coefficients taken randomly from a sufficiently

large finite field [40, 41]. This scheme guarantees that the receivers can decode

the original data with high probability. Another work somewhat related to ours

is that of Ghaderi et al.[42]. In [42], the authors analyzed the reliability benefit

of NC for reliable multicast by computing the expected number of transmissions

using link-by-link ARQ compared to NC.

Last but not least, there exist standard error control techniques for reliable

wireless transmission that employ either FEC, ARQ, or hybrid-ARQ [43]. For
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example, A. Shiozaki et al. [44] and M. Nakamura et al. [45] investigated hybrid

error control broadcast models which incorporate the ARQ with FEC techniques

to achieve higher throughputs to all receivers.

3.6 Summary

In this chapter we propose some NC techniques to increase the bandwidth effi-

ciency of reliable broadcast in a wireless network. Our proposed schemes combine

different lost packets from different receivers in such a way that multiple receivers

are able to recover their lost packets with one transmission by the sender. The

advantages of the proposed schemes over the traditional wireless broadcast are

shown through simulations and theoretical analysis. Specifically, we provide a few

results on the transmission bandwidths of the proposed schemes under different

channel conditions.
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4.1 Introduction

Although there has been a tremendous growth in multimedia applications over the

Internet, packet loss, delay, and time-varying bandwidth of the Internet have hin-

dered many high-quality multimedia applications. These problems manifest more

so in wireless networks, which often exhibit higher loss rate and lower bandwidth.

Arguably, all these problems will disappear if bandwidth is infinite or is well pro-

visioned. Unfortunately, the current best effort Internet and wireless networks

provide neither. Even if the Internet is redesigned entirely to provide proper band-

width provision mechanisms, doing so may introduce scalability and complexity

issues, resulting in degraded performance. Thus, many above network layer ap-

proaches to multimedia streaming over the Internet and wireless networks have

been proposed to deal with packet loss, delay, and time-varying bandwidth, rang-

ing from transport protocols and packet scheduling algorithms [46, 47] to source

and channel coding techniques [48, 49]. A number of these techniques are based on

the differentiated principle in which, data of various importance levels are treated

differently under the resource constraints. For example, several scalable video

coding techniques are employed to compress a video bit stream in a layered hier-

archy consisting of a base layer and several enhancement layers. The base layer

contributes the most to the visual quality of a video, while the enhancement lay-

ers provide successive quality refinements [50]. As such, using a scalable video bit

stream, the sender is able to adapt a video bit rate to the current available network

bandwidth by sending the base layer and an appropriate number of enhancement
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Figure 4.1: Multimedia transmissions from the Internet sources to multiple re-
ceivers over the Access Point.

layers [50, 51]. The receiver is then able to view the video with higher quality

when more layers are received as a result of larger available bandwidth.

That said, for a number of video streaming applications, their bandwidth re-

quirements are sufficiently small that even without employing sophisticated tech-

niques, a few of these applications can run concurrently over the existing wireless

standards (IEEE 802.11(b) and (g)). On the other hand, these standards may

not be able to support multimedia applications with much larger bandwidth re-

quirement, e.g., DVD quality video streaming applications. Despite the fact that

wireless bandwidth has been increasing significantly, from a theoretical limit of

11Mbps for 802.11b to 54 Mbps for 802.11g, and to 540 Mbps for 802.11n, there

has always been high bandwidth demand resulting from new applications. For

example, many wireless devices and multimedia applications have been developed,

ranging from MP3 streaming on wireless-ready iPods to video conferencing via lap-

tops. In the near future, IPTV and Video on Demand (VoD) applications will rely
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on wireless network to deliver high quality videos from the Internet to any TV set

or computers at home through a wireless Access Point or Base Station. In addition

to home networks, WiMAX (Worldwide Interoperability for Microwave Access) has

emerged as the wireless standard that aims to deliver wireless data over long dis-

tances, and can potentially provide wireless broadband access as an alternative to

cable and DSL. With the wireless broadband access, there will be potentially more

users (homes), leading to higher bandwidth demand and greater bandwidth con-

straint. Therefore, it is imperative that an efficient bandwidth sharing/competing

scheme among the wireless applications be employed to satisfy bandwidth and

delay requirements of each application.

This chapter proposes a new NC technique to improve the overall bandwidth

efficiency while optimizing multiple concurrent multimedia applications with het-

erogeneous requirements in a wireless access network. In particular, we propose a

NC based scheduling policy to be used at a WLAN-like AP or at a WiMAX-like

broadcast station that optimizes the multimedia transmission in both broadcast

and unicast settings 4.1. The contributions of this chapter include (a) a framework

for increasing bandwidth efficiency of broadcast and unicast sessions in a wireless

network based on NC techniques and (b) optimized scheduling algorithms based

on the Markov Decision Process (MDP) to maximize the quality of multimedia

applications. In Section 4.2, we present a basic NC based retransmission scheme

that improves the bandwidth efficiency of broadcast and unicast sessions in a one-

hop wireless network. Next, we present NC based scheduling policy using MDP

that optimizes multiple concurrent flows under bandwidth constraint. In Section
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4.5, we demonstrate our simulation-based dynamic algorithm as a solution for a

large MDP. Section 4.6 shows how our simulation-based algorithm is used to solve

the scheduling problem for the case of erroneous feedback. Simulation results and

discussions are provided in Section 4.7. Finally, we provide a summary with a few

remarks in Section 4.8.

4.2 Background on Wireless Streaming with NC

4.2.1 Multimedia Streaming

Multimedia streaming over best-effort, packet-switched networks is challenging

due to a number of factors such as high bit rates, delay, and loss sensitivity. As

such, many approaches have been proposed ranging from network protocols to

source and channel coding techniques. From channel coding perspective, Forward

Error Correction (FEC) techniques have been proposed to increase reliability at

the expense of bandwidth expansion [48, 52–54]. From source coding perspective,

error-resilient coding techniques have been explored to allow the quality of a video

to be degraded gracefully in lossy environments [51, 55, 56]. In addition, layered

video coding techniques have been proposed to deal with heterogeneity and time-

varying nature of the Internet by adapting its bit rate to the available bandwidth

[50, 57, 58]. A layered video bit stream is organized into a number of layers

with the base layer being the most important layer in terms of the visual quality

contribution. Other layers are used to enhance the video quality with more layers
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resulting in higher video quality.

Depending on the coding techniques, a video bit stream is composed of different

types of bits. Each type generally contributes a different amount of enhancement

toward the final reconstructed video quality. Furthermore, some bits are only use-

ful when other bits are present. This property leads to much research on the packet

scheduling algorithms that choose which packets to send at which times, in order

to produce in the best possible reconstructed video quality under insufficient net-

work resources. Notably, the rate-distortion, MDP-based optimization approach

to packet scheduling has produced many fruitful results in the past several years

[46, 59, 60]. The main idea of this approach is that using the observations at ev-

ery single step, the scheduling algorithm chooses the best action to perform (e.g.,

whether to send a packet or not and which packet to send) in order to maximize

the expected video quality under limited network resources. The optimal sequence

of actions during the duration of interest is the solution to the MDP problem which

can be efficiently solved in many settings.

4.3 Optimization with Markov Decision Processes

Let us consider a decision maker or a controller who, at every time step, is in charge

of making a decision or choosing an action, which can influence the evolution of

a probabilistic system. Assuming that the state of the system evolves in discrete

time steps, then the goal of the controller is to choose a sequence of actions that

maximizes some cumulative system performance metrics (rewards) at the end of
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some finite or infinite number of time steps. Since the system states and the

performance metrics depend on the chosen action at every time step, it is wise

for the controller to consider the future states and the associated rewards in the

decision making process at the present state. Finding the optimal sequence of

actions is the solution to the MDP problem.

That said, an abstract MDP represents a dynamic system and is specified by a

finite set of states S, representing the possible states of the system, a set of control

actions A, a transition probability P , and a reward function r. The transition

probability specifies the dynamics of the system, and gives the probability P (s′|s, a)

of transitioning to state s′ after taking action a in state s. The dynamics are

Markovian in the sense that the probability of the next state s′ depends only on

the current state s and action a, and not on any previous history. The reward

function assigns a real number to the current state s and the action a taken in

that state, so that r(s, a) represents the immediate reward of being in state s and

taking action a. A policy π is a mapping from states to actions, which defines a

controller that takes actions as specified by the policy. We assume that time is

discrete and that the control policy selects one action at each time step. Every

policy π is associated with a value function V π such that V π(s) gives the expected

cumulative reward achieved by π when starting in state s. The solution to a MDP

problem is an optimal policy that maximizes the expected cumulative reward over

any finite or infinite number of time steps.

When a MDP ends in a finite number of time steps N , we call it a finite-

horizon MDP. Mathematically, let us denote S as a set of all the finite states
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and A a set of all possible actions. Let dt denote a decision rule, prescribing a

procedure for action selection in each state at a specified time step t. In other

words, decision rules are functions dt : S → A, which specify the choice of action

when the system occupies state s at time step t. For each s ∈ S, dt(s) = at ∈ A.

A policy π = (d1, d2, d3, ....dN) is a sequence of actions at every time step. Thus,

a sample path of the system evolution is a sequence of states and actions pairs

ω = (s1, a1, s2, ..., aN−1, sN) and the probability of this sample path under policy

π is:

P π(ω) = P (s1, a1, ...., aN−1, sN)

= P1(s1)p1(s2|s1, a1)...p(sN |sN−1, aN−1), (4.1)

where P1(s1) and pt(st+1|st, at) specify respectively the initial distribution of the

states and the transition probability from state st to st+1 when action at is taken.

Let V (ω) denote a real-valued function of ω, then the expected value of V under

policy π is:

Eπ {V } =
∑

ω∈(S×A)N

V (ω)P π(ω) (4.2)

=
∑

v∈R1

vP π(ω : V (ω) = v). (4.3)

Now, let rt(s, a) denote an immediate reward of taking action in a in state s at time

t, then the total reward corresponding a sample path ω = (s1, a1, s2, a2, ...aN−1, sN)
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is:

V (s1, a1, ..., sN) =
N−1∑

t=1

rt(st, at) + rN(sN), (4.4)

where rN(sN) is the optional reward in the final state. Even though there is no

action taken in the final state, one can assign an immediate reward. Therefore,

given a distribution of the states P (s) and policy π, the expected total reward of

a MDP is:

V
π

= Eπ {V (ω)}

= Eπ

{
N−1∑

t=1

rt(st, at) + rN(sN)

}
, (4.5)

In a typical scenario, it is useful to find the expected total reward given a starting

state s1 = s. We may denote this expected reward as:

V
π
s = Eπ

s

{
N−1∑

t=1

rt(st, at) + rN(sN)

}
, (4.6)

where the expectation is taken over a new distribution of the sample paths P π(ω)

as:

P π(ω) = P (s, a1, ...., aN−1, sN)

= p1(s2|s, a1)...p(sN |sN−1, aN−1), (4.7)

as a result of setting P (s1 = s) = 1 in (4.1).

Typically, V
π
s can be efficiently computed using dynamic programming by de-
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noting Uπ
t as the total expected reward obtained by using policy π from the time

t, t + 1, ... N − 1. Thus, for t < N , we have

Uπ
t (st) = Eπ

st

{
N−1∑

n=t

rn(sn, an) + rN(sN)

}
. (4.8)

Clearly,

V
π
s = Uπ

1 (s) (4.9)

Now, one can compute Uπ
1 (s) using the following recursive equation:

Uπ
t (st) = rt(st, at) + Eπ

st

{
Uπ

t+1(st+1)
}

= rt(st, at) +
∑

j∈S

p(j|st, at)U
π
t+1(j). (4.10)

This equation is intuitive as it indicates that the expected remaining reward is

equal to the sum of the immediate reward and the expected remaining reward of

the next state.

Based on (4.10), it can be shown that the optimal policy π∗ = (d∗(s1), d
∗(s2), ..., d

∗(sN))

can be solved using the Backward Induction Algorithm [61], in order to produce

the maximum final cumulative reward.

π∗ = arg max
a∈A

Eπ
st

{
N−1∑

n=t

rn(an, an) + rN(sN)

}
. (4.11)

The algorithm is summarized as follows.
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Figure 4.2: Trellis diagram for MDP state transitions.

1. Set t = N and U∗
N(sN) = rN(sN) for all sN ∈ S,

2. Substitute t− 1 for t and compute U∗
t (st) for each st ∈ S by

U∗
t (st) = max

a∈A



rt(st, a) +

∑

j∈S

p(j|st, a)U∗
t+1(j)



 .

Set

d∗(st) = arg max
a∈A



rt(st, a) +

∑

j∈S

p(j|st, a)U∗
t+1(j)



 .

3. If t = 1, stop. Otherwise return to step 2.

Fig. 4.2 shows the Trellis diagram of the state transitions for the Markov

decision process. From the ”start state”, taking an action results in to a next

state with some probability. The process continues until the end of the finite time

horizon. The MDP solution tool must find the path in the graph that provide the

best sum average reward.
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Having presenting a MDP formulation and an efficient solution using Backward

Induction Algorithm, we note that solving a typical MDP problem involving two

tasks: modeling and selection of solution tools. In the modeling task, a particular

real-world problem is translated into an abstract MDP problem. This involves

modeling the states, the actions, the immediate rewards, the transition probabil-

ities, and the desired objective 1. This modeling process can be hard, and often

require domain experts. Even when the states are well modeled, computing the

transition probabilities or selecting an appropriate reward function to fit a par-

ticular purpose can be difficult. In other cases, representing the system states

accurately may require a large state and action spaces, making it hard to solve

a MDP in practice. Thus, it is necessary for one to use appropriate approximate

algorithms in order to solve the problem in a reasonable amount of time. Readers

may refer to [61, 62] for the details on Markov Decision Process.

4.3.1 Model and Assumption

We now describe the broadcast and unicast models in WLAN-like and WiMAX-like

networks. Based on this model, we show how NC and MDP can be used to increase

the bandwidth efficiency while optimizing the concurrent applications based on

their requirements. In particular, we are interested in designing a packet scheduling

algorithm running at a WLAN-like AP or WiMAX-like broadcast station that

optimizes multiple concurrent wireless applications as shown in Fig. 4.3. In this

1The desire objective does not have to be the sum of all the immediate rewards. A popular
reward is the discount reward where the future reward is weighted less than the current reward.
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Figure 4.3: A media streaming model: multiple media streams are transmitted
to multiple wireless receivers from the Access Point. The transmission can be
a broadcast where all streams are broadcasted to all receivers or a concurrent
unicast where streams are simultaneously unicasted to multiple receivers. Our
joint coding and scheduling scheme is employed at the Access Point to minimize
the media distortion.

setting, we assume that data of different applications flow mostly in one direction,

from the AP to the users. These applications may have different bandwidth, delay,

and loss requirements. For example, video streaming applications may require

higher bandwidth and shorter delay than that of file downloading applications.

However for clarity, we present an optimized packet scheduling algorithm, de-

signed exclusively for video broadcast and unicast flows from the AP to one or

more receivers. The objective of the algorithm is to maximize the visual quality

of videos received at the receivers under a certain bandwidth constraint.

We make the following assumptions for our model:

1. There are M receivers R1, R2, ..., RM .

2. The AP has a set Ω = {l1, l2, ..., lK} of K packets that needed to be delivered
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to the receivers after some time slots N . In a broadcast setting, all the

receivers request all K packets, while in a unicast setting, each receiver would

request different subsets of Ω. In a semi-broadcast setting, there are two or

more receivers requesting the same subset of Ω.

3. There is a limit on the total number of time slots N used to transmit these K

packets. After N time slots, the AP moves to the next batch of K packets,

regardless of whether or not all K packets have been successfully received at

the intended receivers. Thus, the quality of the media streams at the receivers

might be reduced by some amount proportional to the number and the type

of the unavailable packets. One can view this mechanism as a way to impose

a delay requirement on a streamed video. Alternatively, this mechanism can

also be viewed as a bandwidth allocation that assigns a fixed number of time

slots per unit time to a video stream.

4. Any receiver can cache packets transmitted from the AP to other receivers,

even though those packets are not directly useful to itself. We assume that

appropriate encryption is employed to provide the receiver privacy.

5. Data is divided into packets, each is sent in a time slot of fixed duration.

6. The AP knows which packet from which receiver is lost. This can be accom-

plished through the use of positive or negative acknowledgments (ACK/NAKs).

If an ACK or NAK is lost, the corresponding data packet is also considered

lost.
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7. The distribution of packet loss at a receiver Ri follows the Bernoulli distri-

bution with parameter pi. This model is clearly insufficient to describe many

real-world scenarios. However, it is only intended to capture the essence of

the problem. One can develop a more accurate model, albeit complicate

analysis. In [6], we provide an analysis for a slightly more accurate model

that reflects the correlated loss among the receivers.

Assumptions on packetized media model: In the media packetized model,

the dependence structure of media packets of a frame can be presented as a directed

line graph. Specifically, the video sequence is supposed to be divided into frames

and each frame is then encoded into K dependent layers (Fig. 4.4) (a) consisting

of one base layer and K − 1 enhancement layers. All the bits in a layer can be

packetized into one packet, resulting in K packets in a frame as in 4.4a. Associated

with each packet Pi are its contribution 4di to overall distortion reduction of the

frame, the packets it depend on for correct decoding P1, P2, ..., and Pi−1 , and its

deadline D. As the frame is encoded into K packets, the packet order P1, P2, ...,

and PK is of decreasing degrees of importance. Packet Pi can be used for playback

only if it is received before its deadline and all packets that it depends on are

received previously. The average distortion of a media frame at a client can be

quantitatively defined as

θ =
K∑

i=1

4di

∏

j≤i

(1− εj), (4.12)

where εi = 1 is the indication that packet Pi is received correctly and εi = 0

indicates otherwise. di is the distortion reduction measured in Mean Squared
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Figure 4.4: Dependencies of coded video packets within a frame are presented as a
directed graph: (a) Sequential dependencies as directed line graph; (b) Dependen-
cies of a standard video coder; (c) Typical dependencies for MPEG-4 progressive
fine grain scalability mode.

Error (MSE) amount associated with packet Pi not being used for playback. The

term
∏

j≤i(1− εj) expresses the dependence of packet Pi on packets P1, P2, ..., and

Pi−1. In our paper, we use average distortion reduction in comparison with θmax,

where θmax =
∑K

i=14di, as one of metrics to evaluate the performances of different

schemes.

4.3.2 Problem Statement

We first again reexamine a wireless broadcast transmission using NC that is pre-

sented in the previous chapter. For simplicity, suppose 2 packets a and b are

broadcasted from a wireless AP to 2 receivers R1 and R2. Let us first examine a

non-NC broadcast scheme in which, packets are sent in time slots. In a 802.11x

network, if a packet is received correctly, the AP should receive an ACK within

an appropriate amount of time after the data packet is sent. Otherwise, the data
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Figure 4.5: An example of using XOR NC to reduce number of retransmissions for
sending two packets a and b to two receivers R1 and R2: (a) Two retransmissions
for the non-NC model and (b) One retransmission if using NC.

packet is considered lost, and must be retransmitted. Using this scheme, a packet

loss at any receiver will require the AP to retransmit that packet. If two distinct

lost packets at two different receivers, the AP will need at least two retransmis-

sions as seen in Fig. 4.5(a). In the first time slot, packet a is lost at R1, but is

received correctly at R2. Therefore, in the second time slot, the AP rebroadcasts

packet a, and R1 receives the packet a correctly at this time. In the third time

slot, the AP sends packet b which is lost at R2, but is received correctly at R1. In

the fourth time slot, the AP rebroadcasts packet b, and R2 receives b correctly this

time. Using this scheme, a total of 4 transmissions are required to transmit both

packets a and b to receivers R1 and R2.

We now consider a NC technique that requires only one retransmission to re-

cover two lost packets at both receivers. Unlike the traditional scheme, using the

NC scheme, the AP does not retransmit the lost packet a at R1 immediately. In-

stead, the AP continues to broadcast the next packet until there is a lost packet
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b at receiver R2. At this time, the AP broadcasts the new packet (a⊕ b) to both

receivers. If R1 has packet b but not a, and R2 has packet a but not b, then both

receivers will be able to reconstruct their missing packets by simply XORing the

packet they have, with the packet (a⊕b). As shown in Fig. 4.5(b), R1 reconstructs

a as b⊕ (a⊕ b) and R2 reconstructs b as a⊕ (a⊕ b). Therefore, one retransmission

from the AP will enable both receivers to correctly reconstruct their lost packets.

It is straightforward to extend the NC technique to unicast setting. Assume

that R1 wants to receive packet a while R2 wants to receive packet b. Clearly, if

R1 is willing to cache packet b intended for R2, and R2 is willing to cache packet

a intended for R1, then the two unicast sessions are now equivalent to a single

broadcast session in the previous example. Similarly, when there are N receivers

that want to receive N different packets, a receiver may want to cache everyone

else’s data in order to use NC for higher bandwidth efficiency.

In our media streaming system, because a media packet is characterized by

its degree of importance, its dependency among packets, and its time-sensitivity,

under the NC paradigm, it is beneficial to find a scheduling transmission policy

in order to efficiently utilize the available transmission bandwidth. For instance,

in the example above, at the first time slot, a is received correctly at R2 but lost

at R1. In the second time slot, the AP has two options: either retransmitting

a or transmitting b. If it chooses to transmit b, there can be an opportunity for

transmitting the combined packet (i.e., a⊕b) in the third time slot as shown in the

above example. However, if the deadline is short or the packet loss rate is high,

then retransmitting a at the second time slot may provide a higher media quality
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if a is an important packet. Thus the AP has to schedule which packets should be

sent at which time slot in order to achieve the best media quality, for given packet

loss rate and bandwidth.

We can state our joint coding and scheduling problem as follows. There are K

media packets Q1, Q2, ..., and QK which are buffered at the AP and transmitted

to M wireless receivers R1, R2, ..., and RM within N transmission opportunities.

Those packets may have different importance and priorities, and dependent on

each other in reconstructing the original media. Both the forward and feedback

channels are unreliable, resulting in media packet and acknowledge packet losses or

corruption. We are interested in designing a joint NC and transmission scheduling

algorithm that chooses which packets, i.e., new packets, lost packets or coded

packets, to send at which times, to produce in the best possible reconstructed

media quality under insufficient network resources.

In order to quantify the media quality that we want to maximize, we define that

each media packet, if received correctly on time, will reduce an amount of the total

media distortion. Thus our optimization problem is to maximize the total amount

of distortion reduction of the transmitted media. In the next section, we present

the joint NC and scheduling framework based on the MDP with some remarks on

the complexity of this method.



92

4.4 Optimal MDP Based Packet Scheduling

As mentioned earlier, solving a MDP problem typically involves two phases: mod-

eling and solution tool selection. The modeling phase involves translating our

wireless broadcast and unicast problems into abstract MDPs. Specifically, in this

section, we discuss the modeling of the set of states S, the set of actions A, the

immediate reward r(st, at), the transition probabilities P (st+1|st, at), and the cu-

mulative rewards.

Our packet scheduling algorithm works as follows. At every time step, the AP

sends a packet, and waits for an ACK message. If a receiver receives a packet,

an ACK is sent back immediately, similar to the 802.11x protocol. If no ACK is

received within a specified time frame, the data packet is considered lost. The

AP then can choose to send a new packet, retransmit a lost packet, or transmit

a XOR packet. We now proceed to model our packet scheduling algorithm as a

MDP of finite horizon N where N is the maximum number of allowable time slots

to transmit K packets.

State Representation. At any given time slot, receiver Ri possesses a subset

of packets belonged to Ω, including the packets that are intended for other receivers.

This subset can be represented by an K-bit vector as (b1
j , b

2
j , ..., b

K
j ) where bi

j ∈
{0, 1}. bi

j = 1 indicates the presence of packet li at Rj, while bi
j = 0 indicates

otherwise. Since there are M receivers, a system configuration or state s can be
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Figure 4.6: (a) Transition probability matrix associated with action “sending
packet l1”; (b) Transition probability matrix associated with action “sending
packet l1 ⊕ l2”.

represented by an M ×K matrix with binary entries as:

s =




b1
1 b2

1 ... bK
1

b1
2 b2

2 ... bK
2

... ... ... ...

b1
M b2

M ... bK
M




(4.13)

Thus, there are 2M×K possible states.

Action Representation. At any given time slot, the AP can (a) broadcast

any li ∈ Ω, (b) broadcast any XOR packet resulting from XORing the distinct lost
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Figure 4.7: (a) Reward matrix associated with action “sending packet l1”; (b)
Reward matrix associated with action “sending packet l1 ⊕ l2”.

packets from different receivers, and (c) broadcast nothing. This implies that the

number of possible actions J at any time step:

J = K +
L∑

i=2




L

i


 + 1, (4.14)

where L denotes the number of packets which are lost at one or more receivers.

The maximum number of lost packets L is K, however this case is extremely rare

for large K.

Transition Probability. Given the Bernoulli model with parameter pi for

packet loss at each receiver Ri, it is straightforward to compute the transition
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probability P (st+1 = s′|st = s, at = a). For example, consider broadcasting two

packets to two receivers, i.e., K = 2 and M = 2. Let us denote

s =




1 0

0 1


 s′ =




1 0

1 1




Suppose at time t, the system is in the state s, i.e., R1 has packet l1 and R2 has

packet l2, then choosing action a = ”send l1” in state s will move the system to

state s′ with probability:

P (st+1 = s′|st = s, at = a) = 0 (4.15)

while choosing action a′ = ”send l2” will move the system to state s′ with proba-

bility:

P (st+1 = s′|st = s, at = a′) = 1− p1 (4.16)

Reward Modeling. The immediate reward r(s, a) for each state and action

pair must be chosen such that the sum of these immediate rewards models our

objective accurately. Since our objective is to optimize the quality of multimedia

streaming applications, we model the immediate rewards as the sum of the re-

duction in distortion for one or more receivers upon receiving a particular packet.

Thus, maximizing the overall reward is equivalent to minimizing the overall dis-

tortion for all the receivers’ applications under a particular bandwidth constraint.

In our setting, taking an action a in a state s does not provide an explicit

immediate reward. Rather, we know the explicit reward amount r(s′, s) when the
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system moves from state s to state s′. For example, given a detail profile of a

layered video, we know the amount of distortion reduction contributed by each

layer. If state s indicates that a receiver has layers 1 and 2, and state s′ indicate

the a receiver has layers 1, 2, and 3, then moving from state s to state s′ would

reward us an amount r(s′, s) equal to the distortion reduction contributed by layer

3. Since we know the transition probability between states under an action a, we

can compute r(s, a) as the expected immediate reward by taking action a as :

r(s, a) =
∑

j∈S

P (j|s, a)r(j, s) (4.17)

Example. We now present a simple example showing MDP formulations for

broadcast and unicast settings with two receivers and two packets. For the state

space, there would be a total of 16 states with each state s represented by:

s =




b1
1 b2

1

b1
2 b2

2


 .

bi
j = 1 represents that receiver Rj has packet li, and bi

j = 0 represents otherwise.

As for the action space, at any time step, the AP can perform one of the four

actions: send l1, send l2, send l1 ⊕ l2, and send nothing.

To compute the transition probabilities, let us denote p1 and p2 as the packet

loss probabilities at R1 and R2, respectively. For each action, there is an associated

transition probability matrix. In this example, we show two transition probability

matrices due to taking actions “sending l1” and “sending l1 ⊕ l2”, respectively.
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The transition probability matrix for taking actions “sending l2” and “not sending

anything” can be similarly computed.

First let us consider the transition probability matrix for taking action “sending

l1”. This is shown in Fig. 4.6(a). An entry in row i and column j denotes

the transition probability from state i to state j under action “sending l1”. For

example, the probability of transition from state 1 to 4 when sending packet l1 is

(1 − p1)(1 − p2). The reason is as follows. Since state 1 denotes neither receivers

have packets l1, and the state 4 denotes both receivers have packets l1, to transition

from state 1 to state 4 by sending packet l1, both receivers must have correctly

received l1, and the probability of this event equals to (1− p1)(1− p2). Similarly,

other transition probabilities for different states can be computed by using the

packet loss probabilities at each receiver.

Let us now consider the transition probability matrix for taking action “sending

l1 ⊕ l2”. This action is interesting as one transmission by the AP can help two

receivers to simultaneously recover two distinct lost packets. Consider a transition

from state 10 to state 16 in Fig. 4.6(b). In state 10, R1 has l2 but not l1 while

R2 has l1 but not l2. If the AP sends packet l1 ⊕ l2, and the packet is successfully

received at both receivers, then both R1 and R2 will now obtain l1 = l2 ⊕ (l1 ⊕ l2)

and l2 = l1 ⊕ (l1 ⊕ l2), respectively. The probability of this event is then equal to

(1− p1)(1− p2). Other probability entries can be calculated in a similar manner.

Now for each action, there is an associated reward matrix. Let us denote rij

as the immediate reward of Ri upon receiving packet lj. It can be seen that for

broadcast setting, r11 = r21 and r12 = r22 since both receivers want packets l1 and
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1. Set t = N and U∗
N(sN) = 0 for all sN ∈ S,

2. Substitute t− 1 for t and compute U∗
t (st) for each st ∈ S as follows

• Sample each action a ∈ A for Ni iterations and compute the av-
erage

Ût(st, a) =
1

Ni

∑

Ni

(
rt(st, a) + U∗

t+1(j)
)

(4.18)

• Find the highest reward

U∗
t (st) = max

a∈A
{Ût(st, a)}.

• Set
d∗(st) = arg max

a∈A
Ût(st, a).

3. If t = 1, stop. Otherwise return to step 2.

Figure 4.8: Simulation-based Dynamic Programming Algorithm

l2. For unicast setting, we assume that R1 wants only l1 while R2 wants only l2,

thus r12 = 0 and r21 = 0. Given this definition, we can express the reward matrix

for both unicast and broadcast settings when sending l1 as shown in Fig. 4.7(a).

For example, the immediate reward when transitioning from state 1 to state 4

under action “sending l1” is r11 + r21. The reason is that the reward in state 1

is zero, and with a transition to state 4, both receivers receive l1 and l2. Thus,

the immediate reward should be equal to the sum of the individual rewards. In

the broadcast and unicast settings, this sum equals to 2r11 and r11, respectively.

Similarly, we can write down the reward matrix for sending l1⊕ l2 as shown in Fig.

4.7(b).

Remarks on the modeling and computational complexity of BIA: For
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a small number of receivers, we can use BIA to solve our abstract MDP that

corresponds to the scheduling problem. We see that, however, the number of

states and actions can be exponentially large under certain settings. Specifically,

the number of states is |S| = 2M×K and the number of actions is |A| = 2K , both

increase exponentially as the number of receivers increases. For instance, if we have

M = 6 receivers and K = 3 packets, then the number of states is |S| = 218 and

the number of actions is |A| = 23. From the modeling perspective, BIA requires

us to define all state transition probabilities and reward of all transitions. This

is infeasible with a large number of states and actions. From the computational

perspective, its time complexity of O(N |S|2|A|) quickly becomes intractable, even

for a broadcast session with a moderate number of receivers. To tackle those issues,

we propose an algorithm called Simulation-based Dynamic Programming (SDP).

4.5 Simulation-Based Dynamic Programming Algorithm

As noted above, the time complexity of BIA is O(N |S|2|A|) which is dominated

by the number of states |S| = 2M×K . The number of actions |A| = 2K is also

large, but much smaller than the number of states, and is manageable for typical

scenarios. Therefore, our goal is to devise an algorithm that reduces the number of

states and modeling complexity. Specifically, we propose an dynamic programming

algorithm that is based on simulations. The intuition for using such an approach

is that, for many problems, going through all the states to determine the optimal

actions is not efficient. Rather, only the most likely states will be explored for de-
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termining the optimal action. Furthermore, the most likely states can be obtained

via simulations. This simulation-based approach has been studied extensively in

the Artificial Intelligence literatures [63–67]. In [64, 65] , the authors employed

the simulation-based approach to address the MDP problem with either a large

state space or a large action space. In addition, [67] presents an algorithm called

PEGASUS which is a policy search method for large MDPs. In this thesis, the

author proposes a simple simulation-based method, which combines both dynamic

algorithm and sampling method to solve our large MDP. Our method addresses

both the complexity of large state space and modeling process.

4.5.1 Simulation-based Dynamic Programming for Large MDP

Our SDP algorithm works based on BIA. Specifically, for a given state s, the SDP

algorithm sample each action a in the action space A for a number of iterations

Ni to compute the average sampling reward of that tuple (s, a). From those av-

erage sampling rewards, the action for a given state that results in the largest

reward is the best action. The algorithm is shown in Fig. 4.8 and graphically

illustrated in Fig. 4.9. The SDP algorithm samples each action in the action

space to determine the next state and the transition reward. The process runs

backward from t = N to t = 1 similarly as in BIA to find the near optimal pol-

icy π∗ = {d∗(s1), d
∗(s2), ..., d

∗(sN)} that produces the maximum final cumulative

reward.

π∗ = arg max
a∈A

Eπ
st

{
N−1∑

n=t

rn(sn, an) + rN(sN)

}
. (4.19)
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Figure 4.9: Graphical illustration of the SDP algorithm. For each state at stage i,
all actions in the action space are sampled for Ni iterations and the mean average
reward is computed, the best action is the one with highest mean average reward.
The algorithm computes the reward following the Backward Induction Algorithm
starting from stage N to stage 1.

4.5.2 Evaluating the Properties of the SDP algorithm

We first examine the SDP algorithm for solving our MPD defined above. Clearly,

how close this policy resulted from the SDP algorithm to the optimal policy found

by BIA depends on the number of samples per action Ni. According to the law of

large number, the larger the number of samples, the closer to the optimal policy

the result is. As Ni goes to infinity, the algorithm results in the optimal policy.

To see how the algorithm converges, we consider a transmission example in which

two packets l1 and l2 are broadcasted to two receivers R1 and R2. Assume that
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 stages 

state 1 2 3 4 

1 1 1 1 1 

2 1 1 1 1 

3 1 1 1 1 

4 1 1 1 1 
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16 0 0 0 0 

(3)
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(1)

Figure 4.10: Different transmission policies resulted from different number of sam-
ples per action Ni: (1) transmission policies resulted by running 6 samples per
action, (2) transmission policy resulted by running 25 samples per action, and (3)
the actual optimal policy by BIA.

when a receiver receives packet l1 or l2 correctly, it gets an amount of reward 0.7

or 0.3, respectively. Assume further that l2 depends on l1, i.e., l2 can be useful

only when l1 has been received. The packet error probabilities p1 = p2 = 0.1. As

noted above, there are 16 different states:




0 0

0 0


,




1 0

0 0


, ..., and




1 1

1 1




and four different actions a0=“sending nothing”, a1=“sending l1”, a2=“sending

l2”, and a3=“sending l1 ⊕ l2”. We set the time horizon to be 3 time steps.

Convergence: As seen in Fig. 4.10, we have the transmission policies resulted

by different number of samples per action Ni. In Fig. 4.10(1), Ni = 6, the actions

are quite different from the actions in the optimal policy in Fig.4.10(3). For more

number of samples per action, Ni = 25, the policy becomes closer to the optimal



103

0 5 10 15 20 25 30
0.65

0.7

0.75

0.8

0.85

0.9

0.95

1

Number of Samples

A
ve

ra
ge

 R
ew

ar
d

Convergence of the Simulation−based Algorithm

 

 

Simulation−Based Algorithm
Theoretical Optimal Policy from BIA

Figure 4.11: The convergence rate of policy by the SDP algorithm to the optimal
as the number of samples per action increases.

one. Fig. 4.11 shows the convergence rate to the optimal policy in term of the

amount of average reward per receiver. When increasing the number of samples

per action, the reward value gets to close to the optimal value.

Complexity: Our simulation-based algorithm avoids the complexity of model-

ing (“the curse of modeling” problem). When K and M are large, it is intractable

to explicitly construct the transition probabilities and transition reward function.

Using simulations, these are implicitly captured. Secondly, the SDP algorithm re-

duces the computational complexity (“the curse of dimensionality” problem). It is

easy to see that the time complexity for this algorithm is O(NNi|S||A|). Because

Ni is normally much smaller than |S|, this time complexity is significantly less

than O(N |S|2|A|) of BIA.
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4.6 Scheduling with Erroneous Feedback

So far, we assume that the feedbacks from the receivers are error-free, so that

the AP knows the states of the receivers exactly and our optimization problem

can be nicely solved by solving the corresponding abstract MDP. In this section,

we further examine the case of erroneous feedback, i.e., the feedback channels are

unreliable.

4.6.1 Hidden Markov Model of Receivers’ States

With error-free feedback, the AP obtains the states of the receivers correctly and

views the state transitions of receivers as a Markov process. With error-prone feed-

back, however the AP views those states as hidden states, i.e., partially observable

states. Thus in the transmission scenarios with erroneous feedback, the AP gets

the observations that are not actual the states of the receivers as in the scenarios

with error-free feedback. To illustrate the difference between the actual states and

the observed states or observation from the AP, let us consider again the exam-

ple in which two packets l1 and l2 are sent to two receivers R1 and R2. Assume

that the beginning actual state is s1 =




0 0

0 0


 and the AP, at the beginning

also observes the state as o1 =




0 0

0 0


. Taking action “sending l1” will result

two receivers receiving l1 correctly. The next actual state becomes s2 =




1 0

1 0


.
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Through the feedback, if received correctly at the AP, the AP knows exactly that

the receivers’ state s2 =




1 0

1 0


. If one of the feedback is error, however, the

AP obtains an observation that is different from the actual state of the receivers.

For instance, suppose the feedback from the first receiver is erroneous, the AP will

get the observation o2 =




0 0

1 0


. Similarly, in the next time step, the AP takes

action “sending l2”, which may results in the actual state s3 =




1 1

1 1


 and the

observation o3 =




0 0

1 1


. As a result, the actual state transition is s1 → s2 → s3

that is different from the observation transition o1 → o2 → o3. The AP, which

acts as a decision maker, has to select which packet to send based on the partial

observations in order to maximize the sum reward returned at the receivers. Our

decision making problem, i.e., scheduling problem, will be modeled as a partially

observable Markov decision processes (POMDP) in the next section [67–69].

4.6.2 POMDP for Scheduling with Erroneous Feedback

In order to model our scheduling problem as an POMDP, we need to define follow-

ing components: 1) the state; 2) the observation; 3) the action; 4) the transition

probabilities; 5) the transition reward, and 6) the time horizons, i.e., it is different

from the completely observable MDP by the observation component. We define

the state, the action, the transition probabilities, the transition reward, and the
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time horizon exactly the same as in the MDP. The observation is defined as in the

example in Section 4.6.1. In general, it is defined as

o =




ob1
1 ob2

1 ... obK
1

ob1
2 ob2

2 ... obK
2

...

ob1
M ob2

M ... obK
M




,

where entry obi
j = {0, 1} indicates that the observation from the AP wether the

receiver Rj has been received packet li or not: obi
j = 1 indicates that the AP

observes that Rj has been received li correctly and obi
j = 0 indicates otherwise.

We note again that if the feedback is error-free, then the observation completely

describes the state of receivers, i.e., the observation and the state are the same

(o = s). Because of the error feedback, however, it partially describes the receivers’

state. The solution for the POMDP is a policy from time step t = 1 to t = N :

π∗ = {d∗(s1), d
∗(s2), ..., d

∗(sN)}, where d∗(st) is a set of actions at time step t that

maximize the sum reward:

π∗ = arg max
a∈A

Eπ
st

{
N−1∑

n=t

rn(on, an) + rN(oN)

}
. (4.20)

We note that this equation is different from Equation 4.19 by the observation on

in the equation. This means that the AP relies on the observation o rather than

exact state s as in the MPD to select action at each time step. In addition, because

the observation above is actually the partially presentation of states, the MDP is
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Figure 4.12: Average distortion reduction in MSE of video sequences at each re-
ceiver versus the packet loss probabilities for the broadcast setting with a small
number of receivers.

just a special case of the POMDP. In other words, the POMDP will reduce to the

MDP when the feedback is error-free.

Fortunately, to solve our POMDP, we can again use the SDP algorithm. The

difference is that the algorithm, for each observation which is a partial pretention

of actual state, will sample all the actions in the action space to select the best

action.

4.7 Simulation Results

In this section, we present some simulation results to demonstrate the advantages

of our scheduling algorithm using NC with simulation-based MDP. We assume that

the AP has a Foreman video sequence which is sent to the receivers. The sequence is

assumed to have four layers l1, l2, l3, and l4. Each layer is packetized into different
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Figure 4.13: Average distortion reduction in MSE of video sequences at each re-
ceiver in the broadcast scenario with the fixed number of transmission opportuni-
ties: (a) Distortion versus packet loss probabilities at receivers R1, R2, R3, and R4;
(b) Distortion reduction versus packet loss probability at R1.

type of packets which are denoted as packets lF1 , lF2 , lF3 , and lF4 , respectively.

Associated with each packet is a reward or a distortion reduction amount in term

of MSE. In particular, we use the distortion reduction rF
1 = 14.67, rF

2 = 10.60, rF
3 =

6.85, and rF
4 = 5.83 as provided in [50, 58]. Given that we only have N time slots

(i.e., transmission opportunities) to send these packets so that they arrive at the

receivers before their deadline, the objective of our NC with SDP is to maximize

the total distortion reduction for the media sequence.

Fist, we evaluate the scheduling with NC using BIA and the scheduling with NC

using SDP for a broadcast scenario with a small number of receivers. In particular,

we measure the performances of those algorithms for a broadcast setting in which

a Foreman sequence is broadcasted to two receivers R1 and R2. For SDP, we use
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Figure 4.14: Average distortion reduction in MSE of video sequences at each re-
ceiver in the concurrent unicast scenario: (a) Distortion versus packet loss probabil-
ities at receivers R1 and R2; (b) Distortion reduction versus packet loss probability
R1.

20 and 30 samples per action. As seen from Fig. 4.12, the NC scheme using BIA

gives the optimal scheduling policy, leading to the highest distortion reduction.

The performance of the NC with SDP gets closer to that of the NC with BIA as

we increase the number of samples from 20 to 30. We note that in this setting,

there are two receivers in our simulation, so we can define the state transition

matrices and reward matrices without much difficulty.

Now we consider for the scenario of more number of receivers in which we apply

the NC scheme using SDP. We compare the performance of our NC approach with

those of two other algorithms: The ARQ retransmission algorithm without using

NC and the greedy algorithm with NC. In the retransmission scheme, the AP

sends packets starting from the packet with the largest distortion reduction to the
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Figure 4.15: Average distortion reduction in MSE of video sequences at each re-
ceiver versus the number of transmission opportunities: a) Broadcast to 4 receivers;
(b) Concurrent unicast to two receivers.

one with the lowest distortion reduction, i.e., following the order lF1 , lF2 , lF3 , and lF4 .

Each packet is sent until either it is received correctly at the intended receiver(s) or

the number of transmissions exceeds N . After N time slots, regardless of whether

or not the AP successfully sends all 4 packets, it moves to the next 4 packets

(layers) of the next frame. For the greedy algorithm with NC, the AP maintains

the set of states and the set of actions similarly as in the MDP method. Those

actions includes sending nothing, sending a new packet, sending a lost packet, and

sending a NC packet. At each transmission stage, it will compute the best action

that provides the highest immediate reward instead of computing the policy for the

whole time horizon. In fact, this algorithm can be considered as an approximation

solution of the MDP problem where the optimization policy is for one stage rather

than for the whole time horizon as resulted from BIA.
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To illustrate the difference between the retransmission approach and greedy al-

gorithm transmission with NC, we consider an example in which the AP broadcasts

two packets l1 and l2 with their respective normalized rewards 0.7 and 0.3 to three

receivers R1, R2, and R3. Assume that at some point, the state of the receivers is


1 0

0 0

1 0



, i.e., the first packet l1 is lost at the receiver R2. In the next transmission,

the retransmission algorithm will retransmit packet l1. The greedy algorithm with

NC, instead, will transmit l2 because that action provides the largest immediate

sum reward.

Fig. 4.13 shows the average distortion reduction as a function of packet loss

probabilities in the broadcast setting for three schemes. In Fig. 4.13(a), we vary

the packet loss probabilities of all receivers from 5% to 25% and fix the total

number of transmission opportunities N = 5. The lower distortion amount results

in better average video qualities. As seen, the NC scheme with MDP performs the

best, followed by the greedy algorithm with NC, then the non-NC retransmission

algorithm. For a fixed N = 5, the increase in loss rate results in a decrease

in throughput. With small delay requirement (N = 5), it is becoming critical

to schedule the packets optimally to maximize the video qualities at the receivers.

When the loss rate is 5% and N = 5, the AP has many opportunities to successfully

transmit all the packets to receivers, resulting in approximately the maximum

distortion reduction. In a second simulation, we simulate for the scenario where

packet loss rates of receivers are quite different. In particular, we set packet loss
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rates for R2, R3 and R4 as p2 = 0.1, p3 = 0.2, and p4 = 0.3 and vary the loss rate

for R1. The number of transmission opportunities is set to 5. As shown in Fig.

4.13(b), the NC with MDP provides the highest media quality. It is interesting

that the performance gap between the MDP scheme and the other two schemes

becomes bigger. This means that the MDP always produce a better transmission

policy when the packet loss rates vary from a receiver to another.

We now consider the unicast setting in which two receivers R1 and R2 want to

receive two different sequences Foreman and Coastguard, respectively. We assume

that Foreman has three packets lF1 , lF2 , and lF3 with their corresponding distortion

reduction in MSE rF
1 = 14.67, rF

2 = 10.60, and rF
3 = 6.85, and Coastguard has

three packets lC1 , lC2 , and lC3 with their corresponding distortion reduction in MSE

rC
1 = 20.84, rC

2 = 15.34, and rC
3 = 9.54. Fig. 4.14(a) shows the distortion reduction

as a function of the loss rates for fixed N = 7 and the packet loss probabilities at two

receivers p1 and p2 vary from 0.05 to 0.25. Similarly, with the same N , we fix packet

loss rates of R1 as p1 = 0.2 and vary p2 from 0.05 to 0.25. As predicted, the smaller

packet loss probabilities provides better performance. Again, the NC scheme with

simulation-based MDP leads to the largest reward or best video qualities. The

performance of the greedy algorithm with NC is very close to that of the MDP

non-NC algorithm as shown in both figures. This is plausible as the MDP always

selects the packet with largest distortion reduction to send to its intended receiver,

resulting in a similar performance to that of the look-ahead algorithm. For the

same broadcast and unicast settings, we now examine the scenarios where the loss

rates are fixed and the number of transmission opportunities N is varied. Fig.
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Figure 4.16: Average distortion reduction in MSE of video sequences at each re-
ceiver versus the number of transmission opportunities for the case of erroneous
feedback: a) Broadcast to 4 receivers; (b) Concurrent unicast to two receivers.

4.15 (a) and (b) shows the rewards as a function of N for three approaches in

the broadcast and unicast settings, respectively. As N increases, there are more

opportunities to retransmit the lost packets, thus the performances of all three

algorithms also increase. Again, the MDP with NC algorithm performs the best,

followed by other algorithms. When N increases to some value, the performances

of those three schemes converge to a maximum value. This means that there is

enough transmission opportunities to send all packets correctly to the receivers.

Thus there are no packet losses that causes the reduction in media quality. We

note that the NC with MDP converges to the maximum value faster than all other

schemes.

We now present the simulation results for the case of erroneous feedback.

For the broadcast scenario, the AP broadcasts the Foreman sequence four re-
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ceivers R1, R2, R3, and R4 with their corresponding packet loss probabilities p1 =

0.05, p2 = 0.1, p3 = 0.2, and p4 = 0.3. For the unicast scenario, the AP con-

currently unicasts the Coastguard and Foreman to two receivers R1 and R2 with

packet loss probabilities p1 = 0.1 and p2 = 0.25, respectively. In both settings, we

vary the feedback error probabilities from all receivers to the AP from 0% to 20%

and fix the number of transmission opportunities. As seen from Fig. 4.16, when

the feedback error probabilities increase, the transmission performance of the re-

transmission method reduces significantly, while the NC framwork with POMDP

maintains the high video quality. We note that, when the feedback error proba-

bility equals to 0%, the feedback channel is perfect and our scheduling problem

reduces to the scheduling with MDP above.

4.8 Summary

In this chapter we have proposed a NC based scheduling policy at an AP that

optimizes the multimedia transmission in both broadcast and concurrent unicast

settings. In particular, our contributions include (a) a framework for increasing the

bandwidth efficiency of broadcast and unicast sessions in a wireless network based

on NC techniques; (b) an optimized scheduling algorithm based on the Markov

Decision Process (MDP) to maximize the quality of multimedia applications; (c)

simulation-based algorithms for solving the large MDP and POMDP problems.

The results demonstrate the advantages of our approach over the current trans-

mission techniques.
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Chapter 5 – RANDOM NETWORK CODING TECHNIQUES

D. Nguyen, T. Tran, and T. Nguyen, Hybrid ARQ-Random Network Coding for

Wireless Media Streaming, in IEEE-ICCE, Vietnam, 2008.
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5.1 Introduction

In previous chapters, we consider XOR NC in which the encoding and decoding

operations are the XOR operations-the operations in Finite Field GF (2). RNC, on

the other hand, uses operations in Finite Field GF (2q) with q > 2. As mentioned in

the Chapter 2, using RNC, data packets and coefficients are presented as elements

of GF (2q). RNC can achieve a throughput improvement, in most cases, similar to

or even better than XOR NC. As seen in the example in Fig. 5.2, the throughput

improvement can be the same as XOR NC. The advantage of RNC is that the AP

does not have to know which packet is lost at which receiver. In other words, it

may not need to use full feedback for every packet as in the XOR NC scheme.
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Figure 5.1: An example of RNC: RNC (b) achieves the same throughput as XOR
NC (a); αi and βi (i={1,2,3}) are random coefficients in a Finite Field GF (2q),
(q > 2).

Generally, to encode K packets P1, P2, ..., PK using RNC, K random coefficients
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Figure 5.2: An example of RNC for multi-user single-hop networks: RNC (b)
achieves the same throughput as XOR NC (a); αi and βi (i={1,2,3}) are random
coefficients in Finite Field GF (2q), (q > 2).

αi(1 ≤ i ≤ K) are generated, and the coded packet is formed as

CP =
K∑

i=1

αiPi. (5.1)

For a receiver to be able to decode those K original packets, it must receive at least

K independent coded packets. This means that K sets of random coefficients must

be independent. If finite field GF (28) is used, the probability of independency for

small K (e.g. about 10) is close to 100%. Those coefficients must be sent together

with the coded packet by inserting them into the packet header. This results in

a transmission overhead. If l is the packet length (in a number of symbols in the

finite field), then this overhead is n
l
(%). In practice, because the packet length is

normally much larger than the number of coefficients, the overhead can be ignored.

For instance, with q = 28, K = 10 (packets), and l = 1000 (bytes), the overhead
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translates to roughly only 1% of the data. RNC has been recognized to be a

very efficient technique for information dissemination in wireless sensor or ad-hoc

networks and peer-to-peer networks where link failures are often and the network

topology is difficult to obtain.

5.2 RNC for Wireless Media Transmissions

We again consider the wireless media transmission from the AP to multiple re-

ceivers as in Chapter 3 and Chapter 4. Suppose there are N transmission oppor-

tunities to transmit K media packets P1, P2, ..., PK to M receivers so that they

can arrive at the clients before the deadline. The AP employs our RNC technique

to encode those packets and send to the client. At the receivers, an appropriate

decoding process is used to recover the original media packets. We have following

RNC schemes:

5.2.1 Uniform Random Network Coding (URNC)

In this scheme, the AP linearly combines K media packets Pi into coded packet

CP as in Equation 5.1 and then broadcasts those coded packets together with their

coefficients to the receivers. There are N transmission opportunities, so N coded

packets are formed and transmitted. A receiver can decode the original packets if it

receives at least K independent coded packets. Clearly, N should be at least equal

to K so that the decodability at the receivers is possible. Because of the packet
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losses, N is normally greater than K. Fig. 5.3(a) shows how URNC encodes 3 de-

pendent media packets P1, P2, and P3 into five coded packets CP1, CP2, CP3, CP4,

and CP5 which are then transmitted to the receivers. A receiver must receive at

least 3 independent coded packets in order to decode the original packets.

The drawback of URNC is that it does not consider the unequal importance of

the media packets. Because, the media packets have different levels of importance

in contributing to the overall media quality, it is not efficient to combine all packets

into the same coded packets. When packet loss probability is high so that a receiver

does not receive enough number of packets, all correctly-received coded packets are

unable to be decoded, resulting in highly distorted video. In the example in Fig.

5.3(a), if a receiver receives 2 coded packets, say CP1 and CP2 then it is unable to

decode any packet because the system of equations formed by CP1 and CP2 has

three unknowns, thus being unsolvable. In addition, a receiver can start playback

only after K original packets being decoded. The PRNC scheme can alleviate this

problem.

5.2.2 Prioritized Random Network Coding (PRNC)

PRNC is an improved version of URNC by giving encoding and transmission pri-

ority to important packets. PRNC involves three procedures: (1) hierarchically

grouping the set of packets into different classes based on packets’ importance; (2)

applying RNC for each class using a common finite field; and (3) scheduling to

transmit coded packets resulted from each class. More specifically, the set of K
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Figure 5.3: An example of wireless media broadcast with RNC; three media packets
are broadcast to M receivers: (a) URNC: coded packets are random combinations
of all three packets; (b) PRNC: the first three coded packets are random combi-
nations of the first two media packets and the last two coded packets are random
combinations of all three media packets.

packets {P1, P2, ..., PK} are classified into L classes: C1 = {P1, P2, ..., PN1}, C2 =

{P1, P2, ..., PN2}, ..., and CL = {P1, P2, ..., PNL
}, where N1 < N2 < ... < NL = K.

This means that C1 ⊂ C2 ⊂ .... ⊂ CL (hierarchical classification). We propose a

heuristic scheduling policy for transmissions of coded packets from classes; with

each algorithm, we consider two scenarios of the availability of the channel feed-

backs. In particular, we consider the scenario without channel feedback and and

the scenario with channel feedback. As will be shown, the coded packets from

high-priority classes have higher probability to be recovered earlier than those of

low-priority classes.

For the sake of simplicity, we investigate a basic case with L = 2; the set of

packets is classified into two classes. The scheduling algorithm with L > 2 can

be inferred in the same manner. There are 3 packets P1, P2, and P3 which are
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allowed to be transmitted within a maximum of 5 time slots. This set of packets

can be grouped into two classes C1 = {P1, P2} and C2 = {P1, P2, P3}. Note that

the important packets are designed to be present in every class. Applying RNC for

the first class results in coded packets, which are assigned to be transmitted within

the first 3 time slots. Similarly, coded packets from C2 are transmitted during the

last 2 time slots. Now assume that the channel experiences high packet error rate,

and there are 3 time slots among 5 in which, the packets are lost at a receiver.

Using PRNC, if receiver receives 2 coded packets during the first 3 time slots, it

would be able to decode the 2 packets in C1 whereas if using URNC, a receiver

does not have any chance of decoding 3 media packets because it only receives 2

out of 5 coded packets (Fig. 5.3b). Thus, PRNC can be used in a high loss rate

environment.

5.2.3 Scheduling Coded Packets

No Channel Feedback: The transmissions without channel feedback is suitable

for the case of high data rate transmissions or for the broadcast with a large

number of receivers. In high bit rate transmissions, using feedback may render

high transmission delay. In the broadcast with a large number of receivers, using

feedback may create the “feedback implosion problem” when many receivers send

feedback to the AP at the same time. From error protection point view, NC

works similarly to FEC techniques which transmit redundancy to help recover lost

packets across different receivers. Using URNC, the AP forms N coded packets
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by combining all K media packets to broadcast to all receivers. URNC does not

require any special scheduling algorithm. In particular, the AP combines media

packets in class C1 into coded packets that are transmitted in the first T1 time slots

and combines media packets in class C2 into coded packets that are transmitted in

the remaining T2 time slots (T1 + T2 = N). One special case is that T2 = 0. This

means the AP dedicates all N time slots to transmit all coded packets in the first

class and ignore the second class which has less important packets. In the example

above, the AP can use 5 time slots to transmit coded packets of C1. This way of

transmission produces a certain level of media quality under high packet loss rates,

at an expense that it never gives full media quality.

With Channel Feedback: We consider two cases: full-feedback and limited-

feedback. In full-feedback, a receiver sends feedbacks for all packets it has received

while in limited feedback a receiver sends one feedback for several packets together.

Clearly, in term of media quality, URNC would not gain from feedback because

N coded packets are formed and transmitted in N time slots similarly to the case

without feedback. However, in term of transmission overhead, i.e., the number of

transmissions per segment group, the AP can stop the transmission when know-

ing that all receivers receive all media packets. For PRNC, as soon as the AP

knows that all receivers can decode the media packets in the first class, it starts

transmitting coded packets in the second class. For PRNC, the AP also stops

transmissions when it knows all receivers receive all L packets. We note that there

can be a number of sophisticated scheduling algorithms in the case of full-feedback.

For instance, one can state the scheduling problem as a Markov decision process
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problem and use the Dynamic Programming method to find an optimal algorithm.

5.2.4 Integer Programming Formulation for PRNC

So far we have described how PRNC works intuitively, but not how to set the pa-

rameters optimally that achieves highest visual video quality under a given channel

condition. Specifically, we would like to know how to group the coded packets into

classes and schedule the transmissions for packets from each class in order to obtain

the best possible video quality at the receivers. The answers to these questions can

be formulated as an integer programming problem. Let us consider the broadcast

scenario for PRNC.

There are three parameters to consider: the number of classes L, the size of

each class N1, N2, ..., and NK , and the number of time slots Ti that are allowed

to transmit packets from class Ci. These 3 parameters specify completely the

scheduling algorithm. Note that we do not need to specify which packets belong

to which class as this is done implicitly. In particular, if C1 has size of N1, then the

first N1 packets among L packets will belong C1. Next if C2 has N2 packets, then

the first N2 packets among the L packets belong to C2, and so on. That said, we

can formulate the optimal scheduling problem as an integer programming problem

as
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minimize θPRNC ,

subject to NL = K,

∑L
i=1 Ti = N,

Ni > Ni−1 > 0, Ti > 0, K > 0,

where θPRNC denotes the average media quality as defined in Equation 4.12, and is

a function of PERs at receivers and the distortion contributions of packets. Having

formulated the problem, we note that finding the solution for a general integer

programming problem is hard. Although heuristic algorithms can be employed,

when the number of packets K is small (< 10), the problem can be solved by the

exhaustive search method.

5.2.5 Remarks On Overhead

There are two types of overheads in RNC: transmission overhead and delay over-

head. The earlier is the overhead in which random coefficients must be transmitted

with the coded packets and the later is the playback time delay because the client

has to wait until getting enough number of coded packets for decoding and then

takes time to decode the original packets. To combine K packets, K coefficients

must be used to produce each coded packet. As a result, the transmission over-

head depends on the length of the packet being combined. In practice, coefficients

are normally elements of GF (28) (i.e., one byte) and the packet has a length of
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Figure 5.4: The delay in the streaming system using three different schemes:
URNC has the largest delay while the retransmission scheme has the smallest
delay.

more than thousand bytes, so this overhead can be ignored. The waiting time

to get enough number of coded packets are unavoidable for RNC. For example

with K = 5 and L = 3, the client has to wait until getting enough 5 packets

and 3 packets if using URNC and PRNC, respectively, before starting decoding.

The retransmission scheme or Round-Robin transmission scheme, however, do not

have this delay. The decoding is a process of solving a system of equations. The

number of unknowns (in the system of equations) is K and L, respectively for

URNC and PRNC. If the Gaussian elimination method is used for decoding, the

time complexities are O(K3) and O(L3). If the packet length is of l symbols, then

those complexities are O(lL3) and O(lK3). We note that K is not very large since

a media frame typically has up to more than 10 layers while l is in the order of

hundreds or more than one thousand.

Fig. 5.4 introduces the delay of the media streaming playback with different

NC schemes. The server begins transmission at time t0. After the transmission

delay including the propagation delay, the first packet is received at the client.
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If using regular retransmission scheme without using NC, the receiver can start

playing back immediately. However, if using URNC and PRNC, the receiver must

receiver enough number of coded packets for decoding (e.g., 5 packets for URNC

and 3 packets for PRNC) and then spends time to decode the source packets before

playing back.

5.3 Simulation Results

We consider the broadcast setting in which the AP broadcasts a Foreman sequence

to five receivers R1, R2, R3, R4, and R5. For each transmission round of N time

slots, the AP transmits five packets of the sequence, P1, P2, P3, P4, and P5 with

their corresponding distortion reduction in MSE 14.67, 10.60, 6.85, 5.83, and 4.30.

For the case of non-feedback, we compare the URNC and PRNC performance

with that of the Round-Robin transmission scheme. The Round-Robin transmis-

sion scheme transmits packet P1, P2, P3, P4, and P5 within N time slots in the

decreasing order of the distortion reduction amount. After finishing the transmis-

sion of those packets for the first time, the AP turns back to retransmit those

packets in the same order if the transmission opportunities are still available. For

example, if N = 7, then the transmission order of the Round-Robin transmission

scheme is P1, P2, P3, P4, P5, P1, and P2. Because there are no feedbacks from the

receivers, the AP tries to transmit as many times as it can so that a lost packet,

if any, can be recovered with some probability. The URNC scheme combines all

5 packets into 7 coded packets CP1, CP2, ..., and CP7 and transmits to the re-
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Figure 5.5: Average distortion reduction in MSE of video sequences at each re-
ceiver versus packet loss probabilities in the non-feedback transmissions using RNC
schemes: (a) Broadcast to five receivers; (b) The case of high packet loss proba-
bilities.

ceivers within 7 time slots. Any receiver receiving equal or more than 5 coded

packet can decode those 5 original packets, otherwise, they are undecodable. The

PRNC scheme heuristically takes the first, most important 3 packets, combines

and transmits them within the first 5 time slots. For the remaining 2 time slots,

PRNC transmits the coded packets which are combinations of all 5 packets. Fig.

5.5 shows the transmission performances of three schemes. We see that for both

cases of low packet loss probability and high packet loss probability, the perfor-

mance of PRNC is better than those of other two schemes, while the Round-Robin

performs worst.

Similarly, for the transmissions with feedback, we compare the the URNC and

PRNC performance with that of the retransmission scheme. The retransmission
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Figure 5.6: Average distortion reduction in MSE of video sequences at each re-
ceiver versus packet loss probabilities in the transmissions with feedback using
RNC schemes: (a) Broadcast to five receivers; (b) the case of high packet loss
probabilities.

scheme using feedback transmits packet P1, P2, P3, P4, and P5 within N transmis-

sion time slots in the decreasing order of the distortion reduction amount. Differ-

ent from the Round-Robin scheme, the retransmission scheme retransmits any lost

packet immediately until its intended receiver receives it correctly. The URNC

scheme does not need feedback to schedule their transmissions. However, it can

stop transmission if it knows that all receivers have decoded the original packet,

helping reducing the total number of transmissions. For the PRNC scheme, the

coded packets from the first class, i.e, the first three most important packets, are

transmitted until all 5 receivers are able to decode them. After that, the combina-

tions of all 5 packets are transmitted in the remaining time slots. Fig. 5.6 shows

the transmission performances of three schemes. We see that for both cases of
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low packet loss probabilities and high packet loss probability, the performance of

PRNC is better than those of other two schemes, while the retransmission scheme

performs worst.

5.4 On Encoding Rate and Decoding Rate of Practical RNC

In this section, we present a practical RNC implementation in C language and we

measure the encoding and decoding delay using normal desktop computer. We use

finite field GF (28) with primitive polynomial p(x) = x8 + x4 + x3 + x + 1 for our

operations of NC. We consider how the operations in this field work on the data

packets. First of all, we examine the encoding and decoding processes for regular

data packets.

5.4.1 Encoding and Decoding Data Packets

We consider RNC over the finite field GF (28) Because, each data byte, i.e., 8 bits

of information, is an element in GF (28), each packet which is presented as an

array of bytes, is a sequence of elements in the field. Our encoding and decoding

use addition, substraction, multiplication, division operations on the byte basic.

To illustrate how encoding and decoding works, we assume that there are three

packets P1, P2, and P3. Those packets have the same size of N bytes, i.e., 3 arrays

of N elements in GF (28). For each encoding, three random coefficients-elements

of GF (28), are generated. As seen in the Fig. 5.7(a), a set of random coefficients,
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a1, b1, c1 is used to produce encoded packet CP1. Similarly, a2, b2, c2 and a3, b3, c3

are generated to create encoded packet CP2 and CP3, respectively. We note that

each coefficient is an element of GF (28), so it is presented as a byte. The encoding

is a byte-wise operation. This means that the first byte of CP1 is created by

encoding three fist bytes of P1, P2, and P3; the second byte of CP1 is created by

encoding three second bytes of P1, P2, and P3; and so on. In this example, we need

to encode three packets, the receiver needs at least three coded packets to decode

the original packets. In practice, because some coded packets can be lost during

their transmissions, the sender has to generate more than three coded packets.

As mentioned earlier, because the probability of independence of those random

coefficients is close to 100%, the probability of being able to decode the original

packets is close to 100%. We note that the coefficients must be sent together with

the coded data by enclosing them in the coded packet’s header.

We now consider the decoding process (Fig. 5.7(b)). We assume that a receiver

has received three coded packets CP1, CP2, and CP3 with three sets of independent

coefficients, {a1, b1, c1}, {a2, b2, c2} and {a3, b3, c3}. The receiver has to decode the

original data based on those received information. This can be done by solving

systems of equations using the Gaussian Elimination method. Let us consider how

it solves the first three bytes of three packets. We denote the first byte of P1 as x,

P2 as y and P3 as z, that we want to recover; the first byte of coded packet CP1

as d1, CP2 as d2, and CP3 as d3. We then have a system of equations with three
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Figure 5.7: An example of random network encoding and decoding: (a) three
packets are presented as vector of data bytes, each byte is an element of GF (28).
ai, bi, and ci are random coefficients in the field; (b) when the receiver receives
three coded packets with three sets of independent coefficients, it uses the Gaussian
Elimination method to solve the original data.

unknown as follows:

a1x + b1y + c1z = d1 (5.2)

a2x + b2y + c2z = d2 (5.3)

a3x + b3y + c3z = d3 (5.4)

Solving this system of equations gives us the first three bytes of three original

packets. Because there are N bytes for each packet, N systems of equations need

to be solved to recover all three packets P1, P2, and P3.
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Figure 5.8: Byte presentation of a packet used for RNC. Each byte is an element
of GF (28).

5.4.2 Encoding and Decoding Implementation in C

Because, the encoding and decoding uses operations in finite field GF (28), we need

to implement all the basic operations including addition, substraction, multiplica-

tion, and division. We will show step-by-step how the program using C language

works for those encoding and decoding processes. First of all, we introduce how

to present a packet as a vector of elements in GF (28). Each element of GF (28)

can be represented as polynomials of degree strictly less than 8 over the basic

field GF (2). We take polynomial p(x) = x8 + x4 + x3 + x + 1 over GF (2) as a

primitive polynomial of GF (28). Let α be the root of p(x) = 0, then any element

of GF (28) can be presented as an exponential presentation of α or as a polyno-

mial of α. For example, α0 is 1 in the polynomial presentation and 00000001

in binary presentation, or α8 is α4 + α3 + α + 1 in the polynomial presentation

and 00011011 in the binary presentation. Fig. 5.8 shows the presentation of an

element of GF (28) in different forms. Using the polynomial presentation, the oper-

ations in GF (28) can be implemented over polynomials, i.e., polynomial addition,
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Figure 5.9: Elements of GF (28) is presented as an array in the program.

substraction, multiplication, and division.

As introduced in [43], performing the polynomial addition and substraction

has the time complexity O(n), where n is the degree of the polynomial (in our

case, n = 7). The multiplication and division, however, have the complexity of

O(n2) and O(n3), respectively, in which the division requires the implementation

of the Extended Euclidean algorithm. In the C implementation, the addition and

substraction are simply done by the XOR operation, i.e., a ∧ b for a + b or a− b,

where a, b are elements of GF (28) as seen in Fig. 5.10.

For the multiplication and division, one efficient way is using Rijndael’s finite

field GF (28) with lookup table [70]. We consider a Rijndael’s finite field with

primitive polynomial p(x) = x8 + x4 + x3 + x + 1. Under this field, each element

of the field is presented as an item in a table of 256 entries. Rijndael algorithm

uses one element as a generator to generate all 256 members of the field. This
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Figure 5.10: Functions in C to implement operations in GF (28): Addition (GAdd),
Substraction (GSub), Multiplication (GMul), and Division (GDiv).

is done by multiplying the generating element with itself for some times. To im-

plement the fast multiplication and division, we first need to construct the tables

called logarithm table and anti-logarithm table. Each entry in the logarithm table

is the number of times for multiplying the generator while anti-logarithm table

is the reversion of the logarithm table. To clarify this, consider the C multipli-

cation function. The logarithm table is generated by the generator 229 or 0xe5

in hexadecimal and is stored as array ltable, while the anti-logarithm is stored as

array atable. An element ltable[a] in the table (or array) gives us the number of

times for multiplying 229. So to multiply a with b we use the ltable to find out

the exponent presentation of those numbers and the multiplication the addition as

ltable[ab] = ltable[a] + ltable[b]. Now we need to convert back from the exponent

presentation into the decimal by using the anti-logarithm table. In general, using



135

two tables, we can multiply two numbers a and b as ab = atable[ltable[a]+ltable[b]].

It is straight forward to divide a by b as a/b = atable[ltable[a]− ltable[b]].

5.4.3 Measuring Encoding and Decoding Time Delay

We are interested in measuring the encoding rate and decoding rate of RNC. We

have learned that the encoding requires addition and multiplication in GF (28),

while the decoding requires addition, multiplication, and division. In the first

implementation, we set the packet size of 1500 bytes and the number of packets

per encoding of 10, 20, 30, 40, and 50. Fig. 5.11(a) shows the computation rates

of encoding and decoding operation versus the number of packets per encoding.

We see that for the same packet size the encoding time is less than the decoding

time but they are not much different. For example, with number of packets per

encoding 20, the computation rates are 8.5 Mbps and 7.8 Mbps for encoding and

decoding, respectively. This is reasonable because using the table-lookup method,

the multiplication time complexity and division time complexity are quite similar.

Importantly, when the number of packets per encoding increases, the encoding rate

and the decoding rate decrease. Fig. 5.11(a) presents the encoding rate and the

decoding rate versus the packets sizes with a fixed number of packets per encoding.

There is a slight increase in the rates when the packet size increases. From those

measurements, it is necessary to design an appropriate coding structure so that the

data transmission speed matches with the encoding/decoding speeds, especially for

realtime applications using NC.
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Figure 5.11: Computation rates of random encoding and decoding.

5.5 Summary

We have considered RNC techniques. Our application of RNC to wireless media

broadcast shows that it can improve the performance of the media transmissions

under various cases of feedbacks. We also show the detailed implementation of

RNC in C language in which the table-lookup method for Rijndael’s finite field is

used to implement efficient operations in GF (28). Our implementation shows that

the encoding time and the decoding time are not much different and if the number

of packet per encoding increases then the delay will increase. This phenomena may

effect the performance of realtime applications like media streaming ones.
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Chapter 6 – CONCLUSION AND FUTURE WORK
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We have presented NC schemes for multi-user single-hop wireless networks - a last

mile of the end-to-end communication from the Internet to mobile users. Our

proposed scheme is potentially applied in WiFi, WiMAX, or Cellular networks to

enhance the overall end-to-end data transmission performance.

In Chapter 3, we have considered a NC scheme for a multi-user wireless broad-

cast setting in which the AP combines distinct lost packets of different wireless

receivers using XOR operations to enhance the bandwidth utilization. We provide

detailed theoretical and simulation results of using NC and compare with other

traditional transmission schemes in a number of broadcast scenarios.

We provide a joint NC and transmission scheduling scheme using MDP for

multimedia streaming to multiple wireless users in Chapter 4. The joint problem

is formulated as an MPD abstract so that the solution of MDP will provide an off-

line optimal transmission policy, which decides a packet or a combined packet to

be transmitted at which time slot in order to produce the best media quality at the

receivers. In addition, we also provide a simulation-based dynamic programming

algorithm to address the problem of large MDP when the number of receivers

increases, and the problem of partial observation of the receivers’ states when the

feedback from the receiver is in error.

Finally, in Chapter 5, we present RNC techniques which use random combi-

nations for encoding. The prioritized encoding scheme is employed for scheduling

the media packets to multiple wireless users. We consider our NC approaches

under different feedback scenarios, i.e., full feedback and limited feedback. In ad-

dition, we provide the practical RNC implementation in C language and measure
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the practical encoding and decoding rates versus different packet sizes and varying

numbers of packets for combination.

6.1 Challenges of NC

Although, NC provides new design approaches to many problems of networking,

and especially, the unreliable and unpredictable wireless medium, there are many

challenges associated with its practical implementation such as: delay, new design

architectures of the router and the switch, the information security issue, and the

transmission reliability issue.

Delay when using NC is unavoidable. The delay can be classified into two types:

encoding/decoding delay and waiting delay. The encoding delay is the delay that

the router has to combine incoming packets using operations in a selected finite

field and the decoding delay is the delay that the receiver have to solve the system

of equation in order to recover the original information. The waiting delay, on the

other hand, is the waiting time that the router has to wait for getting an enough

number of packets before combining and sending out. The receivers also have to

wait for getting enough the number of coded packets before decoding. Those delays

may affect the time-sensitive applications like multimedia applications.

The second problem in using NC for the current networking infrastructure is

that we need to redesign all the routers so that they are capable of encoding or de-

coding. Current routers are using storing and forwarding mechanism. The data are

stored, and unmodified, then forwarded to the next nodes in the network. Using
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NC, the routers have to generate the random coefficient and encode packets from

different sources into coded packets before forwarding. Consequently, the routers

have to perform more complicated operations. The network designers have to make

significant modifications for the current router architectures. Furthermore, in the

network where there are a lot of users involving in the communications, design-

ing an appropriate and efficient network code structure will require considerable

research effort.

The third problem in using NC is the information security. As seen in the

example of wireless broadcast using NC, each receiver decodes both information

it wants and information intended for other receivers. This capability might not

be good in term of information security in wireless networks such as cellphone or

WLAN/WiMax networks, where the information privacy must be guaranteed. In

wireless mess networks with multicast or multiple unicast, the information that is

addressed to different receivers is encoded into same packets. Thus receivers may

be able to decode all information of other receivers. Therefore, we need to consider

the security into practical NC design.

The reliability is another problem of NC. Because all information is randomly

encoded, the most important factor is the ability to decode the information the

receiver wants. If a receiver gets a less number of packets than necessary, it is

not able to decode the information and the received packets become useless. We

have seen in the wireless multiple unicast using random NC is that while some

other nodes are able to decode the packet, some nodes are not. Thus designing an

appropriate NC structure is very important in this case. In addition, with NC, all
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the information is mixed and the destination becomes less important. This means

that routing from the source to the destination does not play an important role in

the end-to-end communication. This may raise a question of the reliability in the

end-to-end communication when using NC.

6.2 Future work

In the future work, that we are interested in doing following research on NC: (1)

practical implementation of NC for multi-user wireless networks, (2) NC for wire-

less mess networks, and (3) NC for P2P networks. In our current work, we consider

NC for single-hop wireless networks with concentration on the theoretical aspect.

It is very interesting to learn how NC practically works on the current network

infrastructures such as WLAN. It is very interesting to find answers for questions

such as: How does NC interact with the transport and MAC layer and what is the

maximum transmission speed can be achieved under the current network architec-

tures?, etc.

Our current research focuses on the application of NC in single-hop networks.

NC is also potential for wireless mess networks in which information is transmit-

ted via multiple hops. In such networks, there are normally no centralized control

systems that control the overall routing of the information like in wired networks.

Using NC, the broadcast nature of wireless can be exploited. Any node, if oppor-

tunistically receiving information from other, can encode them with other infor-

mation using RNC algorithms. Although, it has been proved that doing random
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encoding and decoding at the destination can avoid complicated routing, there

are still a lot of unsolved problems when employing NC with the current routing

infrastructures.

NC is also very promising for improving the performance of P2P networks.

P2P networks are application-layer multicast networks in which each client act as

both a data sink and a source. Designing an efficient P2P network requires us to

design efficient application-layer routing algorithms. This means that P2P routing

algorithm needs to find the best sharing strategy so that the data is delivered to

the intended receiver in the fastest way and consume least transmission bandwidth.

In P2P networks, data can travel multiple hops and multiple paths. NC might be

a very efficient solution in this scenario as we see in wireless mess networks where

data is transmitted via multiple hops and multiple paths.
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