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Modeling and Dynamics Analysis of P2P Networks based on 

Evolutionary Games 

 

1 Introduction 

Since P2P systems are completely decentralized [1] and resources are shared 

directly between participating nodes, all P2P systems potentially suffer from free riders, 

e.g. nodes consume resources without any contribution. In a P2P system, cooperation is 

the key to the success of completing its service, so free riders not only diminish the 

quality of service for other nodes, but also threaten the existence of the entire system [2]. 

Therefore, an effective incentive mechanism is essential to maintain the cooperation 

among nodes. 

To study and analyze a P2P network and its incentive mechanism, theories and 

tools from economics, especially game theory has been used extensively. For example, if 

nodes are assumed to behave ‖rationally‖ in the context of classical game theory, then, 

the ‖Nash equilibrium‖ can be computed. Therefore, game theory is used to reveal how 

selfish node behavior affects the whole system. Kavitha Ranganathan et al. [3] presented 

a Prisoner‘s dilemma model of P2P system, which showed some light on establishing an 

effective incentive mechanism. Buragohain et al. [4] presented a game theoretic 

framework for incentives in P2P system. 

Although these studies show how selfish node behavior affects the system 

performance in Nash equilibrium, the analysis is based on micro and static ways. Also, 

Nash equilibrium is hard to compute and it does not describe P2P systems both in terms 

of optimality and stability. Specially, it is not able to deal with highly dynamic situations 

like P2P systems with many nodes. To overcome such demerits of classical game theory, 

we use evolutionary game theory [5] for better methods how selfish nodes affect the 

dynamics of the whole system. 

In this thesis, we first make models of P2P systems based on two simple games: 

the Stag Hunt Game (SHG)[7], and the Snowdrift Game (SG)[6]. Then we derive the 

replicator dynamics to get evolutionary stable strategy (ESS) which is a solution concept 

of evolutionary game. 
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The rest of the thesis is organized as follows. In Chapter 2, we explain the general 

concept of P2P systems and the incentive mechanisms which are already applied to the 

current P2P system. Then, we briefly explained the concept of both classical game theory 

and evolutionary game theory in Chapter 3. In Chapter 4, we describe the models of P2P 

systems and derive the replicator dynamics. Also we suggested a conceptual incentive 

mechanism based on the dynamical analysis.  The simulation results and analysis are 

shown in chapter 5. Finally, Chapter 6 gives conclusions and future works. 
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2 Incentives in Peer-to-peer System 

2.1 Introduction 

 The public release of Napster[8] in June 1999 and Gnutella[9] in March 2000 

introduced the world to the disruptive power of peer-to-peer (P2P) networking. Tens of 

millions of individuals spread across the world could now self-organize and collaborate 

in the dissemination and sharing of music and other content. Yet, within 6 months of its 

public release, and long before individual users are threatened by copyright infringement 

lawsuits, the Gnutella network saw two thirds of its users free-riding, i.e., downloading 

files from the network without uploading any in return[10]. 

Given the large-scale, high-turnover, and relative anonymity of the P2P file-sharing 

network, most P2P transactions are one-shot interactions between strangers that will 

never meet again in the future. It is therefore unsurprising that cooperation is difficult to 

sustain in these networks. It quickly became clear to the P2P developers‘ community that 

some form of incentives is needed to overcome this free-riding problem. 

The subsequent generation of P2P file-sharing networks incorporated incentive 

mechanisms based on currency or reputation. For example, in Mojonation[11], peers earn 

‗mojos‘ through contributions to others, and use the earned currency to redeem for 

service from others. In KaZaA[12], peers build up their reputation scored by uploading, 

and highly reputed peers receive preferential treatment in their downloads. 

The BitTorrent file-sharing system[13] went beyond currency and reputation, and 

adopted an incentive mechanism based on barter. By partitioning large files such as 

movies and software binaries into small chunks, file-sharing using the BitTorrent 

protocol necessitates repeat interactions among peers, allowing cooperation to flourish 

based on direct reciprocity rather than indirect reciprocity. From a system perspective, 

there is no need to keep long-term state information, in the form of either reputation or 

currency. This simplifies the design and improves its robustness against attacks. 

Empirical studies found much lower levels of free-riding in BitTorrent communities 
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[14,15,16].Yet, theoretical analysis has demonstrated that the BitTorrent protocol can still 

be manipulated by selfish peers in their favor[17]. 

The issue of cooperation and incentives in P2P systems goes far beyond free-riding in 

file-sharing networks. Grassroots contribution by autonomous peers are needed to sustain 

many networked systems, ranging from mobile ad hoc networks and community-based 

wireless mesh networks, to application layer overlay networks that support anonymous 

communications and live video streaming. Even inter-domain routing over the Internet 

requires the cooperation of competing network operators [18.19,20] 

In order to a P2P system work, the nodes need to share their resources with the others. 

The P2P applications‘ success greatly relies on each participant‘s cooperation. These 

applications are self-organizing in that peer software is provided freely for downloading 

with users deciding when to download (when the application is file sharing application) 

and execute these peers on their hardware. There is no centralized administration or 

control and such systems are open because there is nothing stopping peers from 

modifying their software (and hence behavior). 

In P2P systems, this problem is evident in many applications, not just file sharing, e.g., 

the sharing of processing power or storage, the passing of messages and performing 

remote operations. The increase of free-riders deteriorates the service availability, which 

is the most important performance metric for each user. Therefore, overcoming free 

riding behavior is the key for to the success of completing its service, and various 

mechanisms to prevent free riding has been studied. In the next chapter, we will discuss 

incentive mechanisms for P2P systems based on reputation, barter, and currency. 

 

2.2 Incentive mechanisms in P2P system 

2.2.1 Reputation  

 Reputation has an excellent track record at facilitating cooperation in very diverse 

settings, from evolutionary biology to online marketplace like eBay. It is therefore 
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unsurprising that mayP2Psystems have adopted some form of reputation scheme to 

reward good behavior and/or punish bad behavior by the peers. 

In general, P2P reputation scheme is coupled with a service differentiation scheme. 

Contributing peers possess good reputations and receive good service from other 

peers, while noncontributing peers possess bad reputations and receive poor service 

from others. For example, peers in KaZaA file-sharing network build up their 

reputation scores by uploading files to others, and are rewarded with higher priority 

when downloading files from others. Similar schemes have been proposed for p2p 

storage, p2p multicast, and mobile ad hoc network.  

Used in conjunction with other security techniques, a P2P reputation scheme can 

also be used to identify, isolate, and avoid malicious peers in a system. For 

example, the Eigentrust algorithm[21] computes global trust values of peers by 

aggregating local trust values based on the notion of transitive trust, similar to the 

PageRank algorithm. Peers that introduce inauthentic files into the system receive a 

low global trust value and will be shunned by other. The credence system extends 

the notion of reputation from peers to objects. Reputation scores are maintained for 

individual objects in the P2P system. These techniques can be used to defend 

against pollution and poisoning attacks in P2P file-sharing networks[22].  

 

2.2.2 A Barter-Based System: BitTorrent 

BitTorrent is a popular p2p file-sharing system with incentives as an integral part of 

its design. It departs from earlier P2P file-sharing systems in that its incentive 

mechanism is based loosely on direct reciprocity rather than indirect reciprocity. 

In BitTorrent, a seeding peer divides a large file into small fixed size pieces, and 

provides different pieces to different peers, who in turn exchange pieces with one 

another. A peer can reconstruct the file once it has obtained all the pieces. This 

technique is known as swarming download or parallel download. To induce peers 
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to upload their pieces, a peer‘s download rate is influenced by his upload rate 

through a direct reciprocity or barter scheme. 

BitTorrent attempts to alleviate the problem of random matching in large 

populations by enforcing repeated transactions among peers [23]. When a peer 

initiates a file download, it is matched with a small set of around 40 peers who are 

also downloading or uploading pieces of the same file. The peer selects four or five 

peers out of the set to connect to as neighbors, and periodically updates the list of 

neighbors with those peers that provide the best download rates. Through an 

opportunistic unchoking mechanism, a peer occasionally selects a fandom peer 

from the set to upload to, with the hope of finding new peers that can provide better 

download rates than the current neighbors.  

With this design, BitTorrent peers engage in multiple interactions with a small 

number of peers for the duration of a file download period. For the exchange of 

large files such as movies and software binaries, the number of repeated 

interactions can be quite large, allowing cooperation to take hold through direct 

reciprocity. However, the BitTorrent barter scheme does not address cooperation 

beyond the file download period. As a result, peers have no incentive to serve as a 

seeder, i.e., to continue uploading after their own download is complete[24]. To 

overcome this problem, a number of BitTorrent communities employ some form of 

reputation scheme on top of the existing barter scheme, and exclude peers with low 

contribution levels[16]. 

 

2.2.3 Currency 

A P2P system can also employ a currency scheme to facilitate resource 

contributions by rational peers[25]. Generally, peers would earn currency by 

contributing resources to the system, and spend the currency to obtain resources 

from the system. MojoNation[11] and Karma are two examples of currency-based 

P2P system. 
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3 Game theory 

3.1 Introduction 

Game theory is designed to address situations in which the outcome of a person‘s 

decision depends not just on how they choose among several options, but also on the 

choices made by the people they are interacting with.  It is a distinct and interdisciplinary 

approach to the study of human behavior. Game theory was founded by the great 

mathematician John von Neumann[26]. 

Even the disciplines most involved in game theory are mathematics, economics, 

and the other social and behavioral science, game theoretic ideas arises in many contexts. 

Some contexts are literally games; for example, choosing how to target a soccer penalty 

kick and choosing how to defend against it can be modeled using game theory. Other 

settings are not usually called games, but can be analyzed with the same tools. Examples 

include the pricing of a new product when other firms have similar new products; 

deciding how to bid in an auction; choosing a route on the Internet or through a 

transportation network. In these examples, each decision-maker‘s outcome depends on 

the decisions made by others.  This introduces a strategic element that game theory is 

designed to analyze. 

As we will see later in this chapter, game theoretic ideas are also relevant to settings 

where no one is overtly making decisions[5]. Evolutionary biology provides perhaps the 

most striking example. A basic principle is that mutations are more likely to succeed in a 

population when they improve the fitness of the organisms that carry the mutation. But 

often, this fitness cannot be assessed in isolation; rather, it depends on what all other 

(non-mutant) organisms are doing, and how the mutant‘s behavior interacts with the non-

mutants‘ behaviors. In such situations, reasoning about the success or failure of the 

mutant involves game-theoretic definitions, and in fact very closely resembles the process 

of reasoning about decisions that intelligent actors make. This indicates that the ideas of 

game theory are broader than just a model of how people reason about their interactions 
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with other; game theory more generally addresses the questions of which behaviors tend 

to sustain themselves when carried out in a larger population. 

 

3.2 Strategy Games [27] 

Basically, Game Theory is the mathematics of strategy. In game theory, a player's 

strategy in a game is a complete plan of action for whatever situation might arise. It fully 

determines the player's behavior; a player's strategy will determine the action the player 

will take at any stage of the game, for every possible history of play up to that stage.  

To make decision (strategy), a few assumptions are needed. First, we assume that 

everything that a player cares about is summarized in the players‘ payoffs. Also, we 

assume that each player knows everything about the structure of the game. This means 

that each player knows his own list of possible strategies. Each player also knows who 

the other player is, the strategies available to this other player, and what his payoff will be 

for any choice of strategies. Finally, we suppose that each individual chooses a strategy to 

maximize his own payoff, given his beliefs about the strategy used by the other player. 

This model of individual behavior, which is called ‗rationality‘, which combines two 

ideas: The first idea is that each player wants to maximize his own payoff. The second 

idea is that each player actually succeeds in selecting the optimal strategy.  

 

3.3 Best Responses and Dominant Strategy[27,28] 

In reasoning about the games, there are two fundamental concepts of game theory.  

The first concept is the idea of a best response: it is the best choice of one player, 

given a belief about what the other player will do. We can make this precise with a 

notation as follows. If S is a strategy chosen by Player 1, and T is a strategy chosen by 

Player 2, then there is an entry in the payoff matrix corresponding to the pair of chosen 

strategies (S,T). We will write P1(S,T) to denote the payoff to Player 1 as a result of  this 

pair of strategies, and P2(S,T) to denote the payoff to Player 2  as a result of this pair of 

http://en.wikipedia.org/wiki/Game_theory
http://en.wikipedia.org/wiki/Game_theory
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strategies. Now we say that a strategy S for Player 1 is a best response to a strategy T for 

Player 2 if S produces at least as good a payoff as any other strategy paired with T: 

 

P1(S,T) ≥ P1(S‘,T) 

 

for all other strategies S‘ of Player 1. Naturally, there is a completely symmetric 

definition for Player 2. As we can see, this definition allows for multiple different 

strategies of Player 1 to be tied as the best response to strategy T. This can make it 

difficult to predict which of these multiple different strategies Player 1 will use.  We can 

emphasize that one choice is uniquely the best by saying that a strategy S of Player 1 is a 

strict best response to a strategy T for Player 2 if S produces a strictly higher payoff than 

any other strategy paired with T: 

 

 P1(S,T) > P1(S‘,T) 

 

for all other strategies S‘ of Player 1. When a player has a strict best response to T, this is 

clearly the strategy he should play when faced with T. 

 

The second concept is a strictly dominant strategy. It can be formulated in terms of 

best responses as follows. 

 A dominant strategy for Player 1 is a strategy that is a best response to every 

strategy of Player 2. 

 A strict dominant strategy for Player 1 is a strategy that is a strict best response to 

every strategy of Player 2. 

If a player has a strictly dominant strategy, then we can expect him to use it. The notion 

of a dominant strategy is slightly weaker, since it can be tied as the best option against 
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some opposing strategies. As a result, a player could potentially have multiple dominant 

strategies, in which case it may not be obvious which one should be played. 

 

3.4 Nash Equilibrium  

Not all the games have strictly dominant strategy. When neither player in a two-player 

game has a strictly dominant strategy, there should be some other way of predicting what 

is likely to happen. Nash equilibrium can be a good tool to predict the result in this 

situation.   

In 1950, John Nash proposed a simple but powerful principle for reasoning about 

behavior in general games [29, 30], and its underlying premise is the following: even 

when there are no dominant strategies, we should expect players to use strategies that are 

best responses to each other. More precisely, suppose that Player 1 chooses a strategy S 

and Player 2 chooses a strategy T. We say that this pair of strategies (S,T) is a Nash 

equilibrium if S is a best response to T, and T is a best response to S. The idea is that if 

the players chose strategies that are best response to each other, then no player has an 

incentive to deviate to an alternative strategy, so the system is in equilibrium state, with 

no force pushing it toward a different outcome.   

 

3.5 Evolutionary Game  

In the previous chapters, we developed the basic ideas of game theory, in which 

individual players make decisions, and the payoff to each player depends on the decisions 

made by all. As we saw there, a key question in game theory is to reason about the 

behavior we should expect to see when players take part in a given game. 

It is based on considering how players simultaneously reason about what the other 

players may do. In this chapter, on the other hand, we explore the evolutionary game 

theory, which shows that the basic ideas of game theory can be applied even to situations 

in which no individual is overtly reasoning, or even making explicit decisions. Rather, 
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game-theoretic analysis will be applied to settings in which individuals can exhibit 

different forms of behavior, and we will consider which forms of behavior have the 

ability to persist in the population, and which forms of behavior have a tendency to be 

driven out by others. 

As its name suggested, this approach has been applied most widely in the area of 

evolutionary biology, the domain in which the idea was first articulated by John Maynard 

Smith and G.R.Price [5, 31]. Evolutionary biology is based on the idea that an organism‘s 

genes largely determine its observable characteristics, and hence its fitness in a given 

environment. Organisms that are more fit will tend to produce more offspring, causing 

genes that provide greater fitness to increase their representation in the population. In this 

way, fitter genes tend to win over time, because they provide higher rates of 

reproduction.   

The key insight of evolutionary game theory is that many behaviors involve the 

interaction of multiple organisms in a population, and the success of any one of these 

organisms depends on how its behavior interacts with that of others. So the fitness of an 

individual organism can‘t be measured in isolation; rather it has to be evaluated in the 

context of the full population in which it lives. This opens the door to a natural game-

theoretic analogy: an organism‘s genetically-determined characteristics and behaviors are 

like its strategy in a game, its fitness is like its payoff, and this payoff depends on the 

strategies of the organisms with which it interacts. Game theoretic idea like equilibrium is 

proved to be useful way to make predictions about the results of evolution on a 

population[32].  

 

3.5.1 Fitness as a Result of Interaction  

In evolutionary games, the term ‗fitness‘ means Darwin‘s notion of ‗survival of 

the fitness. Obviously, the players in a population are not humans but are often 

represented by a certain species of genes[33]. Subsequently, in biology it is 

assumed that these types of players do not consciously choose a certain type of 
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action, but rather can be seen to be pre-programmed to activate some strategy. The 

fitness of a strategy is the outcome assigned to a particular strategy followed by 

some entity (given the current behavior in the population).  Consider for instance a 

biological model where the entity is a certain gene. The strategy of the gene is to 

transfer a particular phenotype to another organism. In this type of model the 

fitness criterion is often the number of offspring of the particular gene. 

Given the current distribution or spreading of behavior in the population, the 

strategies that are ‗fit‘, i.e., those do well against other strategies within the 

population have a tendency to grow relative to the less fit strategies. The fitness of 

a strategy depends on how many players currently are endowed with this gene. This 

idea of frequency-dependent selection is the essence of an evolutionary game. The 

emphasis is on the behavior of the population as a whole rather than the individual 

player, but the methodology gives rooms for analyzing both levels simultaneously.   

 

3.5.2 Evolutionary Stable Strategies  

An evolutionarily stable strategy[34], or ESS, is a mathematical definition for an 

optimal choice of strategy under such conditions. As we discussed from the 

previous chapters, the notion of a Nash equilibrium makes some tacit assumptions 

about rational foresight on the part of the player. However, an ESS must meet a 

stricter set of requirements than Nash equilibria, the mathematical difference boils 

down to whether a tie between strategies leads to a new strategy being considered 

better. An ESS attempts to define conditions under which blind evolution will 

return to the strategy in question, rather than requiring rational foresight to dissuade 

the exploration of alternatives. 

An ESS is a strategy that cannot be beaten by any other strategy. An 

individual adopting it outperforms any individual adopting any alternative tactic. 

No other strategy can outperform an ESS. Individuals adopting an ESS tactic have 

a higher reproductive success than individuals adopting other tactics. Such an 

unbeatable tactic can go to fixation (100%) in a population and such a population 
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cannot be invaded by any other tactic. Inevitably, an ESS ends up encountering 

itself more often than it confronts any other strategy, and it must therefore perform 

better against itself than any other strategy can perform against it[35]. 
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4 Games in P2P Systems 

4.1 Related Work: The Application of Game Theory in P2P Network 

In this chapter, we briefly introduce game-theoretic approaches in P2P network in 

related literature. In [36], a benefit matrix is presented to describe how much the 

contribution made by every peer is worth to each other, and based on this result, the 

utility function of each peer is constructed and a game model is presented to guide the 

peer decision.  [37] models the whole resource request and distribution process as a 

competition game between the competing nodes who request file process as a 

competition game between the competing nodes who request file download from a node 

synchronously. In [38], nodes‘ behaviors are modeled as a infinitely repeated game in the 

P2P network where nodes get services based on their reputation. In [39], a Cournot 

Oligopoly game model with dynamic payoff functions is built and a control-theoretic is 

proposed for the solution. In [40], authors classify peers into two types: altruistic and 

non-altruistic. A game theoretic model is built to analyze the nodes‘ strategies under 

several payment mechanisms in a centralized P2P system. These models pay attention to 

single peer‘s strategy at micro-level and are all complete information game models which 

need exchange of global information about all peer behaviors. Obviously, this 

requirement is not practical in the real P2P system where peers join and leave the system 

at any moment, and interact randomly. 

 

In [38], the game model is built from a higher level and slips the leash exchanging 

information of all peer‘s activities and only considers the value of content that a peer 

holds. The values of contents provided by peers are ranked and become the types of 

peers. The authors prove that the peers with higher value should share and those peers 

with power value free-ride in equilibrium, and that all peers that share content provide the 

same utility to the other peers in the network. In contrast to the literatures purposing to 

eliminate free-riding, the model demonstrates that it is not necessarily socially optimal to 
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eliminate all the free-riders and networks can persist in spite of free-riding. Practically, it 

is difficult to estimate the value of content provided by a peer, especially value of content 

could not be uniform for all other peers and it is not a critical attribute of a peer.  

 

4.2 Assumption and Requirements 

How do nodes behave in P2P system? The simple answer is assuming nodes are 

autonomous. To apply evolutionary games to the P2P system, we need to begin by 

assumptions about the likely behavior of other nodes in the network. Such assumptions 

should be as realistic as possible but also simple enough to be practical.  

Many approaches inherit assumptions from previous social science (e.g. economics, 

socio-biology, sociology). For example, if we assume nodes will behave ‗rationally‘ in 

the context of classical game theory, then, we compute Nash equilibrium. We inherit the 

assumptions from game theory which is a body of knowledge assuming perfect 

rationality and perfect information. The basic approach is to assume that all individuals 

have perfect knowledge of the game being played and all possible outcomes along with 

infinite computational time and common knowledge that all individuals are the same in 

these respects. Given these assumptions it is sometimes possible to analytically derive the 

Nash equilibrium of the game being played. The idea is that given the previous classical 

assumptions any system will find any stay in Nash equilibrium. However, it is unclear 

that such assumptions hold in dynamic open P2P networks and the derivation of such 

Equilibria within dynamic topologies and changing populations is currently beyond state-

of-the-art analytical techniques. 

In the context of socio-biological models [40], which are based on the evolution of 

behaviors of interacting animals over time, the assumption is that behavior (or strategies) 

reproduce in proportion to their average fitness (utility of score) such that fitter behaviors 

become more numerous over time. Additionally such models assume that mutation in the 

form of random changes in behavior also take place. This evolutionary game theory 

approach allows for ecology of behaviors to evolve over time. In addition, there is no 
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requirement that agents have perfect rationality of perfect information. Just enough, such 

that better performing strategies tend to increases in the population. For biological 

system, this occurs via Darwinian evolution where utility equates to fitness. However, 

P2P networks don‘t evolve in a Darwinian fashion. Nodes don‘t reproduce and it is 

unclear what ―fitness‖ means in this context. 

Recently, Some recent works show that evolutionary models can be applied in 

networks if nodes have the ability to‖copy and re-wire‖ within the network to improve 

their own situation [41, 42]. They demonstrate it is possible to import work originally 

modeled in a conventionally evolutionary framework into a dynamic network model. 

Without any deductive proof of the equivalence of evolution and the re-wire rules, it is 

necessary to implement and test previous mechanisms to determine if the properties of 

interest can be carried over into networks. Therefore, we need to have some assumptions 

concerning open P2P networks: 

 

1. Nodes are in the network to get what they can get out of it. 

2. Nodes modify their behaviors to improve their individual benefit. 

3. Nodes have limited knowledge about other peers and the network in general. 

 

The first assumption would appear to be plausible within P2P networks. In the 

currently popular file sharing networks the majority of uses download and run peer client 

software (and hence join the network) in order to get something, such as download a 

movie or a music file. It certainly is true that some people would join for other reason. 

For example, a user may join to feel ―part of online community‖ or to distribute only 

their own content, not downloading. Some could aim to damage the functionality of the 

network by distributing malicious content. However, we argue that neither of these 

motivations informs the majority of the nodes. In any case, most functions would be 

enhanced by purely altruistic behavior, such as distributing content without downloading, 
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and we conjecture that there are at least as many pure altruistic as pure malicious nodes in 

working networks.  

The second assumption is more problematic - who says nodes within a given P2P 

network change behaviors to improve their benefit? We start from the assumption of 

autonomy and argue that the function of peer client software is ultimately under the 

control of the user. For example, users may change operating system or client software 

settings, such as limiting the number of downloads/upload speed, download new versions 

of a peer client, such as incorporating ways to improve download success and rate, or 

simply hack their own code if they have the required skills. Of course, a hacked client can 

be distributed to others if it appears to have desirable properties and will tend to be 

adopted if it delivers those properties to other. We therefore claim that currently, this kind 

of process is occurring at the user level via the adoption of various clients and the control 

of various node-level settings.  

The third assumption would appear to be a necessary one in any large and highly 

dynamic system. It is not practical or possible to collate accurate global statistics in most 

such system.  

 

4.3 Replicator Dynamics: General Game  

The general game is usually represented by a matrix which shows the players, 

strategies, and payoffs. Table 1 shows what payoff each player will receive at the 

outcome of the game. R is reward for mutual cooperation, T is temptation defect, S is 

sucker‘s payoff, and P is the punishment for mutual defection. We can calculate the 

equilibrium fractions of cooperators and defectors using the replicator dynamics 

equations. Replicator dynamics [43,44] are a mathematical formulation of the dynamics 

of competitive growth. 
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In a general game described from Table I, the replicator dynamics can be derived as 

follows. Let x denote the fraction of cooperators and (1-x) the fraction of defectors. Then 

the average payoff for cooperators, Pc is  

 

 

                            

Pd, the average payoff for defectors becomes 

 

 

                             

The average payoff for the all players, Pave is 

 

 

 

The growth rate of nodes taking a strategy is proportional to the payoff acquired by the 

strategy. Therefore, the strategy that yields more payoff than average payoff of the whole 

system increases, and vice versa. Assume cooperator and defector in the next generation 
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is related to the proportion of the population following the strategies cooperation and 

defection in the current generation according to the rule  

 

 

If we assume that the change in the strategy frequency from one generation to the next 

are small, these difference equations can be approximated by the differential equations as 

follows: 

 

          

The payoff difference between the average payoff of cooperators and that of the whole 

nodes is 

 

 

                         

Finally, the replicator dynamics that indicates the transition of x is 

 

 

 

The above equation has three equilibria: two trivial ones with x1 = 0 and x2 = 1 as well as 

a non-trivial equilibrium x3 



20 

 

 

 

 

                               

which indicates that the ratio of cooperators at the stable state depends on the parameters 

of the payoff matrix. 

The replicator equation basically states that the more successful strategy, i.e. the one 

with the higher payoff will increase in abundance. As shown from equation (7), players‘ 

in the game evolutionary fate is given by 

 

 

 

x(1 - x) is constantly greater than or equal to 0 for 0   x   1. Therefore, the remaining 

part (Pc - Pd) is the key to increase the ratio of the cooperators: e.g., Pc should be greater 

than Pd. 

 

 

         

4.4 Games in P2P system 

Based on those assumptions and replicator dynamics equations, the evolutionary 

model for P2P system can be built. Suppose node k(k=i,j, i=1,2,...n, j=1,2,...n, n >2) in the 

system has choice of share or no-share strategy. Assume each node has different service 

capacity, which is true in the real P2P world. Assume each node interacts with all nodes 

in the system. We can express this heterogeneous environment as an asymmetric matrix, 
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as shown in Table 2. To check how service capacity affects the system, let Gk is the 

general income of node k and Uk be service capacity of node k. Service capacity can be 

interpreted as the size/popularity/importance of files that nodes are sharing, or upload rate 

of nodes.  

 

 

 

The following is a simple model for P2P system: no incentive for nodes who share 

their resources. To make it simple and to check how service capacity affects the system, 

suppose the general income for all nodes in the system is same, which means, it doesn‘t 

make any payoff difference, so we can ignore this variable. To see what happens in P2P 

system when it has no incentive for sharing nodes, the payoffs can be assigned as follow: 

 

R = U   - Uk 

                                                             T = U   

                                                              S = - Uk 

                                                               P =0 

 

Suppose that the proportion of node k following the share strategy is x, and the 

proportion of nodes following no-share strategy is (1 - x). According to the payoff, Pc, 

which is the average payoff of sharing nodes is 
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               (11)      

 

Pd, the average payoff of no-sharing nodes is                      

                                         

                                                         (12) 

 

The payoff difference between the average payoff of sharing nodes and that of no-

sharing nodes is 

 

                                                                  (13) 

 

As we can see from equation (13), Pc-Pd is always smaller than or equal to 0. 

Obviously, the order for ranking of four payoff values is T >R >P >S, which has the same 

ranking with a famous game called Prisoner‘s dilemma. Since Pc is always greater than 

Pd, a player is better off by defecting, regardless of the value of  Uk or U    , and opponents 

decision. Consequentially, players always end up with the punishment P instead of the 

higher reward for cooperation R. With this rank ordering of these payoff values, there is 

no way to players make cooperative. No one is willing to share his file or resources. 
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4.5 The models 

As shown in equation (8), the ratio of cooperators depends on the parameters of the 

payoff matrix. In this section, we model P2P systems with various payoff values and 

observe under which conditions nodes are cooperative. 

 

4.5.1 R>T, and S>P  

 

This is very simple. Pc is always greater than Pd. Obviously, cooperation is the best 

option and hence the nodes in the system quickly approach the homogenous state of 

all cooperators regardless of the initial configuration. The only stable equilibrium is 

x2=1. (x1 = 0 is unstable and x3 does not exist. i.e, x3 > 1). Thus, regardless of the 

initial configuration of the population, cooperators will increase and eventually reach 

fixation.  

However, there is no need that all nodes share their resources in the aspect of 

efficiency. Also, this is very expensive way to maintain the system. Obviously, this 

way guarantees the perfect cooperation of all nodes, it costs a lot to maintain both 

R>T, and S>P. 

 

4.5.2 R>T, but not S>P  

This model is a game called stag hunt game(STG). STG [7] is a game which describes 

a conflict between safety and social cooperation. Jean Jacques Rousseau presented the 

following situation: Two individuals go out on a hunt. Each can individually choose to 

hunt a stag or hunt a rabbit. To hunt stags is quite challenging, so he must have the 

cooperation of his partner in order to succeed, i.e., it requires mutual cooperation. If 

either hunts a stag alone, the chance of success is minimal. Also a hunter can get a 

rabbit by himself, but a rabbit is less worthy than a stag. Therefore, the ranking of four 

payoff values is R >T >P >S. 
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The payoff values are assigned as following: 

 

 

 

Pc, which is the average payoff of sharing nodes is 

 

 

 

On the other hand, the average payoff of no-sharing nodes, Pd is 

 

 

 

The average payoff of the whole system is 

 

 

 

The payoff difference between the average payoff of sharing nodes and that of the 

system average is 
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Finally, the replicator dynamics is: 

 

 

This differential equation can be written as: 

 

 

 

Integrating the left side with respect to x and the right side with respect to t gives: 

 

 

 

where c is an arbitrary constant. 

 

Since both of Uk and U   are constants, equation (20) can be expressed as: 
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From the equation (21), we can observe when t=∞, x is approaching either 0 or 1. If 

the initial fraction of cooperators exceeds threshold, which is Uk / U   , it is 

approaching 1. That means, the system depends on the initial configuration, i.e. the 

initial fraction of cooperators determines whether the nodes in the system evolve 

towards a homogenous state with all defectors or all cooperators. Once the ratio of 

sharing nodes is exceeding a threshold value, all the nodes in the P2P system will 

share their resource eventually. 

 

4.5.3Not R>T, but S>P  

 

This situation corresponds to the game called snowdrift game. Snowdrift Game [6] 

describes the situation which involves two drivers who are trapped on opposite sides 

of a snowdrift. Each individual has the option of staying in the car or shoveling snow 

to clear a path. Unilateral defection yields the highest payoff T. If they both shovel 

snow, both obtain the payoff R, whereas if both stay in the car they don‘t get 

anywhere and obtain the minimum payoff P. Since shoveling snow always helps you 

out even when the opponent sits in the car, payoff S is greater than P, so the ranking of 

four payoff values is T >R >S >P. 



27 

 

 

 

The payoff values can be assigned as following: 

 

 

 

The average payoff of sharing nodes, Pc, is 

 

 

 

The average payoff of no-sharing nodes, Pd, is 

 

 

 

The average payoff of the whole system is 
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Therefore, the payoff difference between the sharing nodes and the system can be 

expressed as 

 

 

Finally, the replicator dynamics of SG is: 

 

 

 

This differential equation can be written as: 

 

 

 

Integrating the left side with respect to x and the right side with respect to t gives: 

 

 

 

where c is an arbitrary constant. 
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Since both of Uk and U   are constants, equation (28) can be expressed as: 

 

 

 

 

 

 

 

From the equation (29), we can see when t=∞, x goes to  

 

 

 

both trivial equilibria are unstable and the only stable equilibrium is 
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Independently of the initial configurations, the system approaches states where 

cooperators and defectors co-exist. 

 

 

4.6 Incentives based on the replicator dynamics  

As we can see from both games, the key factor for cooperation is the value of U    - Uk: 

When a node k can get more resources from its peer (e.g., U   ) and spend less its own 

resource (e.g.,Uk), the ratio of cooperation achieves high. That means, in heterogeneous 

environment, a node with small service capacity has more benefit than one with bigger 

service capacity. Eventually, nodes with big capacity will not cooperate, and then the 

system performance is getting worse. Therefore, there should be some ‘good factor‘ to 

guarantee a node with big capacity can get positive value for U   - Uk.  

Based on the replicator dynamics of these games, we can propose an incentive 

mechanism that is as simple as the winning entry tit-for-tat of the IPD tournaments. In 

this mechanism, peers maintain the upload amount Uk and the download amount for each 

link. We define the deficit of a link as U    - Uk. If the constant c denotes the size of a 

fragment, a peer ensures that the deficit of every link is restricted up to a certain bound at 

any time: 

 

 

where f (>1) is called a nice factor. Within this condition and the maximum upload 

rate allowed, the peer uploads evenly to all links as much as it can. This factor determines 

the amount that a peer is willing to risk for a chance to establish cooperation. Although 

neighbors may be tempted to take advantage of this nice peer, they will benefit more 

through the repeated exchange of fragments if they cooperate. This mechanism is very 

effective for BitTorrent-like P2P system. The original mechanism uses its indirect 

reciprocity in choking and unchoking, so when a node finds a better link, it replaces an 
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existing link, which indicates that the peer defects first. This replacement results in 

mutual defection, whose payoff is worst. 
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5 Simulation-based analysis 

As a supplement and to verify the results using the replicator dynamics, numerical 

simulations are performed. The algorithm goes as follow. A node in a total population on 

N number of nodes can take on either sharing or no-sharing. The initial strategy of the 

node is assigned randomly. At each time step, a node k is randomly chosen to compete 

with a group of (N - 1) other nodes. Depending on the strategy of node k, its payoff Pk is 

evaluated according to the payoff matrices from each game. Evolution of the strategy of 

node i is introduced by comparing the payoff with that of another node j, which is also 

randomly chosen. If Pi is less than Pj , the strategy of the node i is replaced by the 

strategy of node j with a probability (Pj -Pi) / Pi. If Pi is greater than or equal to Pj , the 

strategy of node i is remained same. The number of nodes in the system is N =10,000 and 

for the simplicity, Gk is defined as 0. 

 

To compare the system performance, r value, which is called cost-to-benefit ratio 

[13] of mutual sharing nodes is defined. From the payoff values of Stag Hunt game 

(SHG) model, we can we can derive r for SHG as follows: 

 

 

Similarly, r for Snowdrift mode (SG) is: 

 

 

From Figure 1 to 4 shows the results based on SHG model, and the rest of the 

figures show the results based on SG model. Figure 1 illustrates that the evolution of 
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nodes‘ type. Initial fractions of sharing nodes are 50% and no-sharing nodes are 50%. For 

both cases, e.g. when r=0.2 and r=0.8, sharing strategy is the best option and hence all 

the nodes in the system approach the homogenous state of all sharing. However, we can 

see that it takes less amount of time to reach sharing state when the cost-to-benefit ratio 

r is less. Figure 2 shows the evolution of average payoff of nodes in the system. Smaller 

value of r produces better payoff. 

Figures 3 and 4 show interesting observation. When r= 0.2, e.g. Figure 3, all the 

nodes in the system can reach the sharing state when the fraction of no-sharing nodes is 

less than 82%. From the first picture in Figure 3, we can see the nodes still share their 

resources even though the majority of nodes are not sharing at the initial point. However, 

the nodes don‘t share their resources anymore when the fraction of no-sharing nodes is 

over the threshold, which is 82%, as we can see from the second picture of Figure 3. 

Figure 4 is the case that r value is 0.8. To make nodes share their resources, the fraction 

of no-sharing nodes should be less than 53%. When the fraction of sharing nodes is less 

than 47%, nodes do not share anymore as we can see the second picture of Figure 4. 

Smaller value of r has better tolerance for the no-sharing nodes. 
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Figures 5 and 6 show the evolution of nodes‘ type and the nodes‘ average payoff 

respectively when the system is modeled based on SG. From Figure 5, we can see the 

system which has big r value cannot be maintained. When r is 0.8, no-sharing strategy is 
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the best option, so all the nodes in the system eventually reach the no-sharing state and 

finally no node shares, whereas all the nodes in the system with smaller r value approach 

sharing state. From Figure 6, we can see that smaller value of r produces better payoff 

similar to the SHG. 
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6 Conclusion 

P2P resource share has brought extensive attention from more and more people. 

However, it is difficult for the share decision model of traditional network peer to adapt 

to the dynamic scalability of the P2P network. Therefore, in this thesis the evolutionary 

game theory is adopted to study the evolution of resource share mechanism for P2P 

network. The results show there is a relation between system‘s evolution direction and 

payoff matrix, and the cost-to-benefit ratio is the important factor to increase system 

performances: evolution time to reach the system‘s equilibrium and the average payoff 

for the nodes in the system. Also, we suggested conceptual incentive mechanism based 

on the replicator dynamics analysis.  

As future work, we should examine games in P2P system that takes into account 

combination of multiple costs including dynamic costs, e.g., delay and bandwidth. 

Furthermore, analysis of the dynamics of information networks and control mechanism 

based on the analysis should be examined, too. For example, information travels along a 

chain of intermediate nodes toward its destination in the following information system: 

information distribution on an overlay network, e.g., application level multicast, and 

information diffusion and gathering on a sensor network. Since forwarding information 

takes costs such as network bandwidth and electricity consumption, and effective 

forwarding mechanism taking into the significance of information is needed. 

Evolutionary game theory can reveal nodes‘ behaviors suitable for such effective 

information transfer.  
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