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Abstract approved

The problem of ensuring Quality of Service (QoS) on a TCP/IP based fixed-

infrastructure network has been well studied and several working proposals exist. An

allied problem is that of ensuring QoS on an ad-hoc wireless network, where the

requirements are similar, but the operating conditions are different enough to warrant

this problem to be dealt with separately and extensively. The QoS reservation and

management schemes which work on a fixed infrastructure network perform poorly in

ad-hoc wireless networks, mainly because of the difficulty in reserving bandwidth on a

contention-based medium, and problems which arise from the possible motion of the

hosts and the variability of the quality of the connection.

This thesis is a proposal to use the concept of active nodes to set up and maintain

QoS. Active nodes are nodes which can execute code on behalf on other remote

applications. An algorithm for using active nodes to set up and maintain Q0S

parameters is proposed, and the use of buffer reservation schemes in reserving

bandwidth is explained. The proposal is implemented on the network simulator NS-2,

and we study the uses and limitations of this proposal, with specific reference to the

performance under different operating conditions.
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Ensuring Quality of Service in Ad- Hoc Wireless Networks Using The Concept of
Active Nodes.

I INTRODUCTION

1.1 THESIS PROBLEM

1.1.1 Ad-hoc network scenario

An ad-hoc network is a network that comes into existence for a brief period of time,

between computers or devices that may not have the benefit of a physical

infrastructure to go with it. Frequently, these networks use a wireless medium for

communication. An example of an ad-hoc network is a conference room where a

group of people get together with laptops that need to be interconnected, so that data

can be shared. In this example, the participants may have the benefit of a pre-existing

network of wires that can be used.

However, consider the scenario of the aftermath of a hurricane, when emergency

workers have to work and communicate in an environment when much of the

physical infrastructure has been destroyed. In this setting, the emergency workers are

equipped with handhelds and laptops that need to be interconnected. The most

common way to set up such a network might be to use infrastructure removed from

such a disaster, like satellites. An easier, less expensive way (in terms of the power

generators and other portable appliances needed to facilitate ground-to-satellite and

back communication) might be to use a wireless standard like 802.11 (commonly

referred to commercially as Wi-Fi). In such a scenario, laptops within range could
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communicate directly without going through an intermediate satellite. The case where

there are just two devices communicating is the easiest one what if there were more

devices that need to be connected? We now have a network on our hands, where each

host not just originates or receives data, but may also have to forward data meant for

other hosts that are outside the transmitting range of the data source. In other words,

the hosts also act as routers.

This forwarding capability means you now need the ability to keep track of routes, or

the optimal path (optimal according to a certain set of criteria) from a data source to a

data sink. If you have applications that transmit voice and/or video, there may be QoS

constraints the applications would like fulfilled limitations on delay and jitter,

reservations on bandwidth. This capability may be especially useful in the battlefield

scenario, where it might be necessary to transmit pictures/video of enemy targets, and

instructions on troop movement.

The problem of routing is one for which several solutions already exist in a wireline

network what makes an ad-hoc network different enough to need different solutions

for familiar problems?

1.1.2 Problems unique to an ad-hoc wireless network

The two features that create the need for alternative approaches in this network are a)

the wireless nature, and b) the mobility of the hosts.

The TCP/IP protocol suite was originally designed with the wireline network in mind,

where hosts are stationary and packet losses due to infrastructure problems are few.

Therefore, most of these protocols work on the assumption that packets losses are

due to congestion in the network. TCP reacts to packet losses by initiating congestion

control or avoidance mechanisms (e.g. slow start) and backing off its retransmission

timer (Karn's algorithm). This results in a lower throughput for wireless networks,
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where packets losses are often due to the variability of the communications medium

(due to multi-pathing, fading, interference, etc.), and not necessarily due to congestion

in the network. One might even think that instead of lowering the output rate, it

makes sense to repeatedly resend the same data, in the hope that it might get through

the lossy medium.

Various approached have been suggested to fix this problem in wireless networks:

end-to-end proposals, which frequently involve changing the semantics of TCP (e.g.

ATCP, as described in [1]), split-connection proposals (e.g. Indirect TCP, [2]) and link-

layer proposals (e.g. the snoop protocol, [3]). A proposal, which tries to maintain end-

to-end TCP semantics, is M-TCP [4]. A good comparison of various schemes for

solving the TCP problem can be found in [5].

Another problem is that of routing finding the "optimal" path in an ever shifting

network where not only does the quality of the link change, but the hosts are also

mobile. In such a network, frequently distributing routing tables that attempt to

describe the state of the entire network imposes a load on the network, one that may

be unnecessary because the rapid obsolescence of this information. The solution is

clearly non-trivial, as evidenced by the slew of research papers on solving the problem.

A performance comparison of multi-hop wireless ad hoc network routing protocols

can be found in [6]. An interesting discussion of existing proposals, as well as a new

proposal (SLURP), can be found in [7].

1.1.3 Problem statement

The problem we are trying to solve is that of guaranteeing Quality of Service in a

mobile ad-hoc network. The QoS parameters we consider are delay, packet loss rate,

jitter (the application can specify bounds on all three) and bandwidth. The nodes are

mobile, but the speed is limited to, say, five miles an hour. We are trying to formulate
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a scheme which will give us QoS guarantees without a substantial overhead, as

measured by management packets exchanged, and buffers wasted.

1.2 OTHER APPROACHES TO THE PROBLEM OF QOS IN A MOBTIE
AD-HOC NETWORK

1.2.1 MRS VP

MRSVP [81 is the mobile extension to the Resource Reservation Protocol (RSVP) [9j.

The Resource Reservation Protocol was originally designed for wireline networks. It

provides a means for receiver initiated reservation of QoS (whose structure and

parameters are defined in the work of the Integrated Services Group, [111). The

reservation is simplex, so two separate reservations must be made if bi-directional flow

according to a certain QoS is desired. RSVP works by having the data source send

Path messages with its flow parameters. These Path messages set up soft state on

routers with members of multicasts groups interested in the data. A receiver who

would like to access this data source sends a Resv message upstream to the data source,

again containing the traffic parameters (defined in [1 1j). The message travels as far as

the first the router where the receiver's data path joins the multicast distribution tree.

At any intermediate router, the request may be rejected, in which case a ResvErr

message is propagated back to the receiver.

RSVP guarantees QoS through a combination of admission control, use of a packet

classifier and different levels of queuing, with differing priority levels. RSVP is not a

routing protocol: it has been designed to u;e other routing protocols existing on the

router. The Integrated Services (IntServ, [12]) framework uses RSVP, as well as the

more commonly used (on core routers) Differentiated Services (or DiffServ, [13])

framework.



RSVP unchanged cannot be used in a mobile ad-hoc network because of the mobility

of the hosts the intermediate path to be taken to reach a destination keeps changing,

and reservations made initially may not be valid in the new scenario. An attempt has

been made to define extensions to RSVP to allow for passive (or advance) reservation.

This is based on the assumption that the mobility behavior of the user is known an

advance. MRS\TP [8] is the mobile extension of RSVP, which uses either a) mobile

agents to layer an extension on top of RSVP which make advance reservations on the

paths that the mobile user is expected to move on, or b) modifications to the RSVP

protocol itself, to carry an additional MOBILE_ID field, and change the way

processing of these requests is done.

MRSVP can be said to belong to one of a class of proposals, all of which require some

advance knowledge of the mobility pattern of the user. A further discussion of the

other proposals that require this knowledge can be found in the paper on MRSVP

itself [8].

While advance knowledge of the mobility pattern may be reasonable in, say, a

corporate environment where a user would know in advance that she expects to be in

conference room A, followed by conference room B, it may be too strong a constraint

for the battlefield or disaster area scenario. There is therefore the need for alternative

proposals for these environments.

1.2.2 LPTSL (Loss Profile Transport Sub-Layer)

Another approach to the QoS problem in mobile ad hoc networks is that of defining

Loss Profiles, that determine how packets will be discarded if there isn't enough

bandwidth to go around, as discussed in [10,14]. In this approach, when a reservation

is made for QoS, the application also defines a "Loss profile", the reasoning behind

this being that certain types of data are less important than other types, even in the
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same data flow. In MPEG encoded data streams, for instance, the "I" frame is

frequently more important than the incremental "B" or "P" frames. In case of

congestion, it makes more sense to drop "B" or "P" frames before "I" frames. Also, if

an "I" frame needs to be discarded, one might as well discard the succeeding "B" and

"P" frames, because the sender will have to retransmit these anyway (these frames are

useless without the point of reference provided by the "I" frame). Also, as described

in the LPTSL proposal [10,14], certain ways of discarding data are better than others,

because the degradation in service seems "graceful".

LPTSL attempts to solve the problem of what to do if the requested bandwith is less

than the network capacity as such, it can be used in combination with other QoS

management schemes, such as MRS VP, or even the proposal discussed in this thesis.

1.3 OVERVIEW OF THESIS

This proposal uses the concept of active networks to set up, maintain and tear down

connections, which are set up by specifying QoS parameters in the connection request

message. In the next section, we first give some background on active networks,

describe the operation of the protocol, and describe how bandwidth provisioning is

done. We then discuss the implementation on the simulator NS-2, and describe the

underlying routing protocol, DSR. We present the results of the simulation, and

describe the shortcomings of the protocol, as well as further work that could be done

in the simulation. Finally, the appendix has further details about the bandwidth

provisioning scheme used, DSR and RSVP.
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2 DESCRIPTION OF PROPOSED QOS MANAGEMENT SCHEME

2.1 ACTIVE NETWORKS

Traditional networks are typically "passive" processing within the network is limited

to routing, congestion control and QoS schemes. Several problems with passive

networks have been identified: the difficulty of integrating new technologies and

standards into the shared network infrastructure, poor performance due to redundant

operations at several protocol layers, and difficulty of accommodating new services in

the existing architectural model. An additional shortcoming is that applications that

require computations inside the network, like firewalls, web proxies, multicast routers

and mobile proxies have emerged, but traditional networks have limited support for

executing code on behalf of remote applications. Active networks are an attempt to

put intelligence into the network. Packets passing through routers have the ability to

call routines in the router, or even execute code contained in the packets. In the

extreme case, there is no difference between internal nodes and end user nodes

because both will be able, if needed, to perform the same computations [1 6,17,18].

It is obvious that the concept of active networks raises several concerns: security is a

paramount issue how do you ensure that the packets carry trusted code? One

solution might be to digitally sign the code, and run it only if it comes from a trusted

source. However, there is still the problem of improperly written and tested code

being run on a router knowing a certain piece of code has come from a trusted

source does not make it free from errors.

Another solution, one more extensively implemented, is that of only allowing the data

stream to invoke routines already on the router. The packets could carry some

identifiers or references to predefined functions that reside in the active nodes. These
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routines could belong to a restricted set which are guaranteed to not corrupt state on

the router, or make it vulnerable to attacks.

Active networks obviously raise the complexity and processing needed at intermediate

routers on a network, and should be considered for services that can be supported or

enhanced using information that is only available inside the network. An application

that acquired early notice was congestion management: most current solutions have

the shortcoming that the solution to congestion must frequently be implemented at a

point other than the place of congestion. This means that information must percolate

somehow to the place of action. In today's networks, where data flows at a high rate,

the solution to congestion may come too late, or at the wrong place. Active networks

allow the solution to be formulated within the network, closer to the problem area

the equivalent of a patient taking an aspirin for a headache herself instead of waiting

two days for a doctor's appointment.

There is a lot of extant research on active networks (see references in bibliography),

but most of the research has so far concentrated on wireline networks. This thesis is

an attempt to extend some the ideas behind active networks into wireless ad hoc

networks.

2.2 BANDWIDTH PROVISIONING THROUGH BUFFER MANAGEMENT

The 802.11 standard {22} mandates access to the medium based on contention. A host

wishing to transmit data, first senses if the medium is free. If it is idle, it broadcasts a

Request To Send (RTS) this request, in effect, is an announcement to other potential

senders within range to refrain from transmitting data while it is doing so. The

intended receiver responds with a Clear To Send (CTS) message, after sensing if the

medium around it is idle. This message, again, is a request to hosts in the range of the

receiver to refrain from transmitting while the data is being received here. On receipt

of the CTS message, the initiator has the all clear to proceed with the transmission.
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For the duration of the transmission, this pair has complete control of the

transmission medium within range of their antennas, and can use the available

bandwidth completely.

Each host here may have several flows passing through it: some unreserved, and some

for which a reservation exists. Assuming a certain queue service rate, we wish to

allocate the available bandwidth among the various contending flows, according to

their reservation.

We make use of the method described in [21]. The idea is to allocate buffer size on the

output queue proportional to the reserved QoS. Thus, for example, if we know that

the queue is serviced at a rate of p, and if the buffer size is W, and if we have two

requests, one for a data rate of a and another for a data rate of then is the
p

/-Jxw.
buffer space allocated to the first flow, and is the buffer space allocated to the

p

second flow, Of course, this means that if the reservation requests total to the capacity

of the link, then unreserved flows would experience starvation, but that is an expected

consequence. It can be shown [21] that under steady state conditions, division of the

output buffer in this manner results in each of the reserved data flows getting

approximately the bandwidth that each requested.
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2.3 DESCRIPTION OF ALGORITHM

2.3.1 Overview

We use the premise that there may be several routes that satisfy a given set of QoS

constraints, and they need not be the "shortest route" in terms of the number of hops

or distance traversed.

Consider the case that an intermediate host on the initially set up route becomes

unavailable, either because it has moved away, or because the link quality has degraded

to the degree that it becomes useless. In this case, the host upstream from this host

can sense a loss of the connection to this unavailable host. If the QoS management

functions were turned on in this upstream host, then it can seek out an alternative

route to the destination that satisfies the requested QoS. It can set up a connection on

an alternate route (buffering the data packets that arrive while it is trying to find

another route), and continue forwarding data. The data source need not even be aware

that the route has changed, and need not negotiate a connection all over again. In case

the host is unable to set up an alternate route, (or if the QoS management functions

have not been started on this host by the connection set up packets), then the next

QoS enabled host upstream from this flow attempts to set up an alternate connection.

We see that there is no need for advance information on the movement of the node.

However, in the case that there is one, and only one route to a host, and that link

quality degrades, this scheme will fail to provide the initially agreed upon QoS. Also,

there are situations that may arise because of motion of the hosts, where the capacity

of a cell can no longer provide the QoS thc was agreed upon initially for hosts while

they were at different situations. Under su.h situations, too, this scheme will fail to

meet QoS guarantees.
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2.3.2 Request

The source makes an explicit QoS request. The parameters passed include a)

bandwidth. b) Maximum allowable jitter c) Acceptable Packet loss figures. d) Delay.

Only Constant Bit Rate (CBR) provisioning is being done for now in the

implementation, but future work could include provisioning for Variable Bit Rate

(VBR) and Available Bit rate (ABR) traffic.

2.3.3 Propagation

The request is sent in a form similar to an RPC, with the parameters received by the

API invocation, and a factor called the "degree of replication (R)".

This can be considered to be a form of a "Connection Request" packet which is

source routed, the default route having been found through an unspecified routing

algorithm. In our case, we use DSR, which uses broadcasting to fmd routes that it

does not have.

Every R nodes, the QoS monitor is activated, using the active packet parameters. In

case the Rth node does not wish to invoke the monitor (or is not capable of doing it),

the QoS monitor shall be invoked by the (R+1)th node. This continues until we fmd a

node capable of supporting the monitor, if the (R+1)th node is not capable.

Please note that QoS provisioning (i.e. the allocation of buffers) is done at every node:

the degree of replication only controls the spacing between the monitors, which

observe every packet, and hence can be considered to be "heavy" tasks.
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2.3.4 Acceptance

Each node sets aside buffer space, in proportion to the bandwidth requested. It then

forwards the recjuest. To decide if it can meet QoS constraints each node maintains

the following statistics:

a) The average delay for packets passing through the node: a field in the connection

request keeps track of the total delay on all the nodes the connection request

packet has gone through. Each intermediate node adds the average delay the

packet is likely to experience at that hop to the accumulated value in the header,

and compares the total thus obtained against the delay bounds in the QoS

parameters carried in the QoS header. If the total delay is greater than the bound,

the connection request packet is dropped. If not, the "total delay" field is

overwritten with the new total value, and the rest of the processing is done.

b) The average jitter for packets passing through the node: For every packet that

comes through at a node, the difference between (the delay it has experienced and

the average delay) is calculated, and is expressed as a percentage of the average

delay at that node. This is the jitter. If the jitter at any node is greater than the

bound on the jitter expressed in the connection request, the request is dropped.

c) The available bandwidth at that node: The 802.11 standard allows hosts to

transmit at a speed of up to 10 Mbps, but only a fraction of that is actually

available, because of varying link conditions. Each node therefore keeps track of

the rate at which its output buffers get emptied, and uses that to make an estimate

of the bandwidth (actually the throughput) of that link. It then subtracts the

reserved bandwidth on that link, and the figure remaining is the available

bandwidth. If this is less than the request, the request is dropped.

d) Each time a packet is dropped, a count of the number of packets dropped, as a

fraction of the total number of packets flowing through that link, is updated. If

this is too high for the connection attempted, again, the connection is dropped.
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The reservations made are conditional on an acceptance message being received, and

on the flow being active. If it looks like the connection will not be used, the periodic

garbage collection frees up the resources.

At the destination an acceptance message is sent by reversing the path of the request.

If any of the monitors receives a "refused" message from a downstream monitor, it

attempts to send the "connection request" message along its alternate route to the

destination. This continues until it receives either an acceptance message, or a refused

message from all of them. In the second case it de-allocates the buffers and sends the

refused message to the upstream monitor.

2.3.5 Maintenance

Each QoS monitor maintains a window in which various parameters are measured and

compared with requested values for each flow.

a) The average cumulative delay of packets in a stream is measured using timestamps.

If the average TOTAL delay in the window for a stream exceeds the specified

value, an alarm is set off, and the upstream QoS monitor is notified.

b) Using a similar technique, the variation in the total delay (jitter) and the incoming

bandwidth is also measured, and the upstream monitor notified of violations.

An alarm is set off at a node if one of two things happens:

a) It is notified of a broken connection on one of the outgoing links by anunderlying

layer.

b) It receives a "QoS violation" message from a downstream monitor.

In case 1), i.e. a broken outgoing link, a new route setup is started immediately.

If a node receives a QoS violation report from a downstream node, it does two things,

in the following order:
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a) It checks if it is possible to drop certain packets from the buffer to improve the

delay/bandwidth, while complying with the packet loss parameters for the affected

node.

b) If not, it initiates a new route set up.

At the end of a route set up phase, the flow originator is then informed of the

alternate route so that future packets may have the new routing information.

2.3.6 Termination

The state at each of the intermediate nodes is deleted upon receipt of a "termination"

message, or upon a period of inactivity.



3 IMPLEMENTATION AND SIMULATION

3.1 DSR

15

This pr6posed QoS management scheme is not a routing protocol, and is supposed to

run on top of any underlying routing protocol. A discussion of the merits and

demerits of various routing protocols for ad-hoc networks in beyond the scope of this

thesis, but an interesting comparison of various schemes can be found in [231.

DSR was chosen mainly because an implementation was available in the simulator

used, and this implementation could be easily extended to give multiple routes to a

given destination. This ability was essential, because the "shortest path" may not

satisfy QoS constraints the QoS management scheme needs the ability to send a

connection requests on alternative routes.

DSR is the Dynamic Source Routing protocol [24]. It was designed based on the

desire to avoid the exchange of periodic routing messages, as needed by link state or

distance vector routing protocols. As the name suggests, the protocol uses source

routing each packet contains a complete list of hosts it must traverse to reach the

destination. If a host needs to send a packet to a certain destination, and it finds that a

route is not in its cache, it broadcasts a route discovery message. Each route discovery

message is numbered and has the identity of the source as well as the intended

destination. Each host that receives the message first checks if the request was for

itself. If not, it checks to see if this is a copy of a message it has seen earlier, in which

case the message id dropped. If not, a record is made of the message (using the

sequence number and the source and destination fields). The host appends its own

address to the source route, and re-broadcasts the message. At the destination, the first

request to reach it is taken to come from the "shortest route". The route is then

reversed and sent as a route reply. A record is also made of the route thus obtained.
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Various optimizations have been made to DSR for example, hosts snoop on route

request/reply messages, and keep a record of the route information thus obtained, for

later use. If a host sees a route reply, but knows of a shorter route to a destination, it

can send an unsolicited route reply. If a host sees a route request, and it has a route to

the destination, it can reply to it.

3.2 NS-2

NS [20] is a discrete event simulator targeted at networking research. NS provides

substantial support for simulation of TCP, routing, and multicast protocols over wired

and wireless (local and satellite) networks.

Ns began as a variant of the REAL network simulator in 1989 and has evolved

substantially over the past few years. In 1995 NS development was supported by

DARPA through the VINT project at LBL, Xerox PARC, UCB, and USC/ISI.

Currently NS development is supported through DARPA with SAMAN and through

NSF with CONSER, both in collaboration with other researchers including ACIRJ.

NS has always included substantial contributions from other researchers, including

wireless code from the UCB Daedelus and CMU Monarch projects and Sun

Microsystems.

NS-2 consists of two sections: the C++ part, which has to be modified for any

additions to the protocols, and the Object TCL (OTCL) section. Simimtions are run

using Tcl scripts.
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3.3 SOFTWARE ARCHITECTURE

3.3.1 Overview

Parameters for the simulation are set through a TCL script, which acts as the interface

to the simulator. Of specific interest are the new values introduced by our application:

We choose the following:

a) The queue at the link layer is chosen to be the child class developed by us, called

the "Queue/DropTai/ActQoSDropTail". This new queue class partitions

bandwidth among the contending traffic flows based on the buffer-partitioning

approach described earlier (where we apportion buffer space proportional to

bandwidth requested).

b) The routing protocol used is the extended version of DSR we use, called

"ACTIVEQOS". We choose this value in the script, too.

c) The application we start (the one that actually sends data) is

Application/Traffic/CBR/QOS, an extended version of the CBR traffic class

already available. This is the class that acts as a source and sink for the data.

In addition, we choose the kind of classes we would like for the link layer, antenna

type, etc., but these are the default values and arc not of particular interest to us.

3.3.2 Object components

The sections of the class structure that have been modified are shown here. Please

note that the simulation actually consists of several other classes too (like the link

layer, or the propagation model class), which haven't actually been shown here,

because they haven't been modified.



Legend for the class illustrations:

An Abstract Base Class

Classes developed as part of this thesis

Indicates a parent class-subclass relationship

Indicates a relationship through composition

it;i



19

3.3.2.1 Flow and HashClass

Each QoS traffic class is encapsulated in a class called a Flow. This contains the state

information about the Flow, including information like whether the connection has

been made, or if it is waiting for a connection, etc. It also provides a means for storing

both the expected and the achieved QoS values. At the end of the simulation, these

values are printed out as formatted output for later inclusion in the data tables.

The HashClass contains several such Flow classes it provides a means for fast

storage and retrieval of Flow Objects, using hash tables.

Figure 1: The hash class.
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3.3.2.2 ActiveQoSAgent

Several of the functionalities of this protocol, including connection establishment,

maintenance and tear down are implemented in the ActiveQoSAgent class. The

ActiveQoSAgent chss is subclassed from the DSRAgent class. The chief methods

overridden by the ActiveQoSAgent class are the commandQ and the recv() methods.

These methods are overridden because the ActiveQoSAgent accepts a superset of

messages accepted by the parent DSRAgent. The commandQ method is used to pass

down messages from the TCL interface, and the recv() method is the one that gets

called on receipt of a packet.

The recvO method examines the type of the packet that has just come in:

If the packet is one that does not require any QoS services, then it is simply passed to

the underlying parent class, viz, the DSRAgent class.

Otherwise, if it is a QoS enabled packet, then depending on the type of the packet

(Connection Request, Connection Accept, Connection Terminate, QoS Violation, etc.)

the corresponding method is called.



Figure 2: The AcveQoSAgent and AcveQoSDropTailQ classes.
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3.3.2.3 PacketQ

This is a queue used to temporarily hold packets while a route request is pending for

then. This gets used initially, in the connection establishment phase, and during the

connection maintenance phase if the existing route cannot satisfy the QoS

requirements. The packets that come in while an alternate route is attempted get

stored in this object.

hiEEtQNoE

Figure 3: The PacketQ class.
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3.3.2.4 The various timers

We define three new timer classes, by extending the existing TirnerHandiler class:

CleanUpTimer, BcastConnTimer and SRConnTimer.

The CleanUpTimer is the garbage collection timer. Periodically, it checks if the

maximum permissible time for outstanding connection requests (one for whom either

an accept or a reject has not yet been received) has been exceeded if yes, it

deallocates the resources, and turns off any timers associated with that flow. It also

frees up resources associated with established flows that have been quiet too long it

is assumed that the connection got broken upstream.

The BcastConnTimer gets started when a route request message gets broadcasted. If it

expires, the resources allocated to the flow are deallocated, as it is assumed that no

route exists to the destination.

The SRConnTimer gets started when a connect request is sent as a source routed

message, based on a route in the cache. If no response is received, then it is assumed

that the route was stale, and a new request is sent this time, it is broadcasted.
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/
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Figure 4: The various timers.
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4 RESULTS OF SIMULATION

4.1 TEST SCENARIO

The test scenario was as follows:

Routing protocol: DSR

Simulation area: 700 x 700 grid

Transmit radius per node: 150 units

Speed: Nodes are stationary

The link capacity has been "defined" to be 2000 bps

4.2 TEST FOR VALIDITY OF THE RESERVATION SYSTEM

To test if the reservation system works, we form an arrangement of 11 nodes, and

with one source of interfering traffic (interfering traffic is assumed to pass through

some of the same nodes that the reserved traffic passes through).

Any scheme for ensuring QoS has comes into play most during congestion, because

when traffic is light, everyone gets the service they want it's when traffic is high that

reservations become important.

To see how the reserved traffic and the unreserved traffic compare in performance,

the reserved traffic rate is increased from 1800 bps (at which point there is no

congestion) to 1990 bps (at which point we've almost reached the link capacity). For

each value of reserved traffic rate, the unreserved source rate is increased up to 11000

bps, and % throughput achieved (defined as the ratio of the throughput achieved to

output rate attempted) is noted.

In the following graphs,
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Nnumber of nodes m simulation, I=number of interfering traffic sources

R=reserved traffic rate.
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Figure 5: Test for validity of the reservation system: N11, 11, R1800

We see that both, the reserved and the unreserved traffic source achieve 100% of the

rate they're trying to transmit at.

But as the reserved traffic rate is increased from 1800 to 1990, we find that the

reserved traffic still manages to achieve I00% of its throughput, whereas the

unreserved traffic performs more and more poorly as congestion increases.
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We see that as congestion progressively increases, the unreserved traffic source

performs more and more poorly, whereas the reserved traffic source still achieves 100

% of its requested throughput. We see that under this scenario, the reservation scheme

does work.
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4.2.1 Effect of multiple sources of interfering traffic

To see if increasing the number of interfering sources of traffic affects the reserved

traffic rate, we repeat the simulations for 2 and 3 interfering sources. The following

graphs have the reserved traffic rate at 1990 bps, at which point congestion is most

severe. Results for other values of reserved traffic rate are similar to those observed

earlier.
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Figure 10: Effect of multiple sources of interfering traffic: N= 11, 12, R= 1990
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Figure 11: Effect of multiple sources of interfering traffic: N11, 13, R1990.

We see that as the number of interfering sources increases, the throughput achieved

by the unreserved sources of traffic progressively degrades, whereas the throughput

achieved by the reserved source remains frxed at around I 00%.



33

4.2.2 Effect of increasing number of nodes in the network on the results

We run the simulation for different network sizes (20,30,40,50 nodes), and measure

the throughput achieved by both the reserved and unreserved sources.

The results are shown for a reserved rate of 1900 bps; graphs for other rates show

trends similar to those seen earlier for those rates.
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Figure 13: Effect of increasing number of nodes in the network on the results N30,
1=2, R=1990
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Figure 15: Effect of increasing number of nodes in the network on the results: N40,
I=2,R= 1990.

We see that an increase in the number of nodes does not affect the throughput

achieved by the reserved traffic flow.

We see that the reservation scheme does work for different source rates, different

number of sources, and for an increasing number of nodes. An increase in the

number of nodes does, however, have an effect on the management overhead, due to

nature of the underlying routing protocol, DSR. This affect is studied in the next

section.
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4.3 OVERHEAD/COSTS OF THE RESERVATION SCHEME

4.3.1 Management packet overhead

There is a certain cost associated with the scheme, because of the need to discover

routes that satisfy the reservation criteria, and the need to set up and tear down the

connection. The underlying routing protocol, DSR, uses route discovery based on

flooding the entire network, and hence is limited in scalabi]ity. We see this effect when

we compute the management packet overhead, defined as the % of packets flowing in

the system that were needed for managing it.

First, let us see the management overhead for a small collection of nodes (N 11), with

one source of interference. The reserved traffic is increased from 1800 to 1990, and

the effect on the throughput of both, the reserved and unreserved flows is observed.



2.5

1.5

0.5

Resvd Trafic Rate -1800 bps

0 211L1 4cnJ &SXI 1IXJJJ l2fXlJ

Interfering Traffic rate

Figure 16: Management packet overhead: N= 11, 11, R 1800.

. % Management Pkts



25

2

15

0.

05

% Management Packets, Reserved Traffic Rate - 1850 bps

S

.

S

S
S

S
S

S

S

0-1-

0

Interteting trettiC on(pt rate

Figure 17: Management packet overhead: N1 1, 11, R1850.

39



0

25

15

0.5

% Management Packets, Reserved Traffic Rate -1900 bps

0 211XJ 411U 6ftJO

Inlertering traffic output rate

Figure 18: Management packet overhead: N11, 11, R1900.

40

itanagemes1 Packetsi



a

25

0.5

% Management Packets, Reserved Traffic Rate - 1950 bps

0 20 4LUJ 6UJO OUJJ 1LUUJ

Inteifering traffic output rate

Figure 19: Management packet overhead: N11, 11, R1950.

41

[rngeniertRacket]



S
0,

C

S
C-

2.5

1.5

0.5

% Management Packets, Reserved Traffic Rate -1990 bps

0 2(11) IUX) 1(111) 12)
Intetfering traffic output rate

Figure 20: Management packet overhead: N= 11, 11, R= 1990.

% Management Packets

42

The management overhead is at a comfortable 2.5%, and declines with the total

amount of traffic in the system, because most of the factors that make up the

management overhead are fixed costs to keep the management overhead low, then

a) the traffic has to be high, and b) the duration of the connection has to be long this

amortizes the management overhead over more packets.
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4.3.2 Effect of increasing the number of nodes on the management overhead.

For one interfering traffic source and the reserved traffic source running at 1900 bps,

we run the simulation for 20, 30, 40 and 50 nodes to see the effect on the management

overhead.
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Figure 21: Effect of increasing the number of nodes on the management overhead:

N=20, 11, R=1990.
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Figure 24: Effect of increasing the number of nodes on the management overhead:
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We see that as the number of nodes increases, the management overhead steadily

increases, reaching a peak value of slighfly above 50%. As discussed earlier, this is

because of the nature of the underlying routing protocol, which is based on flooding

for route discovery. DSR uses several optimizations to minimize this overhead, for

instance snooping on source routes and letting hosts send unsolicited route replies.

None of these optimizations are avail2ble to us, because the only way to find out if a

route can support a given QoS is to traverse the length of the route and ask each host

in it if it can support the QoS parameters. A more Q0S frien&y routing protocol

might reduce this overhead but that is the subject of another thesis.
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4.3.3 The effect of increasing the number of interfering sources on the management
overhead

The results shown here are for the reserved traffic source operating at 1990 bps.
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Figure 25: Effect of increasing the number of interfering sources on the management
overhead: N11, 12, R1990.
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We observe that the management overhead increases slightly with the number of

interfering sources. This is because the interfering sources need route

discovery/maintenance of their own, which increases the number of management

packets in the system.
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4.3.4 Buffers unused, even during congestion

Another component of the reservation overhead is the percentage of buffers wasted,

i.e. the% of buffers that remain unused on an average for each simulation. This is

measured by recording the "free" and "occupied" markers, which are used by the

reservation protocol to reserve buffer space for the reserved flow. With that in mind,

here're the numbers:

We study the variation in free buffer space, N = 20, and the reserved traffic rate is

increased from 1800 to 1900 bps. As before, for each value of reserved traffic rate, the

unreserved traffic rate is increased to 11000 bps. 1=1.
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We see that as congestion increases, the number of free buffers drops. However, even

at the peak of congestion, there are some buffers which remain unused, because they

have been earmarked for the reserved traffic.

4.3.5 Effect of more nodes in the network on average buffer utilization
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Figure 28: Effect of more nodes in the network on average buffer utilization: N30,
1=1.



51

S
S
C

S

12

10

% 6u1ers Unused

0,
1750 1850 1) 1950 2(U)

Intesfering traffic output rate

Ie% Buffers

Figure 29: Effect of more nodes in the network on average buffer utilization: N40,
1=1.



52

0

12

10

S Buffers Unused

0

1750 1 1850 1) 1950

Interfering traffic output rate

I
Buffers Unused
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We see that an increase in the number of nodes in the network makes no difference to

the buffer utilization - this is because the "free" or "occupied" state of the buffer is

governed by the amount of reserved traffic, and is regulated by the reservation system.
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5 CONCLUSIONS AND FUTURE WORK

In this thesis, we discussed a proposal to use the concept of active networks to solve

the problem of broken routes and unavailable QoS guarantees inside the network. The

reasonitg was that transferring the intelligence needed to fix these problems to the

network would reduce the time delay that would otherwise occur if the end nodes

tried to fix the problem themselves. We implemented the proposal in the network

simulator NS 2, and tested the effectiveness of the scheme for a wide range of

network conditions.

We found that this proposal does provide the QoS guarantees it promised during

connection set up this is in contrast to the throughput experienced by unreserved

nodes, who find that as competition for network resources increases the throughput

they get from the network slowly decreases down to zero. We found that the overhead

in terms of the number of buffers wasted while using this scheme is within acceptable

limits, as is the management packet overhead for small numbers of nodes and sources.

We saw that this proposal does have some scalability issues, especially due to the large

management overhead if there are a large number of sources operating in a large

network. This is primarily due to unreserved traffic sources trying repeatedly to find

alternate routes to a destination each such attempt results in a network-wide

broadcast of route request packets.

Since this proposal can be used over any routing protocol that is capable of supporting

multiple routes to a given destination, future work might involve testing this proposal

over other routing protocols, to see how it scales with those other protocols. The

understanding is that any protocol that does not do a network-wide broadcast for

every route request should perform better than DSR in large network/source

scenarios.
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The simulations performed here were for nodes that were stationary, or moving at a

very slow rate. Future work could involve testing the protocol for nodes that moved at

a faster rate, and improving the protocol performance for such rates.

The current proposal and implementation has provisioning only for Constant Bit Rate

(CBR) traffic sources. Future work could involve investigating whether the idea can be

extended to Available Bit Rate (ABR) and Variable Bit Rate (\TBR) sources.

To sum, active networks show potential for solving problems that are best tackled

inside the network, and the idea can potentially be used in mobile ad hoc networks.
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APPENDIX A AN EXCERPT FROM THE RSVP RFC

The RSVP protocol is used by a host to request specific qualities of service from

the network for particular application data streams or flows. RSVP is also used

by routers to deliver quality-of-service(QoS) requests to all nodes along the

path(s) of the flows and to establish and maintain state to provide the requested

service. RSVP requests will generally result in resources being reserved in each

node along the data path.

RSVP requests resources for simplex flows, i.e., it requests resources in only one

direction. Therefore, RSVP treats a sender as logically distinct from a receiver,

although the same application process may act as both a sender and a receiver at

the same time.

RSVP operates on top of IPv4 or IPv6, occupying the place of a transport

protocol in the protocol stack. However, RSVP does not transport application

data but is rather an Internet control protocol, like ICMP, IGMP, or routing

protocols.

RSVP is not itself a routing protocol; RSVP is designed to operate with current

and future unicast and multicast routing protocols. An RSVP process consults

the local routing database(s) to obtain routes. In the multicast case, for example,

a host sends IGMP messages to join a muldcast group and then sends RSVP

messages to reserve resources along the delivery path(s) of that group. Routing

protocols determine where packets get fonvarded; RSVP is only concerned with

the QoS of those packets that are forwarded in accordance with routing.

In order to efficiently accommodate large groups, dynamic group membership,

and heterogeneous receiver requirements, RSVP makes receivers responsible for
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requesting a specific QoS A QoS request from a receiver host application is

passed to the local RSVP process. The RSVP protocol then carries the request

to all the nodes (routers and hosts) along the reverse data path(s) to the data

source(s), but only as far as the router where the receiver's data path joins the

multicast distribution tree. As a result, RSVP's reservation overhead is in

general logarithmic rather than linear in the number of receivers.

Quality of service is implemented for a particular data flow by mechanisms

collectively called "traffic control". These mechanisms include (I) a packet

classifier, (2) admission control, and (3) a "packet scheduler" or some other link-

layer-dependent mechanism to determine when particular packets are forwarded.

The "packet classifier" determines the QoS class (and perhaps the route) for each

packet. For each outgoing interface, the "packet scheduler" or other link-layer-

dependent mechanism achieves the promised QoS. Traffic control implements

QoS service models defined by the Integrated Services Working Group.

During reservation setup, an RSVP QoS request is passed to two local decision

modules, "admission control" and "policy control". Admission control

determines whether the node has sufficient available resources to supply the

requested QoS. Policy control determines whether the user has administrative

permission to make the reservation. If both checks succeed, parameters are set

in the packet classifier and in the link layer interface (e.g., in the packet scheduler)

to obtain the desired QoS. If either check fails,the RSVP program returns an

error notification to the application process that originated the request.

RSVP protocol mechanisms provide a general facility for creating and

maintaining distributed reservation state across a mesh of multicast or unicast

delivery paths. RSVP itself transfers and manipulates QoS and policy control

parameters as opaque data, passing them to the appropriate traffic control and
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policy control modules for interpretation. The structure and contents of the

QoS parameters are documented in specifications developed by the Integrated

Services Working Group; see [11]. The structure and contents of the policy

parameters are under development.

Since the membership of a large multicast group and the resulting multicast tree

topology are likely to change with time, the RSVP design assumes that state for

RSVP and traffic control state is to be built and destroyed incrementally in

routers and hosts. For this purpose, RSVP establishes "soft" state; that is, RSVP

sends periodic refresh messages to maintain the state along the reserved path(s).

In the absence of refresh messages, the state automatically times out and is

deleted.
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APPENDIX B SAMPLE TCL SCRIPT

# simple-wireless.tcl

# A simple example for wireless simulation

# = = = = = = = = = = = = = = = = = = = == = = = = = = = = = = = =

# Define options

# = = = = = = = = = = = = = = == = = == = = =

set val(chan) Channel/WirelessChannel ;# channel type

set val(prop) Propagation/TwoRayGround ;# radio-propagation model

set val(netif) Phy/WirelessPhy ;# network interface type

set val(mac) Mac/802_1 I ;# MAC type

set val(ifq) Queue/DropTail/ActQoSDropTail ;# interface queue type

set val(ll) LL ;# link layer type

set val(ant) Antenna/OmniAntenna ;# antenna model

set val(ifqlen) 50 ;# max packet in ifcj

set val(nn) 2 ;# number of mobilenodes

set val(rp) ACTIVEQOS ;# routing protocol

= = = = = = = = = = = =

# Main Program

= = = = = = = = = = = =

# Initialize Global Variables

ru

set ns_ [new Simulatorl

set tracefd [open simple.tr wj

$ns_ trace-all $tracefd
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# set up topography object

set topo [new Topographyj

$topo Ioad_flatgrid .500 500

#

# Create God

create-god $val(nn)

# Create the specified number of mobilenodes [$val(nn)I and attachu them

# to the channel.

# Here two nodes are created: node(0) and node(1)

# configure node

$ns_ node-config -adhocRoutmg $val(rp) \

-ilType $val(ll) \

-macType $val(mac) \

-ifqType $va1(ifc) \

-ifqLcn $val(ifqlen) \

-antTypc $val(ant) \

-propType $val(prop) \

-phyType $val(nctif) \

-channelType $val(chan) \

-topolnstance $topo \

-agentTrace OFF \
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-routcrTrace OFF \

-macTrace OFF \

-movementTrace OFF

puts "before creating nodes"

for {set i 0} {$i < $val(nn) } {incr i} {

set node_($i) [$ns_ nodel

puts "a node created"

$ node ($i) random-motion 0 ;# disable random motion

}

puts "after creating nodes"

# Provide initial (X,Y, for now Z0) co-ordinates for mobilenodes

FE

$node_0) set X_ 5.0

$node_(0) set Y_ 2.0

$node_(0) set Z_ 0.0

$node_(1) set X_ 10.0

$node_(1) set Y_ 7.0

$node_(1) set Z_ 0.0

# Now produce some simple node movements

# Node_(1) starts to move towards node_(0)

#

#$ns_ at 50.0 "$node (1) setdest 25.0 20.0 15.0"

#$ns_ at 10.0 "$node_(0) setdest 20.0 18.0 1.0"
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# Node_(1) then starts to move away from node_(0)

#$ns_ at 100.0 "$node_(l) setdest 490.0 480.0 15.0"

# TCP connections between node_(0) and node (1)

set up the tcp agent

set tcp [new Agent/TCP}

$tcp set class_ 2

$ns attach-agent $node_(0) $tcp

puts "attached node to tcp"

set sink [new Agent/TCPSinkI

puts "before ataching node to sink"

$ns attach-agent $node_(1) $sink

puts "after ataching node to sink'

$ns connect $tcp $sink

puts "after connecting tcp to sink"

# Setup traffic flow between nodes

set cbrqosscndcr [new Application/Traffic/CBR/QOSI

set cbrqosreceiver [new Application/Traffic/CBR/QOSI

$cbrqossendcr attach-agent $tcp

puts "cbrqossender attached to Tcp"

$cbrqossender set packctSizc_ 500

$cbrqossender set intervaL I
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# define the cbrqossender parms

$cbrqossendcr bandwidth 100000

$cbrqos sender delay 100

$cbrqosscnder jitter 10

$cbrqossender packedoss 0

$ cbrqossender numretrics 3

$cbrqossender degreplication I

puts "made cbrqossender"

$ns at 1.0 "$cbrqossender start"

#set up the active qos agent

$node(0) add-application $cbrqossender

#setting up the appi at the receiver

$ cbrqosreceiver attach-agent $tcp

puts "cbrqosreceiver attached to Tcp"

$ cbrqosreceiver set packetSize_ 500

$cbrqosreceivcr set mterval_ I

# define the cbrqosreceiver parms

$cbrqosrecciver bandwidth 100000

$cbrqosreceivcr delay 100

$cbrqosreceiver jitter 10

$ cbrqosreccivcr packetloss 0

$cbrqosreceiver numretries 3

$cbrqosreceiver degreplication 1

$cbrqosreceiver isRecciver I



67

puts "made cbrqosreceiver"

$ns_ at 1.0 "$cbrqosreceiver start"

$node(1) add-application $cbrqosreceiver

# Tell nodes when the simulation ends

for {set i 0} {$i < $val(nn) } {incr i} {

$ns at 500.0 "$node_($i) reset";

}

$ns_ at 499.99 "$cbrqosreceiver stop"

$ns_ at 500 "stop"

$ns_ at 500.01 "puts \"NS EXITING...\" ; $ns_ halt"

proc stop {} {

global ns_ tracefd

$ns._ flush-trace

close $tracefd

}

puts "Starting Simulation..."

$ns_ run




