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High-Speed Implemenation of the RSA Cryptosystem

Chapter 1. Introduction

1.1 Motivation

The security of a cryptosystem designed for general use is not based on the secrecy

of the algorithm employed but rather on a secret parameter known as the key. There are two

kinds of cryptosystems: secret key systems and public key systems. In a secret key system,

a secret piece of information (the key) has to be agreed upon ahead of time between the two

parties wishing to communicate. In this case, a group of n users need a total of n(n - 1)/2

secret keys if any two of them want to communicate securely using a unique key. This also

means that every user may have to store n - 1 secret keys. Another non-negligible problem

is the secure key distribution in a large network, for the number of keys is growing

quadratically with the number of users.

The solution to this problem was first introduced by Diffie and Hellman in 1976.

They defined a public key cryptosystem and specified conditions that must be fulfilled.

Then Rivest, Shamir and Adleman proposed the first practical implementation in 1978. The

idea behind the notion of public key cryptography is that whoever enciphers a message

does not need to be able to decipher it. In such systems, each user selects a private secret

key which is only known to him/her, while he/she distributes the corresponding public key

to all users wanting to communicate with him/her. In a system comprised of n users, there

are only 2n keys: n public keys known to all users, and n secret keys known only to the

person who sends the message.

This thesis intends to implement one kind of public key cryptosystems in software,

the RSA cryptosystem. Since software approaches are almost always slower than hardware
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approaches, fast algorithms are necessary. C language is used in the implementations, and

in-line 80486 assembly language is employed to increase the speed of the programs.

1.2 Outline of the Thesis

Chapter 2 gives an introduction of the RSA cryptosystem. It explains how the

cryptosystem works, the mathematics behind it, and gives examples on the exchange of

private messages. Chapter 3 discusses several methods of implementing modular

exponentiation, including the binary method and the m-ary method. In Chapter 4, the

standard multiplication and squaring algorithms are discussed as methods to implement

modular multiplication and squaring. In Chapter 5, two methods of performing the modular

multiplications are examined: the multiply and reduce method and the Montgomery's

method. The Montgomery exponentiation algorithm is addressed in detail. In Chapter 6,

fast decryption algorithm using the Chinese Remainder Theorem is given. Finally a

performance analysis is included in Chapter 7.
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Chapter 2. The RSA Cryptosystem

This chapter reviews the RSA algorithm and gives examples of how to exchange

private messages through an RSA cryptosystem.

2.1 RSA Algorithm

The RSA algorithm is the first full-fledged public-key algorithm, one that works for

encryption as well as for digital signatures. Of all the public-key algorithms proposed over

the years, it is by far the easiest to understand and implement. The RSA algorithm was

named after Ron Rivest, Adi Shamir, and Leonard Adleman. It gets its security from the

difficulty of factoring large composite numbers. The public and private keys are functions

of a pair of large prime numbers. Recovering the plaintext from one of the keys and the

ciphertext is conjectured to be equivalent to factoring the product of the two primes.

To generate the two keys, choose two distinct large prime numbers, p and q.

Compute the product: n = pq. Let

4) (n) = (p 1) (q 1) .

Then randomly choose the encryption key, 1 < e < (t) (n) , such that e and 4) (n) are

relatively prime. Finally, use Euclid's algorithm to compute the decryption key, d, such

that

exd = 1 mod 4) (n)

In other words, d can be computed using the following equation:

d = e (p 1) (q 1)

Here, e is the public exponent and d is the private exponent. Usually one selects a small
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public exponent, e.g., e = 216 + 1. The modulus n and the public exponent e are

published. The value of d and the prime numbers p and q are kept secret.

To encrypt a message M, first divide it into numerical blocks such that each block

has a unique representation modulo n (with binary data, choose the largest power of 2 less

than n). That is, if both p and q are 100-digit primes, then n will have just under 200 digits,

and each message block, Ml, should be just under 200 digit long. The encrypted message,

C, will be made up of similarly sized message blocks, Ci, of about the same length.

The encryption is performed by computing C = Me (mod n), where M is the

plaintext such that 0 M < n, and gcd(M,n) = 1. The number C is called the ciphertext. The

decryption is performed by computing M = Cd (mod n). The correctness of the RSA can

be proved by Euler's theorem.

Euler's Theorem : Let n and a be positive, relatively prime integers.

Then a4) (n) = 1 (mod n).

Since we have ed = 1 mod 43(n) , we have ed = 1 + KO (n) for some integer K.

Cd = (Me)d (mod n)

= Med (mod n)

= M1 + KO (n) (mod n)

= M (MK )0 (n) (mod n)

= M 1 (mod n)

provided that gcd(M,n) = 1. Since n is the product of two prime numbers p and q, M and n

are relatively prime unless M is chosen to be equal to p or q. Also, since p and q are two

big prime numbers, it can almost never happen for M to be the same as p or q. Otherwise,

it is far too easy to break the cryptosystem.
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The message could just as easily have been encrypted with d and decrypted with e;

the choice is arbitrary. A short example will probably go a long way to making this clearer.

If p = 47 and q = 71, then

n=pxq = 3337
The encryption key e must have no factors in common with

4) (n) = (p - 1) x (q -1) = 46 x 70 = 3220

Choose e (at random) to be 79. In this case:

d = 79-1 (mod 3220) = 1019

Publish e and n, and keep d secret. .

To encrypt the message M = 6882326879666683, first break it into small blocks.

Three-digit blocks work nicely in this case. The message will be encrypted in six blocks:

M1 = 688, M2 = 232, M3 = 687, M4 = 966, M5 = 668, M6 = 3.

The first block is encrypted as:

68879 (mod 3337) = 1570 = C1

Performing the same operation on the subsequent blocks generates an encrypted message:

C = 1570 2756 2714 2276 2423 158

Decrypting the message requires performing the same exponentiation using the

decryption key of 1019. So:
15701°19 (mod 3337) = 688 = M1

The rest of the message can be recovered in the same manner.
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2.2 Exchange of Private Messages

The public-key directory contains the pairs (e,n) for each user. The users wishing

to send private and/or signed messages to one another refer to the directory to get the

parameters. For example, the directory might be arranged as follows:

Table 2.1 An Example of a Public-Key Directory
User Public Keys
Alice (ea, na)
Bob (eb,nb)

Charlie (e,, n,)
...

where the pair n and ea are the modulus and the public exponent for Alice, and so on. As

an example, we show how Alice sends her private message M to Bob. Alice should

execute the following steps:

1. Alice locates Bob's name in the directory and obtains his public keys: (eb,nb) .

2. Alice divides her message into parts, such that each message block M. satisfies

0 Mi < nb.

3. Alice encrypts: Ci := Mei" (mod nb) for each message block.

4. Alice combines the encrypted message blocks to get C.

5. Alice sends C to Bob over the network.

6. Bob receives C, and divides it into parts.

7. Bob uses his private keys to obtain Mi = el' (mod nb) for each cyphertext block.

8. Bob combines the decrypted message blocks Ml to get the original message M.

2.3 Exchange of Signed Private Messages

The procedure of sending a signed private message is a little more involved. For

example, suppose Alice wants to send her signed private message to Bob. Alice executes

the following steps:
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1. Alice locates Bob's name in the directory and obtains his public-keys: (eb, nb) .

2. Alice divides her message into parts, such that 0 Mi < min (Fla, n b) .

3. Alice compares her modulus n to Bob's modulus nb.

If n < n b:

(a) Alice signs: Cil = kla (mod n a) for each message block Mi.

(b) Alice encrypts: C12 = Ced' (mod nb) for each signed message block Cil .

(c) Alice combines the signed and encrypted message blocks Ci2 to get C2.

(d) Alice sends C2 to Bob.

(e) Bob receives C2 and divides it into parts.

(f) Bob decrypts: Cil = Ccilli (mod nb) for each block of C2.

(g) Bob verifies: Mi = C;i (mod na) for each block of C1.

(h) Bob combines the Mi blocks and gets the original message M.

If nb < n a:

(a) Alice encrypts: Cif = Mei' (mod nb) for each message block Mi.

(b) Alice signs: Ci2 = 411 (mod n a) for each encrypted message block Cil .

(c) Alice combines the encrypted and signed message blocks Cie to get C2.

(d) Alice sends C2 to Bob.

(e) Bob receives C2 and divides it into parts.

(f) Bob verifies: C11 = Ci2 (mod n a) for each block of C2.

(g) Bob decrypts: Mi = eilt (mod nb) for each block of C1.

(h) Bob combines the Mi blocks and gets the original message M.

Note that when Bob receives the message, he needs to locate Alice's name in the

directory, obtain her public keys: (ea, na) , and compare his modulus nb to Alice's

modulus n before deciding the sequence of decryption and verification. An expample is

given below. The private and public key information for Alice and Bob are listed in table

2.2.
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Table 2.2 The Private and Public Key info for Alice and Bob

User Private Keys Public Keys

Alice da = 113,pa = 11, qa = 13 ea = 17, n a = 143

Bob db = 263,pb = 17, qb = 19 eb = 23, nb = 323

In order to simplify the example, we will assume that Alice's message is short

enough to be dealt with as one block. We select M= 32. Alice executes the following steps

in order to send the private signed message:

1. Alice locates Bob's name in the directory and gets his public-keys: (eb,nb) = (23,323).

2. Alice compares her modulus na = 143 to Bob's modulus nb = 323. Since na<nb,

she executes the following steps:

(a) Alice signs: C1 = 32113 (mod 143), obtaining C1 = 54.

(b) Alice encrypts: C2 = 5423 (mod 323), obtaining C2 = 232.

(c) Alice sends C2 = 232 to Bob.

3. Bob receives C2.

4. Bob decrypts: C1 = 232263 (mod 323), obtaining C1 = 54.

5. Bob verifies: M = 5417 (mod 143), obtaining M = 32.

Note that changing the order of signing and encrypting, or decrypting and

verification would be incorrect. If Alice encrypts before signing, then she would compute:

M = 32

C1 = 3223 (mod 323) = 280

C2 = 280"3 (mod 143) = 37

and send C2 = 37 to Bob. Bob receives the 37, and would compute:

C1 = 3717 (mod 143) = 137

M = 137263 (mod 322) = 35

which is not equal to the initial message 32.
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Chapter 3. Modular Exponentiation

Once the RSA system is set up, i.e., the modulus, the private and public exponents

are determined, and the public components have been published, the senders as well as the

recipients perform a single operation for signing, encryption, decryption, and verification.

This operation is the computation of modular exponentiation.

The modular exponentiation operation is a common operation for scrambling; it is

used in several cryptosystems. For example, the Diffie- Heliman exchange scheme requires

modular exponentiation. Furthermore, the ElGamal signature scheme and the recently

proposed digital signature standard(DSS) of the National Institute of Standards and
Technology also require the computation of modular exponentiation. Several methods of

modular exponentiation are presented in this chapter.

3.1 Binary modular exponentiation method

The binary method, also called square and multiply method, scans the bits of the

exponent either from left to right or from right to left. A squaring is performed at each step,

and depending on the scanned bit value, a subsequent multiplication is performed.

Let k be the number of bits of e, so the binary expansion of e is given by

k-1

e = (ek- iek-2.eie0) e12'
i =0

for ei E {O,1 1 . The binary method for computing C = Me (mod n) is given below:

The Binary Method
Input: M, e, n.

Output: C = Me mod n.

1. if ek-1 = 1 then C := M else C := 1

2. for i = k-2 downto 0

2a. C := C C (mod n)

2b. if e. = 1 then C := CM (mod n)

3. return C
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An example of this algorithm is illustrated below.

Example: Let e = 250 = (11111010)2, which implies k = 8. Initially, since ek _1= e7 =1,

we take C := M.

The following table illustrates the procedure of the binary method.
Table 3.1 An Example of Binary Method

i ei Step 2a Step 2b

6 1 ( M)2 = M2 M2 M = M3

5 1 (M3)2= M6 M6 M = Ai
4 1 (v7)2= M14 m14 M M15

3 (115)2= m30 m30 M31

(131)2= m62 M62

1 1 (m62)2= M124 m124 m12!

(1125)2= m250 M250

The number of modular multiplications required by the binary method for

computing M250 is

7(Step 2a) + 5(Step 2b) = 12.

For an arbitrary k-bit number e, the binary method requires:

i) Squarings (Step 2a): k 1, where k is the number of bits in the binary form of e.
ii) Multiplications (Step 2b): H (e) 1, where H(e) is the Hamming weight

(number of 1's in the binary form) of e.

Assuming e > 0, we have 0 5 H (e) 1 k 1. Thus, the total number of
operations is found as:

Maximum: (k 1) + (k 1) = 2 (k 1) ,

Minimum: (k 1) +0 = k 1,
2 (k 1) + (k-1)

2
3

Average: (k 1) , where ek_i= 1.2
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3.2 The m-ary Method

The binary method can be generalized by scanning the bits of the exponent several

bits at a time. This method is called the m-ary method. Let e = (ek-lek-2..-eleo) be
the binary expansion of the exponent. This representation of e is partitioned into p blocks

of length d each. Thus, we have pd = k. If d does not divide k, the exponent is padded with

at most d-1 zeros. We also have m = 2d. Now, define

d-1
Fi = (eid+d-1eid+d-2eid) = eid +r2

r

r=0

i.e., each group is assigned a value Fi , where 0 i 5_ p -1

The m-ary method first computes the values of Air (mod n) for w = 2,3,...,m-1.

Then the bits of e are scanned d bits at a time from left to right. At each step the partial

result is raised to the 2d power and multiplied with MF" modulo n where Fi is the value of

the current bit section. The m-ary method for computing C = Me (mod n) is given below:

The m-ary Method

Input: M, e, n.

Output: C = Me mod n.

1. Compute and store MW (mod n) for all w = 2,3,4 ..... m-1.(m = 2d)

2. Decompose e into d-bit words Fi for i=0,1,2,...,p-1.
,

3. C = M 11-' (mod n)

4. for i = p-2 downto 0

2
d

4a. C := C (mod n)

F.
04b.if F. then C = C-111 1 (mod n)

5. return C
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3.2.1 The Quaternary Method

If the bits of e are scanned two at a time, the method is called quaternary method.

All possible bit-section values are (00)=0, (01)=1, (10)=2, (11)=3. The multiplication step

(Step 4b) may require the values M0, M1, M2, and M3. Thus, we need to precompute these

values.

Example: Let e = 250, and partition the bits of e in groups of 2:

e=250= 11 11 10 10

Also obtain the number of groups p = 4 (p = kid = 8/2 = 4). During the preprocessing step,

we compute:

Table: 3.2 Preprocessing Steps of the Quaternary Method

bits w Mw

00 0 1

01 1 M

10 2 M M = M2
11 3 M2 . M = M=

The quaternary method then assigns C = MP.' = M3 (mod n), and proceeds to

compute M250 (mod n) as follows:

Table 3.3 An Example of the Quaternary Method

i F. Step 4a Step 4b

2 11 (M3)4 =M12 M12 M3 = M15

1 10 (M15)4 M60 M60 m2 m62

0 10 (M62)4 M248 M248 m2 m250

The number of modular multiplications and squarings required by the quaternary

method for computing M250 (mod n) is found as

2(preprocessing) + 6(Step 4a) + 3(Step 4b) = 11.
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3.2.2 The Octal Method

The octal method partitions the bits of the exponent e in groups of 3 bits.

Example: Let e = 250, and is partitioned as

e= 250= 011 111 010

Notice the padded zero to the left of the exponent. Calculate p = kld =9/3 = 3. m =2d =

23 = 8. During the preprocessing step, we compute MW (mod n) for all w = 2, 3, 4, 5, 6, 7.

Table 3.4 Preprocessing Steps of Octal Method

bits w Mw

000 0 1

001 1 M

010 2 M*M=M2

011 3 M2*M=M3

100 4 M3*M=M4

101 5 M4 *M =MS

110 6 M5*M=M6

111 7 M6*M=M7

The octal method then assigns C = MF2 = M3 (mod n), and proceeds to compute

M250 (mod n) as the following:

Table 3.5 An Example of Octal Method

i Fi Step 4a Step 4b

1 111 (M3)8 M24 m24*m7 M31

0 010 (m31)8 m248 m248 * m2 m250

The computation of M250 (mod n) using octal method requires a total of

6(preprocessing) + 6(Step 4a) + 2(Step 4b) = 14
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modular multiplications and squarings. However, notice that, we have not used all the

values of MW (mod n) for w = 2,3,4,5,6,7, even though we have computed them all. Thus,

we can do a slight modification on Step 1 of the m-ary method and precompute M.' (mod

n) for only those w which appear in the partitioned binary expansion ofe.

Example: Let e = 250, and the partitioned bit values are (011)=3, (111)=7, and (010)=2.

We can compute these values by only 4 multiplications as follows:

Table 3.6 A Modified Octal Method

bits w ivr

000 o 1

001 1 M

010 2 m*m = m2

011 3 M2*M = M3

100 4 M3*M = M4

111 7 M4*M3 =M7

This gives the total number of modular multiplications and squarings required by

the octal method for computing M250 (mod n) as

4(preprocessing) + 6(Step 4a) + 2(Step 4b) = 12.

This method is a data-dependent (or an adaptive) algorithm.
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Chapter 4. Standard Multiplication and Squaring

All exponentiation algorithms use standard multiplication and squaring at each

step. In this chapter, standard multiplication and squaring algorithms are presented and

explanations of the programs implemented in C are given.

4.1 Standard Multiplication Algorithm

Let a and b be two k-bit numbers. Assuming the word size of the computer is w,

we break the k-bit number into s words such that sw ?. k, and (s -1) w <k. The

temporary results may take more than s words, and they need to be stored as well. The

following are the two s-word numbers expressed in radix W, where W = 2w:

s-1

a = (as- las- 2"'ao) = 1 a1W
i=0
s-i

b = (bs-lbs-2bo) = I b1W
i=o

where the values of ai and bi are in the range [0, W-l]. In our examples throughout this

thesis, we use w = 32. Since k is often more than 256 bits, we need to build a data struc-

ture to deal with these large numbers. In C, we can build the following structure:

typedef struct

(

int length;

unsigned long int value[K];

) MPlnteger;

The first part of the structure contains the length(in words) of the Multiple

Precision Integer(MPlnteger). The second part of the structure is an array that contains

the value of the MPlnteger, in which each element is a word.
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The standard algorithm for multiplying a and b produces the partial products by

multiplying a word of the multiplier b by the entire number a, and then summing these

partial products to obtain the final 2s-word number t. Let tii denotes the (Carry, Sum) pair

produced from the product ai bi. Then we have the following illustration:

t32

a3 a2 a1 a0

* b3 b2 b1 bo

t30 t20 tio too

t31 t21 tll toi

t22 t12 t02

+t t23 t13 tt33 _23 _13 _03

t7 t6 t5 t4 t3 t2 t1 to

The last row denotes the total sum of the partial products, and represents the product

as an 2s-word number. The standard algorithm for multiplication essentially performs a

word-by-word multiplications and additions. In order to save space, a single partial product

is used. This variable contains the final product at the end of the computation. The initial

value of the partial product is assumed to be zero. Then each word of b is taken to be

multiplied by the entire a, and added to the partial product t. The standard algorithm for

computing the product a b is given below:

The Standard Multiplication Algorithm
Input : a, b

Output: t = a b
1. for i=0 to s-1

2. C := 0

3. for j=0 to s-1

4. (C,S):= ti+j +ai bi +C

5. :=

6. = C

7. return (t2s it2s ...to)
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In order to implement this algorithm, we need to be able to execute Step 4:

(C,S) := ti+i +ai bi + C

where variables ti,j, ai, bi, C, and S each hold a single-word number. C and S hold

the high and low word of the result. This step is termed as inner-product operation which

is common in many of the arithmetic and number-theoretic calculations. Notice that ai
and bi are both unsigned long integers. For the purpose of multiplying them, we need to

break each value into two equal parts: the first part contains the most significant half word;

and the second part contains the least significant half word, which are both 16 bits. This

can be implemented in C as follows:

a0 = a & HALF_WORD_MASK;

al = a >> HALF_WORD_SIZE;

b0 = b & HALF_WORD_MASK;

bl = b » HALF_WORD_SIZE;

HALF_WORD_MASK is defined as Ox00001-4-1,14: Its purpose is to mask off the

higher 16 bits. HALF_WORD_S I Z E is half of the WORD_S I Z E. When WORD_S I Z E is 32,

as we chose in our implementations, the HALF_WORD_SIZE is taken to be 16. Note that:

HALF_WORD_MASK= 2HALF_WORD_SIZE 1

Now a0b0, a1b0, aobi, and aibi are computed as follows:

a0b0 = ( currentA & HALF_WORD_MASK) * (currentB & HALF_WORD_MASK);

alb() = (currentA » HALF_WORD_SIZE) * (currentB & HALF_WORD_MASK);

a0b1 = (currentA & HALF_WORD_MASK) * (currentB » HALF_WORD_SIZE);

albl = (currentA » HALF_WORD_SIZE) * (currentB » HALF_WORD_SIZE);

The result of the inner product computation contains two words, where each word

is 32 bits long. We regard the result as containing four 16-bit components: C1, Co, Si, and

S 0, from the highest to the lowest. Each component is computed separately.

We begin with the lowest 16 bits of the result So. So is the summation of the lower

16 bits of a0b0, the lower 16 bits of t in the current iteration, and the lower 16 bits of C.
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The result could be more than 16 bits, but less than 32 bits. The lower 16 bits of the result

is stored in so, and we save the higher 16 bits as "carry" to be used to compute S1, as

follows:

S = (a0b0 & HALF_WORD_MASK) +

+ (C & HALF_ WORD_MASK);

carry = S » HALF_WORD_SIZE;

S = S & HALF_WORD_MASK;

(currentT & HALF_WORD_MASK)

We then proceed to compute S1. S1 is the summation of the lower 16 bits of aobi

and alb°, the higher 16 bits of aobo, the higher 16 bits of t in the current iteration, the

higher 16 bits of C, and the "carry" from the computation of So. Again, we may have a

carry out, which must be saved. This part of the computation can be implemented in C as

follows:

sum = (a0b1 & HALF_WORD_MASK) + (alb0 & HALF_WORD_MASK) + carry +

(a0b0 >> HALF_WORD_SIZE)

(C » HALF_WORD_SIZE);

carry = sum » HALF_WORD_SIZE;

+ (currentT » HALF_WORp_SIZE)

As the next step, we need to concatenate the two 16-bit numbers computed above:

S1 and So, so as to obtain a combined 32-bit result, as follows:

S = S I (sum « HALF_WORD_SIZE);

C1 , Co, and the combined C can be calculated in a similar fashion.

In step 6, t : =C needs to be implemented. However instead of implementing

t->value [ i+j +1] =c, we need to execute t->value [i+j =C. The reason is that in C,

the loop variable is incremented an additional time after the end of the loop.

From the analysis before, we know that the value of t->length should be at most

a->length+b->length. However it could be smaller, and it is often considerably

smaller. Since the other routines use the length of an MPlnteger to determine how many

iterations of computation must be performed, it is very important to make sure that our
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value of t->length is accurate. We could have just set it to a- > length+b- >1 eng th,

but then the following routines that use t will have to perform extra unnecessary

calculations to get the result. For example, if t->length was set to 20, but the first five

words of t are O's, then 160 unneeded iterations will be made. The solution to the problem

is the following code:

/* Compute t length */

i = a->length + b->length;

while(i > 0 && t- >value( - -i] == 0);

t->length = ++i;

This examines t, and decreases the length if the leading words of t are zero. An example

of standard multiplication algorithm is given in the next page.

The inner-product operation above requires that we multiply two single word

numbers, add the product to previous "carry" which is also a single word number, and then

add this result to the running partial product word titi. From these three operations we will

obtain a two-word number, since

2w 1 + (2w 1) (2w 1) + 2w 1 = 22w 1.

In view of the fact that the inner-product step is within the innermost loop, it needs to be

implemented as fast as possible. By using 16-bit in-line assembly code to perform the

inner product operation, the speed can be moderately improved.

First of all, we also need to compute a0, al, bp, and b1. This computation can be

accomplished by utilizing the method mentioned before, or as an option, it can also be

implemented in C as the following:

a0 = (unsigned int) a->value[j];

al = (unsigned int) (a->value[j] » 16);

b0 = (unsigned int) b->value[i];

bl = (unsigned int) (b->value[i] » 16);
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Example: Compute a b = 348. 857 using standard algorithm.

Table 4.1 Compute a b = 348 857 using standard algorithm

i j Step (C,S) Partial t

0 0 to + aobo +C (0,*) 000000
0 +8*7 +0 (5,6) 000006

1 ti + aibo +C
0 + 4*7 +5 (3,3) 000036

2 t2 + a2b0 +C

0 + 3*7 +3 (2,4) 000436
002436

1 0 t1 + aobi +C (0,*)
3 + 8*5 +0 (4,3) 002436

1 t2 + aibi +C
4 + 4*5 +4 (2,8) 002836

2 t3 + a2b1 +C

2 + 3*5 + 2 (1,9) 009836

019836

2 0 t2 + a0b2 +C (0,*)

8 +8*8 +0 (7,2) 019236

1 t3 + (111,2 +C

9 +4*8 +7 (4,8) 018236

2 /4 + a 2b2 +C

1 +3*8 +4 (2,9) 098236

298236

We then proceed to the inner product loop. The inner product loop requires one

32-bit multiplication and two 32-bit additions. Since the compiler only supports 16-bit

multiplications, the 32-bit multiplication needs to be performed in a way so that 16-bit

multiplications and additions are employed. The algorithm we will use is illustrated in the

next page.
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a1 : a0
b1 : bo

+ bo * ai

bi * ao

+ b1 *a1

bo * ao

232(b1 *a1) + 216(bo*a1 +b1 *ao) + (bo*ao)

The MCJL command starts out with the AX register. If we execute the instruction MUL

AO, then the 80x86 multiplies the 16-bit contents of AX by AO and leaves the 32-bit result
in IIK: AL In this case, we can fetch the higher 16 bits of the result from the DX register.

The 80486 assembly code to implement this algorithm is shown below:
asm(

MOV R2,0 /* clear registers R2 and R3 *1

MOV R3,0

MOV AX,bO

MUL a0 /* multiply b0 and a0 */

MOV RO,AX /* store lower 16 bits of a0*b0 into RO */

MOV R1,DX /* store higher 16 bits of a0*b0 into R1 */

MOV AX,bO

MUL al /* multiply b0 and al */

ADD R1,AX /* add lower 16 bits of b0*al with R1 */

ADC R2,DX /* store higher 16 bits of b0*al(add carry) into R2
ADC R3,0 /* add carry into R3 */

MOV AX,bl

MUL a0 /* multiply bl with a0 */

ADD R1,AX /* add lower 16 bits of a0*bl to R1 */

ADC R2,DX /* add higher 16 bits of a0*bl to R2 (with carry) */
ADC R3,0 /* add carry bit to R3 */

MOV AX,b1

MUL al /* multiply bl with al */

ADD R2,AX /* add lower 16 bits of al*bl to R2 */

ADC R3,DX /* add higher 16 bits of al*bl to R3 */

}
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The other part of the inner-product loop is 32-bit additions. This part is easy

compared to the multiplication routine. One thing we need to be careful of is the "carry"

from the lower 16 bits to the higher 16 bits. This is easy to accomplish since 80486

assembly language has a single statement "ADC" which adds two numbers and the carry

bit. Assuming that the high and low 16-bit result of the multiplication is stored in registers

R1 and RO. We now need to add the result to a 32-bit number C, which has already been

separated into two parts: the higher 16-bit is stored in Cl, and the lower 16-bit is stored in

CO. Then we execute:

MOV AX, CO

ADD RO, AX /* RO + CO ./

MOV AX, Cl

ADC R1, AX /* R1 + Cl + Carry */

ADC R2, 0 /* make sure the carries are all taken care of */

ADC R3, 0

The speed improvement by using in-line assembly code can be found in chapter 7.

4.2 Standard Squaring Algorithm

Squaring is an easier operation than multiplication since half of the single-
precision multiplications can be skipped. This is due to the fact that

tii = ai- ai = ai = tai. Thus we can modify the standard multiplication procedure to

take advantage of this property of the squaring operation .

The Standard Squaring Algorithm

Input: a

Output: t = a-a

1. for i=0 to s-1

2. (C,S):= t +i -1- ai ai

3. ti+1 := S

4. for j=i+1 to s-1

5. (carry, C, S) := ti+i + 2 aj ai +C

6. := S

7. ti+j+1 := C

8. return (t2s_1t2s_2...t0)
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The computation of a0b0, alb0, a0b1, and albl are carried out the same way as we

did in the previous section. However, since alb() = a0b1, a step can be ommitted.

a0a0 = (currentA & HALF_WORD_MASK) * (currentA & HALF_WORD_MASK);

a0a1 = (currentA & HALF_WORD_AASK) * (currentA » HALF_WORD_SIZE);

alai = (currentA » HALF_WORD_SIZE) * (currentA » HALF_WORD_SIZE);

Step 2 of the algorithm is an inner - product computation, and it is the same as in the

multiplication routine. The second inner product routine in step 5 of the squaring

algorithm is a little different, as the carry-sum pair produced by operation

( c , s ) : = ti+i + 2 ai ai + C

may be 1 bit longer than a single-precision number which requires two words. Since

2w 1 + 2 (2w 1) (2w 1) + 2w 1
22w+1_2w+1

and

22w .-- 1 < 22w + 1
2w + 1 22w + 1_

The carry-sum pair requires 2W+1 bits instead of 2W bits for its representation.

Thus, we need to accommodate this extra bit during the execution of the operations in

Steps 5 to 7. In order to implement the algorithm in C, two variables "extral" and "extra2"

are used. The part of the code that is relevent is copied below:

extral = extra2 = 0;

for(j = i + 1 ; j < a->length ; j++)

/********************************* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * */

/* Begin inner product:(carry,C,S)=t[i+j]+2*a[j]*a[i]+C+extral */
/... *********** ............................. ***** .......... ***** /

currentA_i = a->value[i];

currentA_j = a->value[j];

currentT = t->value[i+j];

aiOajO = (currentA_i & HALF_WORD_MASK) * (currentA_j & HALF_WORD_MASK);

ai0ajl = (currentA_i & HALF_WORD_MASK) * (currentA_j » HALF_WORD_SIZE);

ailajO = (currentA_i » HALF_WORD_SIZE) * (currentA_j & HALF_WORD_MASK);

ailajl = (currentA_i » HALF_WORD_SIZE) *(currentA_j » HALF_WORD_SIZE);

/* Compute SO */

sum = ((aiOajO & HALF_WORD_MASK) « 1) + (C & HALF_WORD_MASK) +

(currentT & HALF_WORD_MASK) + extral;
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carry = sum » HALF_WORD_SIZE;

S = sum & HALF_WORD_MASK;

/* Compute S1 */

sum=((aiOajO » HALF_WORP_SIZE) «1) + ((aiOajl & HALF_WORD_MASK) « 1)+

((ailajO & HALF_WORD_MASK) « 1) + (C » HALF_WORD_SIZE)

(currentT » HALF_WORD_SIZE)

carry = sum » HALF_WORD_SIZE;

S = S I (sum « HALF_WORD_SIZE);

+ carry;

/* Compute CO */

sum =((aiOajl » HALF_WORD_SIZE)<<l)+((ailajO » HALF_WORP_SIZE) « 1) +

((ailajl & HALF_WORD_MASK) « 1) + carry;

carry = sum >> HALF_WORD_SIZE;

C = sum & HALF_WORD_MASK;

/* Compute Cl */

sum = ((ailajl » HALF_WORP_SIZE) « 1) + carry;

carry = sum » HALF_WORD_SIZE;

C = C I (sum « HALF_WORD_SIZE);
/ ******** *********************** ******************* *********/

/* End inner product *1

/************************* ********** ******** ******* *********/

t->value[i+j] = S;

extral = extra2;

extra2 = carry;

/***************** ************ ***/
/* (C, S) = t[i+j] + C + extral */

/ /
currentT = t->value[i+j];

sum=(currentT&HALF_WORD_MASK)+(C&HALF_WORD_MASK)+(extral& HALF_WORD_MASK);

carry = sum » HALF_WORD_SIZE;

S = sum & HALF_WORD_MASK;

sum = (currentT » HALF_WORD_SIZE) + (C » HALF_WORD_SIZE) +

(extral » HALF_WORD_SIZE) + carry;

carry = sum » HALF_WORD_SIZE;

S = S I (sum « HALF_WORD_SIZE);

C = carry;

t->value[i+j] = S;

t->value[i+j+1] = C + extra2;
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Conceptually, "extral" and "extra2" are used in the same way that "C" in carry-

sum (C,S) is used. During one iteration, after we compute "C" and "S ", the value of "S"

will be stored in some words of the result array t, and the value of "C" is saved until it is

needed. "C" will not be needed until the next iteration, where it will be used to determine

the value of the next "S ", which will be stored in the next word of t. So, the equation

(C, S) = t[i+i] + a[i] * a[i]

means that the value of t [ i+i ] +a[i] *a [ i i will be computed. The low word of the

result of this computation (bits 0 to 31) will be stored in "S ", and the high word of the

result of this computation (bits 32 to 63) will be stored in "C". So the only thing that is

ready to be stored in t is "S ". The value in "C" must be carried into the next computation

and added to that computation in order to get a correct value of "S " for the next word of t.

By the same token, after the following inner-product operation:

(carry, C, S) = t[i+j] + 2*a[j]*a[i] + C + extral,

t[i+j]+2*a[j]*a[i]+C+extral is computed, and the result is broken down as

follows: the lowest 32 bits are stored in "S ", the next 32 bits in "C", and the highest bit in

"carry".

"C" will be handled the same way as in the standard multiplication algorithm--the

"C" generated in the nth iteration is saved so that it may be used in the (n+l)th iteration.

However, the carry generated need not be added until the (n+2)th iteration. In order to

perform this task, we will need two carry variables, "extral" and "extra2", which operate

in a pipelined fashion. In each computation, "extral" is used. Then the previous value of

"extra2" is moved into "extral", and the carry out is stored in "extral ".

Again, this computation can be coded in assembly. First of all, a regular 32-bit by

32-bit multiplication is to be performed. The resulting 64-bit value is stored in registers

R3, R2, R1, and RO. Then the value is doubled. Finally, two additions are performed.
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We know that multiplying a binary number by two is equivalent to shifting the

number one bit to the left. Now the problem comes about shifting a 64-bit number stored

in four 16-bit registers. 80486 code is given below to solve this problem:

MOV BX, 0

MOV CX, 0 ; clear the two temp. storage registers BX and CX.

SHL R0,1 ; left shift RO one bit

ADC BX, 0 ; save the carry out in BX

SHL R1,1 ; left shift R1 one bit

ADC CX, 0 ; save the carry out in CX

ADD R1, BX ; add the carry out(from shifting RO) to R1

MOV BX, 0 ; clear BX

SHL R2, 1 ; left shift R2 one bit

ADC BX, 0 ; save the carry out in BX

ADD R2, CX ; add the carry out(from shifting R1) to R2

MOV CX, 0 ; clear CX

SHL R3,1 ; left shift R3 one bit

ADC CX, 0 ; save the carry out in CX

ADD R3, BX ; add the carry out from shifting R2 to R3

MOV R4, CX ; store the carry out(from shifting R3) to R4

Notice that R4 is used at the end of the routine to accommodate the shifted "carry

out" from the most significant bit of the number. Thus at the end of the multiplication, the

number is stored in five registers instead of four.

An example of using the standard algorithm to implement the modular

exponentiation opetationis is illustrated in the next page.
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Example: Compute a2 = 3482 with standard algorithm.

Table 4.2 Compute a2 = 3482 using Standard Algorithm

i j Step (C, S) Partial t

0 t + a ao 0 0 000 000

0 + 8. 8 = 64 (6,4) 000 004

0 1 ti +2/21 -ao+C

0+2 - 3 - 8+6 = 70 (7,0) 000 004

0 2 t2 a ao+C
0+2 - 3 - 8+7 = 55 (5,5) 000 504

005 504

1 t2 + a 1-a
1

5+4-4 = 21 (2,1) 005 104
1 2 t3+2(a2-a1)+C

5+2 - 3 -4+2 = 31 (3,1) 001 104

031 104

2 t4 + a2 - a2

3+3 - 3 = 12 (1,2) 021 104

121 104
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Chapter 5. Modular Multiplication and Squaring

In order to perform modular exponentiation, modular multiplication and squaring

operations are required at each step. In this section, we will study algorithms to compute

R := a b (mod n),

where a, b, and n are k-bit or s-word integers.

5.1 Modular Multiplications

The computation of R = a - b (mod n) can be performed using one of the two

methods below:

Multiply and Reduce method:

a) Multiply: t = a b. Here t is a 2k-bit or a 2s-word number.

b) Reduce: R := t mod n. The result R is a k-bit or s-word number. The reduction is

accomplished by dividing t by n. The remainder is the result.

Montgomery's method: This algorithm rearranges the residue class modulo n, and uses

modulo 2i arithmetic.

5.1.1 Multiply and Reduce Method

The standard multiply-and-reduce modular multiplication algorithm first computes

the product a b using standard multiplication algorithm discussed in Chapter 4. Then a

division is utilized to compute the remainder. However, we are not interested in the quo-

tient. Only the remainder is needed. So the steps of the division algorithm can be simpli-

fied in order to speed up the process.

The reduction step can be achieved by using one of the well-known sequential

division algorithms. In the following sections, we describe the restoring and the nonre-

storing division algorithms for computing the remainder of t when divided by n.



29

Given a dividend t and a divisor n, a quotient Q and a remainder R are to be calcu-

lated so as to satisfy:

t = Qn+R with R<n.

Assuming t and n are positive, the quotient Q and the remainder R will also be pos-

itive. The sequential division algorithm successively shifts and subtracts n from t until a

remainder R with the property 0 .5_R<nis found. However, after a subtraction we may

obtain a negative remainder. The restoring and nonrestoring algorithms take different

actions when a negative remainder is obtained.

Restoring Division Algorithm

Let 1'4 be the remainder obtained during the ith step of the division algorithm.

Since we are not interested in the quotient, we ignore the generation of the bits of the quo-

tient in the following algorithm. The algorithm given below first initializes the value of R

to t, i.e., Ro = t. Then it left-aligns the operands t and n. In order to perform the align-

ment, n is shifted k bits to the left, where k is the length difference between t and n. We

then subtract the shifted n from t to obtain R1 . In Step 5 of the algorithm, we check the

sign of the remainder R1. If R1 is negative, the remainder is restored to its previous

value; if it is positive, no restoration is needed. The modulus n is then divided by 2. This

step is simply a right shift operation, since the system is binary based. Step 4 to 6 are per-

formed k times before the final value R of the kth iteration which is the result of the restor-

ing division algorithm is returned.

The Restoring Division Algorithm

Input : t, n
Output : R = t mod n
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1. R0 . t

2. n := 2 kn (k = #of bits in t #of bits in n)

3. for i = 1 to k

4. Ri := 12.1_1n

5. if Ri < 0 then Ri := Ri_1

6. n := n/2

7. return Rk

We define "nOffset" and "tOffset" to be the number of leading zeros in the most

significant word of n and t. Their values can be obtained by acquiring the most significant

word, and counting the leading zeros. The following C code fragment locates the most

significant bit of n, and calculates the "nOffset". "tOffset" can be obtained in the same

manner. Note that MSB_MASK is defined as the most significant bit mask, which is

80000000 hex.

nOffset = 0;

n_msw = n ->value[n ->length -1];

while(!(n_msw & MSB_MASK))

n_msw <<= 1;

nOffset++;

First, the length oft and n are compared; if the length of t is smaller than the length

of n, i.e., t < n, no subtractions are needed. The comparison can be realized by using a

variable "loop" defined as the actual number of bits in t less the actual number of bits in n.

In C, "loop" is calculated as follows:

loop = WORD_SIZE*(t->length - n->length) + nOffset - tOffset;

If "loop" is smaller than 0, then t is already less than n. Thus, the remainder is t itself. If

"loop" is greater than 0, i.e., t is greater than n, then we must align the divisor with the div-

idend. Since t and n are both more than one word, the alignment contains two steps: the
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"word alignment" and the "bit alignment". The "word alignment" can be accomplished by

a simple adjustment of the index numbers of n. Zeros are appended to the end of the newly

adjusted n value, "newN". The length of "newN" is then taken to be the same as the length

of t.

for(i = loop / 32 + newN.length - 1, j = newN.length - 1 ; j >= 0 ; j--)

newN.value[i] = newN.value[j];

for(i = loop / 32 - 1 ; i >= 0 ; 1--)

newN.value[i] = 0;

newN.length = t->length;

Notice that the adjustment of the index numbers of n does not guarentee that the

most sigificant words of t and n have the same index number, but it does assure that the

difference between the two index number is at most 1, and that t n. The alignment is not

finished until the value of "newN" is shifted 1 oop%3 2 bits to the left. This is called the

"bit adjustments". The following code segment explains how to left shift "newN" of more

than one word. WORD_SIZE_L_O is defined as the "word size less one", which equals 31:

for(i = loop % 32 ; i > 0 ; i--)

bit = newbit = (long int) 0;

for(j = 0 ; j < newN.length ; j++)

newbit = ((long int) MSB_MASK & newN.value[j]);

newN.value[j] = ((unsigned long) ((newN.value[j] << 1)

(bit » WORD_SIZE_L_O)));

bit = newbit;

Step 4 is a subtraction operation of t and n, which are both more than one word

long. We define variable "borrowln" as the borrow from each word to its right adjacent

word. First, a subtraction is performed to each corresponding word with the most signifi-

cant bitsmasked off. According to the sign of the result "difference", "borrowMSB" which

is the borrow from the most significant bit of each word is set to 0 or 1. The value of "dif-
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ference" is adjusted when there is a borrow from the most significant bit. The C code of

this computation is shown below. Note that WO_MSB_MASK is a "without most significant

bit mask", and it equals 71-±i+1.141-, hex.

borrowln = ();

for (i=0; i<=t->length-1; i++)

difference = (long int) (t->value[i] & WO_MSB_MASK) -

(long int) (n->value[i] & WO_MSB_MASK) - borrowln;

if(difference < 0)

borrowMSB = 1;

difference += (long int) 0x80000000;

else borrowMSB = 0;

Then, "borrowMSB" and the most significant bit of each word of n are subtracted
from that of t. The result is stored in "msb". If "msb" is positive, then there is no borrow
from the contiguous word; on the other hand, if "msb" is negative, then "boffowIn" has to
be set to 1. The variable "difference" is attached a leading 1 when "msb" is either 1 or -1.
The four cases are demonstrated in C language as follows:

msb = (long int) ((t->value[i] & MSB_MASK) » WORD_SIZE_L_O) -

(long int) ((n->value[i] & MSB_MASK) » WORD_SIZE_L_O) - borrowMSB;

switch(msb)

case 1: temp.value[i] = ((unsigned long) difference) I MSB_MASK;

borrowln = 0;

break;

case 0: temp.value[i] = (unsigned long) difference;

borrowln = 0;

break;

case -1: temp.value[i] = ((unsigned long) difference) I MSB_MASK;

borrowln = 1;

break;

case -2: temp.value[i] = (unsigned long) difference;

borrowln = 1;

break;
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Finally, the "borrowIn" value of the most siginificant word is used to determine the

sign of the result of the subtraction. An example is given below:

Example: Compute 3019 mod 53 using restoring division algorithm.
3019 = (101111001011)2 and 53 = (110101)2.

Table 5.1 Compute 3019 mod 53 using restoring division algorithm

borrowln Comments

R0 101111 001011 t

n 110101 000000 aligned n, subtract

1 111010 001011 negative remainder

R1 101111 001011 restore

n/2 011010 100000 subtract

R2 0 010100 101011 positive remainder, no restore

n/2 001101 010000 subtract

R3 0 000111 011011 positive remainder, no restore

n/2 000110 101000 subtract

R4 0 000000 110011 positive remainder, no restore

n/2 000011 010100 subtract

1 111101 011111 negative remainder

R5 000000 110011 restore

n/2 000001 101010 subtract

1 111111 001001 negative remainder

R6 000000 110011 restore, final remainder

Therefore, the result is (110011)2 = 51.
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Nonrestoring Division Algorithm

The nonrestoring division algorithm allows for a negative remainder. In order to

correct the remainder, a subtraction or an addition is performed during the next cycle,

depending on the sign of the remainder. This is based on the following observation: Sup-

pose Ri = Ri _1 n < 0, then the restoring algorithm assigns Ri := R1_1 and performs a

subtraction with the shifted n, obtaining

Ri+1 = Ri- n12 = Ri _1 - n/2.

However, if Ri = Ri_1 n< 0, then the nonrestoring algorithm lets Ri remain negative

and adds the shifted n in the following cycle. This gives:

Ri+1 = Ri +n12 =(R1_1 - n) + nI2 = R - n/2,

which is the same value. The nonrestoring algorithm is given below:

The Nonrestoring Division Algorithm
Input:
Output:
1.

2.
3.
4.

5.

6.
7.

t, n
R = t mod n

Ro := t

n := 2kn

for i = 1 to k
if R.1-1
else Ri
n := n/2

return Rk

>0

:=

then Ri := (R1_1n)

In the following we compute 3055 mod 53 using the nonrestoring division algo-

rithm. Since the remainder is allowed to stay negative, we use 2's complement coding to

represent such numbers.
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Example: Compute 3055 mod 53, where 3055 = (101111101111)2, and 53 = (110101)2..

Table 5.2 Compute 3055 mod 53 using nonrestoring division algorithm

R0 0101111 101111 t

n 0110101 000000 subtract

R1 1111010 101111 negative remainder

n/2 0011010 100000 add

R2 0010101 001111 positive remainder

n/2 0001101 010000 subtract

R3 0000111 111111 positive remainder

n/2 0000110 101000 subtract

R4 0000001 010111 positive remainder

n/2 0000011 010100 subtract

R5 1111110 000011 negative remainder

n/2 0000001 101010 add

R6 1111111 101101 negative remainder

n/2 0000000 110101 add (final restore)

R 0000000 100010 Final remainder

Thus, the result of 3055 mod 53 is (100010)2 = 34.

5.1.2 Montgomery's Method

In 1985, P. L. Montgomery introduced an efficient algorithm[11] for computing

R = a b mod n,

where a, b, and n are k-bit binary numbers. This algorithm is particularly suitable for

implementations on general-purpose computers which are capable of performing fast

arithmetic modulo a power of 2. The Montgomery reduction algorithm computes the

resulting k-bit number R without performing a division by the modulus n. It replaces divi-
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sion by n operation with division by a power of 2. This operation is easily accomplished

on a computer since the numbers are represented in binary form. Assuming that the modu-

lus n is a k-bit number, i.e., 2k -1 ... n < 2k. Let r = 2k. The Montgomery reduction algo-

rithm requires that r and n be relatively prime, i.e., gcd(r,n) = gcd(2k,n) = 1. This
requirement is satisfied if n is odd.

Definition: Given an integer a < n, we define its n-residue with respect to r as

a = a - r mod n

It can be proved that the set

{ i-rmodnIOn-1}
is a complete residue system, i.e., it contains all numbers between 0 and n-1. Also there is

a one-to-one correspondence between the numbers in the range 0 and n-1 and the numbers

in the above set. The Montgomery reduction algorithm exploits this property by introduc-

ing a much faster multiplication routine which computes the n-residue of the product of

the two integers whose n-residues are given.

Definition: Given two n-residues a and b, the Montgomery product is defined as the n-

residue

R= a b r-1 mod n

where r-1 is the inverse of r modulo n, i.e., it is the number with the property

-1r r = 1 mod n.

The resulting number R indeed the n -residue of the product

since

R = a - b mod n

R =aE. rlmodn=ar-br-r-1 modn=abrmodn.
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In order to describe the Montgomery reduction algorithm, we need an additional
quantity n', which is the integer with the property

- 1r r n n' = 1.
- 1The integers r and n' can both be computed by the extended Euclid algorithm.

Extended Euclid Algorithm (EEA):

Input: a, m E D, not both zero, D is an Euclidean domain.

Output: g, s,t such that g = sm+ ta, and g = gcd (a, m) .

function EEA(a,m,g,s,t)
i

(go, g1) = (in' a) ;
(so, s1) = (1, 0) ;
(to, t1) = (0, 1) ;

while (g1 # 0)

{

q = go / g1;

(go, g 1) = (gi, go- gt. q);
(so, s1) = (s1, so- s1 q) ;

(to, t1) = Up to- t1 q) ;

}

g = go;s = so;t = to
}

When g = 1, which implies gcd (a, m) = 1, a-1 mod m exists. In this case, we
have 1 = sm + ta.

Now if we take "mod m" on each side, we will obtain: 1 = ta + 0 mod m. Thus,
1the inverse of a can be calculated: t = a mod m. Notice that m has to be a prime num-

bet

If g# 1, then a and m are not relatively prime. Thus, a-1 does not exist. For exam-

ple, we need to calculate 3-1 mod 6. Since gcd (3, 6) = 3 # 1, there is no inverse.
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The above explanation can be summarized to the following function that uses EEA

to compute the inverse:

Input: a, m E D.

Output: If gcd (a, m) = 1, then x = a-1 mod m.

function INVERSE(a,m,x)
{

EEA(a,m,g,s,t);

if (g = 1)

x = t;
else printf("inverse does not exist \n");
}

Example: Compute 16-1 mod 21.

in
We execute the function INVERSE(a,m,x) for a = 16 and m = 21 to solve for x

16 - x = 1 mod 21.

Function EEA computes the following table:

Table 5.3 Compute 16-1 mod 21 using the EEA

iteration q go g1 so s1 to t1

0 - 21 16 1 0 0 1

1 1 16 5 0 1 1 -1

2 3 5 1 1 -3 -1 4

3 5 1 0 -3 16 4 -21

Function EEA returns g = 1, s = -3, t = 4. Thus we have

1 = sm+ta = -3 - 21+4 16.

INVERSE then computes x = t = 4. Check: 16 4 = 64 = 1 mod 21.
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The Montgomery product computation is given below:

function Mon Pro (a, IS)

Step 1. t := dS mod r

Step 2. m := tn' mod r

Step 3. u := (dE-Fmn)/r

Step 4. if 1.3.11 then return (u n) else return u

The most important feature of the Montgomery product algorithm is that the oper-

ations involved are multiplications modulo r and divisions by r, both of which are intrinsi-

cally fast operations since r is a power of 2. The MonPro algorithm can be used to

compute the product of a and b modulo n provided n is odd. The following algorithm

achieves this purpose:

function ModMul(a,b,n) (n is odd)

Step 1. Compute n' using the extended Euclid algorithm.

Step 2. a : = a r mod n

Step 3. 15 := b r mod n

Step 4. x := MonPro (d, )5)

Step 5. x := MonPro (x, 1)

Step 6. return x

Since the preprocessing operations (conversion from ordinary residue to n-residue,

computation of n' , and converting the result back to ordinary residue) are rather time-con-

suming, it is not a good idea to use the Montgomery product computation algorithm when

only a single modular multiplication is to be performed.

5.1.3 The Improved Montgomery's Method

There is one drawback of the original Montgomery's algorithm. The computation

of n' which has the property

1r r n n' = 1
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is very time consuming. In this section, we show how to speed up the computation of n'

within the Mon Pro routine.

Our first observation is that we do not need the entire value n'. The multiplication

of multi-precision numbers is performed by breaking them into words. Let w be the
wordsize of the computer. Then, these large numbers can be thought of integers repre-

sented in radix W = 2w. Assuming that these numbers require s words in their radix W

representation, we can take r = 2sw. The multiplication routine then accomplishes its task

by computing a series of inner-product operations. For example, the multiplication of a

and b in Step 1 is performed using:

1. for i=0 to s-1

2. C:=0

3. for j=0 to s-1

4. (C,S) := ti+i +ai bi +C

5. ti+i := S

6 . ti+j+i = C

When a = b, we can use the squaring algorithm given below:

1. for i=0 to s-1

2. (C, S) = ti+i+Ei. 5i

3. for j=i+1 to s-1

4. (carry, C, S) := ti+j + 2 Ei Ei+C

5. ti+j := S

6 . ti+j+1 := C

The above two algorithms were covered in chapter 4. The final value obtained is
the 2s-precision integer ( t2s it2s _2...t0) . However, the computation of m and u in Step

2 and 3 of the MonPro routine can be interleaved. We first take u = t, and then add m n to

it using the standard multiplication routine, and finally divide it by 2sw which is accom-
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plished using a shift operation. Since m = t n' mod r and the interleaving process pro-

ceeds word by word, we can use n'0 = n' mod 2w instead of n'. The observation was

made by Dusse and Kaliski, and used in their RSA implementation for the Motorola DSP
56000[2].

Thus, after t is computed by multiplying a and b using the above code, we con-

tinue with the following code which updates t in order to compute t + m - n.

7. for i = 0 to s-1

8. C := 0

9. mi := tin'0 mod 2W

10. for j = 0 to s-1

11.

12.

13

(C,S) := (ti+j +mi nj +C)

ti+j:= S

for j = i+s to 2s-1

14. (C,S) := tj +C

15. = S:

t3

In step 9, we multiply ti by n'o modulo 2w to compute mi. This value of mi is then

used in the inner-product step. Step 13, 14, and 15 are needed to take care of the carry

propagated to the last word of t. We did not need these steps in multiplying a and b (Step

1-6) since the initial value oft was zero. After step 15, we divide t by r, which is a simple
right shift operation. The resulting value u is then compared to n; if it is larger than n, we
subtract n from it and return this value. These steps of the MonPro routine are given
below:
16. for j = 0 to s-1

17. tj := tj+s

18. B = 0

19. for j = 0 to s-1

20. (B,S) := t n3 B

21. vj := S

22. if B = 0 then return (vs_ivs_2...vo)
23. else return (ts_its_2...to)
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Thus, we have greatly simplified the MonPro routine by avoiding the full computa-

tion of n', and by using only single-precision multiplication to multiply t and n'o. Before

embarking on an efficient algorithm for computing n'o, it will be instructional to give an

example in which the computations performed in the MonPro routine are summarized. In

this example, we will use decimal arithmetic for simplicity of the illustration.

Example: Let n = 311 and r = 1000. Compute the Montgomery product of 216 and 123.

Since r-1 = 65 (mod 311), and also

--1r r 1 1000 - 65 1n' 209 .
n 311

Thus, n'o = 9.

The first step of the algorithm is to compute the product 216. 123, as shown in

Steps 1-6. The initial value oft is zero, i.e., t = 000 000.

i j (C,S) t = 000 000

0 0 0+6 - 3+0 = 18 000 008

1 0+1 .3+1 = 04 000 048

2 0+2 - 3+0 = 06 000 648

1 0 4 +6.2 +0 = 16 000 668

1 6 + 1 . 2 + 1 = 09 000 968

2 0+2 - 2+0 = 04 004 968

2 0 9+6.1+0 = 15 004 568

1 4 + 1 - 1 + 1 =06 006 568

2 0+2 . 1+0 = 02 026 568

Then we execute Step 7 through 15 in order to compute (t + m n) using the

value of n'o = 9. The initial value of t = 026 586 comes from the previous step.
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i m mod 10 j (C,S) t = 026 568

0 8 .9 = 2 0 8+2- 1+0 = 10 026 560

1 6+2 - 1+1 = 09 026 590

2 5+2 3+0 = 11 026 190

3 6 + 1 = 07 027 190

4 2 + 0 = 02 027 190

5 0 + 0 = 00 027 190

1 9 . 9 = 1 0 9+1 - 1+0 = 10 027 100

1 1+11+1 = 03 027 300

2 7+1 - 3+0 = 10 020 300

4 2 + 1 = 03 030 300

5 0 + 0 = 00 030 300

2 3 . 9 = 7 0 3+7 - 1+0 = 10 030 000

1 0+7.1+1 = 08 038 000

2 3+7 - 3+0 = 24 048 000

5 0 + 2 = 02 248 000

After Step 15, we divide t by r by shifting it s words to the right. Thus we obtain

the value of u as 248. Then subtraction operation is performed to check if u > n; if it is, (u

n) is returned as the final product value. In our example u = 248, n = 311, so u < n. We

return 248 as the result of the routine MonPro(126,123).

... MonPro(126,123) = 248

Algorithm to Compute n'o

As we have pointed out earlier, there is an efficient algorithm for computing the

single precision integer n'o. The computation of n'o can be performed by a specialized
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Euclid algorithm instead of the general Euclid algorithm. Since r = 2sw and

r r-1 - n n' = 1 , we take modulo 2w of both sides. We obtain:

-n n' = 1 (mod 2w),

or, in other words,

n'o = -n0-1 (mod 2w) ,

where n'o and not are the least significant words (the least significant w bits) of n' and

-1 -n , respectively. In order to compute -no mod 2w, we use the algorithm given below

which computes x-1 mod 2w for a given odd x.

function ModInverse(x, 2w)

1. yi := 1

2. for i = 2 to w

i-1
3. if xyi_1 <2 mod 21

4.

5.

6. return yw

then yi := yi_,

else yi :=

The correctness of the algorithm follows from the observation that at any step i, we

have x yi = 1 mod 2i. This algorithm is very efficient, as it uses single precision addi-

tion and multiplications.

Example: Compute 23-1 mod 64 using the above algorithm. x = 23, w = 6.

i 2` Yi-1 x yi -1 mod 2' 2i-1 Y

2 4 1 23 . 1 = 3 2 1+2=3
3 8 3 23 - 3 = 5 4 3 +4 =7

4 16 7 23 7 = 1 8 7

5 32 7 23 . 7 = 1 16 7

6 64 7 23 - 7 = 33 32 7 +32=39
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Thus we obtain 23-1 = 39 mod 64. This is correct since 23 39 = 14 64 + 1 =1

mod 64. Also note that at every step i, we have x y = 1 mod 2i, as follows:

i x y1 (mod 2i)

1 23 1 = 1 (mod 2)

2 23.3 = 1 (mod 4)

3 23.7 = 1 (mod 8)

4 23 7 = 1 (mod 16)

5 23 17 = 1 (mod 32)

6 23 39 = 1 (mod 64)

5.2 Montgomery Exponentiation

The Montgomery product algorithm is more suitable when several modular multi-

plications with respect to the same modulus are needed. Such is the case when one needs

to compute modular exponentiation (the computation of a' mod n). Since we can replace
the exponentiation operation by a series of square and multiplication operations modulo n,

the Montgomery product operation is very useful here. Now a function is given for the
modular exponentiation operation which makes use of the Montgomery product function
MonPro. Binary method is used for exponentiation.

function ModExpl(a,e,n) (n is odd)

Step 1. Compute n'o using the specialized Euclid algorithm.

Step 2. a := ar mod n

Step 3. R := 1r mod n

for i = k-1 down to 0 do

x := MonPro(R,R)

if ei = 1 then 5c- := MonPro (a,

Step 7. x := MonPro (x, 1)

Step 8. return x

Step 4.

Step 5.

Step 6.
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Step 1 can be accomplished using the specialized Euclid algorithm, which was dis-

cussed in the previous section. Then r need to be calculated. It is taken to be 2k, where k is

the number of bits contained in the number. Since a word in our case contains 32 bits, and

n->length contains the number of words in the number, r is set to be 232

The C code to obtain r is shown below:

for(i = 0 ; i < n->length ; i++)

temp.value[i] = 0;

temp.length = n->length + 1;

temp.value[n->length] = 1;

*n->length.

In step 2, we use the ordinary residue a to obtain its n-residue a. Since r is a

power of 2, a r is simply a shifting of a to the left log2r times. In C language, we can

simply move the index of a up n->length words, and pad the lower portion with zeros,

as follows:

for(i = 0 ; i < n->length ; i++)

temp.value[i] = 0;

for(i = 0, j = n->length ; i < n->length ; i++, j++)

temp.value[j] = a->value[i];

The "mod n" operations of step 2 and 3 can be accomplished by using the division

algorithms mentioned at the beginning of this chapter. Once the preprocessing has been

completed, the inner-loop of the binary exponentiation method uses the Montgomery

product operations which performs only multiplications modulo 2k and divisions by 2",

shown in the next page. The code first uses MSB_MASK to mask off all the unnecessary bits

except the most significant one. Once the examination of the bit and the correspondent

operations are finished, the mask is shifted one bit to the right, so that this time the bit to

be checked is the second one from the left. This task continues till all the bits in e are

examined.



/* Computation loop */

for(i = e->length - 1 ; i >= 0 ; i--)

{

for(mask = (unsigned long) MSB_MASK ; mask != 0 ; mask »= 1)

{

{

MontProduct(&t_bar, &t_bar, n, nOprime, &temp);

for(j = 0 ; j < temp.length ; j++)

t_bar.value[j] = temp.value[j];

t_bar.length = temp.length;

if(e->value[i] & mask)

MontProduct(&a_bar, &t_bar, n, nOprime, &temp);

for(j = 0 ; j < temp.length ; j++)

t_bar.value[j] = temp.value[j];

t_bar.length = temp.length;
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When the binary method finishes, we obtain the n-residue i of the quantity x = ae

mod n. The ordinary residue number is obtained from the n-residue by executing the Mon-

Pro function with arguments z and 1. Since

= x r mod n

implies that x = x r-1 mod n = x 1 r-1 mod n = MonPro 1) .

Example: Compute x = 710 mod 13 using Montgomery exponentiation algorithm.

1) Since n = 13, we take r = 24 = 16 > n.

2) Compute n' : Use the extended Euclid algorithm, we found that 16. 9 13 11 = 1,

thus r-1 = 9 and n' = 11.

3) Compute a: Since a = 7, d a r (mod n) = 7 16 (mod 13) = 8.

4) Compute x for x = 1: x r (mod n) = 1 16 (mod 13) = 3.

5) Step 5 and 6 of the ModExp routine:
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e
I . Step 5 Step 6

1 MonPro(3,3)=3 MonPro(8,3)=8

0 MonPro(8,8)=4

1 MonPro(4,4)=1 MonPro(8,1)=7

0 MonPro(7,7)=12

Compute MonPro(3,3) = 3:

t:= 3 3 =9
m := 9 11 (mod 16) = 3

u := (9 + 3 . 13)/16 = 48/16 = 3

Compute MonPro(8,3) = 8:

t := 8 3 = 24
m := 24 11 (mod 16) = 8

u := (24 + 8 - 13)/16 = 128/16 = 8

Compute MonPro(8,8) = 4:

t := 8 8 = 64
m := 64. 11 (mod 16) = 0

u := (64 + 0 . 13)/16 = 64/16 = 4

Compute MonPro(4,4) = 1:

t := 4 4 = 16
m := 16. 11 (mod 16) = 0

u := (16 + 0 13) /16 = 16/16 = 1

Compute MonPro(8,1) = 7:

t := 8 1 = 8
m := 8 11 (mod 16) = 8

u := (8 + 8 - 13)/16 = 112/16 = 7

Compute MonPro(7,7) = 12:

t := 7 7 = 49
m := 49. 11 (mod 16) =11

u := (49 + 11 13) /16 = 192/16 =12

(6) Step 7 of the ModExp routine: x = MonPro(12,1) = 4

t := 12 1 = 12

m := 12 11 (mod 16) = 4

u := (12 + 4 - 13) /16 = 64/16 =4

So, the result of the operation 710 mod 13 is 4.
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Montgomery Product function Mon Pro is also effective when quaternary method

is used for exponentiation. The quaternary method requires that two bits are grouped and

checked together instead of one bit at a time. The function is illustrated below:

function ModExp2(a,e,n) (n is odd)

Stepl. Compute n'0 using the specialized Euclid algorithm.

Step2. a := a.r mod n

Step3. Compute and store (a) 2
mod n and (a) 3

mod n into a array,

so that a- [0] = 1, a [1] = a, a [2] (a)2 , 5[3] (a)3

Step4. Decompose e into 2-bit words Fi, for i=0,1,2,...,p-1.

Step5. E = a[Fp_i]

Step6. for i = p-2 downto 0 do

Step7. t := MonPro (t,t)

Step8. t := MonPro (t,t)

Step9. ifF.#0thenE:=monPro(E,a[F.] )

Step10. x:= MonPro(t,l)

Stepll. return t

Notice that an a array is used to store the precomputed values, where a [0] = 1 ,

a [1] = a , a [2] = (a) 2, and a [3] = (a) 3. In order to decide which value to use for

the initial value of i, a pointer called MPIptr is introduced. The MPIptr is set to point at

the value that is going to be used of the a array. The following C code is an implementa-

tion of the above explanations:

/* Set initial value of t_bar */

partition = (0xC0000000 & e->value[e->length-1]) » 30;

MPIptr = &a_bar[partition];

for(i = 0 ; i < MPIptr->length ; i++)

t_bar.value[i] = MPIptr->value[i];

t_bar.length = MPIptr->length;
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The computational loop from step 6 to step 9 is implemented in C as follows:

/* Computation loop */

mask = 0x30000000;

j = 28;

for(i = e->length - 1 ; i >= 0 ; i--)

for( ; mask != 0 ; mask »= 2, j -= 2)

/* tbar <- t_bar^4 */

MontProduct(&t_bar, &t_bar, n, nOprime, &temp);

MontProduct(&temp, &temp, n, nOprime, &t_bar);

/* Get the pair of bits in e in this iteration */

partition = (mask & e->value(i]) » j;

if(partition)

MontProduct( &a_bar[partition], &t_bar, n, nOprime, &temp);

for(k = 0 ; k < temp.length ; k++)

t_bar.value(k] = temp.value(k];

t_bar.length = temp.length;

mask = (unsigned long) OxC0000000;

j = 30;

Similar functions can be written for the octal and higher-radix methods.
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Chapter 6. Fast Decryption using the Chinese Remainder Theorem

6.1 Chinese Remainder Theorem

The RSA decryption and signing operation, which is the computation of

M := di (mod n),

can be performed faster using the Chinese remainder theorem(CRT).

Chinese Remainder Theorem: Let pi for i = 1, 2, ... , k be pairwise relatively prime inte-

gers, i.e.,

gcd (p i, pi) = 1 for i *j ,

Given ui E [0, p i 1] for i = 1, 2, ... , k, there exists a unique integer u in the range [0, P-

1] where P = pip2...pk with the property

u = ui (mod pi)

for i = 1, 2, ... , k.

The Chinese remainder theorem tells us that the computation of

M := Cd (mod p - q)

can be broken into two parts as

M1 := Cd (mod p)

M2 := Cd (mod q)

after which the final value of M is computed (lifted) by the application of a Chinese

remainder algorithm.

There are two algorithms to compute u given u1, u2, ..., uk, and pi, p2, ..., pk: the

single-radix conversion (SRC) algorithm and the mixed-radix conversion (MRC) algo-

rithm. Let us now take a look at both of them briefly.



6.2 The Single-Radix Conversion (SRC) Algorithm

where

The SRC algorithm computes u using the summation

k

U = 1U iCiPi (mod P),
i=1

PPi = P1P2Pi-1Pi+1Pk = IT,
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and ci are the multiplicative inverse of Pi modulo pi, i.e.,

ciPi = 1 (mod pi).

Thus, applying the SRC algorithm to the RSA decryption, we notice that we first need to
compute

M1 := Cd (mod p),

M2 := Cd (mod q) .

However, applying Fermat's theorem to the exponents, we only need to compute

where

M1 := Cd' (mod p),

M2 := Cd2 (mod q),

d1 := d (mod p-1)

d2 := d (mod q-1).

This provides some savings since d1, d2 < d; in fact, the sizes of d1 and d2 are about half of

the size of d. Proceeding with the SRC algorithm, we compute M using the sum

M = M1 c1 E7- +m2c 2a (mod n) = M lc iq + M2c2p (mod n)
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1where c1 = q (mod p) , and c2 = p (mod q). This gives

M = Mi(q-1 mod p)q + M2(p-1 mod q)p (mod n).

In order to prove this, we simply show that

M (mod p) = MI 1 + 0 = M1,

M (mod q) = 0 + M2 1 = M2.

63 The Mixed-radix Conversion (MRC) Algorithm

The MRC algorithm computes the final number u by first computing a triangular
table of values:

ull
1121 1122

1131 1132 1133

ukl ulc2 Ukk

where the first column of the values u11 are the given values of u i.e., un = ui. The values

in the remaining columns are computed sequentially using the values from the previous
column according to the recursion

111. = (u 1 ,1- 1 U - 1,j - i) c ij (mod pi),

where cu is the multiplicative inverse of pi modulo p i.e.,

cupj= 1 (mod pi).

The final values of u is computed using the summation

u = u + u22p + u33p1p2+ + ukkplp2"'pk -1

which does not require a final modulo P reduction, as was the case for the SRC algorithm.

Applying the MRC algorithm to RSA decryption, we first compute
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M1 := Cd' (mod p),

M2 := C-42 (mod q),

where di and d2 are the same as before. The triangular table in this case is rather small,

and consists of

M11

M21 M22

where M11 = M1, M21 = M2 , and

M22 = (M21-M1 1)C22 (mod q) = (M2 M1)(P-1 mod q) (mod q).

Therefore, M is computed using

M := M1 + [(M2 M1)(P-1 mod q) mod Op

This expression is correct since

M (mod p) = M1 + 0 = M1 ,

sons:

M (mod q)= Mi+ (M2 M1) 1 =M2

(6.1)

The MRC algorithm is more advantageous than the SRC algorithm for two rea-

It requires a single inverse computation : p-1 mod q.

It does not require the final modulo n reduction.

The inverse value (p-1 mod q) can be precomputed and saved. Here, we note that
the order of p and q in the summation in the proposed public-key cryptography standard

PKCS #1 is the reverse of our notation. The data structure holding the values of user's pri-

vate key has the variables:

exponentl INTEGER, d mod (p-1)
exponent2 INTEGER, d mod (q-1)
coefficient INTEGER, -- (inverse of q) mod p
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Thus, it uses (q-1 mod p) instead of (p4 mod q). Let M1 and M2 be defined as before. By
reversing p, q and M1, M2 in the summation, we obtain

M := M2 + [(M1 - M2)(q-1 mod p) mod q]p

This summation is also correct since

M (mod q) = M2+0=M2,

M (mod p) = M2 + (M1 M2) . 1 = Ml .

(6.2)

Assuming p and q are (k/2)-bit binary numbers, and d is as large as n which is a k-

bit integer, we now calculate the total number of bit operations for the RSA decryption

using the MRC algorithm. We will assume that d1, d2, (q" 1 mod p) are precomputed and

saved. The computations are summarized below, according to the computation method in

chapter 3. Binary method is assumed.

Computation of M1 : 3 (2) (k/2)-bit multiplications and squarings.2 2

Computation of M2 : 3 (k ) (k/2)-bit multiplications and squarings.2 2
Computation of M : One (k/2)-bit subtraction, two (k/2)-bit multiplications, and one k-

bit addition.

Assuming multiplications are of order k2, and subtractions are of order k, we cal-

culate the total number of bit operations as

2 -3 k
(

k
)

2 + 2 ( li )
2 + ( ) + k . 3k3

± k2 + 3k
4 2 2 2 8 2

On the other hand, the algorithm without the CRT would compute M = Cd (mod n)

directly, using (3/2)k k-bit multiplications which require 3k3/2 bit operations. Thus, con-

sidering the high-order terms, we conclude that the CRT based algorithm will be approxi-

mately four times faster. The experimental timing results comparing with the theorectic

values and analyses are covered in Chapter 7.
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6.4 Implementations

In order for the CRT decryption method to work, it is required that M1 > M2,

assuming that we are using equation (6.2) to compute M. However, since we can not dic-

tate which factor of d is di and d2, we are not able to guarantee that M1 will be greater or

equal to M2 in the first place. The solution to this problem is that we first perform the sub-

traction M1 M2. If the subroutine executing the subtraction return a non-negative value,

which means M1 M2, the normal CRT decryption algorithm steps can be followed. Oth-

erwise, if M1 < M2, we can add enough multiples of p to Mi, so that we are guarenteed

that M1 ?. M2. In other words, we create a new M1, which is bigger than the original M1 by

some factor of p. This method is correct, because the original M1 and this new M1 will

have the same value (mod p), since the new M1 has only changed by a factor ofp.

A variable called "cliff' is introduced as the difference in number of bits between

M1 and p. No leading zeros are counted. Now M1 is added 2diff + 1 multiples of p. This

addition will guarentee that M1 M2.

for(i = 0 ; i < p->length ; i++)

newP.value[i] = p->value[i];

newP.length = (((32*p->length pOffset) + diff - 1) / 32) + 1;

for(i = p->length ; i < newP.length ; i++)

newP.value[i] = 0;

if(diff >= 0)

/* newP <- newP << diff + 1*/

for(i = 0 ; i <= diff ; i++)

bit = newbit = (long int)0;

for(j = 0 ; j

[

< newP.length ; j++)

newbit = ((long int) MSB_MASK & newP.value[j]);

newP.value[j]=((unsigned long)((newP.value[j]«1)1(bit»WORD_SIZE_L_O)));

bit = newbit;

}
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Chapter 7. Performance Analysis and Conclusion

In this chapter, we summarize the performances of the RSA encryption and

decryption operations.

Algorithmic Issues:

1. The exponentiation algorithms considered are binary, quaternary, and octal methods.

2. The improved Montgomery's method is used for the modular exponentiation.

Precomputed Values:

1. The private exponents d1 and d2 are precomputed and available.

2. The coefficient (p-1 mod q) or (q-1 mod p) is precomputed and available.

The PC we used to run the program is a 486. The processor has a data path of w =

32 bits, and its clock rate is 66MHz. We used the Borland C++ 4.0 complier, and targeted

it to Standard DOS. We also ported the program to a Sparc-10 Workstation, and tested

their performances. The test values were selected randomly, except that we specifically

chose the exponents of which half of the bits were 1's. The exponent and modulus are rep-

resented in words. The unit of t is second.

Table 7.1 is a summary of the encryption performances. The timing results for

decryption with CRT are summarized in table 7.2. The exponentiation algorithm used for

decryption is the binary method. As we can see, the decryption timing values are approx-

imately 1/4 of the encryption timing values, thanks to the Chinese Remainder Theorem.
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Table 7.1 Encryption Timing

# exp mod t (bin) t (quat) t (octal) t (bin) w/
assem

t (quat) w/
assem

t (octal)
w/ assem

1 1 8 0.060 0.060 0.060 0.060 0.060 0.060
2 8 8 0.440 0.440 0.380 0.280 0.270 0.270
3 1 16 0.280 0.280 0.220 0.220 0.160 0.220
4 8 16 1.540 1.530 1.370 1.100 1.100 0.990
5 16 16 3.020 3.080 2.690 2.080 2.090 1.870
6 1 24 0.550 0.540 0.610 0.490 0.440 0.440
7 8 24 3.460 3.400 3.070 2.360 2.360 2.140
8 16 24 6.700 6.650 5.880 4.560 4.560 4.060
9 24 24 9.990 9.940 8.730 6.760 6.760 5.990
10 1 32 1.050 0.990 0.990 0.770 0.720 0.710
11 8 32 6.950 5.990 5.390 4.120 4.120 3.730
12 16 32 11.760 11.750 10.320 7.960 7.960 7.080
13 32 32 23.240 23.230 20.320 15.600 15.540 13.840
14 1 40 1.590 1.540 1.540 1.150 1.200 1.160
15 8 40 9.340 9.330 8.330 6.370 6.370 5.770
16 16 40 18.230 18.180 16.040 12.300 12.250 10.990
17 24 40 27.190 27.130 23.730 18.230 18.180 16.200
18 32 40 36.030 36.040 31.530 24.110 24.110 21.420
19 40 40 45.090 44.990 39.390 30.100 30.100 26.690
20 1 48 2.200 2.200 2.200 1.710 1.650 1.650
21 8 48 13.410 13.340 11.920 9.170 9.120 8.300
22 16 48 26.250 26.190 23.010 17.630 17.580 15.710
23 32 48 51.800 51.740 45.320 34.650 34.600 30.760
24 48 48 77.330 77.290 67.450 51.630 51.580 45.700
25 1 56 2.960 2.910 2.850 2.200 2.190 2.140
26 8 56 18.130 18.070 16.090 12.300 12.250 11.100
27 16 56 35.430 35.420 31.080 23.730 23.730 21.140
28 24 56 52.730 52.670 46.080 35.200 35.200 31.250
29 32 56 70.080 70.030 61.290 46.740 46.750 41.530
30 40 56 87.390 87.330 76.290 58.220 58.170 51.570
31 48 56 104.75 104.69 91.280 69.700 69.650 61.680
32 56 56 122.10 121.99 106.50 81.180 81.130 71.900
33 1 64 3.840 3.790 3.680 2.860 2.850 2.800
34 8 64 23.560 23.510 20.930 15.990 15.930 14.330
35 16 64 46.190 46.140 40.480 30.930 30.810 27.520
36 32 64 91.340 91.240 79.860 60.850 60.750 53.990
37 48 64 136.49 136.38 119.03 90.790 90.680 80.300
38 64 64 181.69 181.53 158.35 120.720 120.610 106.720



59

Table 7.2 Decryption Timing

exponent modulus t t (w/ assem)

8 8 0.160 0.110

16 16 0.830 0.550

24 24 2.250 1.590

32 32 5.030 3.400

40 40 9.340 6.210

48 48 15.82 10.33

56 56 24.60 16.04

64 64 36.36 23.40

A performance comparison of encryption and decryption on PCs and Spares is tab-

ulated below:

Table 7.3 Performance Comparison of PC and Sparc

exponent modulus encrypt t
(PC)

encrypt t
(Sparc)

decrypt t
(PC)

decrypt t
(Sparc)

1 16 0.270 0.178 --

1 32 0.930 0.640 --

16 16 -- 0.830 0.552
32 32 5.030 4.134

Our RSA implementation with in-line assembly code on PC achieves a speed of

930.9 bits/s for 512-bit (16-word) exponentiation with the Chinese Remainder Theorem,

and 246.2 bits/s without. This is for full "private key" exponentiation, i.e., where exponent

is the same length as the modulus; "public key" exponentiation (encryption) is faster with

the exponent much shorter.
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The Sparc Station implementation runs at 927.5 bits/s for 512-bit exponentiation

with the CRT. Since it needs to be an all-C version, it is even a little slower than on PC

with in-line assembly code. This shows that the in-line assembly code indeed increases the

speed of the program dramatically. Table 7.4 and Figure 1 present a speed comparison of

C only version and C+assembly version. The follwoing conditions are assumed: binary

method is used for modular exponentiation; CRT is not used; and the length of the expo-

nent is 32 bits.

Table 7.4 Speed Comparison for C and C+assembly version

modulus
(words)

modulus
(bits)

Speed (bits/s)
C only

Speed (bits/s)
C+assembly

8 256 4266.7 4266.7

16 512 1828.6 2327.3

24 768 1396.4 1567.3

32 1024 975.2 1329.9

40 1280 805.0 1113.0

48 1536 698.2 898.2

56 1792 605.4 814.5

64 2048 533.3 716.1

We discover from table 7.1 that the timing values of the binary method differ

slightly with those of the quaternary method. Some test values proved that binary method

was sometimes even faster than the quaternary method. The time saved by the quaternary

method does not subsidize the time taken to perform the precomputations and division of

the exponent. The octal method is a lot more promising. When the modulus exceeds

eight, the octal method is almost always faster than the other two. We can also observe

that the program with the 16-bit in-line assembly code can save almost 1/3 of the time than

the program without it. Table 7.5 and figure 2 give a brief comparison of the three meth-

ods. The following conditions are established: the program is C plus assembly version;

CRT is not used; the length of the exponent is 32 bits.
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Table 7.5 A timing comparison of binary, quaternary and octal methods

modulus (words) t (s) (binary) t (s) (quat) t (s) (octal)

8 0.060 0.060 0.060

16 0.220 0.160 0.220

24 0.490 0.440 0.440

32 0.770 0.720 0.710

40 1.150 1.200 1.160

48 1.710 1.650 1.650

56 2.200 2.190 2.140

64 2.860 2.850 2.800

A comparison of the decryption timing using and not using Chinese Remainder

Theorem is illustrated using table 7.6 and figure 3. The following conditions are assumed:

binary method; length of exponent = length of modulus; C + assembly version is used.

Table 7.6 Performance comparison of programs with/without CRT

modulus t w/CRT t w/o CRT t w/o CRT/ t w/ CRT

8 0.16 0.38 2.375

16 0.83 2.471 2.977

24 2.25 7.96 3.538

32 5.03 18.57 3.692

40 9.34 35.86 3.839

48 15.82 61.51 3.888

56 24.60 97.33 3.957

64 36.36 144.79 3.982

In chapter 6, we calculated the total number of bit operations to perform decryptions
3k3 k2 + 3k 3k3

as + with CRT and without. Thus, considering the high order terms, we2
conclude that the CRT based algorithm will be approximately four times faster. Our
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observation from figure 4 is that as the modulus increases, the timing rate of the

implementation without CRT and with CRT gets closer to four. This is easy to understand,
+ 3ksince as k becomes larger, the second term of the expression 3k3

+ k2

2 becomes less

dominant, yielding a better performance.

Conclusion:

We have described a flexible and fast cryptographic tool based on Intel 486

microprocessor. Among the techniques we used are an algorithm for modular

multiplication that interleaves multiplication with Montgomery modular reduction to give

a very fast implementation of RSA.

The compiler we used was 16 bit. A 32-bit compiler could be used instead, which

can reduce the in-line 32-bit multiplication assembly code into one single command

"MUL EAX , 32-bit register/memory". Consequently our implementations can potentially

be made much faster with no further investment on our part. Furthermore, our implemen-

tation was purely based on software; with some hardware assistance, we could achieve a

much higher speed. The inner-product operation of the standard multiplication routine is

within the innermost loop, thus it needs to be implemented as fast as possible. A DSP chip

can be introduced to perform the task.
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