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DESIGN OF TOTALLY SELF-CHECKING CHECKER FOR

t-UNIDIRECTIONAL ERROR DETECTING CODES

Chapter 1

INTRODUCTION

1.1 Outline of the Problem

One of the major requirements of computer operations like read

from memory, write into memory, data transfer etc. is reliability.

This is more important especially for those concerned with space

missions, telephone switching or computer-aided manufacturing.

High reliability is required for these real time applications due to the

serious consequences of errors in terms of inconvenience, mistakes

or danger to human lives. The seriousness of the consequences, of

course depends upon the computer application and must be weighed

against the additional expense of improving the computer reliability.

A number of available techniques exist for improving computer

reliability besides using the obvious technique of more reliable

components. In increasingly complex systems it is not enough to

depend on the reliability of components and devices for reliable

operation. The other general technique and commonly used one is

standby sparing. Standby sparing requires modular design in which

several identical modules of each type are present, some being used
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actively to perform computing function and others waiting to be

switched in when the active module fails. For availability reasons the

switching of the spare must be automatic in many real time

applications.

The fundamental problem of standby sparing involves detection

and localization of a malfunction so that restructuring of the

computer may take place by switching the faulty module out of

service. Thus an important part of the design of a highly reliable

computer using standby sparing is an efficient and complete method

of fault detection and fault localization. Errors caused by faults may be

detected by periodic software testing of circuits or more quickly by

hardware check circuits which monitor the circuit output. In later

case circuits are said to be self-checking.

Self-checking feature in the circuit requires the inclusion of

more logic circuitry. With the advancement in IC technology the

number of gates is no longer a limit. Emphasis is now on simple and

regular design, making it easier to incorporate error detection

circuitry. Microprogramming the design of a control section of a

computer is a good example of this approach.

Self-checking circuits offer a number of advantages over software

testing of circuits, the most obvious of which is the immediate

detection of errors. The speed advantage can be important even in

computers without standby sparing in applications where it is

sufficient to simply stop a faulty computer when errors are detected

in order to prevent them from doing any unwanted damage. In
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addition, self-checking circuits have the capability of detecting

errors caused by transient failures. In many applications this

capability may be deemed to be important to avoid lengthy

transmission of faulty data. Furthermore periodic software tests may

be difficult to construct because of complicated circuits, impossible

to apply because of lack of access or excessive time consuming, a

factor which removes real time from computer processing.

So, for the detection/correction of errors during data
transmission or manipulation, it is unavoidable to have some

redundancy. In other words for k information bits it is required to

have r check bits for the purpose of detection/correction of errors.

xxxxxx xmococcormocxxxx

r check bits k information bits

At the receiving end information bits are again encoded and

compared with the received r check bits. Any error in the
information bits or the check bits is indicated by the checker. As

shown in Fig. 1.1 error in the output is indicated by the output of the

checker shown by z. It is necessary that any error in the input X

results in an output Y which is not a codeword and will be detected

by the checker with z = 1.

If a fault occurs in the checker it is possible that some error in

the input bits will not be shown at the output. For example if the

output z is stuck at 0 then there is no way of detecting any error at

the input. It is essential that any fault in the input or the checking

hardware is shown at the output. Such circuits are called totally
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self-checking.

For a circuit to be totally self-checking it is necessary that the

output be at least two bits. This is shown in Fig. 1.2. In normal

operation output of this circuit will be 01 or 10. In case of any fault in

the checker circuit the output will be 11 or 00 for some code input

or for any non-code input also the output will be 11 or 00. Thus the

TSC checker detects faults in the functional circuits as well as faults

in its own circuit. We assume that the checker and functional logic

are not faulty simultaneously. These circuits are described in more

detail in later chapters.

1.2 Brief Survey of the Literature

One of the earliest works in coding theory was done by

Hamming in which he introduced the famous single error correcting

Hamming code and concept of Hamming distance as a measure of

random error detecting/correcting capability of code. This

prompted many others to investigate the area of coding theory and

over the years number of codes have been developed which are more

regular and systematic [12,13].

Two of the popular codes developed as unidirectional error

detecting are m-out-of-n codes [8] and Berger codes [9]. Much work

has been done on the development of the general theory behind the

design of self-checking circuits. Some of the popular self-checking

circuits have been designed for m-out-of-n codes [1,2] and Berger
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codes [3,5].

One of the recently developed systematic and efficient codes for

detecting t-unidirectional (where t is the number of errors that can

be detected) errors is Bose-Lin code [6]. Some work has been done

on the design of self-checking circuits for Bose-Lin code [7] though

it is not complete. Not all cases for t-unidirectional errors have been

considered.

1.3 Summary of the Thesis

In this thesis the previous work in design of self-checking

circuits has been investigated. The main objective of this study is to

understand the general theory concerning the design of such circuits

and using that theory to design a self-checking checker for Bose-Lin

code ( the number of check bits r > 5 ).

In chapter 2 some of the concepts of the coding theory along

with some popular codes are reviewed. Chapter 3 is a discussion of

the properties of self-checking checkers and some definitions and

explanations of the terminologies associated with it. Chapter 4

presents the design for the self-checking checker for the Bose-Lin

code and introduces some of the concepts of cyclic diagnostic test

sequences and test vectors required for testing the design.
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Chapter 2

REVIEW OF SOME ERROR DETECTING CODES

2.1 Introduction

Some of the terminology and concepts of coding theory will be

introduced in this chapter so that these fundamental notions may be

used subsequently with regard to the design of self-checking circuits.

Some of the popular error detecting codes are also discussed in this

chapter. In such applications, binary block codes are of considerable

use. A block code is a code that consists of a finite number of

messages or codewords, all of which are uniquely represented by a

fixed number of symbol positions. The number of positions will be

referred to as the code length n. Binary codes contain only two

symbols or bits which will be taken as 0 or 1. Thus, the codewords of

binary block codes can be represented as n-dimensional binary

vectors. The following discussion will be concerned only with binary

block codes.

2.2 Elementary Definitions

The output of n-output digital circuit can physically take on only

one of 2n possible values even in the failure condition. For this

reason the realizable space will be defined as set of 2n elements of a

given mathematical model corresponding to the 2n physically

realizable outputs of n bits. A code space will be viewed simply as a
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proper subset of the realizable space, the codewords of which

realize a particular rule. For example, the codewords of parity code

have an even or odd number of l's depending upon the rule, and

form a subset containing 2n-1 elements. The size S of a code will

refer to the number of codewords in the code. The non code space is

the set formed by removing the code space from the realizable space;

it consists of 2n S elements. For most codes, the size S of the code

space is smaller than the size of the non-code space.

A code is called a systematic code if codewords are partitioned

into two groups of bits, one for arbitrary information and one for

redundant check bits. In a systematic code the number of the

information bits will be referred to as 'k' and the number of check

bits will be referred to as 'r'. Thus k + r = n. The rate R of a code is a

measure of its redundancy and will be defined as

R = (log2S) /n

The size of a systematic code is simply S = 2k and hence its rate is

R = k/n.

The types of error statistics which occur in memory, logic, and

arithmetic units are many and varied. However they can be broadly

classified as symmetric, asymmetric, and unidirectional errors.

Symmetric Errors: The error statistics are said to be symmetric

when both 1->0 and 0->1 errors occur simultaneously in a word.

Asymmetric errors: When the errors in a data word are only one

type, 1->0 or 0->1, these error statistics are called asymmetric. In

this case if there is 0->1 error, then 1->0 will never occur in any
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data word.

Unidirectional errors: When the error statistics in a data word are

0->1 or 1->0 errors, but both the errors do not appear
simultaneously in a word, these are called unidirectional errors. In

this case data has only 0->1 errors or 1-> 0 errors, but decoder does

not know a priori the type of errors.

2.3 Some Error Detecting Codes

Parity-Check Codes:

Considering 1-bit parity check which is amongst the simplest

of error-detecting codes. In this code, a k bit word has appended to

it a single parity bit which is 1 if an odd number number of k

information bits are l's and 0 otherwise. Thus the total number of l's

in a parity-checked word, including the parity bit, should always be

even. Any single bit error is detectable because it produces an odd

number of 1 bits in the word.

m-out-of-n Codes:

A m-out-of-n code (or constant weight code) is a subset of the

set of n-bit vectors, where a vector is a code word if and only if

exactly m of its bits are 1. For example, 3-out-of-5 code is shown the

Table 2.1
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Table 2.1

Code Words of the 3-out-of-5 Code

1 1 1

0 1

1 0 1

1 1 0

0 1 1

1 0 1

1 1 0

0 1 0

1 0 0

The number of code words in m-out-of-n code is given by the

binomial coefficient (n,m), since this gives the number of distinct

ways of choosing m bits to be 1 in an n-bit word.

It is apparent that m-out-of-n codes are nonsystematic, and thus

not very convenient for encoding data that must be processed

systematically. However, they are often quite convenient for encoding

control information since control information usually consists of a

group of bits, each bit with a separate interpretation rather than a

vector of bits interpreted as a number. In fact 1-out-of-n codes are

often used for reasons other than error detection simply because

they make it possible for each bit to control an operation without any
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decoding of other control bits.

Although the m-out-of-n codes are non-symmetric, they have an

advantage in that they detect all unidirectional multiple errors.

Hence m-out-of-n codes are useful for detection of unidirectional

errors and also in certain applications such as design of
self-checking sequential circuits.

The maximum number of codewords in m-out-of-n code is

obtained when m = [n /2], where [n /2] is the greatest integer less

than or equal to n/2. The number of redundant bits in [n /2]- out -of -n

codes is approximately 1/2 log2n.

Berger Codes:

These are systematic unidirectional error detecting codes. Let

(akak_1...ai) be a given information symbol, where ai E {0, 1). Count

the number of zero's in the information symbol and append this in a

binary form as a check symbol. For example, if 1010100 is the given

information symbol, then the check symbol is 100 because there are

four zero's in the information symbol. What follows is a discussion of

why this code detects all unidirectional errors.

1. If there are unidirectional errors in the information part, the

number of zero's in the information symbol of the corrupted word

will be greater than the check value in case of 1->0 errors and less

than the check value in the case of 0->1 errors.

2. If there are unidirectional errors in the check part, the number of
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zero's in the information symbol of the corrupted word will be less

than the check value in the case of 0->1 errors and greater than the

check value in the case of 1->0 errors.

3. Finally, if there are unidirectional errors in both information and

check symbols, the number of zero's in the information part of the

corrupted word will increase in the case of 1->0 errors and decrease

in the case of 0-->1 errors. On the other hand, the check value of the

corrupted word will decrease in the case of 1-->0 errors and

increase in the case of 0-->1 errors. So in both cases the number of

zero's in the information part cannot be same as the value of the

check part in the corrupted word. In all cases multiple

unidirectional errors can be detected.

The number of check bits for Berger code is [log2(k +1) where k

is the number of information bits.

Two Rail Code:

Several computer operations can be made totally self-checking

by duplication, which must be checked by an equality checker to

determine whether two equally sized group of bits match exactly.

One of the most economical ways to do this is to invert one set of bits

and feed them along with noninverted bits of the other group to the

checker. Two rail code is one in which the input information bits

(al ,b1; a2,b2; ak,bk) occur as complementary pairs i.e. (fai, bjj is

01 or 10).

For example two-rail code for 5 information bits is
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10101 01010

It can be seen that this code has an equal number of one's and zero's.

Any number of unidirectional errors occurring in the input bits will

result in unequal number of one's and zero's; hence a non-code word.

So this code is capable of detecting all unidirectional errors.

2.4 t-Unidirectional Error Detecting Code

The codes discussed in the previous section Berger codes,

[n/2]-out-of-n code are all optimal when all unidirectional errors

need to be detected but when fixed t-errors need to be detected

then this is not true. Berger codes have been modified to detect 2i,

i = 2, 3, 4 ... unidirectional errors. The number of check bits needed

to detect 2i errors is i + [log2(i+1)]. Even for these cases, codes

given in [6] have higher error detecting capabilities. The codes given

in [6] for the detection of t-unidirectional errors have the following

characteristics.

1. The codes are systematic, i.e. the check bits can be separately

identified from information bits. The advantage of systematic codes is

that the encoding/decoding can be done in parallel.

2. Unlike t-symmetric error detecting codes the t-unidirectional

error-detecting codes need only a fixed number of check bits

independent of the number of information bits. Furthermore, the

number of check bits needed for t-unidirectional error detection is

less than the number for t-symmetric error detection.

3. The parallel encoding/decoding circuits for these codes are easy
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to implement, and thus these codes are suitable for high speed

computer systems.

4. The codes are optimal or near optimal.

5. The totally self checking (TSC) checkers for these codes are easy

to design.

The unidirectional error-detecting codes described in this

section are systematic codes, i.e. information bits can be separately

identified from check bits. Berger codes described in chapter 2 are

also systematic unidirectional codes which detect all unidirectional

errors in the information and check symbols. The number of check

bits r required for these codes is [log2 (k+1)] where k is the number

of information bits. Further, these are optimal codes. Thus when the

number of information bits k is less than 2r, Berger codes are

superior to any t-unidirectional error-detecting codes. Hence, for

the codes discussed here it is assumed that the number of

information bits k is greater than 2r-1.

For these codes it takes 2 and 3 bits for the detection of double

and triple errors respectively. With four check bits it is possible to

detect six errors. For r > 5, (where r is thenumber of check bits), it

is possible to detect up to 5 x 2r-4 + r 4 errors. Different cases for

2, 3, 4 and more than 4 check bits have been discussed in [6]. Since

in this thesis we are concerned with the case where the number of

check bits is greater than or equal to 5 (i.e. r > 51 the code

construction for this particular case will be repeated here.

The following notations are used in the description of the codes.
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k number of information bits

r number of check bits

n = k + r length of the code

k0 number of 1's in information bits

k 1 number of in the information bits

"Unidirectional errors" will be referred to as "errors" in rest of the

chapter.

Code Construction for More than 4 Check Bits:

Method 1:

Let (ar_i, ar_2,...,a0) be the r bit check symbol where r > 5.

Check bits can be divided in two parts with ar_iar_2 in the first part

and r-2 bits in the other part. The 2 most significant bits can take

only 01 and 10, whereas the next r-2 bits can take all 2r-2 possible

binary (r-2) tuples. Thus the number of check symbols will be 2 x

2r-2 = 2r-1. The check symbols can be generated as follows.

Count the number of 0's in the information symbol and take

modulo 2r-1. Express this number in terms of a r bit binary number.

The most significant bit of this number will be zero. Add 2r-2 to this

number i.e. CS = (k0 mod 2r-1) + 2r-2 where k0 mod 2r-1 and 2r-2

are r bits long, even though r-1 bits are sufficient.

For example when r = 5, there will be 16 check symbols. The

repetitive check symbol sequence for information symbols, which are

a maximal cover will be ..., 10111, 10110, 10101, 10100, 10011,

10010, 10001, 10000, 01111, 01110, 01101, 01100, 01011,
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01010, 01001, 01000 It can be verified that the codes described

above can detect up to 2r-2 + r-2 errors.

Even though encoding/decoding methods are simpler for these

codes, their error detecting capabilities are less efficient than that of

the codes given below.

Method 2:

Instead of dividing the check bits into two parts of 2 bits and r-2

bits, in this method they are divided into two parts of 4 bits and r-4

bits. The first 4 bits take any one of 2-out-of-4 vectors, namely, 0011,

0101, 0110, 1001, 1010 or 1100, whereas the last r-4 bits take any

one among the 2r-4 binary (r-4) tuples. Thus there are 6 x 2r-4

distinct check symbols. Let CS' = ko mod (6 x 2r-4). Thus, CS' is

(r-1) bits long. The 3 most significant bits of CS' can be (000, 001,

010, 011, 100, 101) in binary or (0,1,2,3,4,5) in decimal. Now

define any one-to-one function f from (0,1,2,3,4,5) to 2-out-of-4

code. One simple function is f(i) < f(j) for i < j where 0 < i, j <

5; i.e., f(000) = 0011, f(001) = 0101, f(010) = 0110, f(011) = 1001,

f(100) = 1010, f(101) = 1100. The concatenation of 2-out-of-4 codes

to the least r 4 bits of CS' gives check symbol CS.

For example, let r = 5. Consider maximal cover information

symbols of length 12. Let the number of 0's in the first information

symbol be 11 mod 12. Then the check symbols appear in the

following sequence.
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X0...0000 0000 0000 11001

X1...0000 0000 0001 11000

X2...0000 0000 0011 10101

X3...0000 0000 0111 10100

X4...0000 0000 1111 10011

X5...0000 0001 1111 10010

X6...0000 0011 1111 01101

X7...0000 0111 1111 01100

X8 ...0000 1111 1111 01011

X9 ...0001 1111 1111 01010

X10..0011 1111 1111 00111

X11..0111 1111 1111 00110

Information part Check part

When r = 5, the codes designed by method 1 and 2 detect 11

errors but when r > 6, codes designed by method 2 are superior. The

comparison of the two codes is shown in Table 2.2.



Table 2.2

Maximum Number of Errors Detected by Codes Designed by

Method 1 and Method 2

Number of Check Bits, No. of Errors Detected

r Method 1 Method 2

5 11 11

6 20 22

7 37 43

8 70 84

9 135 165

10 264 326

11 521 647

12 1034 1288

18
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Chapter 3

DESIGN OF SELF-CHECKING CIRCUITS

3.1 Introduction

Circuits with self-checking ability are of considerable use in

reliable digital systems since they provide means for immediate

detection of certain errors. Totally self-checking circuits are

designed such that they will indicate any malfunction from a

prescribed set during normal operation and never produce an

erroneous result without such an indication. It is seen that such

designs are possible if the prescribed set of malfunctions is

restricted to a reasonable set of those most likely to occur in a digital

circuit when the circuit components and structure are taken into

account.

The logical fault model of line s-a-1 (stuck-at-1) or s-a-O

(stuck-at-0), has been very successful in describing the actual failure

modes of the digital circuit. This model has been successful because

it is independent of the technology used (TTL or CMOS) and its

failure modes, most failures in a logic circuit have the same effect on

circuit function as lines of the circuit stuck at logical values.

Fault refers to one or more lines of a logic network s-a-1 or

s-a-O; the logical operations performed by the gates themselves

remain unchanged. The effect of a fault only feeds forward in a
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network and causes the gate output to become independent of one or

more inputs. The terms fault, failure and logical fault mean the same.

An error is defined as incorrect logic signals caused by a fault. A fault

need not produce an error for a particular input. A fault that involves

a single stuck line is called a single fault, and a fault involving more

than one stuck lines is called multiple fault.

Faults may also be classified as being either transient or

permanent. A transient fault is one that lasts for only a short period

of time or is of an intermediate nature. A permanent fault is one of

solid nature and its effect lasts until repairs are made.

3.2 Totally Self-Checking Network

The purpose of this section is to define in a formal manner the

concept of a totally self-checking combinational network.

Let I, I', A, A' represent the input code space, input noncode

space, output code space, and output noncode space, respectively.

The output function of a circuit is represented by Z. Let F represent

set of faults in the circuit.

Definition 3.1: A circuit is self-testing for the fault set F if for every

fault f E F, the circuit produces a noncode space output for at least

one code space input; i.e., for all f E F, there exists a E I such that

Z(a,f) e A'.

Definition 3.2: A circuit is fault secure for fault set F if, for every fault

f E F, the circuit never produces an incorrect code space output for
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any code space input; i.e., for all f E F, and for a E I, either Z(a,f) =

Z(a) or Z(a,f) E A'.

Definition 3.3: A circuit is totally self-checking for the fault set F if,

it is both self-testing and fault secure for the fault set F.

Definition 3.4: A circuit is code disjoint if it maps the input code

space to the output code space and input noncode space to the

output noncode space; i.e., for all a E I, Z(a) e A and for all b E

Z(b) e A'.

Definition 3.5: A circuit which is both totally self-checking and code

disjoint is called a totally self-checking (TSC) checker.

As implied by the above definitions, only those circuits are

considered whose input and output are encoded. From the

definition, a self-testing circuit must always have encoded outputs

and is diagnosable with just code space inputs since at least one code

input is a diagnostic test for every fault. Erroneous output caused by

the fault in a fault secure circuit is always a non-code vector.

The general structure of the totally self-checking network is

shown in Fig. 3.1.(a), where the "error indication" output must be

designed to produce an error signal for some legal network input

whenever a fault from a prescribed set occurs within the network.

In addition, a fault must not cause an erroneous output without also

producing an error signal. Thus such a network is both self-testing

and fault secure. More importantly the network is diagnosable by

just examining the error indication output.
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To determine methods for designing totally self-checking

networks, the network is considered to be divided into two

connected circuit blocks as shown in Fig. 3.1.(b). The functional

circuit block maps the network inputs into encoded outputs, and the

check circuit block maps the encoded outputs into an error

indication. For the entire circuit to be self-checking, it is necessary

that the functional circuit and the check circuit each be totally

self-checking.

Referring to Fig. 3.1. (b), if the inputs to the network are

encoded, then functional mapping is incompletely specified, that is

functional mapping need not be defined for any input element in

non-code space. If checking coverage is defined as the percentage of

failures from a prescribed set that is detected by the particular

checking scheme during normal operation, then a totally
self-checking network has 100 percent checking coverage.
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3.3 TSC Checkers for Some Popular Codes

Design of TSC Parity Checker:

As an example, suppose that (x,sx7 xO) represents a code word

of odd parity scheme. Divide the set of the variables in two groups,

say (x8,x6,x4,x2,x0) and {x7,x5,x3,x1} and connect the variables of

each group to the inputs of a tree of EX-OR gates as shown in Fig. 3.2.

In normal operation the number of l's in the former group is

odd and that in later is even, or vice versa. Therefore, the pair of two

outputs (z2z1) will take (10) or (01), but never (00) and (11). That

is, Z = {(01), (10)).

If a gate G2 gsnerates incorrect output, this erroneous signal

always propagates to z2 to change its value. Therefore, (z2z1) will

take (00) or (11) in this case, which does not belong to Z. Thus the

circuit evidently satisfies the condition of fault secureness. An

arbitrary combination of input values at any gate can be applied by a

normal excitation at the primary input. Therefore when the fault

occurs at a gate, there exists at least one normal primary to manifest

an error at one of the outputs. Therefore the circuit is self-testing.

Any noncode input i.e. even parity input, will result in a noncode

output, i.e. 00 or 11. So the circuit is code disjoint.
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Fig. 3.2 Self-Checking Parity Checker
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Two-Rail Checker:

A totally self-checking two-rail checker will map k input pairs,

referred to as (al,b 1; a2,b2; akbk) to one output pair, referred to as

(f,g). The output pair must be complementary if and only if the k

input pairs are all complementary. A two-level AND-OR realization of

this function for r = 2 is shown in Fig. 3.3(b). The circuit has a

normal input set N = <0101>, <0110>, <1001>, <1010> ) and

output z2z 1 for these inputs is 01 or 10. For any input outside this

input set N out will be 11 or 00 indicating the occurrence of an

error. Any single fault can be detected by the input set N, thus the

circuit is totally self-checking for any single stuck-at fault.

A two-rail checker for more than two inputs is designed as a

tree of r = 2 blocks and an example for 8 input pairs is shown in

Fig. 3.4. The tree is fault secure for single stuck-at fault and

self-testing provided that each block receives all four possible code

space input combinations. From the definition and the design of the

circuit, it is clear that the circuit is code-disjoint. Just four tests are

required for completely testing the whole circuit [ 10]. These four

code words can be found by diagnosing a corresponding parity tree.

The parity tree corresponding to Fig. 3.4 is shown in Fig. 3.5 with

four input test vectors [ 10].
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Design of TSC Checker for Berger Code :

Berger codes are separable codes. The general design follows

the one shown in Fig. 3.6. It is assumed here that the number of

information bits k = 2r 1, r > 1.

Here, the combinational circuit Ni receives K information bits

as input and generates the binary complement of the check bits on

its r outputs. The 2-rail checker circuit N2 is used to compare the r

check bits with the output of Ni. The checker design shown in the

Fig. 3.6 is known as a normal checker. The subcircuits Ni and N2

will be referred to as the generator and the comparator,

respectively.

The code word is generated as follows: a binary number

corresponding to the number of is in the information bits is formed

and the binary complement of each digit in this number is taken;

the resulting binary number forms the check bit (alternatively this

gives the number of zero's in the informaton bits).

The generator circuit N1 generates the binary number

corresponding to the number of its in the information bits. It is

constructed from a set of full/half adder modules which add the

information bits in parallel. Let gr, gr_1,...g1 be a binary number

corresponding to the number of l's in the information bits xi, x2 ....

x2r-1 . For the Berger code with k = 3, r = 2, the circuit N1 is a

full-adder module where the sum output S = gl and carry output

C = g2. Fig. 3.7 shows the design of N1 for k = 7, r = 3.
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The check bit generator realization N1 discussed above requires

eight input vectors to detect any of the single faults in the circuit

and multiple faults occurring in a single full adder module. These

eight input vectors guarantee that any single fault will propagate to at

least one output of N1. N2 is a tree realization of a two-rail checker

as discussed previously in this section. The function of this circuit is

to compare the two equally-sized groups of bits, i.e. the output of

N1, with the r check bits of the received code. The two-rail checker

maps r input pairs into one output pair such that one output pair is

1- out -of -2 code if and only if each of the r input pairs is 1- out -of -2

code.

The circuit Ni is self-testing for single and multiple faults,

because all 2k combinations are available in the Berger code words.

It is fault secure for single faults since a fault will produce a

noncodeword on the inputs of N2, and hence produces a detectable

error on the final checker outputs. For the interconnection of N1

and N2 to be TSC, the circuit N2 will be designed to ensure that it

receives a test that detects all single faults during normal operation.

Special care must be paid to the test for a fault in the two-rail

comparator when k # 2r -1 where the self-testing property is not

assured [3].
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Chapter 4

DESIGN OF TOTALLY SELF-CHECKING CHECKER

4.1 Design of the Generator Circuit

Keeping in mind the definitions and limitations in the design of

TSC checker discussed in chapter 3, we now take up the specific

case for the Bose-Lin code (r > 5). As seen in the last chapter two

methods of the case r > 5 have been proposed. Since the method2 is

found to be more efficient it is desirable to have a TSC checker for it.

It can be seen that the Bose-Lin code is separable, i.e. information

bits and check bits can be separated. A general checker structure

for separable code is shown in Fig. 4.1. The combinational circuit Ni

receives k information bits as input and generates a binary

complement of the check bits on its r outputs. The 2-rail checker

circuit N2 is used to compare the r check bits with the output of

N1. Consider the design of Ni first. There are two main blocks in

the design of N1 as seen from the code construction in chapter 4.

1) The [k0 mod (6*2r-4)] generator for k information bits ( r > 5 ):

Design for this circuit is illustrated with an example with 72

information bits (i.e. k = 72) and 5 check bits ( r = 5) and is shown

in Fig. 4.2(a). The purpose of this circuit is to find mod (6*2r-4) of

the number of 0's in the input. The circuit gets the inverted
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information bits at the input. This circuit is designed to produce

mod12 of the number of in the input but it actually results in

mod12 of the number of 0's because input bits are inverted. Let

CS'= KO mod (6 * 2r-4) Cs, = KO mod12 (for r = 5)

The circuit in Fig. 4.2(a) is a tree of adders arranged to get KO

mod (12) in a parallel fashion. i bit adders (two i bit inputs and one

(i+1) bit output) are used for levels i = 1, 2, 3,..r-2. For levels r-1 an

adder slightly different from a mod12 adder is used and is discussed

later in this section. For levels r till the last-but-one level, adders

slightly modified from the previous case are used. For level [log2k], a

modulo (6 * 2r-4) adder is used to add two (r-1) bit numbers to get a

(r-1) bit number. Adders at different levels will now be discussed

separately.

As shown in the Fig. 4.2(a), different levels (levell, level2,...) are

shown on the side of each row. Significance of these is that each

level has the same type of adders. The main consideration while

designing this circuit was that it should be fully testable or

self-testing. There should exist an input to check every fault in the

circuit. So the design of adders in Fig. 4.2(a) is different for different

levels. Now the design of the adder circuit at each level will be

discussed with test vectors for each level to show that the circuit is

self-testing. Tests are written to detect any single stuck at fault in

the circuit.

For level 1 through level 3, simple ripple-carry adders are used.
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This is shown in Fig. 4.2(b). These adders have two i bit inputs and

one (i + 1) bit output. For level 1 each adder unit has 3 inputs (Full

adder) so 8 tests would test the circuit completely. The test vectors

are

000, 001, 010, 011, 100, 101, 110, 111.

For level 2, the two bit adder has 4 inputs. If all the

combinations are applied it will be 24 = 16. If the 2 input adder is

analyzed from inside, it can be seen from the logic circuit that just

eight tests are required for complete test.

al b1 aobo (a0a1 bob' represent two sets of inputs)

00 00

01 00

10 10

00 11

11 00

11 11

01 11

10 11

Level 3 has 3 bit adders and this also requires 8 test vectors for

complete test. The maximum input it can get is 110 (decimal 6) so it

should be kept in mind when developing a test vector. With these

tests each full adder gets all the 8 inputs. These test vectors are



b2 a2
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3

bl al
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b0 a0

CR SUM
HALF ADJEH

Fig. 4.2 (b) Adder for level3
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shown below.

a2b2 alb]. a0b0

00 00 00

00 11 11

01 01 10

01 10 11

10 00 11

10 01 11

11 10 01

11 11 00

These tests ensure that each full adder gets all the 8 inputs.

Fig. 4.2(c) shows the design of modified Modulo 12 adder at

level 4. The maximum input this adder can get is 1100 (decimal

12) so the output of the adder can be at the most 11000 (24

decimal). Now the 3 MSB's (most significant bits) are converted to 2

bits. The function for 3 to 2 bits conversion is shown below.

d4 d3 d2 o3 o2

0 0 0 0 0
0 0 1 0 1

0 1 0 1 0
1 1 1 1

1 0 0 0 1

1 0 1 1 0
1 1 0 1 1

1 1 1 x x
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00
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b1 at b0 80

C1

CR SUM
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Fig 4.2 (c) Mod12 adder for level4
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( The last combination will never occur because the maximum output

is 11000, so the three MSB's can never be 1)

From the above truth table we get the relation

03 = d3 + d4d2

02 = d4d2' +d4'd2 (d2' stands for complement)

Level 4 has 4 bit mod 12 (modified) adders which need 9 test

vectors for complete test. The problem here is that the maximum

value of the input is 1100 (12 decimal).

a3b3 a2b2 alb I alp()

00 00 00 11

01 11 11 10

01 01 10 00

00 10 11 11

10 00 10 11

10 01 01 11

11 10 01 01

11 11 00 00

00 01 00 00

For level 5 adders, all the input combinations are possible with

maximum possible input as 1111 (decimal 15) and at the output we

can have maximum of 11110 (decimal 30). The truth table for

mapping 3 bits to 2 bits is shown below.
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d4 d3 d2 o3

0 0 0 0 0
0 0 1 0 1

0 1 0 1 0
0 1 1 1 1

1 0 0 0 1

1 0 1 1 0
1 1 0 1 1

1 1 1 0 1

02 = d4d2' + d4d3 + d4Id2

03 = d4d3'd2 + d3d2' + d4'd3

Fig. 4.2(d) shows the adder configuration for level 5. This will also

require 9 test vectors which are the same as for the last case.

The adder in the last level has to achieve the function of a

modulo l2 adder. The truth table for this adder module is shown

below.



b3 a3 b2 a2
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Fig. 4.2 (d) Mod12 adder for level5
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d4 d3 d2 o3

0 0 0 0 0
0 0 1 0 1

0 1 0 1 0
0 1 1 0 0
1 0 0 0 1

1 0 1 1 0
1 1 0 0 0
1 1 1 0 1

From the above truth table we get the function

03 = d4d3tC12 d4A3d2'

02 = d4ld3A2 + d4d3d2 + d4d3'd21 (d2' stands for complement)

With the above design of the k0 mod12, every full adder in each

adder block gets all the 8 possible inputs in the normal operation.

Level 5 is easy for testing because all the input vectors are available

and it requires just 9 vectors for testing.

2) The circuit to convert 3 MSB's from the output of N1 to

2-out-of-4 code:

After generating KO mod (6 * 2r-4), we need to translate the 3

most significant bits to 2-out-of-4 code as described by one-to-one

function f from chapter 3. To implement this, an appropriate
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combinational circuit with 3-input and 4-outputs, corresponding to

function f has been designed. This was shown earlier in the Fig.

4.2(a). Though this circuit gets the maximum input of 101, it is

enough for detecting all the faults in the circuit.

Equations for the output function are shown below with the test

required to detect the stuck-at faults in the circuit. of is the

output from the last mod12 adder and di is the output of Ni.

d4 = 03 + 0201 (To detect any s-a-0 fault in the combinational

circuit the tests required are 011, 100 ; and

d3 = 0201' + 02101

d2 = 01'

any s-a-1 fault is detected by 001, 010)

(This is an EX-OR gate and can be tested by

all the available 4 inputs)

d1 = 03'02' + 03bl (To detect any s-a-0 at the inputs, the test

required are 011, 000; inputs s-a-1 are

detected by 010, 101)

Circuit N1 discussed above is for 72 input bits. However, it can

be easily modified for any number of input bits. The only difference

will be in the number of levels of adder modules which is directly

dependent on the number of input bits.



47

4.2 Design of the Comparator Circuit N2

As discussed in chapter 3, the comparator circuit, implemented

as a two rail checker, checks for the equality of two groups of bits,

i.e. output of N1 with the r check bits of the code word. Given in Fig.

3.4 is the design of a two-rail-checker for more than two inputs.

In our case, the output of Ni does not take all the values

because 4 MSB's are 2-out-of-4 code, i.e. 4 MSB's take only 6 values.

So keeping this fact in mind, we take up the design of two-rail

checker.

Consider the structure given in Fig. 4.3. The r 2 variable

two-rail checker TRCr_2 gets the check bits br_3, br_4.. b0 on one

rail and dr_i, dr_4'... do' on the other rail. The br_i, br_2 and dr_i',

dr_21 are fed to the TRC2. The output f f* and hh* from these two

TRC's is fed to another TRC2 whose output z1z2 gives the output of

the circuit N2. From the code construction of Bose-Lin code it is

clear TRCr_2 gets all the possible 2r-2 codewords. It is possible to

show that TRC in Fig. 4.3 is testable with 4 two-rail codewords.

The purpose of the rest of the section is to introduce the

concept of cyclic diagnostic test sequences and develop test vectors

for N2. This concept was first presented by Bossen, Ostapko and

Patel [4] as a means for generating test sets for parity check circuits
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br-1 br-2

TRC r-2 TRC 2

TRC 2

Fig. 4.3 A two-rail Checker Structure
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that are constructed as trees of Exclusive-OR gates. A diagnostic test

of a combinational logic circuit is an input vector that detects every

fault of a prescribed set. If several tests are required, they are

collectively referred to as diagnostic test set.

Let D0 = 0110, D1 = 0011 and D2 = 0101. It can be seen that

Di = Di +1 + Di+2 (Subscripts mod 3, addition mod 2). These

sequences have been used in [41 to show that any TRCr, which is

implemented with a tree of TRC2's, can be tested with only four

codewords. The codewords are found by diagnosing the parity tree.

Every EX-OR gate in this tree gets all four patterns.

With r = 5, TRC5 is implemented as in Fig. 4.4. TRC3 is

implemented with a tree of TRC2's. The corresponding parity tree

for diagnostic purposes is given in Fig. 4.5.

Starting with the output sequence D0 at the output line zl,

driving backward will get D0, D2, D0, D2 at b1, b2, b3, b4

respectively. All we have to be careful is about the fact b1, b2, b3, b4

constitutes 2-out-of-4 code. With D0, D2, D0, D2 at the input

doesnot satisfy the condition of 2-out-4-code. If the complement of

the last two sequences is taken, then the four inputs D0, D2, Do', D2'

constitute 2-out-of-4 code. Any sequence on rest of the bits is

acceptable because all the input combinations are available. It is easy
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to see that all EX-OR gates get all input combinations. This design

can be extended to any value of r.

It is shown in this chapter that the circuit Ni can be tested for

any single fault taking place in the hardware during the normal

operation. In other words for any single stuck-at fault in Ni its

output will be incorrect value of r. This results in a mismatch at the

input of N2 and hence an error at the output of N2. It is also shown

in chapter 3 that a two-rail structure is fault secure and code

disjoint. For the interconnection of N1 and N2 to be TSC, circuit N2

is designed to ensure that it receives an input that detects all single

faults during a normal operation which makes the circuit N2

self-testing. Hence the design of the checker given in Fig. 4.1 is a

TSC.
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Chapter 5

GENERAL DISCUSSION AND CONCLUSION

5.1 Summary of Results

The purpose of this study has been to understand the basic

principles for the design of self-checking circuits. As seen in the

previous chapters the design of self-checking circuits must be

redundant in some form to perform the detection of errors. The

redundancy can be seen as in the encoding of the circuit outputs.

Coding theory is primarily concerned with error detection and

correction capabilities of the codes whereas the error generation

capabilities of digital networks depend entirely on their circuit

structure and the type of faults that might occur. Thus in the design

of self-checking circuits, it is important to consider both the

capabilities of the codes used and the structures of the circuit

implemented.

In chapter 2 error detecting capabilities of codes were

discussed with specific examples of parity, two-rail and Berger code.

In chapter 3, formal definition of self-checking circuits was given

with specific cases of TSC for parity check and Berger Codes. Using

the ideas discussed in chapter 2 and 3, design of a TSC checker for

the specific case of r > 5 for Bose-Lin code is presented in chapter 5.

Design of this checker was found to be quite different from

those existing for other codes because they required modulo of a
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number which is a power of 2 (i.e. mod 2r). In this case it was

required to have modulo of a number which is a multiple of 6 ( i.e.

mod 6 * 2r-4). So this design was found to be more complex than

that for the other cases where r < 5. This design is easily testable

because it requires just 8 test inputs for each level and not all the

2k possible inputs.

5.2 Suggestions For Future Work

As seen in the last chapter, 8 test vectors are required at each

level for detection of any single stuck-at fault. There are a many

input combinations which are common for two or more levels. As a

result total number of vectors for testing will be much less than that

shown in the last chapter. The problem of exact number of input test

vectors for a general expression could be taken up.

The use of t-unidirectional codes could be explored in the

design of systems which are self-checking.

Considering the increasing complexity in the present day

computer systems where TSC circuits find an important place it is

better to have an algorithmic approach developed for the design of

such circuits. Advances in this area could include fast parallel

decoding method, development of different codes for different

applications. Lot of work has been done with TSC combinational

networks, area still open for research could be TSC sequential

circuits.
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