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Network coding, as the next generation of data routing protocols, enables each interme-

diate node in a network to process and encode its received data before forwarding it to

the next nodes. Hence, the core idea in network coding is to allow a network to encode

the data that is being transmitted through it. This revolutionary idea of data routing

results in dynamic change in the content of each data packet. That is, in a network

coding setting, the original data symbols that are generated at the source nodes evolve

hop-by-hop as they travel through the intermediate nodes. This property is clearly in

stark contrast with the methods that are used in traditional data routing protocols,

where every intermediate node acts as a plain relay. In other words, in the conventional

data routing algorithms, every intermediate node solely replicates its incoming data on

one or more of its outgoing channels. The criteria and the policies based on which an

intermediate node makes decisions about the proper outgoing channels corresponding

to each incoming packet depend on the employed routing protocol. Usually, each inter-

mediate node utilizes a set of routing information (such as a routing table) in order to

find the most cost effective path or paths to the final destinations. The cost criterion



may be defined based on various parameters, but what is fixed is that the general goal is

always to find the most optimum route that starts from the node and reaches the final

destination at the lowest cost. Upon finding the best output channels, the intermediate

node simply copies the pertinent data packet on the optimum channels without inflicting

any change in the data payload. This common method of data routing in conventional

routing protocols is indeed considered as a very special case in network coding theory.

The fact that in network coding every node processes (encodes) its input data to

create its outgoing symbols implies that the encoding operation at a given network

node can be expressed as a multi-input multi-output function which intakes the node’s

incoming data symbols as its input arguments and generates the outgoing data symbols

departing the node as its outputs. Since each node in the network has its own function,

they are called “local encoding function”. This way of looking at the network coding

operation enables us to simply define linear and nonlinear network coding as the network

codes with linear and nonlinear local encoding functions, respectively. Hence, in linear

network coding, every node (including the source and the sink nodes) executes a linear

function on its incoming data symbols in order to generate its output symbols, while in

nonlinear network coding this function is nonlinear. The linearity indicates that every

output symbol of a local encoding function can be stated as a unique linear combination

of its input symbols. Therefore, in linear network coding, the encoding operations at the

intermediate nodes can be stated as matrix multiplications. If linear network coding is

applied then each individual network node will have a matrix with known entries and

fixed dimensions that represents the network coding operation at that particular node.

These matrices will be called “local encoding matrix” in this work, where linear network

coding is considered as the employed data routing protocol. The main focus of this thesis

is to thoroughly study the security aspects of linear network coding, and propose new



ideas and superior solutions for various security challenges that are faced in this class of

data routing protocols.

In a broad sense, security attacks can be categorized into two major classes: passive

attacks and active attacks. In passive attacks (also known as wiretapping or eavesdrop-

ping attacks), the attacker threatens the confidentiality aspect of the data; meaning his

goal is to obtain illicit access to the content of the data symbols while he is unable or

not interested to change (manipulate) the content of the original data symbols. On the

other hand, in active attacks (also known as pollution or Byzantine attacks), the attacker

threatens the integrity and authenticity of data. That is, while the content of each orig-

inal data packet is open and visible to everyone (including the attacker), his goal is to

change or corrupt the content of data symbols or interrupt the data transmission process

by jamming and blocking the flow of data stream in the network. Under assumption of

linear network coding being the applied data routing scheme, both of these two attack

classes are comprehensively studied in this thesis.

Since in linear network coding each and every node in the network mixes up its

incoming data to generate its outputs, observing the content of a symbol flowing on

a channel usually does not reveal useful information about the original data symbols.

This means network coding (and more specifically, linear network coding in our case)

offers the network users an inherent and intrinsic level of security which is normally not

an option when traditional store-and-forward data routing protocols are employed. In

some cases and for some basic applications, this inherent security is enough; however, for

many security-aware and sensitive applications that demand tighter security provisions,

additional modifications to the base coding scheme are necessary in order to provide

higher levels of security. In Chapter 2, six innovative security protocols that are tailored

to effectively and efficiently counteract passive attackers in linear network coding are



proposed. The solutions proposed in this chapter may be categorized in three main

groups. Two protocols (A and B) are designed solely based on the intrinsic security

feature of linear network coding. Protocol (A) requires each global encoding vector that

is assigned to one of the network channels to have more than one nonzero entry. This

stipulation is shown to be satisfied probabilistically with a probability that drastically

approaches “1” as the code field, network capacity, or attacker’s limitations increase.

Protocol (B) is based on re-ordering the original message vector before sending it through

the network. The re-ordering process is designed to elaborately scramble the message

vector content in such a way that no additional function is required, yet by sending the

scrambled message vector, the eavesdropper will not be able to obtain any information

about any of the original data symbols. The sink nodes are the only nodes that are

able to de-scramble the data and recover the original message vector. Both of these

two protocols are extremely light-weight with no throughput reduction. The second

group of our security solutions includes two protocols (C and E), each of which utilizes

a hash function and a noisy symbol at the source node in order to generate the required

random symbols (masking symbols) that are used to conceal the data symbols in the

secured message vector. These protocols reduce the data rate by only one unit while

they assume very lax conditions on the attacker’s ability in accessing the independent

network channels. The offered independency between the number of attacked channels

and the secure data rate, and also enabling the source node to independently create

its own keys and to change them as often as it generates new data packets are two of

the remarkable properties of these protocols. The two remaining protocols (D and F)

constituting the third group are in fact two variations of the second group protocols.

That is, in order to alleviate the computational complexity burden of the algorithms

in the second group, the hash functions are substituted by simple light-weight bijective



functions in these protocols. Hence, in addition to all the benefits of the algorithms in

the second group, these two protocols are also very fast and easy to implement.

The fact that in (linear) network coding data symbols are constantly mixed up and

intermingled as they travel through the network is indeed a double-edged sword. That

is, as mixing and combining the data symbols provides some degree of security against

snooping attackers (and this is besides the other advantages of network coding), if a

malicious node injects some bogus or invalid data into the main data stream, then the

inflicted pollution propagates throughout the network at an enormously great rate and

causes the final destination nodes to be unable to recover the original data symbols. This

class of attacks in linear network coding (i.e., pollution attacks) is studied in Chapter 3,

where we propose a very efficient hierarchical scheme that is able to accurately pinpoint

any number of polluting nodes in the network with any locational distribution. Our

protocol is also capable of isolating and disconnecting the violating nodes from the rest

of the network and therefore fixing the pollution problem in a more fundamental way.
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Chapter 1: Introduction

About 13 years ago, the concept of data routing experienced a remarkable turning point

when in [50], Ahlswede and his colleagues officially introduced the notion of network

coding to the society of mathematicians and network engineers. The essence of their

proposed idea is quite simple (at least at the first glance), yet it has had a revolutionary

effect on the whole concept of routing data in information networks. It basically allows

the intermediate nodes in a network to process and encode their received data and

then send the modified and encoded data symbols over their outgoing channels. This

is conspicuously in contrast with what we have in traditional store-and-forward data

routing protocols. In traditional routing schemes, every intermediate node has a set of

routing information such as a routing table that helps the node to decide which output

links are the best for relaying a received data symbol to one of the sink nodes in the

network. In other words, when an intermediate node receives a data symbol, based on the

address of the final destination nodes (i.e, the sink nodes) and the information available

in its routing table, it finds the most optimum and cost effective output channels and

then solely copies the content of the data packet on the optimum links. The criteria

and the policies based on which the optimum output channels are chosen depend on the

employed routing protocol. Usually, a cost function should be minimized, and whichever

channel that minimizes the cost function is considered the most cost effective outgoing

channel (i.e., the cheapest or optimum channel) and therefore the data is copied on that

channel. To summarize, regardless of the particular applied data routing protocol and

the process based on which the cost function is defined, in conventional data routing
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schemes always the incoming data is merely replicated and copied on one or more of

the outgoing channels at a given intermediate node. Therefore, using traditional routing

methods, the content (payload) of each data packet remains intact during its travel

through the network unless noise or malicious nodes inflict some alteration to it. This

general rule clearly is not obeyed when network coding is the applied data routing policy.

In network coding, each and every node in the network has the ability to encode its

incoming data in order to generate its outgoing symbols. Hence, the network coding

operation at a given network node can be looked upon as a function that takes in the

input symbols arriving at the node and generates the node’s outgoing data symbols as its

output symbols. Calling this function a “local encoding function”, the network coding

operation at intermediate node v ∈ V can be shown as

(yv1 , · · · , yvd) = fv(x
v
1, · · · , xvr), (1.1)

in which parameters d and r are the number of output and input symbols departing from

and arriving at node v, respectively. Set V denotes the set of all the network nodes. With

this definition for set V , if node v is a source node then the input symbols (arguments)

in (1.1) will be the original data symbols. On the other hand, if node v is one of the

sink nodes then the output symbols in (1.1) will be the original data symbols that are

recovered from the received data assuming that the recovery is possible (network coding

feasibility). If the local encoding functions in a network are linear then the applied

network coding will be called “linear network coding”. On the other hand, if the local

encoding functions are nonlinear functions, then the employed network coding will be

a “nonlinear network coding”. Clearly, if local encoding functions are linear then the

expression in (1.1) can be stated by a simple linear matrix multiplication such as
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(yv1 , · · · , yvd)T = Fv · (xv1, · · · , xvr)T . (1.2)

In (1.2), the superscript “T ” indicates matrix transposition, and also matrix Fv as the

“local encoding matrix” has the dimension of d× r. We call the vectors on the left hand

side and on the right hand side of equation (1.2) the “output vector” and the “input

vector” of node v, respectively. Note that for any given network node, every entry in

the corresponding local encoding matrix as well as every entry in the respective input

and output vectors is a member of a particular field which is called the “code field” and

denoted by Fq with q being a prime power.

Since every (intermediate) node in a linear network coding setting performs a linear

operation as shown in (1.2), for any given network node, the linear combinations of the

input symbols can be expressed in terms of the linear combinations of the entries of

the original message vector generated at the source node (i.e., vector m). That is, by

assigning each network channel l ∈ E a row vector with the length equal to that of the

original message vector, the symbol flowing on channel l ∈ E (where E denotes the set

containing all the network channels or links) can be represented as

xl = (cl1, · · · , cln) · (m1, · · · ,mn)
T , (1.3)

in which n is the length of the original message vector, and ∀1 ≤ i ≤ n we have cli,mi ∈ Fq

indicating that xl ∈ Fq. In (1.3), the row vector cl = (cl1, · · · , cln) is called the “global

encoding vector” corresponding to the channel l ∈ E. Therefore, the inner product of

the original message vector, m = (m1, · · · ,mn)
T , and a global encoding vector such as

cl returns the symbol flowing on channel l.

Regarding the discipline based on which the global encoding vectors corresponding
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to various network channels are determined, there are two major methods: centralized

and randomized. In centralized approach, an omniscient entity who has full knowledge

about the entire network topology generates the proper global encoding vectors for the

network channels and assigns them to the pertinent links. A global encoding vector

assignment is called “proper” only if the resultant linear network coding is a feasible

code. It means, using the global encoding vectors assigned to the network channels, the

sink nodes (the final destination nodes) are able to decode their received data and obtain

the original message vector generated and sent by the source nodes. The feasibility of

linear network coding is an important and challenging topic of research; however, we

assume that every employed linear network coding is feasible in this work. The second

class of global encoding vector assignment is the randomized method. In randomized

linear network coding, every intermediate node chooses its local encoding matrix at

random. That is, the linear combination coefficients (i.e., the rows of the local encoding

matrix) used to generate the node’s output symbols are randomly drawn from the code

field. The statistical distribution of drawing is usually uniform as we assume so in this

work. Clearly, when the linear network code is random (called “random linear network

coding”), the feasibility of the network code is a probabilistic matter. It has been shown

that if the size of the code field is large enough, then the probability of having a feasible

random linear network code asymptotically approaches “1” [13].

In this work, we focus on the subject of security in linear network coding and propose

various security protocols that battle different security threats in such networks while

the assignment discipline regarding the global encoding vectors may be centralized or

random. More specifically, in the next chapter, we will consider the problem of passive

attackers (wiretappers or eavesdroppers) in linear network coding, and propose several

new protocols that effectively and efficiently counteract this type of threats in linear
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network coding. In the design of our anti-passive-attack schemes, in addition to complete

satisfaction of the security requirements, saving data throughput (throughput efficiency)

and algorithm complexity (low implementation and computational complexity) are also

closely considered as the design factors.

In Chapter 3, the security issue against active attackers (polluting nodes) is studied.

The algorithm proposed in this chapter is shown to be remarkably simple and accurate.

By employing the proposed protocol, which has a multi-tier and hierarchical structure,

any number of polluting nodes in the network can be accurately and quickly located and

isolated from the rest of the network.
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Chapter 2: Securing Linear Network Coding against Passive

Attackers

2.1 Introduction

This chapter focuses on the subject of security in linear network coding when passive

attackers are present. As mentioned earlier, network coding by itself and without em-

ploying any security module has the ability to provide a certain level of inherent security

due to the fact that the data traveling through the network is constantly evolving by

the intermediate nodes. Therefore, at any given time, every network channel usually

carries a symbol which is not an exact copy of any of the original data symbols that are

generated at the source nodes. This innate security property which is inherited from

the very fundamental characteristics of network coding, sometimes satisfies the security

needs of a network; however, for some applications that require higher security assurance,

additional security modules are needed.

In this chapter, we will introduce several new security protocols that are particularly

suited to protect secrecy and data privacy against passive attackers in linear network

coding. In the design of our security schemes, besides thorough satisfaction of the de-

manded security requirements (that vary from one scheme to another), throughput ef-

ficiency, algorithm simplicity, and the general impact of the proposed algorithm on the

underlying network coding are also closely considered as the design factors. The impor-

tance of preserving data throughput in the modern data networks that responding to the
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ever-growing demand for higher data rates is one of their primary tasks is quite clear.

Since the major incentive leading to the invention of network coding was to make the

current data routing protocols more throughput efficient, reducing the data rate, even

for the sake of security, is not desirable. As for the complexity issue, more complex data

transmission algorithms squander more resources. If a transmission protocol has many

sub-routines and processes that need to be executed in order to accomplish the trans-

mission, then the delay and the computational complexity imposed by the protocol will

be considerably degrading the network performance. Hence, our security schemes aim

for preserving the algorithm simplicity as well as data throughput as much as possible.

The rest of this chapter is organized as follows. After a brief review on some of

the existing works in this particular area of secure network coding, six different security

protocols will be introduced. The first two protocols are designed solely based on the in-

herent security properties of linear network coding. They offer absolutely zero throughput

reduction and impose very minimal complexity to the underlying network coding. The

third algorithm (i.e., Algorithm C) uses a single noisy symbol, a typical function, and

some of the original data symbols to secure the data. The fifth algorithm (i.e., Algorithm

E) also utilizes a typical hash function to meet the demanded requirements; however,

the procedure based on which the masking symbols are generated in this algorithm is

different than that of Algorithm C. Finally, The last two proposed security protocols

utilize simple one-to-one bijective functions to generate the required randomness. A

brief comparison and review on the proposed scheme will also be given at the end of this

chapter.
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2.2 Related Works and Existing Schemes

Same as any other data routing algorithm, linear network coding is expected to be

capable of fully protecting the data against passive attackers who intercept the data

flow by tapping into the network channels. Considering the ever-growing importance of

data security, any flaw and deficiency in this matter can notably undermine the network

coding merits and usefulness. Therefore, it is crucial to assure that the employed network

coding can properly handle every security requirement. Out of the common security

measures such as privacy, authentication, and data integrity, this chapter mostly focuses

on the data privacy issue in linear network coding. Technically, the works done in the

scope of secure linear network coding can be classified in two sets of anti-passive-attack

network codes and anti-Byzantine-attack network codes. In passive attacks (also known

as wiretapping or eavesdropping attack), the attacker may only “see” and take a “copy”

of the content of data symbols that flow on the wiretapped channels. Therefore, the

content of each packet remains intact even though essentially the packet information

has been disclosed to the attacker. This means passive attackers only threaten the

data privacy. There have been quite a few papers proposing various security schemes

that are applicable to linear network coding and designed to counteract passive attacks.

Generally, one can categorize these algorithms into two main groups: a) anti-passive

attacks schemes providing weak security for linear network coding, and b) schemes that

information-theoretically offer complete (strong) security against passive attackers. In

the following, a brief review on the existing algorithms that belong to either of these two

categories is given.

In [2], in addition to the regular global encoding coefficients, inclusion of an additional

set of coding coefficients in each data packet is suggested. These “blocked coefficients”
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are chosen and encrypted by the source node while they are decrypted and used to decode

the received data by the final destinations. This scheme uses a typical symmetric key

cryptography algorithm to perform the encryption/decryption procedures while it keeps

the linear network coding routines unchanged at the intermediate nodes.

Two schemes that provide weak security for linear network coding are proposed

in [19]. They are designed to be bandwidth and throughput efficient as the second

algorithm does not require enlarging the code field size or adding redundancy to the

data packets. In their first scheme, one noisy symbol is added to the set of the original

data symbols in order to randomize the plain data. In the second scheme, no external

noisy symbol is added to the vector of original data symbols and it is tried to cover each

plain data symbol using some of other plain data symbols in the same data vector via a

one-to-one function.

In [43], a connection between strongly k-secure linear network coding and a secret

sharing scheme called “strongly secure ramp secret sharing” is developed and based on

this relationship, a generalization of strongly k-secure linear network coding is estab-

lished. In this scheme, unlike many other algorithms with similar objectives, by increas-

ing the number of independent wiretapped channels from k to k + j for 0 ≤ j < n − k,

the strong security does not break, instead the rate of secure transmission decreases by

j symbols. An algorithm to construct such strongly k-secure linear network coding and

an approach to convert a non-secure network code to a secure one are also proposed in

this reference.

A brief review on the security aspects of stateless (randomized) and state-aware

(centralized) network coding is given in [3]. The set of possible attacks is categorized

into two types of active and passive attacks and based on the type of network code and

threatening attack, different existing solutions are reviewed in this reference.
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The issue of information-theoretic security against passive attackers in linear network

coding and under a unicast scenario is considered in [18], where the optimal number of

data symbols and the minimum number of noisy symbols in each data packet are derived.

Their scheme also constructs a deterministic or random linear network code that achieves

the calculated optimal transmission rate.

Use of Homomorphic Encryption Functions (HEFs) for encrypting the linear coding

vectors at the source node is suggested in [35]. By utilizing HEF in this scheme, the

source node is able to mix up the symbols of a coding vector with that of a plain data

using a random permutation. The main idea is that based on a secret key which is only

known by the source and the sink nodes, the order of the symbols in each packet (i.e.,

the symbols in the coding vector and the payload) is permuted. At the receiver side,

after decoding the network coded data, the symbols are resorted back into the original

order using the homomorphic encryption key in the decryption algorithm.

An interesting approach is outlined in [37] which utilizes MDS codes at the source

node to information-theoretically secure the employed linear network coding. In this

scheme which stems from Ozarow-Wyner wiretap channel (see [42]), before running the

linear network code at the source node, a wiretap code that is based on an MDS code

is applied to the data. Assuming the eavesdropper has access to at most k linearly

independent channels, it is shown that this scheme guarantees information-theoretic

security as long as no linear combination of any k or less independent coding vectors lies

in the vector space that is spanned by the rows of the MDS parity check matrix. The

size of the network coding field and the procedure based on which the proper coding

vectors are assigned to the network edges are also discussed in this reference.

In [36], traffic analysis and flow tracing as two types of passive attacks in random

linear network coding are considered and a solution for preserving privacy based on Ho-
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momorphic Encryption Functions is proposed. In their proposal, which is stemmed from

a homomorphic encryption scheme in [32], the privacy against the traffic analyzer and

flow tracer is assured by encrypting the global encoding vectors at the source. The ad-

vantage of using homomorphic encryption is that linear operations such as linear network

coding and the homomorphic encryption/decryption are transparently interchangeable.

That is, intermediate nodes can perform their regular linear network coding operations

without knowing the secret keys used to encrypt the coding vectors at the source node.

The inner and outer capacity bounds for a multi-source multicast network using

secure linear network coding are derived in [17]. The proposed quantitative definition

of information leakage brings together all the security levels ranging from no security to

complete security under one roof. Considering passive attacks as the threat model, the

bounds derived in [51] are generalized in this work such that they fit both cases of weak

and complete security.

In order to assure perfect security in multi-source multicast linear network coding,

a necessary and sufficient condition on the global encoding vectors is derived in [48].

The threat model includes an eavesdropper who has full access to one predetermined

subset of the network links at a time and the security goal is to prevent any information

leakage. To this end, some randomness should be added to the original meaningful data,

and it is shown that the sources of the randomness can be located at some nodes other

than the ones that generate the meaningful data. It is essentially shown that there is no

restriction on the locational distribution of the source nodes throughout the network. It

is also proved that the random symbols can have any statistical distribution. In an earlier

version of their work, the case of perfect security in single-source multicast linear network

coding is considered in [46]. Their scheme suggests that based on a given feasible linear

network code and the set containing all the possible subsets of the wiretapped links,
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a proper matrix is constructed at the source node. Using this matrix along with the

insertion of some random symbols in the message vector, the original linear network

code is transformed to a “secure code”. In [49], same authors have shown the optimality

of the r-secure linear network coding in terms of the throughput. In other words, it is

shown that in their r-secure linear network code, the number of the meaningful symbols

in each packet is maximal. The definition of perfect (complete) security is also expanded

to the notion of imperfect security in which perfect security is a special case.

Security against passive attacks based on the network topology for linear network

coding is studied in [22]. A unicast scenario in which the information transmission rate

is one symbol per time unit and every node is equipped with a perfect random number

generator is considered. Knowing the entire network topology, a spanning tree connecting

the receiver to every other network node is established. It is shown that after performing

the preprocessing phase, one symbol can be securely sent to the receiver as long as the

eavesdropper does not tap into any link on the path connecting the source node to the

receiver.

A review on the security aspects of linear network coding, various attack scenarios,

the existing solutions, and the future works is presented in [31].

The idea of using maximum-rank-distance (MRD) codes in order to make the two

processes of securing and designing a linear network code independent is considered

in [25]. The scheme targets passive attacks in linear network coding and provides infor-

mation theoretic security against wiretappers who have access to any limited-size subset

of the network channels. Inspired by the work in [37] and [42], the security is obtained

by defining a subset coding scheme over an extension of the network code field. It is

shown that defining the maximum-rank-distance code over an extended field relaxes a

fundamental independency restriction considered in [37].
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This brief review on some of the current works and existing schemes prepares us to

continue this chapter with first, reiterating the general assumptions and the particular

notations that are going to be used in our proposals and later, proceeding to the in-

troduction of our proposed protocols. Since each of our security protocols has its own

properties and requirements, the threat model and the security expectations (demands)

for each protocol is explained in detail accordingly.

2.3 Notation, Definitions, and Assumptions

Each security scheme developed in this chapter has several particular elements and build-

ing blocks that are only considered and used for the pertinent algorithm; however, there

are some variables, parameters, concepts, and functions that are utilized throughout the

chapter. This section describes the general employed notations and definitions used in

this chapter. The particular notations are described for each algorithm accordingly.

A typical data network is denoted by directed graph G(V,E), in which V is the set of

network nodes and E is the set containing all the network edges (also known as channels

or links). Each directed edge has unit capacity and parallel edges connecting two adjacent

nodes are allowed. The sets S ⊂ V and R ⊂ V , where S ∩ R = ∅, denote the subsets

containing the source and the sink nodes, respectively. Let m = (x1, x2, · · · , xn)T be

the original information vector, in which xi ∈ Fq is a plain information symbol. Fq is

called the code field and q is a prime power. Note that |S| ≤ n, which implies that each

source node in S generates at least one information symbol in vector m, otherwise that

node is redundant and will be eliminated from the network. Since none of our schemes

in this thesis depend on the configuration and locational distribution of the nodes in

S, for simplicity, all the source nodes in this set are put together and the entire set is
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considered as a single node called the source node. Therefore, the proposed algorithms

are completely applicable to multi-source scenarios as well as networks with a single

source. By this definition, the source node generates vector m that contains n i.i.d.

symbols. In networks with linear network coding, row vector vl = (vl1, v
l
2, · · · , vln) ∈ Fn

q ,

called the global encoding vector, is assigned to network edge l ∈ E. Hence, at any given

time, the symbol flowing on edge l can be stated as the inner product of vectors m and

vl. For every network node v ∈ V , we define three sets: In(v) which contains all the

incoming global encoding vectors at node v; Out(v) that encompasses all the outgoing

global encoding vectors leaving node v; and C(v) as the set consisting of all the linear

combination coefficient vectors used at node v to compute the outgoing encoding vectors.

If centralized linear network coding is employed then the only difference is that these

vectors (i.e., the elements in C(v)) are pre-assigned to node v whereas in random linear

network coding, they are chosen randomly by node v. The number of elements in each

set is denoted by |In(v)|, |Out(v)|, and |C(v)|, respectively. For node v ∈ V , matrices

[In(v)], [Out(v)], and [C(v)] are also defined such that the ith row in each of them is the

ith element in the corresponding set. Based on this definition, for every node v ∈ V \R,

we have

[Out(v)] = [C(v)]|Out(v)|×|In(v)|· [In(v)]|In(v)|×n. (2.1)

We also denote the ith row of a matrix by a subscript index. For instance, the ith

row in [C(v)] is shown by [C(v)]i. The order in which the input links, arriving at a

node, are enumerated and lied in [In(v)] is utterly optional. The same statement is

true about [C(v)]; that is, the linear combination coefficients may lie in [C(v)] based on

any arbitrary order. According to the above definition, we have [In(S)] = In (identity
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matrix of size n), and for every r ∈ R, Out(R) = ∅. The data transmission is free of

noise, fading, co-channel interference, and any other type of distortion which practically

exists in data networks; however, they are assumed to be mitigated/eliminated via other

physical layer procedures (e.g., channel coding) before recovering the network-coded

data starts. In random linear network coding, each intermediate node generates its own

outgoing global encoding vectors by computing random linear combination of its input

global encoding vectors. According to Max-Flow-Min-Cut theorem [9], in networks using

linear network coding, each receiver node shall have access to all the n independent

edges (or equivalently n independent global encoding vectors) in order to be able to

successfully decode its received symbols to vector m [50]. This condition (i.e., feasibility

of linear network coding) is assumed to be satisfied throughout this work. We call a

linear combination of a group of vectors or symbols a “secure combination” if at least

two of the linear coefficients are nonzero. Also, two channels are considered statistically

independent if their corresponding global encoding vectors are independent. For every

α, β ∈ Fq\{0}, symbol αxi has some meaningful information about the data symbol

xi, while αxi + βxj does not have any meaningful information about xi or xj . Since

this chapter focuses on passive attacks, either of the terms: attacker, wiretapper, or

eavesdropper may be used to refer to the entity who attempts to breach the network

security.
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2.4 Algorithm A: Enhancing the Inherent Security of Linear Net-

work Coding

Utilizing the innate security feature of network coding which is provided by the fact that

data is constantly revolving and changing as it travels through the network is the main

building block of this algorithm. In the following, the threat model, conditions under

which the protocol is designed, and the security requirements needed to be satisfied are

explained.

2.4.1 Problem Statement and Threat Model

It is assumed that the attacker can tap into any n − 1 or less independent channels.

He attempts to obtain some meaningful information about the original data symbols by

computing arbitrary linear combinations of his wiretapped symbols and the correspond-

ing global encoding vectors. Our goal is to provide weak security for the information

(message) vector, m, without incurring any throughput reduction, use of any additional

transformation and auxiliary function, or imposing considerable amount of computa-

tional complexity to the transmission process. Hence, the proposed weak-security algo-

rithm should be as simple, agile, and throughput-efficient as possible, and it also has

to have minimal impact on the available network setting (such as the employed linear

network coding).
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2.4.2 Preliminaries

By eliminating the trivial all-zero vector from the vector space Fn
q , we establish the set

Ψ , Fn
q \{0} containing qn − 1 vectors as the space of possible global encoding vectors.

A subset relationship over Ψ is defined such that: a) every vector in Ψ belongs to one

and only one subset; b) within a subset, each vector is a unique multiple of a fixed vector

called the subset head. Each subset head represents its entire subset; and c) every two

distinct subsets are strictly disjoint while the union of all subsets constitutes Ψ. Since

each subset has q − 1 elements, the total number of subsets is Nc , qn−1
q−1 . Denoting

the ith subset and its corresponding subset head by Λi and λi respectively, the above

conditions on the subset relationship are summarized in the following proposition.

Proposition 1. There are exactly Nc subsets, constituting the entire set Ψ, such that:

∀w ∈ Λi,∃α ∈ Fq : w = αλi, (2.2a)

∀v ∈ Ψ,∃1 ≤ i ≤ Nc : v ∈ Λi, (2.2b)

∀1 ≤ i, j ≤ Nc, i ̸= j : Λi ∩ Λj = ∅, (2.2c)

Ψ = ∪Nc
i=1Λi. (2.2d)

Proof: The defined subset relationship is represented in (2.2a). To verify (2.2b), assume

that: a) K is the number of established subsets, and b) ∃v ∈ Ψ such that ∀1 ≤ i ≤ K :

v /∈ Λi. This means, ∀α ∈ Fq,@1 ≤ i ≤ K : αv ∈ Λi. Therefore, vector v together with

its q−1 nonzero multiples constitutes a new subset in Ψ. This subset-building procedure

continues until there is no vector left in Ψ that does not belong to an existing subset.

Denoting the maximum number of established subsets by Nc, (2.2b) is verified. To prove

(2.2c), assume for some v ∈ Ψ we have v ∈ Λi and v ∈ Λj , where i ̸= j. Therefore,
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∃α, β ∈ Fq such that v = αλi = βλj . This yields to i) λi = α−1βλj , and consequently

Λi ⊆ Λj ; and ii) λj = β−1αλi, and therefore Λj ⊆ Λi. The outcomes in (i) and (ii) imply

that Λi = Λj ; which is contradictory since i ̸= j. Therefore subsets defined over Ψ do

not overlap. The statement in (2.2d) is the clear result of (2.2b) and (2.2c).�

In this paper, the standard unit vectors (i.e., ei for 1 ≤ i ≤ n) which generate vector

space Fn
q are chosen as the subset heads for the first n subsets in Ψ.

2.4.3 Description of Protocol

To satisfy the security requirement, there should not exist any nonzero multiple of any

original information symbol on any network channel at any given time. To provide

this, the source node and every intermediate node put a “secure combination” of the

original information symbols on each of their outgoing channels. This certainly prevents

the eavesdropper from obtaining any meaningful information by tapping into a single

channel. To design the right security protocol, two questions need to be answered: a)

what should the source node do to initiate the security protocol? and b) what is the

intermediate nodes role in preserving the security? To answer the first question and

essentially to start establishing the secure network code, the source node applies a linear

network code on vector m such that every outgoing symbol is a secure combination.

That is, assuming |Out(S)| = m, then node S chooses C(S) such that

∀1≤ i≤m, 1≤j≤n, k∈Fq\{0} : [C(S)]i ̸= kej . (2.3)

Note that Max-Flow-Min-Cut theorem implies that m ≥ n. The answer to the

second question is that, each intermediate node should calculate a linear combination
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of its arriving symbols such that the corresponding linear combination of the incoming

coding vectors is a coding vector with more than one nonzero entry. In other words,

∀v ∈ V \R, 1 ≤ i ≤ |Out(v)|, 1 ≤ j ≤ n, k ∈ Fq\{0} :

[C(v)]i· [In(v)] ̸= kej . (2.4)

If the condition in (2.4) is satisfied, then [C(v)]i will be a secure set of coding coeffi-

cients for node v. In random linear network coding, a node may need to try several sets

of coefficient vectors before this condition is met. If centralized linear network coding is

applied, then the supervisory entity who generates and assigns proper coding vectors to

the network channels has to make sure that his chosen coding vectors satisfy the security

requirement in (2.4), and if they do not, then he will have to iterate other global coding

vector candidates. In the following, this is explained in greater detail.

2.4.4 Protocol Security Analysis

The security algorithm requires each node in V \R to generate coding vectors satisfying

the condition in (2.4). This condition is met probabilistically. The following theorems

discuss the probability of successful secure network coding at node v ∈ V \R, as well as

the probability of a successful attack for the wiretapper.

Theorem 1. The probability of node v ∈ V \R successfully generating secure coding

vector [Out (v)]k , ϕ(v, k) after i(k)− 1 failed attempts is

Pr
ϕ(v,k)
SC [i(k)]=

(
1− n

Nc

)(
n

Nc

)i(k)−1

, 1≤ i(k)≤α(v) (2.5)
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where α(v) , qOin(v)−1
q−1 and Oin(v) indicates the maximum number of linearly independent

coding vectors in set In(v). The overall probability of node v finding a secure encoding

vector for its k-th output link, [Out(v)]k, is

Pr
ϕ(v,k)
SC =

α(v)∑
i(k)=1

Pr
ϕ(v,k)
SC [i(k)] =1−

(
n

Nc

)α(v)

. (2.6)

Remarks: Note that ∀v ∈ V there is Oin(v) ≤ |In(v)|. The probability of node v failing

in generating secure coding vectors is very negligible. To show this, let n = 10, q = 2,

and Oin(v) = 3. In this case, the probability of node v not being able to find a secure

encoding vector after exhausting all the possible combinations is about 8.5× 10−15. As

(2.5) indicates, this failing probability drastically diminishes as the length of vector m

or the code field size increases. The proof of Theorem 1 is presented below.

Proof: There are Nc subsets in Ψ. The first n subsets, i.e., Λ1 to Λn with the cor-

responding subset heads λ1 = e1 to λn = en are the ones that should be avoided by

each node. The probability of hitting one of these prohibited subsets in each network

coding attempt is n
Nc

. Therefore, the probability of successfully finding a secure coding

vector after i(k) − 1 failed attempts has a Geometric probability distribution as stated

in (2.5). The overall probability of generating a secure [Out(v)]k equates to the sum-

mation of all the probabilities of generating secure [Out(v)]k after i(k) − 1 failures for

i(k) = 1, · · · , α(v).�

Assume node v succeeds in finding a secure output coding vector within its α(v) trials.

The probability of finding such vector in the ith attempt is 1
α(v) (uniform distribution over

the entire selection set). Therefore, the average number of attempts for node v to find a

secure coding vector or to realize that it has failed to find such vector after exhausting

all the combination possibilities is equal to α(v)(1 − Pr
ϕ(v,k)
SC
2 ) + (

Pr
ϕ(v,k)
SC
2 ). Every time
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node v runs the operation in (2.4), it executes n · α(v) multiplications and n · (α(v)− 1)

summations. Ignoring the computational complexity of summation compared to that of

multiplication, the average computational complexity of finding a secure coding vector

at node v is O(nα2(v)).

To have a secure network coding operation at a given node, every outgoing global

encoding vector departing that node should be secure. This is considered next.

Theorem 2. The probability of secure network coding operation at node v ∈ V \R is

PrvSO =

|Out(v)|∏
i=1

Pr
ϕ(v,i)
SC =

(
1−

(
n

Nc

)α(v)
)|Out(v)|

. (2.7)

Proof: The overall network coding operation at node v is secure if every [Out(v)]i

satisfies the condition in (2.4). Since ∀1 ≤ i, j ≤ |Out(v)| with i ̸= j, vectors [C(v)]i

and [C(v)]j are chosen independently, the events of finding secure [Out(v)]i and secure

[Out(v)]j are independent.�

Assuming secure encoding vectors on all the tapped channels, the wiretapper with

access to any k < n independent coding vectors establishes the following system of

equations:

Mk×n·mn×1 = Yk×1. (2.8)

Each row of matrix M in (2.8) is a tapped global encoding vector, and Y is the vector

containing the tapped symbols. Knowing that Mi has at least two nonzero entries, the

algorithm is secure if no linear combination of the rows of M results in a nonzero multiple

of a standard unit vector. This security condition is probabilistic and the probability of

breaching the security and finding at least one set of linear coefficients such as B1×k for
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which B·M = kei with k ̸= 0 is given below.

Theorem 3. The probability of breaking the security and obtaining a nonzero multiple

of an original symbol is

PrSB = 1−
(
1− n

Nc

)(
qk−1
q−1

−k

)
(2.9)

Proof: To break the security, it suffices to have at least one successful attack out of

qk−1
q−1 − k attempts. Note that if B = βei where β ∈ Fq\{0} is arbitrary and ei ∈ F k

q is

the ith standard unit vector in vector space F k
q , then B·M = βMi. Therefore, these k

futile attack attempts are avoided by the attacker while he tries to find at least one set

of coefficients in B for which the image of matrix M in space Fn
q \{0} lies in one of the

first n subsets. The probability of all attack attempts failing is
(
1− n

Nc

) qk−1
q−1

−k
, so the

result in (2.9) is immediate. �

In this protocol, any change in the network topology at any given time such as

departure or arrival of network nodes with regards to node v is fully reflected in parameter

α(v). If node v receives some new coding vectors from a new neighboring node such that

those new coding vectors are independent of the coding vectors that node v has received

from its older neighbors, then α(v) will change (increase) otherwise it remains the same.

In case of a node leaving the network the same argument is valid. Hence, highly dynamic

and ad-hoc networks are fully accommodated in this scheme.
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2.5 Algorithm B: Securing Linear Network Codes via Interleaving

the Message Vector

In this section, we describe a new and innovative security algorithm that is designed

to offer strong security for linear network coding. In the following, a short review on

the conditions, security requirements, the adversary’s capabilities, and the threat model

is given. Then, we will elaborate on the algorithm, describe the necessary steps and

procedures, and verify the algorithm’s security features through detail analysis.

2.5.1 Threat Model and Security Requirements

This protocol assumes the maximum attack capability for the wiretapper. In other words,

the wiretapper can have arbitrary access to any number less than n of the independent

network channels. The attacker also has no computational or memory storage limita-

tion. Obviously, these are the strongest and the most general assumptions one can make

about the attacker before granting him full access to all the information that is neces-

sary to achieve the original message vector (i.e., becoming a legitimate final destination

node). The security goal is to prevent the eavesdropper from obtaining any information

about the original data symbols in the message vector m. As as the previous algorithm,

these goals should be achieved without using any cryptographic routine, conventional

module, or auxiliary function such as linear or nonlinear transformation. Moreover, the

throughput has to stay untouched at its maximum value of n meaningful symbols per

transmission. In addition to all of these requirements, the proposed security algorithm

should be completely compatible with any underlying linear network code and no change

or modification should be necessary at any network entity except the source nodes.
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2.5.2 Proposed Solution

The core idea in this security protocol is to scramble the content of original message

vector such that only nodes that have access to all the n independent channels can

descramble and rearrange the received data and extract the original message vector, m.

To do so, each meaningful data symbol, xi ∈ Fn
p , is decomposed into its n constructing

sub-symbols each belonging to field Fp. These sub-symbols are distributed (interleaved)

over the entries of the secured message vector, m̃. In other words, the ith original

data symbol in vector m is decomposed into n sub-symbols and then the sub-symbols

constitute the ith sub-symbol of each of the symbols in the secured message vector,

m̃. Since there are k original data symbols in vector m where each symbol belongs

to field Fn
p , the secured message vector, m̃ has n entries each belonging to field F k

p .

Hence, following the algorithm, the original message vector m = (x1, x2, · · · , xk)T can

be expressed in the expanded form as

m =



x11 x21 x31 · · · xn1

x12 x22 x32 · · · xn2
...

...
...

...

x1k x2k x3k · · · xnk


(2.10)

in which sub-symbol xji ∈ Fp. To secure m, the source node rearranges the sub-

symbols of each data symbol vertically in the secured message vector while it considers

each row as a data symbol. Therefore, the column secured (and interleaved) message

vector m̃ = (x̃1, x̃2, · · · , x̃n)T has the following structure:
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m̃ =



x11 x12 x13 · · · x1k

x21 x22 x23 · · · x2k
...

...
...

...

xn1 xn2 xn3 · · · xnk


(2.11)

Remarks: Although the overall size of the original and the secured message vectors

are exactly the same (i.e., the total number of the sub-symbols in the original and

secured message vector is identical), but it is important to notice that m ∈
(
Fn
p

)k
while

m̃ ∈
(
F k
p

)n
. This indicates that even though the original message vector has k symbols

in Fn
p , the underlying linear network code should accommodate a message vector with

n symbols in F k
p .

After this stage, the source node applies the underlying linear network code on vector

m̃ and then directly sends out the resultant vector through the network. There is no need

for applying any additional linear or nonlinear transformation on the message vector or

using any cryptographic function.

2.5.3 Security Analysis

Every entry in the transmitted message vector m̃ is a meaningless collection of all the

original message symbols. That is, since each sub-symbol of every symbol in m̃ belongs

to a different data symbol, obtaining any individual entry of vector m̃ such as x̃i for any

1 ≤ i ≤ n does not reveal any information about any of the original data symbols. This

can be stated as below

∀1 ≤ i ≤ n, 1 ≤ j ≤ k : H(xj |x̃i) = H(xj). (2.12)
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Assuming the attacker who has access to r ≤ n− 1 independent channels establishes

the following system of equations in order to find a linear combination of the original

data symbols.

y ·B · m̃ = (y1, y2, · · · , yr) ·



b1

b2

...

br


·



x̃1

x̃2
...

x̃n


= d (2.13)

In (2.13), row vector y consists of the linear combination coefficients that are chosen

by the attacker, and each row of matrix Br×n is one of the independent global encoding

vectors that are tapped (eavesdropped) by the attacker. Let a , y ·B be the row vector

with n entries that is resulted by taking the linear combination of the wiretapped global

encoding vectors (i.e., the rows of matrix B). Therefore, symbol d ∈ F k
p in (2.13) can be

rewritten in the expanded format in terms of its constructing sub-symbols as below.

d = (

n∑
i=1

ai · xi1,
n∑

i=1

ai · xi2, · · · ,
n∑

i=1

ai · xik) (2.14)

As (2.14) indicates, taking arbitrary linear combinations of any r ≤ n−1 independent

global encoding vectors yields to a symbol whose ith sub-symbol is a linear combination

of sub-symbols of the ith original data symbol. Thus, symbol d in (2.14) does not

convey any linear combination of original message symbols. This proves the security of

the proposed algorithm.
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2.5.4 Algorithm Complexity

The fact that the proposed algorithm does not employ any additional function, cryp-

tographic sub-routine, or transformation offers a major advantage over similar existing

schemes that rely on additional transformations and extra modules. This algorithm only

requires the source node to arrange the message vector vertically but send it horizontally.

That is, once the message vector is being put together, the original data symbols con-

stitute the columns of the expanded message vector matrix. However, when the source

is sending out the message vector, it does it based on the assumption that every row is

a data symbol. Since the source node has to put together the message vector regardless

of the type of employed security protocol, one can infer that this algorithm virtually

imposes no computational complexity to the underlying transmission system. The only

point needed to be considered is to write and read the data vertically while they are sent

horizontally.

2.6 Algorithm C: Secure Network Coding with Minimum Overhead

Based on Hash Functions

The main building block in this scheme is a typical hash function that is used to create

the required random symbols. The fact that a hash function’s input can be of virtually

any size while its output has a fixed size enables us to have tremendous freedom in

changing the input arguments of the employed hash function without concerning about

exceeding a limit or repeating the input arguments. In addition to the hash function,

this security protocol also uses some of the plain information data symbols and a single

random symbol in order to generate enough independent masking symbols (i.e., noisy
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symbols). The proposed algorithm is explained in detail below.

2.6.1 Proposed Protocol

In section 2.2, it was mentioned that existing schemes are based on embedding uniformly

distributed random symbols into the message vector and then mixing them with the

plain symbols through linear combinations. This approach makes the linear network

codes secure at the expense of a significant increase in the data overhead. Also, for any

given number of embedded noisy symbols, the adversary could break the security by

acquiring the symbols on more independent edges.

The goal of this scheme is to minimize overhead while guaranteeing complete security

in network coding. Our scheme is based on using hash functions. A hash function h

maps an input x of arbitrary (but finite) bit-length to an output h(x) of fixed, pre-

specified bit-length [38]. In addition, given h and an input x, h(x) can be calculated

with polynomial time complexity but for a given output, it is computationally infeasible

to find the corresponding input. Also for a hash function, it is computationally infeasible

to find two distinct inputs x1 and x2 such that h(x1) = h(x2). The last property can

be interpreted as a pseudo one-to-one input-output relationship, which means that for

different inputs, the outputs will be different with high probability. In other words [38],

∀x1, x2 if x1 ̸= x2
with high probability

=⇒ f(x1) ̸= f(x2). (2.15)

Stronger hash functions have lower collision probability. Since hash function domain

is bigger than its range (because the output length is fixed in contrast to the input

length), theoretically the collision probability is greater than zero. However as men-
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tioned above, for a well designed hash function, finding collisions in polynomial time is

practically impossible. Hence, with a good approximation, we can assume that (2.15) is

always true. More details about hash function properties are available in [38].

Now suppose that f(·) is a hash function with outputs defined over Fq and a ∈ Fq is

a uniformly distributed random symbol. We build the vector m̃ as

m̃ = (x1+f(a), x2+f(a, x1), x3+f(a, x1, x2), · · · ,

xn−1 + f(a, x1, x2, · · · , xn−2), a)
T , (2.16)

where the comma-separation of independent variables in the hash function denotes con-

catenation, which means the individual components are put next to each other in a

bit-wise manner and then applied to the hash function as a single input. Since the

arguments of the hash functions in (2.16) are different, and considering (2.15), we find

that each component in (2.16) has a different noisy term (similar to one-time-pad stream

ciphers [38]). So, this way, by using only one random symbol, we have concealed all the

information symbols in such a way that the adversary cannot recover them via linear

combination. The rest of the process is the same as current schemes: running a linear

transformation on m̃ and then sending the resultant vector through the network.

Note that in this scheme f(·) is known to all parties including the adversary, and we

have not used any cryptographic process. Furthermore, there is no need for senders and

receivers to do any kind of handshaking before starting data transmission in order to be

able to decode the data. Since the receivers know f(·), after recovering m̃ (feasibility

of recovery depends on the design of the network code), all information symbols can be

recovered by having a, which is the last component of m̃.

The main reason for using hash function is to generate different random symbols out
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of the only noisy symbol, a. Although the statement (2.15) is probabilistic, as long as the

probability of the event f(a, x1, · · · , xi) = f(a, x1, · · · , xj) for any distinct i and j (i.e.,

hash function collision probability) is not greater than the probability of having the same

outcomes for two independent uniformly distributed random variables selected from Fq

(i.e., 1
q ), then the security is as strong as using n− 1 independent uniformly distributed

random symbols for n− 1 information symbols in m̃ (i.e. One-time-pad stream cipher).

Typical hash functions and code fields satisfy this condition easily.

2.6.2 Security Analysis

Let ri , f(a, x1, x2, · · · , xi−2) for 2 ≤ i ≤ n − 1. Also assume r1 = f(a) and rn = a.

The output of a hash function with partially or completely unknown input has uniform

distribution over the hash function range. Furthermore, if a hash function has an input

variable with uniform distribution then its output will have uniform distribution of the

range. Knowing these facts, one can deduce that

Pr(ri) =
1

q
i = 1, 2, · · · , n. (2.17)

Let us denote the ith entry in the secured message vector, m̃, by x̃i. Therefore,

x̃i = xi + ri when 1 ≤ i ≤ n − 1 while x̃n = a. For every x̃i with 1 ≤ i ≤ n − 1,

since symbol ri solely depends on the random symbol a and all of the original data

symbols preceding symbol xi, the original data symbol xi and its corresponding masking

(noisy) symbol ri are statistically independent. Also, the result in (2.17) states that

every masking symbol ri has uniform distribution over the code field; hence,
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Pr(x̃i) =
1

q
i = 1, 2, · · · , n. (2.18)

The result in (2.18) indicates that every original data symbol in the secured message

vector is masked with uniform noise. Hence, if the attacker obtains an individual entry

of vector m̃, he will get nothing but noise. Now consider the situation in which the

attacker has tapped into k < n independent channels. His attack can be modeled as

below, where he establishes a system of equations in order to obtain a linear combination

of the meaningful data symbols:

B×C · m̃ = c · m̃. (2.19)

In (2.19), row vector B with k entries in it contains the random linear combination

coefficients picked by the attacker. Also, row vector c is the resultant vector obtained

by taking the linear combination of the rows of matrix C. Note that each row of matrix

C is an independent global encoding vectors that is wiretapped by the attacker. To

prove the algorithm security under this scenario, it is assumed that for “different” input

values, hash function f(·) generates “independent” output values. That is, since ri and

rj with i ̸= j are hash outputs for two distinct input sequences, they are statistically

independent. Hence, for every 1 ≤ i ̸= j ≤ n, we have Pr(ri/rj) = 1
q . Every entry

(except the last one) in vector m̃ is a summation of an original data symbol (xi) and its

corresponding masking symbol (ri); therefore, the linear combination in (2.19) can be

rewritten as below.

c · m̃ = L(m) + L(r) (2.20)
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In this expression, L(m) ∈ Fq denotes the arbitrary linear combination of the orig-

inal message symbols in message vector m, and r ∈ Fq is the symbol representing the

corresponding linear combination of the masking symbols. The proposed algorithm is

secure if every linear combination of the data symbols (computed by the wiretapper) is

masked by uniform noise. Let us expand L(r) as below.

L(r) =
n∑

i=1

ci · ri (2.21)

Since ri’s in (2.21) are i.i.d. with uniform distribution over Fq, their linear combina-

tion L(r) will have uniform distribution over the code field as well. This means L(m)

in (2.20) is masked by uniform noise and therefore the attacker is not able to obtain

any linear combination of the original message symbols and the algorithm achieves its

security gaol.

2.6.3 Algorithm Complexity and Efficiency Analysis

This security protocol is based on the use of typical hash functions in order to create

enough i.i.d. masking symbols for concealing the original data symbols. Since there is

no limit on the input size of a hash function while its output always remains within

the designated range, utilizing any ordinary hash function (such as SHA family) enables

us to generate different qualifying masking symbols by only assigning different inputs

to the hash function. The input argument for each masking symbol only depends on

one actual random symbol (called a) and data symbols preceding the current symbol.

Use of regular hash functions imposes some additional complexity to the transmission

process since they are usually multistage routines, however, the incredible flexibility
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and freedom that they offer compensates their computational burden. Note that two

common assumptions on the hash function are considered in this algorithm. One the

hypotheses is assuming independent outputs for distinct input values and the other

is uniform distribution for the output of an unknown input or an input with uniform

distribution over the domain. These two presumptions are the corner stone in the security

proof of the proposed protocol.

2.7 Algorithm D: A High-Throughput and Low-Complexity Secure

Linear Network Coding Protocol

In this section, a new scheme providing security against passive attackers in linear net-

work coding is proposed. Throughput efficiency, low algorithm complexity, and high

adaptability/applicability are the major design factors that are considered in this secu-

rity protocol. The proposal should seamlessly and easily integrate with any underlying

linear network coding without imposing any change to the routines and coding functions

that run at the intermediate nodes. A bijective permutation map defined over the code

field is utilized in this scheme in order to generate the randomness that is required for

masking the plain information symbols. The input arguments of the permutation map

are some of the plain data symbols and one random symbol that is picked by the source

node. It is shown that as long as the attacker does not have access to all the independent

channels, he can not obtain any linear combination of the plain information symbols.

Reducing data throughput by only one unit compared to the non-secure network code,

and avoiding the use of complex transformations such as cryptographic algorithms or

hash functions are the main advantages of the proposed security protocol.
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2.7.1 Threat Model and Security Requirements

The goal is to prevent an attacker (eavesdropper) who has full access to at most r ≤ n−1

arbitrary independent channels from obtaining any information about the original data

symbols in message vector m. The proposed security protocol has to be throughput-

efficient and low-cost. That is, the final data throughput after securing the original

message vector should be as close to the maximum value of n symbols per time unit

as possible. The low-cost and low-complexity requirement also compels the designer to

avoid the use of traditional cryptographic modules (such as hash functions) that require

extensive pre-transmission agreements and sequential multistage procedures.

2.7.2 Security Solution

According to the discussion in section 2.7.1, the three main requirements for the security

protocol are i) no information leakage to the wiretapper, as long as the number of

wiretapped independent channels is less than n; ii) minimum inflicted security overhead

(maximum data throughput); and iii) low algorithm complexity. In the following, the

proposed security scheme is described and it is shown that it meets all the above design

requirements.

In order to prevent the attacker from obtaining any linear combination of the compo-

nents in information vector m = (x1, x2, · · · , xn)T , we substitute xk in m with x̃k based

on the following formulation.
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x̃k = xk +
k−1∑
j=0

f (k−j) (a+ xj) k = 1, · · · , n− 1, (2.22a)

x̃n = a+ f
( ∑n−1

i=1 x̃i

)
(2.22b)

In (2.22), x0 = 0 and f (m)(·) denotes m times composition of permutation function

f with itself; for example f (3)(·) = f(f(f(·))). Also, symbol a ∈ Fq is a uniformly

distributed random symbol chosen by the source node. In Sec. 2.7.5, two different

implementation approaches for permutation function f are explained. Hence, the source

node sends out the secured information vector m̃ = (x̃1, x̃2, · · · , x̃n)T containing n − 1

hidden meaningful information symbols.

The concealed information is recovered at the sink node in a step-by-step fashion.

That is, after a sink node receives and decodes all the entries of vector m̃ (called network

de-coding), it executes the following Extraction Algorithm:

a) Recover the key (the noisy symbol a) by computing

a = x̃n − f(
∑n−1

i=1 x̃i).

b) Set x0 = 0 and i = 1.

c) Recover the meaningful symbol xi by computing

xi = x̃i −
∑i−1

j=0 f
(i−j)(a+ xj).

d) While i < n− 1, increase i by 1 and repeat (c);

otherwise exit the algorithm.

By following this recursive algorithm, all the meaningful information symbols are ex-

tracted from vector m̃. Note that all the arithmetic operations such as addition and
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multiplication, are defined and executed over the code field Fq.

2.7.3 Security Analysis

To verify the algorithm security, let rk ,
∑k−1

j=0 f
(k−j)(a+xj) for every 1 ≤ k ≤ n−1 and

rn , x̃n. Considering the facts that 1) random symbol a has uniform distribution over Fq,

2) function f(·) is bijective, and 3) the plain information symbols are i.i.d with arbitrary

distribution over the code field; one can infer that every argument a+xj (0 ≤ j ≤ k−1)

in rk as well as symbol rn is uniformly distributed over the code field. Moreover, for

every two distinct plain information symbols xi and xj , there is

∀d ≥ 1 : Pr
(
f (d) (a+ x)

)
= Pr (a+ x) , (2.23a)

Pr(a+ xi) =
1

q
, (2.23b)

Pr(a+ xi, a+ xj) = Pr(a+ xi) Pr(a+ xj). (2.23c)

Hence, ∀1 ≤ k ≤ n, rk is a summation of some mutually independent and uniformly

distributed random variables. That is,

Pr(rk) =
1

q
. (2.24)

For every plain information symbol xk, the corresponding rk (called masking symbol)

depends solely on symbol a and all the plain information symbols that precede xk; hence,

xk and rk for every 1 ≤ k ≤ n − 1 are independent. This fact along with the result in

(2.24) indicates that each original information symbol xk is added to an independent and

uniformly distributed random symbol in the proposed scheme. Adding the case of k = n
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in which Pr(x̃k = rn) = 1
q , this fundamental noise-masking procedure is summarized

below.

Pr(x̃k) = Pr(xk + rk) =
1

q
1 ≤ k ≤ n− 1, (2.25a)

Pr(x̃n) =
1

q
(2.25b)

The results in (2.25) indicate that obtaining any individual entry of vector m̃ does

not give the wiretapper anything but uniform noise.

Assume the attacker has wiretapped k < n independent channels and by taking a

linear combination of the tapped symbols, he is trying to attain a linear combination

of the plain information symbols. Let each row of matrix Bk×n be a coding vector

corresponding to one of the tapped channels. Let row vector c contain the arbitrary

linear combination coefficients chosen by the attacker. The attack is modeled as

c ·B · m̃ =c′ × (x̃1, x̃2, · · · , x̃n)T

=(c′1, c
′
2, · · · , c′n−1) · (x1, x2, · · · , xn−1)

T+

(c′1, c
′
2, · · · , c′n) · (r1, r2, · · · , rn)T

=L(m) + L(r). (2.26)

In (2.26), vector c′ represents the arbitrary linear combination of the tapped indepen-

dent coding vectors. As shown above, this linear combination can be decomposed into

two parts: a) the arbitrary linear combination of the plain information symbols, denoted

by L(m); and b) the corresponding linear combination of the noisy symbols, shown by

L(r). To achieve the required level of security, it is sufficient to have Pr(L(r)) = 1
q ,

which means any arbitrary linear combination of the plain symbols is still masked by a
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noise component (called L(r)) with uniform distribution over the code field. To verify

this, let us elaborate on vector c′. We know L(r) =
∑n

i=1 c
′
iri. For every c′i ̸= 0 one

has Pr(c′iri|c′i) = Pr(ri) = 1
q . Therefore from the wiretapper’s perspective, L(r) is a

summation of some mutually independent and uniformly distributed random variables.

This results in uniform distribution for L(r), i.e., Pr(L(r)) = 1
q . Hence, any arbitrary

linear combination of the plain information symbols, L(m), is masked with a uniformly

distributed random symbol, L(r), and therefore the security requirement is satisfied. In

other words, neither any individual entry nor any linear combination of the entries of m̃

reveal any information to the attacker.

2.7.4 Throughput Efficiency

Substitution of only one plain information symbol in the original information vector

(m) with one noisy symbol (a) is all the throughput reduction paid to ensure the data

security in our scheme. This means instead of the maximum value of n symbols per

time unit, the source node delivers n − 1 meaningful information symbols to each sink

node during each time slot. As described, conventional cryptographic security schemes

do not require this substitution but they have much higher computational and hardware

complexity. In our scheme, symbol a can be interpreted as the key which is securely

hidden in the transmitted information vector m̃; thus, each data packet carries its own

key. This considerably simplifies the communication since the need for a trusted third

party to execute the entire key management process is eliminated. It also enables the

source node to change the key as frequent as it generates new packets (new information

vectors) without imposing additional complexity to the system.
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2.7.5 Algorithm Complexity

Utilizing a light-weight permutation map instead of employing computationally expen-

sive cryptographic algorithms in order to ensure data security is quite advantageous.

The permutation can be implemented as a look-up table with two rows and q columns,

where q is the code field size. The input-output assignment is chosen randomly and any

assignment is acceptable except identity relationship (i.e., f(x) ̸= x). An example of a

possible permutation map for q = 11 is shown in the following table.

Table 2.1: A Permutation Map Over F11 Realized as A Look-Up Table

x 0 1 · · · 10

f(x) 3 8 · · · 2

Another simple way of implementing the permutation map is an affine function with

two constant parameters s and t where s, t ∈ Fq and s ̸= 0. To exclude the identity

permutation case, if t = 0, then s ̸= 0, 1. In other words, the permutation function f(·)

is defined as

f : GF (q)→ GF (q)

u 7→ su+ t. (2.27)

Note that the security does not depend on the privacy of function f(·), and therefore

all the parties including the attacker may know this function.

In the next two sections, two closely related security algorithms will be introduced.

Same as before, in addition to complete satisfaction of the security requirements, pre-
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serving the data throughput and keeping the algorithm complexity as low as possible are

the main secondary design factors that are considered in these security protocols.

2.8 Algorithm E: An Improved Hash Function based Security Scheme

for Linear Network Coding

This security protocol counteracts passive attackers (i.e., eavesdroppers) in data networks

that use linear network coding as their data routing scheme. In the following, the threat

model and the security demands that are expected to be completely met are explained.

Then, the proposed protocol and its security analysis are given in detail.

2.8.1 Threat Model and Problem Statement

Secure transmission of information vector m from the source node S to each element

of set R via network G with minimum data overhead and low complexity is demanded.

The security level shall be such that the plain data symbols are protected against any

information leakage. That is, the attacker is not allowed to obtain any linear combination

of the plain symbols. The attacker is assumed to have full access to the maximum of

n − 1 (out of the total of n) independent channels. Since in linear network coding

every channel, in addition to the network-coded symbol, carries a vector containing the

linear coefficients corresponding to the coded data symbol on that channel, the attacker

is assumed to have these coefficient (appended) vectors as well. In other words, the

inner multiplication of the appended vector and the original message vector yields the

network-coded symbol corresponding to that appended vector. The applied network

coding protocol and the coding vectors as well as any function used for the security
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purposes are known to the attacker and he has arbitrary access to at most n− 1 linearly

independent network channels.

2.8.2 Description of Algorithm

To satisfy the security requirement, this algorithm utilizes a typical hash function de-

noted by f(· ). Hash functions are one-way functions with virtually unlimited input size

and fixed output size [38]. Theoretically, the fact that a hash function domain is much

larger than its range makes the possibility of collisions in the output a definite case;

however, for hash functions that are suitable for security purposes, finding these colli-

sions are computationally infeasible. In this algorithm, each plain information symbol

in vector m is concealed by adding a uniformly distributed random symbol to it. The

entries of secured information vector m′ = (x′1, · · · , x′n)T are generated as shown below.

x′1 = x1 + f(a)

x′i = xi + f(a, x1, · · · , xi−1) i = 2, · · · , n−1,

x′n = a+ f(x′1, · · · , x′n−1) (2.28)

In this formulation, a is a random symbol with uniform distribution over the code

field, and it is chosen by the source node. Separation of the input arguments with

commas in the hash function indicates concatenation of the input symbols. That is,

f(x1, x2) means two symbols x1 and x2 are put next together (bit-wise) and then the

entire resultant string is fed into the hash function as the input argument. We call each

hash output in (2.28) a masking symbol. After masking the plain symbols and generating
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vector m′, the source node directly sends out the entries of this vector through the

network. In this algorithm, since each plain symbol is already concealed inm′, as opposed

to many existing works, there is no need for applying a final linear transformation on

vector m′. Note that every plain symbol as well as symbol a and all the hash outputs

belong to the code field Fq, and therefore all the arithmetic operations such as additions

and multiplications are defined over this field.

2.8.3 Security Analysis

The main idea in this algorithm is to mask every plain symbol xi with a random noisy

symbol while throughput reduction is minimized. Two different scenarios can be con-

sidered as the possible security threats. First, when any individual entry of vector m′

is captured by the wiretapper, and second, once a linear combination of the entries of

vector m′ is obtained by him. For the first scenario, we need to prove that every plain

information symbol (i.e., xi) in vector m′ is masked by uniform noise. The range of

hash function f(· ) is the code field, also according to hash functions properties [38], it

is assumed that as long as the hash function input is not completely known, the hash

function output will have uniform distribution over its range. Since the noisy symbol a

and other appended plain symbols (i.e., xi’s) in the hash inputs in (2.28) are unknown

to the wiretapper, there is
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Pr (f (a)) =
1

q
,

Pr (f (a, x1, · · · , xi)) =
1

q
, 1 ≤ i ≤ n− 2,

Pr
(
a+ f

(
x′1, · · · , x′n−1

))
=

1

q
, (2.29)

where q is the code field size. Moreover, the fact that for every 1 ≤ i ≤ n−1, the masking

symbol corresponding to xi is only a function of symbol a and all the preceding xi’s,

guarantees that every xi and its masking symbol are statistically independent. For the

last symbol in m′, the random symbol a is added to a hash output, and since the input of

the hash function has components that are independent of symbol a, the two summand

terms in x′n are independent while each one has uniform distribution over Fq. Hence,

x′n has uniform distribution over the code field, as shown in (2.29). The independency

between each xi and its corresponding making symbol (as described above), along with

the results obtained in (2.29) implies that

∀1 ≤ i ≤ n : Pr(x′i) =
1

q
. (2.30)

Therefore acquiring any individual entry of vector m′ does not give the wiretapper

anything but noise. For the second scenario in which the wiretapper achieves a linear

combination of the entries of vector m′, it suffices to show that any nonzero linear

combination of the masking symbols in vector m′ will still have a uniform distribution

over the code field. Denoting the ith masking symbol by ri and expanding the masking

symbol definition to the last entry of m′, we have
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r1 = f (a) ,

ri = f (a, x1, · · · , xi−1) , i = 2, · · · , n− 1,

rn = x′n. (2.31)

Since for every two distinct masking symbols such as ri and rj their respective hash inputs

are different, the masking symbols are independent. Therefore, the facts that a) each

masking symbol has uniform distribution over the code field (as shown in (2.29)), and

b) different masking symbols are statistically independent, derive the following result:

∀(d1, · · · , dn) ∈ Fn
q , (d1, · · · , dn) ̸= 0 :

Pr

(
n∑

i=1

diri

)
=

1

q
. (2.32)

Every linear combination of the entries of vector m′, denoted by D, can be stated as

D =
n∑

i=1

dix
′
i =

n−1∑
i=1

dixi +
n∑

i=1

diri , L(m) + L(r), (2.33)

in which L(m) and L(r) indicate the linear combination of the original n − 1 plain

information symbols and that of the masking symbols, respectively. As shown in (2.32),

L(r) is a random symbol with uniform distribution, therefore L(m) in D is masked

by uniform noise. This shows that any arbitrary linear combination of the symbols in

vector m′ does not reveal any information about xi’s to the wiretapper, and therefore

the security of this protocol is proved.
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At the receiver side, due to code feasibility, every node in set R can simply decode

its received symbols and obtain vector m′. Then, following the Extraction Algorithm

below, the original plain information symbols are recovered from m′.

Extraction Algorithm

1. Find a = x′n − f(x′1, · · · , x′n−1)

2. Compute x1 = x′1 − f(a)

3. Set xi = x′i − f(a, x1, · · · , xi−1) for i = 2, · · · , n− 1

2.8.4 Algorithm Efficiency and Complexity

Data throughput in this algorithm is equal to n−1, and it asymptotically approaches the

maximum value as the length of the message vector increases. On the other hand, the

reduction of only one symbol in throughput in order to offer the provided level of security

is acceptable. Many exiting schemes offering same level of security require much more

throughput reduction than one symbol. Use of hash function imposes some additional

computational complexity to the scheme, however, since the size of a hash function input

is unlimited while its output remains within the code field, it gives us the possibility of

generating different and independent random symbols by adding more data symbols to

the hash function input argument.
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2.9 Algorithm F: A Throughput-Efficient and Light-Weight Secu-

rity Protocol for Linear Network Coding

In the previous algorithm, the required randomness was generated using an actual ran-

dom symbol along with a hash function and some of the plain information symbols.

Since hash functions are usually multistage and complex modules, use of a typical hash

function can considerably slow down the data transmission process. To alleviate the

computational burden imposed by the hash function, in this algorithm a new way of

generating necessary randomness is proposed.

2.9.1 Description of Algorithm

Same as the previous scenarios, the goal is to send the plain information symbols from the

source node to the sink nodes without leaking any information to the wiretapper provided

that the number of the compromised independent channels is less than n. The idea of

maximally preserving the throughput as in the previous algorithms is also considered

here. To generate the required random symbols, a uniformly distributed random symbol

called a is chosen by the source node; however, in this scheme a simple bijective function

such as a permutation map, denoted by p(· ) and defined over the code field, is utilized

to generate the masking symbols, ri, based on the following formulation.

ri = p(a+ x0 + · · ·+ xi−1), i = 1, · · · , n− 1, (2.34a)

rn = x′n = a+ p(x′1 + · · ·+ x′n−1), (2.34b)
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where x0 = 0. The bijective permutation map can be easily implemented as a two-row

look-up table. A good example for function p(· ) over code field F11 is illustrated in the

table below. To avoid canceling the effect of random symbol a when arbitrary linear

combinations of the entries of vector m′ are taken, the bijective function should not have

an affine format. We will explain this in greater detail in next section.

Table 2.2: A Secure Permutation Map over F11

x 0 1 · · · 10

f(x) 3 8 · · · 2

2.9.2 Security Analysis

We show that any arbitrary linear combination of the entries of vector m′ does not reveal

any information about the plain symbols to the wiretapper assuming he has tapped into

less than n independent channels. Let us denote the input argument of function p(· ) in

(2.34a) by a + si, where si ,
∑i−1

j=0 xj . Considering the facts that a) xi’s are i.i.d with

uniform distribution over Fq, and b) for any x ∈ Fq, the bijection property of function

p(· ) offers Pr(p(x))≡Pr(x); we have

Pr(ri) =Pr (a+ si) =
1

q
1 ≤ i ≤ n− 1 (2.35a)

Pr(rn) =Pr

(
a+ p(sn +

n−1∑
i=1

ri)

)
=

1

q
. (2.35b)

For every 1 ≤ i, j ≤ n− 1, where i ̸= j, let ∆(i, j) , smax(i,j) − smin(i,j). Therefore,
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∆(i, j) = ∆(j, i) =

max(i,j)−1∑
k=min(i,j)

xk, (2.36)

and consequently,

for i > j :

Pr (ri/rj) =Pr (a+si/a+sj)

=Pr (a+sj+∆(i, j) /a+sj)

=Pr (∆ (i, j) /a+sj)=Pr (∆ (i, j))

=
1

q
, (2.37a)

for i < j :

Pr (ri/rj) =Pr (a+si/a+sj)

=Pr (a+si/a+si+∆(i, j))

=Pr (a+si+∆(i, j) /a+si)×
Pr (a+si)

Pr (a+sj)

=Pr (∆ (i, j) /a+si)=Pr (∆ (i, j))

=
1

q
. (2.37b)

Furthermore, ∀1 ≤ i ≤ n− 1,

Pr (rn/ri) = Pr

(
a+ p(sn +

n−1∑
k=1

rk)/ri

)
=

1

q
, (2.38a)

Pr (ri/rn) = Pr (rn/ri)
Pr (ri)

Pr (rn)
=

1

q
. (2.38b)
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The results in (2.35), (2.37) and (2.38) indicate that every two distinct masking symbols

such as ri and rj are statistically independent and each of them has uniform distribution

over Fq. This implies that each plain information symbol such as xi in x′i is securely

concealed by a random noisy symbol with uniform distribution. More importantly, it

indicates that L(r) has uniform distribution over the code field, and therefore L(m) is

masked by uniform noise. This proves the security of this algorithm. Now consider a

linear combination of the entries of vector m′. In this case, L(r) as any arbitrary linear

combination of the masking symbols, has the following expanded form:

L(r) =

(
n−1∑
i=1

dip (a+ si)

)
+ dn

a+ p(

n−1∑
j=1

x′j)

 (2.39)

As mentioned, an affine format for the permutation map imposes potential security

risk on the algorithm. That is, if p(x) = Ax + B for any A,B ∈ Fq where A ̸= 0, then

L(r) in (2.39) will be rewritten as

L (r) =

(
n−1∑
i=1

di (A (a+ si) +B)

)
+

dn

(
a+A

(
n−1∑
i=1

(xi +A (a+ si) +B)

)
+B

)

= a

((
(n− 1)A2 + 1

)
dn +A

n−1∑
i=1

di

)
+K, (2.40)

in which K, as a parameter that is independent of symbol a, represents a linear combina-

tion of the plain symbols plus a known constant. By knowing A, coefficients {d1, · · · , dn}

can be chosen such that the coefficient of symbol a in (2.40) is set to zero and therefore

a will be eliminated from L(r). That is, if p(·) has affine format then the wiretapper
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can breach the system security and obtain a linear combination of the plain information

symbols plus a known constant by adjusting his linear coefficients. Therefore, any affine

format for function p(· ) should be avoided.

As to recovering the original data symbols, since the applied network coding is feasi-

ble, every node in R is able to decode its received symbols and obtain vector m′. Then,

using the following algorithm, the original plain information symbols are recovered from

vector m′.

Decoding Algorithm

1. Find a = x′n − p(x′1 + · · ·+ x′n−1)

2. Set xi = x′i − p(a+ x0 + · · ·+ xi−1) for i = 1, · · · , n− 1

2.10 Comparison of the Proposed Protocols

In this section, we will comprehensively compare the security protocols proposed in this

chapter with each other as well as with other relevant exiting schemes. In our compari-

son, the level of provided security, the throughput efficiency, the algorithm complexity,

and the amount of undesired impact on the underlying network are considered as the

comparison measures.

2.10.1 Comparing the Proposed Algorithms with Each Other

Algorithm A solely relies on the innate security offered by the linear network coding

operations at the intermediate nodes. There is absolutely no extra transformation or

additional procedure of any type involved in this scheme. That is, neither any of the
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intermediate nodes nor the source nodes need to employ any additional module or func-

tion more than the regular linear network coding in order to secure the data connection

in this scheme. The only difference between a network which uses this security protocol

and a non-secure standard linear network code is that the intermediate nodes in the

secured linear network code have to be more careful about the global encoding vectors

that they put out on their outgoing channels. That is, as long as the outgoing symbols

at an intermediate node are not mere multiples of the individual meaningful data sym-

bols, the linear network code is secure. Hence, every intermediate node, along with the

source node, has to check the merit of its output coding vectors before actually sending

(forwarding) its symbols. The important point about this protocol is that the security is

obtained probabilistically. It means that under some specific conditions, an intermediate

node may not be able to find the right (i.e., secure) global encoding vectors for some

or all of its output channels. As it is shown, the likelihood of this adverse situation

drastically diminishes as the size of the code field or the length of the message vector

increases. Reducing the number of the independent channels that are attacked by the

wiretapper also increases the chance of a successful (secure) linear network coding at

intermediate nodes. Note that this security protocol is seamlessly applicable to random

or centralized linear network coding. The only difference is that when a centralized lin-

ear network coding is employed, the entity who is in charge of generating and assigning

global encoding vectors to the network channels has to check the validity of its created

vectors before assigning them to the channels. Compared to Algorithm A, Algorithm B

offers unconditional (deterministic) security. In other words, as long as the eavesdropper

does not have access to all the independent channels in the network, the data is secure.

Unlike Algorithm A, in Algorithm B the linear network coding operations at the in-

termediate nodes remains intact and unchanged compared to the non-secured network.
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The only difference between a linear network code that is secured using Algorithm B

and one that is non-secured is that in the former case the source node breaks down each

data symbol into its constructing sub-symbols and then considers all the sub-symbols of

the original data symbols that have same index number as a new data symbol. In other

words, the original data symbols are laid in the message matrix vertically but they are

sent horizontally. This method which is called “interleaving the message vector” helps

the source node to conceal each original data symbol from the wiretapper by distributing

it all over the message vector. Obviously, Algorithm B does not require the intermediate

nodes to perform any kind of additional processing more than the regular linear net-

work coding operations. Hence, the two features of a) unconditional security, and b)

no impact on the underlying network coding contrast Algorithm B and Algorithm A.

The common point of these two algorithms is that they both avoid use of any auxiliary

function (cryptographic or non-cryptographic) at any network entity in order to secure

the data transmission. Because of this important property, one can classify these two

security protocols as a different group than the rest of proposed methods in this chapter.

Algorithm C and Algorithm E are also closely related. In both schemes a typical hash

function is used to generate independent masking symbols with uniform distribution over

the code field. As mentioned, the fact that a hash function’s input can be of any size

and with any length while the function’s output stays within the determined range offers

us the opportunity to create different and independent (uniformly distributed) random

symbols by only using some of the original data symbols along with an actual noisy

symbol. These two scheme both provide strong security as long as the attacker does

not have access to all the n independent channels; however, Algorithm E has an extra

security feature: it adequately conceals the chosen random symbol, a, in the secured

message vector. In other words, in Algorithm C, if a wiretapper somehow acquires
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the last vector entry of the sent message then he will in fact obtain the key symbol a.

Knowing this symbol can help the adversary to recover some of the meaningful data

symbols under some specific circumstances. For example, if the eavesdropper acquires

the last symbol and the first symbols of the secured message vector in Algorithm C, then

he will be able to recover meaningful data symbol x1. If he also has the second entry of

the secured message vector then he can obtain the second original data symbol x2 as well.

This clearly indicates the importance of properly concealing the uniform random symbol

a. In Algorithm E, this security flaw is fixed such that obtaining any individual entry

of the secured message vector does not give the attacker any information about symbol

a. As explained, since symbol a has a pivotal role in generating the masking symbols,

acquiring it can ease finding the other meaningful data symbols (or a linear combination

of them) for the attacker. The algorithm complexity and throughput efficiency for these

two schemes are quite similar. They both reduce the data throughput by only one unit

(i.e., reducing it from n to n − 1 symbols per transmission) and both of them follow

similar sequence of computations in order to secure the original message vector.

Use of bijective functions as an alternative to hash functions is proposed in Algo-

rithm D and Algorithm F. Since the bijective function in these two algorithms is defined

over the code field, the domain and the range of the function are the same. Hence, unlike

the case of using hash functions, we are limited in the size and the length of the function

input argument. In Algorithm D, besides using different original data symbols and an

actual noisy symbol, the idea of function self-composition is utilized to create distinct

and independent masking symbols. On the other hand, Algorithm F simply suggest to

add a new data symbol to the previous input argument of permutation map in order

to build the current input argument. Comparison of these two security protocols shows

that they both reduce the data throughput by only one unit per transmission; they both
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do not require any change or alteration in the process and procedure executed at the

intermediate nodes; they both use a simple permutation map over the code field as the

bijective function; and they both have a fairly simple structure with minimal impact

on the underlying network. The difference is that since Algorithm E executes the per-

mutation map several times per symbol in order to generate the corresponding masking

symbol, it has slightly higher computational complexity and delay.
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Chapter 3: Counteracting Active Attacks in Linear Network Coding

3.1 Introduction

Any malicious activity or attack in a cyber-environment such as a data network fits

in either active attack or a passive attack categories. In passive attacks, an attacker

tries to break the confidentiality of the data. In other words, in this class of attacks,

the attacker is not able (or interested) to change the content of the data packets to

which it has illicitly acquired the access. In stead, he only sees the content of data and

possibly takes a copy of it. Wiretapping or eavesdropping are good examples of this

attack category. As we discussed in the previous chapter, to counteract passive attackers

and to protect data secrecy (confidentiality) in linear network coding, one can utilize the

inherent security features of linear network coding and design security protocols that are

considerably simpler, faster, and more efficient than conventional cryptographic methods.

For instance, using protocols offered in the previous chapter enables us to secure a linearly

network coded connection with minimal throughput reduction and minimal impact and

complexity imposed to the system. In this chapter, we will focus on the active attacks

in linear network coding, and propose a new way for protecting the network against this

type of attackers.

In active attacks (also know as Byzantine attacks), the attacker’s goal is not only

acquiring access to the protected data but also gaining the ability to change the content

of the protected data in the way he wants. In other words, the attacker targets not only

the data confidentiality but also the data integrity. Attacks from this class, compared to
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passive attacks, is remarkably more destructive and therefore counteracting them require

more intense and comprehensive methods. In the following section, a brief review on some

of the existing schemes providing security against Byzantine attackers in linear network

coding is given. After the review, our proposed security protocol will be deliberately

explained.

3.2 Related Works and Existing Schemes

The subject of active attacks in linear network coding and how to effectively counteract

them has been increasingly considered in recent literatures. Due to the particular nature

of network coding which is mixing up the data packets as they travel through the network

and changing/evolving the content of each data packet, the traditional digital signature

schemes which are mainly based on the cryptographic algorithms are not applicable.

That is, since digital signatures or hash values in traditional applications are derived

and computed based on the original message vector, any entity in the network who

does not have access to the original copy of the message vector will not be able to

verify the signature. That means in a network coding based network, since intermediate

nodes cannot necessarily decode their received data and recover the original message

vector, they are unable to check the authenticity and validity of the message vector.

Moreover, since the content of data packets constantly changes throughout the network,

distinguishing bogus and invalid data from genuine ones using conventional methods is

impractical. Hence, creating authentication verification algorithms that are suited for

linear network coding is imperative.

Generally, the class of anti-Byzantine attack schemes for linear network codes as a

whole can be divided into three major categories: a) security algorithms that offer a
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means to detect the occurrence of an active attack (i.e., inflicted pollution) at the inter-

mediate nodes or at the sink nodes in linear network coding. These schemes are usually

the simplest case and they are mainly based on conventional cryptographic methods

such as null keys in [1], homomorphic hashes in [33], digital signatures and homomor-

phic message authentication codes in [6], or message authentication codes in [41]; b)

anti-active attack schemes which detect the pollution and also correct the inflicted er-

rors at the sink or intermediate nodes using the embedded redundancy in decoded data

packets (e.g., see [7,12,23,26,29,47]); and c) algorithms that upon detection of an active

attack, they identify the malicious nodes location (i.e., spot the polluters) and isolate

them from the rest of the network. Works delivered in [11,24] are examples of this class

of anti-pollution security schemes. Each of these classes has its own advantages and ap-

plications. For example, in cases where active (pollution) attacks rarely happen or due

to the ample size of the network or lack of resource availability implementing more com-

plicated schemes such as error correcting or attacker locating algorithms is not feasible,

the first class of attacker detecting protocols are quite useful. On the other hand, the

fact that in the first class (i.e., the pollution detection schemes) once the occurrence of an

attack is detected, the contaminated packets at the detecting node (whether it is an in-

termediate node or a sink node) will be discarded which causes throughput degradation.

In the second class, the algorithm tries to correct the polluted data packets instead of

asking for resends or ignoring the corrupted packets by disposing them. Clearly the third

class of algorithms offers the most comprehensive solution. In this class, the root-cause

is the focus of algorithm such that by locating the coordinates of the polluting nodes,

they are disconnected from the network and therefore the source of pollution is removed

from the network permanently. In the following, a brief review on some of the existing

algorithms which detect, correct, or even locate Byzantine attackers is given.
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In [11], a network using linear network coding as the applied routing scheme and

equipped with a subspace network error correcting code is considered. The goal is to

locate the active (Byzantine) attackers who pollute their output vectors, and that is

demanded in addition to correcting the contaminated data vectors received at the sink

nodes. Two different cases are considered in this reference; first, when there is only one

single polluter in the network, and second, when there are multiple independent attackers

who inflict bogus data into one or more of their outgoing channels autonomously. Their

work is a continuation of their previous works presented in [10,16] where it is shown that

using the subspace properties of a random linear network code enables one to obtain

some information about the network topology and the interconnections between the

intermediate nodes. The main idea in this work is to determine the location of an active

attacker in the network by analyzing the contaminated vector subspaces arriving at the

destination nodes. For the single attacker case, they have offered an algorithm that can

locate the polluter within at most two nodes of uncertainty. However, for the case of

multiple attackers, it is shown that their proposed algorithms are not as accurate. The

work in [11] assumes some restrictive stipulations such as sink nodes having access to

the subspace sent originally by the legitimate source nodes; sink nodes being able to

detect the occurrence of active attack and correct the inflicted errors; availability of full

knowledge about the network topology. It also assumes that the message symbols are

mutually independent, and all the erroneous symbols injected into the main data stream

by the attacker are also independent of the message symbols.

Inspired by the alike works such as [11], the scheme proposed in [28] targets active

attackers in random linear network coding and tries to exactly spot and identify all

the (possibly colluding) polluters in a network while it imposes low computational and

communication overhead. To support their idea, it is assumed that every node in the
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network is directly connected to a single controller node who knowes the entire network

topology as well as the vector space generated by the source node data vectors. It is also

assumed that each node in the network knows the true identity of its neighbors which

is reflected by an identifier parameter assigned to each node. Another assumption is

that every node in the network is equipped with a pair of keys where one of them is

private and the other one is public. The controller entity also has its own pair of public

and private keys. Each node has an authentic copy of the controller’s public key and

the controller has an authentic copy of each node’s public key. These keys are used for

authenticating the tags and reports generated by each node and sent to the controller.

A typical symmetric-key cryptographic system is also used in this scheme. The gist

of this algorithm is that if a node is injecting invalid data into the main data stream,

then the vector subspace to which the bogus data belong is distinctly different than

that of the valid data. Forcing each and every node in the network to report its input

vector subspace to the controller node, the attacker can be located by the controller

upon comparing the reported subspaces with the authentic one at the controller node.

To prevent then nodes from lying about their incoming subspaces, this algorithm uses a

non-repudiation scheme similar to the one in [24].

To provide the capability of pollution detection in linear network coding, authors

of [44] proposed an algorithm that is based on polynomial hash functions. The scheme

simply suggests to append an extra hash symbol to each original data symbol vector

at the source node before network-coding it. The hash symbol is computed using the

sub-symbols of each original data symbol. They have shown in this article that their

scheme is low in computational complexity and has a high probability of detection such

attacks at the sink nodes.

Adversaries with different attacking capabilities are considered in [12] where for each
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group of attackers, an algorithm combating the pollution attack is proposed. That is,

when attackers are able to wiretap into all the network channels and also pollute up to z

network channels, there is an algorithm that offers a secure transmission rate which is 2z

less than the maximum throughput enforced by the network topology. If the attackers

are more limited in wiretapping the network channels then the secure transmission rate

is reduced by z units instead 2z. It is shown that their algorithms provide information-

theoretic security in polynomial time, while they do not require knowledge about the

network topology or modification at the intermediate nodes. This work considers the

attacking polluters as some secondary data sources who send their (bogus and invalid)

data to the sink nodes. Hence, the information received and decoded at a sink nodes is

in fact a linear combination of the data send by the licit source as well as the data from

the illicit polluters. The critical question of how a sink node can distinguish between the

legitimate data and the bogus after decoding it is answered by adding some redundancy

to the original data at the legal source nodes. The added redundancy is designed such

it satisfies some criteria and measures at the sink nodes, and since the attackers are

assumed to be unable to make their bogus data pass this test, the valid data is separated

from the invalid data.

A network-coding-based peer-to-peer streaming network that is used for multimedia

applications is considered in [24]. The security scheme is designed to locate all the

polluting nodes in the network. To this end, after decoding the received network-coded

data, each sink node verifies the validity and authenticity of its received data by checking

whether it matches a particular format of video stream data packets. If the data does

not match the standard and expected format, then the sink node sends an alert signal

to the network servers which trigger the process of identifying and locating the polluter

nodes. Upon the receipt of an alert signal, the servers generate a checksum based on
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the original data packets and then send (broadcast) the checksum packet to all the

network nodes. The checksum helps the network nodes to identify which neighbors of

them have been sending out corrupted data. To prevent malicious nodes from lying

about their behavior when they send reports to the servers about the suspicious nodes,

a non-repudiation scheme based on hash functions is used in this algorithm. The main

requirements and the prerequisite supporting tools on which the security scheme in this

reference relies are pairs of public and private keys for each server node; a trusted PKI

to manage and securely distribute such keys to every network node; a light-weight and

secure hash function used to provide the non-repudiation feature; a pool of secret keys

shared between each node and all of its neighboring nodes; a direct secure connection

(subliminal channel) between each network node and the server (controller or supervisor)

nodes; and a typical symmetric-key cryptographic module.

The authors of [20] propose a signature-based anti-active attack scheme which enables

the intermediate nodes to detect and discard the polluted packets. Since the algorithm

is meant to be applicable to linear network coding, the employed signature scheme is a

homomorphic function allowing the nodes to generate valid signatures for the legitimate

data packets without knowing the secret used by the source to generate the initial signa-

ture. Another alternative scheme using a simpler and lighter signature function is also

proposed in this reference that is intended for resource-constrained applications such as

wireless sensor networks. The idea of using homomorphic hash functions to generate

tags (i.e., signatures) that can be linearly combined at the network nodes and produce

valid tags is also suggested in [14]. In this work, the network has multiple source nodes

and the attackers are assumed to be able to not only take over some of the intermediate

nodes but also compromise some of the source nodes.

The overwhelming adverse effect of active attacks in linear network coding is studied
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in [21]. It is shown that even for a very small amount of pollution injected into the output

data at a network node, the probability of sink nodes not being able to recover the original

data symbols is remarkably high. The digital signature used in this reference is based on

the discrete logarithm theory and it enables the middle nodes to simply generate valid

signatures for their output data.

Two criticizing tutorials published in [39, 40] deliver analytical studies on some the

existing security protocols that are designed to thwart and battle active attackers in

linear network coding. The drawbacks and weak points of each algorithm is clearly

described in these references and an alternative algorithm is also proposed.

Use of linear network coding in ad-hoc and vehicular networks is considered in [5].

In this type of networks, the topology and the number of nodes which participate in the

data transmission process changes dramatically over short periods of time. Citing the

work in [15], this reference ( [5]) states that using network coding in vehicular networks

can noticeably improve the performance of the network with regards to the cooperation

between the nodes (i.e., vehicles) as well as the delay in file distribution/transmission.

To thwart malicious nodes who pollute the file pieces passing through them, a method

similar to the one presented in [33] is proposed in [5]. That is, the source appends an

extra block, called the pollution block, to each original data packet and then includes

a message authentication code (MAC) corresponding to the pollution block. In other

words, in this scheme, two additional parts are added to each original data symbol:

a pollution block which acts as mere noise and meaningless filling; and a MAC block

which is the authenticating code corresponding to the added pollution junk. Hence, the

source node intentionally corrupts the data packets before applying the network code. To

“generate” the polluting blocks, source nodes use secure random checksums as described

in [33], and in order to sign the pollution blocks, they utilize a homomorphic hash
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function. At a sink node, after decoding the received network-coded data if pollution is

detected in the received data, the sink node identifies the pollution type by checking the

compatibility between the MAC associated with the pollution block and the content of

the pollution block. If the pollution and its MAC match then the sink node concludes

that the pollution is intentionally added by a genuine source node and therefore it accepts

and recovers the data from the decoded symbol. However, if the MAC and pollution

blocks do not pass the compatibility test then the sink node infers that the symbol is

polluted by a malicious active attacker and hence it discards it.

The problems of preserving anonymity and counteracting polluting nodes in a peer-to-

peer file sharing networks is studied in [8]. It is stated that using random linear network

coding enables the network to efficiently satisfy both of these two requirements. Same as

many other papers that target active attackers in linear network coding, homomorphic

hash functions are utilized in this reference in oder to generate tag (or identifiers) for

data packets such that by combining them a valid tag is created. In addition to hash

functions, regular cryptographic modules are also used to share secrets between node

pairs. In [4], anti-active-attacks in linear network coding are classified in three groups

such as: end-to-end error correction schemes, packet-based Byzantine detection, and

generation-based Byzantine detection schemes. It is shown that if the probability of

active attack occurrence is high then by using attack detection schemes (the second and

third groups) and dropping the corrupted packets as soon as the are detected the overall

throughput is improved. That is the case because by dropping the affected packets

promptly upon their detection, the network nodes only code and forward genuine and

clean packets making the sink nodes to perform the lighter procedure of erasure correction

instead of more complicated process of error correction. However, it is also showed in

this work that within the category of high active attack probability, for relatively higher
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attack likelihoods the packet-based approach is superior from bandwidth point of view

while for relatively lower attack probabilities the overhead caused by signing the packets

becomes high and therefore the generation-based schemes are preferred. A trade-off

between these two approaches is also given in this reference.

The scheme in [45] assumes two different groups in a linear network coding based

network: nodes that participate in linear network coding process, and nodes that just

forward their received symbols without applying any change in them. Nodes participat-

ing in coding process sign their outgoing packets while forwarding nodes do not sign their

packets before forwarding them out. Every node (whether it is coding or forwarding)

checks the signature in its received symbols and upon detection of any mismatch, which

indicates active attack occurrence, they send a “bad link signal” to the source reporting

the link associated with the corrupted symbol. In future transmissions, the bad links are

avoided. Various situations regarding the attackers ability and their cooperation level is

studied in this work and it is shown using the bit-level traceback algorithm proposed in

this work is capable of locating the active attackers in the network.

In [27], a security scheme for linear network coding is suggested that is able to securely

send C−J−Z symbols of information from the source to the sink nodes without leaking

any information to the adversary in a network with C, J , and Z as the network overall

capacity rate, the rate of jammed data, and the rate of eavesdropped data, respectively.

The only change imposed in the network to make it secure is at the source and the sink

nodes; hence, the process of securing the data is oblivious to the intermediate nodes as

they execute the same coding operations as they would do in the non-secure case.
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3.3 Proposed Algorithm

As mentioned earlier, protecting data integrity in every network is more complicated

and challenging than protecting data confidentiality in the same setting. Integrity and

confidentiality are basically two independent security issues such that a security protocol

may offer one of them but not the other. For example, digital hashing is a well-known

and widely used integrity-protecting method while it typically does not offer or provide

protection for secrecy and data confidentiality. On the other hand, many conventional

cryptographic-based algorithms such as DES and AES are solely designed to provide

data secrecy while integrity of data is not their main concern. Same situation is true

when linear network coding is the applied data routing policy in a network. That is,

some security protocols merely provide data confidentiality in linear network coding

(such as the ones we proposed in the previous chapter) while other schemes are used

to protect linear network codes against integrity threats. A security protocol which

counteracts active (Byzantine) attackers in linear network coding has more auxiliary

network entities, sub-routines, and procedures and it also considers more particular

assumptions. The auxiliary network entity refers to any added element or entity in the

network that is not originally included in the network structure in the non-secure case.

In the previous chapter, where only concealing the content of each message vector was

the security goal, we showed that by substituting only one meaningful data symbol with

a random noisy symbol strong security can be achieved. In anti-passive attack schemes

delivered previously, for the most part, the network setting, the running procedures at

various network nodes, the underlying linear network coding, and the intermediate nodes

agenda would remain the same as non-secured linear network code. However, when a

linear network code is secured against active attackers usually the network structure, the
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employed linear network code, and the routines performed at the source, intermediate,

or destination nodes is a changed. In the following, a new security protocol suited to

effectively counteract active attackers in linear network coding is proposed.

This scheme has a multi-tier and hierarchical structure in which the entire network

is partitioned into several disjoint and exhausting (non-overlapping) districts. All the

intermediate nodes in the network (i.e., nodes in V \{S ∪ R}) constitute the first tier

denoted by T (0). Next, T (0) is sectioned into s0 disjoint and non-overlapping districts

each denoted by D
T (0)
i for 1 ≤ i ≤ s0. The nodes in D

T (0)
j are paired to an “agent”

denoted by A1
j . Agent A1

j has access to the output channels of all the nodes that it

supervises (i.e., the nodes in district D
T (0)
j ). Since there are s0 districts in T (0), there

will be agent A1
1 all the way up to agent A1

s0 in tier number one (i.e., T (1)). Next, the

sectioning is run on the elements in T (1) (which are in fact all the agents supervising

the intermediate network nodes). Hence, there will be s1 districts in T (1) denoted by

D
T (1)
i for 1 ≤ i ≤ s1. Every agent in D

T (1)
i is connected to a supervising agent in T (2)

called A2
i . To generalize and expand this hierarchical structure, the following pattern is

applied. An agent in tier T (i) such as Ai
k will be gathering data from all the nodes in tier

T (i − 1) that lie in district D
T (i−1)
k . Then, it adds up the symbols it has received from

the elements of D
T (i−1)
k and sends the resultant symbol to agent Ai+1

j which supervises

the district to which Ai
k belongs (i.e., D

T (i)
j ). To summarize the process, every agent’s

job is to add up the symbols that are reported to it from the agents that it supervises

in the lower tier and then send the summation as its report to the agent supervising it

from the next tier. It should be noted that for the agents in the first tier T (1), since

the supervised nodes in the lower tier (i.e., tier T (0)) are the actual network nodes, they

receive several symbols from each node instead of only one reported symbol. This is the

case because each node in T (0) potentially generates several output symbols and not
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only one symbol as report. Therefore, each agent in T (1) receives multiple symbols from

each of its supervised nodes whereas for other tiers, each agent only receives one single

symbol from each supervised node. To state this algorithm in a mathematical way, we

follow the argument below.

Assume that intermediate node v ∈ V \{S ∪ R} puts out some network coded

symbols each of which appended to its corresponding global encoding vector such as

{(yv1 ,wv
1), · · · , (yv∥out(v)∥,w

v
∥out(v)∥}. In this notation yvi ∈ Fq is the symbol obtained by

the inner production of the original message vector, m, and encoding vector wv
i which

corresponds to the ith output channel of node v carrying symbol yvi . The total number

of output channels for node v is the cardinality of the set containing all the outgoing

vectors of this node, and it is denoted by ∥out(v)∥ in which | · | indicates cardinality of

a set. It is a fundamental and realistic assumption that every channel in linear network

coding carries both of the network coded data and the vector used to generate that sym-

bol. The assumption even becomes critically imperative when random linear network

coding is employed. Hence, assuming v ∈ D
T (0)
i , the following statements express the

district formation process in T (0).

∀v ∈ V \{S ∪R},∃1 ≤ i ≤ s0 : v ∈ D
T (0)
i (3.1)

∀1 ≤ i, j ≤ s0, i ̸= j : D
T (0)
i ∩DT (0)

j = ∅ (3.2)

s0∪
i=1

D
T (0)
i = V \{S ∪R} (3.3)

Continuing the sectioning process by applying it to the next tier, the nodes (i.e.,

agents) in T (1) will be partitioned into districts as below.
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∀A1
i ∈ T (1),∃1 ≤ k ≤ s1 : A

1
i ∈ D

T (1)
k (3.4)

∀1 ≤ i, j ≤ s1, i ̸= j : D
T (1)
i ∩DT (1)

j = ∅ (3.5)

s1∪
i=1

D
T (1)
i = T (1) (3.6)

Generalizing the district formation algorithm for the typical tier T (i) gives us the

following statements.

∀Ai
r ∈ T (i),∃1 ≤ k ≤ si : A

i
r ∈ D

T (i)
k (3.7)

∀1 ≤ k, l ≤ si, k ̸= l : D
T (i)
k ∩DT (i)

l = ∅ (3.8)

si∪
k=1

D
T (i)
k = T (i) (3.9)

Note that when the general relationships in (3.7) are applied to the very bottom tier

(i.e., T (0)), every agent is in fact an intermediate node and the union of all the districts

is equal to V \{S ∪ R}. Next step in the algorithm is concentration of the reported

data by each agent. In the concentration phase, every agent adds up its input and

reports the result to the higher agent that is supervising it. For T (1), consider agent

A1
i supervising network nodes in district D

T (0)
i . Assume D

T (0)
i = {v(j)}tj=1 where v(j)

is the jth intermediate node in district D
T (0)
i . We denote the input vectors arriving at

agent A1
i as
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[A1
i ] = {{(yv(1)1 ,w

v(1)
1 ), · · · , (yv(1)∥out(v(1))∥,w

v(1)
∥out(v(1))∥)},

{(yv(2)1 ,w
v(2)
1 ), · · · , (yv(2)∥out(v(2))∥, ,w

v(2)
∥out(v(2))∥)},

· · · ,

{(yv(t)1 ,w
v(t)
1 ), · · · , (yv(t)∥out(v(t))∥,w

v(t)
∥out(v(t))∥)}}. (3.10)

The algorithm mandates agent A1
i to add up the inputs it receives from each node

in its district. Therefore, the vectors in every pair of curly braces (i.e., {·}) are added

together creating one single vector representing the behavior of the corresponding inter-

mediate node. That is, the set of vectors stated in (3.10) is condensed down to the set

that is shown below.

< A1
i >= {(yv(1),wv(1)), · · · , (yv(t),wv(t))} (3.11)

Every element in set < A1
i > is in fact a row vector belonging to vector space Fn+1

q .

In (3.11), for every 1 ≤ i ≤ t, we have

yv(i) =

∥out(v(i))∥∑
k=1

y
v(i)
k , (3.12)

wv(i) =

∥out(v(i))∥∑
k=1

w
v(i)
k . (3.13)

Hence, agent A1
i initially condenses the set [A1

i ] with
∑t

i=1 ∥out(v(i))∥ elements to
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set < A1
i > with only t components in it, and then in the second step, it condenses

< A1
i > even further to only one single vector called the agent report. Every agent in

any tier only generates one agent report which belongs to vector space Fn+1
q . Denoting

the agent report corresponding to agent A1
i by rep(A1

i ), the process of creating these

reports is explained below.

rep(A1
i ) =

t∑
i=1

(yv(i),wv(i)) (3.14)

Obviously, vector rep(A1
i ) as an agent report can be looked upon as a two part

symbol: the first entry denoted by yA
1
i which belongs to the code field Fq; and the rest

of the vector with n entries which we denote it by wA1
i as a member of vector space Fn

q .

Hence, rep(A1
i ) = (yA

1
i ,wA1

i ). Note that the algorithm follows the same routine and

sequence of operations for all tiers; the only difference is that since the agents in T (1)

receive more than one vector from each of their supervised nodes, they have to execute

an additional condensing step (as shown in (3.12)) before running the main condensing

operation (i.e., (3.14)) which results in generation of the agent report vectors. In other

words, for every agent Ai
j in T (i) when i ≥ 2, only one condensing (addition) operation

is executed, and the result of the condensation process is the agent report sent to the

agent in tier T (i + 1) that is supervising Ai
j . Below, the set of input vectors for agent

Aj
i when j ≥ 2 is shown.

∀1 ≤ i ≤ sj−1 :< Aj
i >= {rep(Aj−1

r ) : Aj−1
r ∈ D

T (j−1)
i } (3.15)
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Note that in (3.15), variable sj indicates the total number of established districts in tier

T (j). Also, the set [A1
i ] is only defined for tier T (1). Every agent Aj

i creates its report

vector based on the equation below.

rep(Aj
i ) =

∥DT (j−1)
i ∥∑
r=1

rep(Aj−1
r ), such thatAj−1

r ∈ D
T (j−1)
i (3.16)

The total number of tiers as well as the number of agents and districts in each tier

are the design factors that are up to the network security administrator. The greater

the number of agents in each tier, the greater the number of districts or the larger each

district. Hence, determining the value of parameter Nt (≥ 1) as the total number of

tiers, specifying the value of si for every 0 ≤ i ≤ Nt − 1, and stipulating the value of

∥DT
i (j)∥ for every 1 ≤ i ≤ sj and every 0 ≤ j ≤ Nt − 1 depends on various factors

such as network capability in supporting a number of tiers, availability of additional

channels and connections for inter-tier links, and ability of each agent in handling the

computations.

Upon detection of any deviation in the received data at the final destination nodes,

indicating the occurrence of malicious data manipulation somewhere in the network, the

sink node who has detected the anomaly sends a particular alarm signal to the agent

in T (1) which supervises the district to which that node belongs. Let us assume node

v ∈ D
T (0)
i has detected the abnormality or mismatch in its received data. It sends the

special alarm signal to agent A1
i ∈ D

T (1)
j . This agent passes over the alarming signal to

the agent that supervises district D
T (1)
j in the next tier (i.e., T (2)). The alarm signal is

passed over in this manner in a step-by-step fashion all through the tiers until it reaches

the highest tier (i.e., T (Nt− 1)) in which there is only one agent. Next, this lone agent,

ANt−1
1 , broadcasts a replica of the alarm signal to all the agents in all tiers. This is
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simply possible because of the hierarchical structure of supervisory agents. That is,

since agent ANt−1
1 is directly connected to all the agents in tier T (Nt − 2), it can send

the alarm signal to all of them, and due to the fact that all the agents in T (Nt− 2) are

directly connected to the agents in T (Nt−3), they can pass over the alarm signal to the

agents in T (Nt− 3). Therefore the alarm signal initiated by the sink node and relayed

by the highest supervisory agent propagates down through the hierarchical structure of

the agents. Once the alarm signal reaches the nodes in T (1), every agent in T (1) starts

generating (or computing) its reports following the processes in (3.12) and (3.14). The

resultant vectors, ∪s0
i=1rep(A

1
i ), will be passed over to the agents in T (2). Upon the

receipt of report vectors, the agents in T (2) start generating their own report vectors

based on the procedure in (3.16). This patten is continued hop by hop in an upward

hierarchical manner till the highest agent, ANt−1
1 , receives the reports from the agents

in T (Nt − 2). This agent, unlike the others, does not add up its received vectors and

does not generate any report vector. Instead, having a correct copy of the original

message vector, it runs the verification process on each and every report vector it has

received and then specifies which report vectors do not pass the verification. Since in

the highest tier there is only one agent, one can correctly conclude that tier T (Nt − 2)

has only one single district denoted by D
T (Nt−2)
1 . Knowing the indexes of the agents

in D
T (Nt−2)
1 which have sent the defective reports to their supervisor agent, ANt−1

1 asks

these agents to execute the verification process on their received data and specify the

defective districts under their supervision. This hierarchical verification and spotting

process continues all the way down to the second tier (i.e., T (1)). Since the agents in

this tier are directly connected to the actual intermediate network nodes, by running the

verification algorithm, they accurately locate and pinpoint the network nodes that are

responsible for the contamination. Next step would be isolating the malicious nodes by
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informing their neighboring nodes about their existence.

The verification process will be explained in detail in the next section (under security

analysis). In this algorithm, it is assumed that the sink nodes are able to detect the

occurrence of Byzantine attack using a proper algorithm such as homomorphic signatures

that are suited for linear network coding. There are quite a few papers suggesting such

methods and security algorithms for detecting the contamination in the received network

coded data.

3.4 Security Analysis

Before we begin elaborating on the security features of this algorithm, let us review the

fundamental assumptions on which the security protocol is based. First, it is assumed

that it is viable to establish a hierarchical structure on top of the available network. This

multi-layer structure comprises several agents in each tier and several links (or channels)

connecting each agent to its supervised nodes. Second, the agent in the highest tier is

assumed to have a correct copy of the original message vector. Third, the sink nodes are

assumed to be able to detect any deviation and manipulation that is affecting the data

authenticity using some active-attack-detection mechanism such as digital signatures in

linear network coding. Having these three stipulations satisfied, in the following, it is

shown that the proposed algorithm successfully pinpoints any number of polluters in the

network and isolates them from the rest of the network.

The main and mere operation on which this security protocol is founded is conden-

sation of the received report vectors and sending the resultant vector to the supervising

agent in the upper tier. The advantage of this algorithm is that the condensation process

is simply done by just adding up the reported vectors at any given agent node. Since
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addition over a vector space is a very basic linear operation, it seamlessly harmonize with

the main linear network coding operation and helps the agents to identify the infected

districts with minimal effort and computational complexity. Note that in linear network

coding, the inner multiplication of the original message vector and a global encoding

vector assigned to a channel is equal to the symbol flowing on that particular channel.

Moreover, at any given time on any given network channel, in addition to the network

coded symbol, the global encoding vector of that channel is also attached and appended

to the coded symbol. This is why every input to the agents in T (1), as well as all the

report vectors are in fact made out of two main parts: the first symbol which is a linear

combination of the original message symbols (i.e., the entires or components of message

vector m generated at the source nodes), and the rest of the vector (the remaining n

symbols) which are the linear combination coefficients used to compute the first symbol.

To explain this in more detail, consider agent A1
i supervising the network nodes in dis-

trict D
T (0)
i . Every element in set [A1

i ] is in fact a network coded symbol appended to

its corresponding global encoding vector. Condensing and compressing [A1
i ] in (3.10) by

adding up its elements in a group-wise manner as shown in (3.12) and (3.11) results in set

< A1
i > in which each element is comprised of a new coded symbol and its corresponding

linear combination coefficients. To show this, let us decompose symbol yvi (as the ith

outgoing symbol at node v) to its constructing components and denote it by wv
i · m.

Note that global encoding vector wv
i is a row vector while the original message vector

(m) is a column vector. Hence, the condensing operation in (3.12) can be rewritten as
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(wv
1 ·m, wv

1 )

+ (wv
2 ·m, wv

2 )

...
...

+ (wv
∥out(v)∥ ·m, wv

∥out(v)∥)

(wv ·m, wv ) (3.17)

Therefore, every entry in set < A1
i > is a couple consisting of a linear combination

of the original message symbols and a vector containing the coefficients of that linear

combination. This is a very important fact about the proposed algorithm, that every

agent’s inputs and outputs are nothing but linear combinations of the message symbols

appended to the vector containing the pertinent coefficients. As mentioned, the output

of agent A1
i is the summation of the elements in set < A1

i >, and since every element

in < A1
i > is already a linear combination of the entries of vector m, the summation of

these linear combinations is going to be a linear combination of the original data symbols

in vector m appended to a vector carrying the linear combination coefficient. That is,

the report vector sent by an agent such as A1
i which is simply the sum of all entries in

< A1
i > can be shown as

rep(A1
i ) =

∑
v∈DT (0)

i

(wv ·m,wv) , (ψA1
i
·m, ψA1

i
). (3.18)
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in which ψA1
i
is the vector obtained by adding up all the vectors in set {wv : v ∈ D

T (0)
i }.

It is straightforward to expand this expression and notation to all the higher tiers as well.

Since the report vectors sent by the agents in T (1) are comprised of a linear combination

of the data symbols and the pertinent linear combination coefficients, and considering

the fact that each agent in higher tiers just adds up its input vectors to generate its

report vector, one can infer that ∀1 ≤ i ≤ ∥T (i)∥ and ∀2 ≤ j ≤ Nt− 1

rep(Aj
i ) =

∑
Aj−1

r ∈DT (j−1)
i

(ψ
Aj−1

r
·m, ψ

Aj−1
r

). (3.19)

Hence, if a (supervisory) entity knows the authentic message vector (i.e., m) then it

can simply and with very little computation verify the correctness and authenticity of

the message vector used to generate a given report vector. This is the foundation of our

security algorithm. The lone agent in the highest tier, ANt−1
1 , receives the following set

of report vectors from nodes in T (Nt− 2):

< ANt−1
1 >= {

∪
ANt−2

r ∈DT (Nt−2)
1

(ψANt−2
r

·m, ψANt−2
r

)}. (3.20)

Upon the receipt of an alarm signal indicating the occurrence of an active attack some-

where in the network, agentANt−1
1 checks the validity of the elements of in set< ANt−1

1 >.

Any illicit and unexpected change applied to the transmitting data by intermediate nodes

is counted as an active attack. As examples of these type of malicious activities, an ac-

tive attacker may inject its own data into the stream of data being passed through it

and encode its bogus and invalid data instead of encoding the symbols it receives at
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its input channels. In other words, in this class of attacks, one or more nodes in the

network (willfully or unintentionally) do not comply with the approved and expected

linear network coding protocol and instead execute some linear coding operations that

are against the agreed coding convention in the network. This definition is clearly a

broader view on the concept of active attacks such that it fits specific situations such as

injecting invalid data into the main data stream or adding intentional noise to the data

by the active attacker.

Assume an attack has happened; using an authentic copy of the message vector

(denoted by m∗), agent < ANt−1
1 > verifies the following equities:

ψANt−2
1

·m∗ ?
= ψANt−2

1
·m

ψANt−2
2

·m∗ ?
= ψANt−2

2
·m

...

ψANt−2

∥DT (Nt−2)
1 ∥

·m∗ ?
= ψANt−2

∥DT (Nt−2)
1 ∥

·m (3.21)

Note that in (3.21), vector ψANt−2
i

for 1 ≤ i ≤ ∥DT (Nt−2)
1 ∥ in the left hand side

of the equity checks, is extracted directly from the corresponding report vectors (i.e.,

(ψANt−2
i

·m, ψANt−2
i

)). Moreover, the right hand side of each equity check in the above

system is in fact the first entry of the respective report vector. The left hand sides are

calculated by finding the inner multiplications of the authentic message vector and the

linear combination coefficient vectors.

Essentially, if there is not any illicit data manipulation through the network, each and

everyone of the above equity checks in (3.21) will pass the verification. However, if some
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of the network nodes do not comply with the agreed upon linear network coding protocol,

then at least one of the above equity checks will not pass the verification phase meaning

the left and right hand sides will not be equal. Upon detection of such mismatches, agent

< ANt−1
1 > asks those agents which have sent it the infected report vectors to run the

same verification process on their received report vectors. The authenticity verification

process for a typical agent such as Aj
i for 1 ≤ i ≤ ∥T (j)∥ and 2 ≤ j ≤ Nt − 2 is as

follows.

ψ
Aj−1

1
·m∗ ?

= ψ
Aj−1

1
·m

ψ
Aj−1

2
·m∗ ?

= ψ
Aj−1

2
·m

...

ψ
Aj−1

∥DT (j−1)
i

∥

·m∗ ?
= ψ

Aj−1

∥DT (j−1)
i

∥

·m (3.22)

Every agent, including the lone agent in the highest tier, passes down the authentic

copy of the message vector only to those of its supervised agents in the next lower tier that

have sent infected report vectors; therefore, the verification process can be done using

the authentic copy of message vector only at the agents who need to have access to it.

Although the main purpose of this security algorithm is not providing or protecting data

secrecy, sharing information only with the parties and entities who need that information

has security and throughput advantages.

The verification process continues tier-by-tier downward starting from the highest tier

to tier T (1) such that in each stage, the search is narrowed down to the suspected districts

which contain agent(s) reporting infected (mismatching) vectors to their supervisors.
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Since the agents in tier T (1) have direct access to the output links of the intermediate

nodes, once the algorithm reaches T (1), agents that are asked to check their equity

statements will pinpoint exactly and accurately the nodes in the network that have

caused the deviation. Next step will be isolating the attacker nodes by disconnecting the

output links departing the malicious nodes. Hence, executing the proposed algorithm

upon issuance of an alarm signal by any of the final destination nodes (i.e., sink nodes)

guarantees accurate locating of any number of active attackers in the network and it also

offers us the ability of isolating the attackers from the rest of the network.

3.5 Algorithm Features and Discussions

One of the remarkable features of the proposed algorithm is that the only extra opera-

tion (or calculation) imposed to the system by this algorithm is a simple addition. In

other words, in order to accurately pinpoint any number of active attackers with any

distribution pattern throughout the network, this algorithm does not require employing

any complex process such as different variations of homomorphic hash functions or ap-

pending any type of additional overhead to the transmitting data. The fundamental part

of presented algorithm is the hierarchical supervisory structure which includes several

layers (tiers) of agents that are ordered and interconnected in a down-top fashion. It is

necessary for the agents in T (1) to have access to the output channels of the network

nodes they supervise. Agents in higher tiers also should be connected to the agents in

their supervision district. These inter-tier connections are of course in addition to the

regular network links connecting network node together. The good news is that once the

hierarchical structure is built, it can be saved and preserved for as long as the network is

operational. If network is expanded (i.e., new nodes have joined the network structure),
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which means new nodes are added to set T (0), it may or may not yield to any change in

the supervisory structure. That is, if the number of added nodes is not significant, then

the new nodes can be simply fitted in some of the currently available districts and the

required links to their output channels should be established for their supervising agents

in T (1). On the other hand, if the number of added nodes is significant, then they might

constitute their own new district which requires adding a new agent in T (1). Adding

a new agent in T (1) brings up the same exact argument for T (1): whether the newly

created agent(s) should be fitted in the current districts or new districts are needed to be

considered is the question that its answer depends on the network security administrator

and the value of determined thresholds for the size of districts in each tier.
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Chapter 4: Summary and Concluding Remarks

The general problem of how to secure a typical data network that uses linear network

coding as its routing policy is considered in this work. In a broad sense, we categorized

the security threats and attacks in a data network into two main classes such as: active

attacks and passive attacks. The main difference between these two attack types is that

in active attacks (which are also known as pollution attacks or Byzantine attacks) the

attacker tries to breach the integrity of the data, while in passive attacks (also known as

eavesdropping attacks or wiretapping attacks) the confidentiality of the data is targeted

and threatened. In other words, in active attacks, the attacker’s goal is to illicitly

manipulate, modify, or corrupt the content of plain data packets, or likewise in some

cases the attacker wants to interrupt (disturb) the normal flow of data stream in the

network by jamming the traffic. In all these cases, the attacker actively interferes with

the process of data transmission from the source to the sink nodes. On the other hand,

passive attackers are only interested (or able) to obtain a copy of the plain original data

without inflicting any malicious alteration into the data content.

Many of the published papers in the field of anti-passive-attack schemes that are

tailored for linear network coding settings are based on substituting some of the mean-

ingful data symbols with random noisy symbols (e.g., see [18,25,31,34,43,46,48,49]). The

length of the original plain message vector generated at the source node is determined

by the Max-Flow-Min-Cut theorem. That is, depending on the network topology and

channel availability, a fixed and certain value is determined as the maximum number of

the data symbols that can be sent through the network and received at the sink nodes
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correctly (i.e., the message vector length). Hence, devoting some valuable entry places in

the message vector to the noisy symbols that do not carry any information and are only

intended to cause chaos and randomness yields degradation in the data throughput per-

formance. This clearly defeats the purpose of using network coding as a way of improving

the overall data throughput. Therefore, the schemes that provide same level of security

with less amount of added redundancy in the message vector are very appealing (e.g.,

see [19,30]). Our goal in this thesis was to create some innovative anti-passive-attack se-

curity protocols that are completely compatible with any available linear network coding

scheme. We showed (via qualitative comparisons) that the proposed algorithms are not

only very simple and light-weight when it comes to the computational and implemen-

tation complexity, but also they are highly throughput efficient as some of the did not

reduce the throughput at all and some only reduced it by one unit. In addition to the

remarkable throughput performance in terms of achievable throughput and reduction

amount, our proposed security solutions in chapter 2 also offer a very unique feature:

the throughput is utterly independent of the number of attacked independent channels.

That is, in existing schemes, as the attacker becomes more powerful by acquiring access

(via wiretapping) to a higher number of independent channels, the information rate at

which the source nodes can securely send their meaningful data to the sink nodes drops.

This reduction in the throughput is equal to the increase in number of attacked chan-

nels. One of the advantages of using the proposed security protocols is that the rate of

information transmission is guaranteed to be at the maximum value or just one symbol

less than the maximum value as long as the attacker does not have access to all the

independent channels in the network. Note that the maximum throughput value is a

function of network topology and it is determined by the Max-Flow-Min-Cut theorem.

One can categorize the six proposed scheme delivered in chapter 2 as following. The
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first two algorithms (i.e., algorithms A and B) do not add any redundancy to the original

message vector, do not use any function, sub-routine, or transformation of any type, and

also do not impose any change to the underlying network and employed network coding

at the intermediate nodes. The first algorithm (which offers probabilistic weak security)

only require network nodes to watch their outgoing vectors closely and avoid putting

global encoding vectors that only have one nonzero entry. Since sometimes, depending

on the size of the code field of length of the message vector, this requirement cannot be

met, the algorithm provides “probabilistic” security which increases quickly as the size

of message vector length or code field increases or as the attacker becomes more limited

in accessing network channels. However, the second algorithm (Algorithm B) takes a

different route. The algorithm suggests rearranging the message vector before sending

it through the network. The main idea is that if an original data symbol at the source

node is decomposed into its constructing sub-symbols and then sub-symbols of the data

symbols that have same index number are put in the same vector establishing a new

data symbol then the each data symbol is distributed over all the entries of the new

message vector as opposed to the original case in which each entry of the message vector

is an individual and complete data symbol. This approach named “message interleaving”

was shown to be effective in providing security against passive attackers while it has a

very straightforward and computationally cheap structure. After the source generates

the new (interleaved) message vector, the rest of the coding process follows a standard

linear network coding protocol. That is, every intermediate node simply applies its local

encoding matrix on its received data symbols and puts out the resultant symbols on its

output channels. At the end, once the sink nodes receive enough independent vectors,

they can decode their incoming symbols and get the modified message vector. To obtain

the original data symbols, the sub-symbols in the modified message vector are read
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vertically (similar to what is done in interleaved error correction codes).

The second group in our categorization includes Algorithm C and Algorithm E which

are both based on using hash functions to generate random symbols out of some the data

symbols and one actual noisy symbol. The fact that a noisy symbol is included in the

message vector causes the throughput to reduce from its maximum value by one unit.

Algorithm E can be considered as an improved version of Algorithm C since in the for-

mer the noisy symbol (which behaves as a key) is properly concealed in the secured

message vector. Both of these algorithms take advantage of an essential property of

hash functions: the input can be of any size while the output always stays within the

function range. This feature enables us to generate distinct and independent random

symbols (called masking symbols) that have uniform distribution over the code field

by only using the actual noisy and some of the data symbols. These two algorithms,

offering same level of security, have also same throughput efficiency same level of com-

putational/implementation complexity.

The third group comprises Algorithm D and Algorithm F in which a bijective func-

tion such as a permutation map defined over the code field is utilized in order to generate

required random symbols (i.e., masking symbols). To reduce the computational burden

imposed by the use of hash functions in the second group, here a simple bijective func-

tion is employed instead of the hash functions. By adding the actual noisy symbol to

different selections of the data symbols, different input arguments are generated for the

bijective function resulting in producing different random symbols with uniform distri-

bution. Same as the algorithms in the second group, these two algorithms reduce the

throughput by only one symbol while they both have very low computational complexity.

To combat and counteract active attackers in linear network coding, a novel security

protocol is proposed in Chapter 3. This algorithm (hypothetically) establishes a hier-
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archical and multi-tier structure consisting of supervising agents on top of the network.

The elements of the first tier are all the original network nodes while the higher tiers

only include agent nodes. Each tier in this algorithm is partitioned into several disjoint

districts and the nodes in each district are supervised by an agent in the next upper tier.

Upon issuance of an alarm signal by one of the sink nodes who has detected an abnor-

mality in its decoded symbols, some of the agents in various tiers start processing the

output symbols of the nodes in their district. This algorithm is designed in a way that

in each tier only agents whose supervise suspicious districts have to process the output

data symbols of their district nodes. This selective and intelligent screening causes the

algorithm to perform considerably faster and save great mount of memory, processing

power, bandwidth, and algorithm convergence time. It is shown that the proposed algo-

rithm is completely capable of accurately locating any number of active attackers that

are scattered in the network with any distribution. After pinpointing the polluters, this

algorithm offers a way to isolate the polluting nodes from the rest of the network and

fix the root-cause permanently.
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