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Local computer networks are being installed in

diverse application areas. Many of the networks em-

ploy a distributed control scheme, which has advan-

tages in performance and reliability over a centra-

lized one. However, distribution of control increases

the difficulty in locating faulty hardware elements.

Consequently, advantages may not be fully realized

unless measures are taken to account for the diffi-

culties of fault diagnosis; yet, not much work has

been done in this area. A hardcore is defined as a

node or a part of a node which is fault-free and

which can diagnose other elements in a system. Faults

are diagnosed in most existing distributed local com-

puter networks by assuming that every node, or a part

of every node, is a fixed hardcore: a fixed node or a

part of a fixed node is always a hardcore. Main-

taining such high reliability may not be possible



or cost-effective for some systems. A distributed

network contains dynamically redundant elements,

and it is reasonable to assume that fewer nodes are

simultaneously faulty than are fault-free at any

point in the life cycle of the network. A diagnos-

tic model is proposed herein which determines binary

evaluation results according to the status of the

testing and tested nodes, and which leads the net-

work to dynamically locate a fault-free node (a hard-

core). This diagnostic model is, in most cases, sim-

pler to implement and more cost-effective than the

fixed hardcore. The selected hardcore can diagnose

the other elements and can locate permanent faults.

In a hop-by-hop test, the destination node and

every intermediate node in a path test the transmit-

ted data. This dissertation presents another method

to locate an element with frequent transient faults;

it checks data only at the destination, thereby, elim-

inating the need for a hop-by-hop test.
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FAULT DIAGNOSIS IN A FULLY DISTRIBUTED

LOCAL COMPUTER NETWORK

CHAPTER I

INTRODUCTION

1.1 Distributed Systems and Our Goal

Distributed computer systems have been developed

in order to improve performance at the system organiza-

tion level. A distributed system may be characterized

according to the degree to which it decentralizes the

following two comnonents: hardware organization and con-

trol Point organization (ENSL 78). This dissertation

is concerned with distributed systems having fully dis-

tributed hardware and control point organization, for

example, a distributed computer network.

A distributed comnuter network may be classified

as being one of two types, depPnding on the range of

distribution of its processing elements: 1) a long haul

network (distributed nationally or internationally);

or 2) a local computer network (distributed locally).

The focus of this dissertation is the local computer

network as defined by Thurber (THUR 79), which pos-

sesses the following characteristics:

o It is generally owned by a single organiza-

tion;

o It is generally local; i.e., the network is
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restricted to a few miles;

o It contains some type of switching element

technology;

o It features high bandwidth and low delay,

as compared with long haul computer networks.

Two types of elements play important roles in a net-

work data transmission: nodes and links. A node is an

interface for correct data transmissions between dis-

tributed processing elements, while a link is a communi-

cation path which connects two neighboring nodes. These

nodes, links, and processing elements (often called

hosts) are used as basic network elements in our discus-

sion. Hereafter, a distributed system means primarily

a local computer network whose hardware and control

point organization is fully distributed.

Distributed elements in a distributed system,

working in concert, can provide numerous advantages

over a centralized system (e.g., increased performance,

increased reliability, cost-effectiveness, etc. (WEIT

80, ECKH 78, ENSL 78, BOOT 81)), but their cooperation

may be disadvantageous as well. Specifically, the ef-

fect of a fault in a distributed element may be propa-

gated to the other elements in the same system, cre-

ating a "snowball effect" which can degrade the whole

system; this effect will vary with the system applica-

tion area. If the control point organization is fully
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distributed and the distributed system is not closely

monitored by an operator, the consequences of such

faults can be serious. Therefore, an effective fault-

diagnosis is necessary to minimize the effect of a

fault in such a system. This dissertation is concerned

with hardware fault diagnosis in a distributed local

computer network. The conditions most responsible for

making fault-diagnosis difficult are considered later

on in this chapter, and then our goal will be estab-

lished.

Determining which device will manage the diagnos-

tic process is a major problem confronted by distrib-

uted system designers; consequently, the first environ-

mental problem confronted by these designers is that

system control is distributed. Since a distributed

system has multiple elements, even if the reliability

of each element is assumed to be very high, the fact

that there are multiple elements in the system reduces

overall system reliability; this means multiple faults

may occur in such a system at any given time. Conse-

quently, a second environmental problem confronted by

fault diagnosticians of distributed systems is that

multiple faults may exist in a fault-diagnosis.

Most existing distributed local computer networks

(WOLF 78, METC 76, GORD 79) try to solve the difficult

fault-diagnosis problem by assuming that every node
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(or a part of every node) is a fixed hardcore: a node

which has the ability to diagnose other elements, and

which is always fault-free. Multiple fixed hardcores

may simplify the fault-diagnosis process when imple-

mented in the face of the two adverse environmental

conditions previously discussed: distributed control

and multiple faults. But maintaining such high relia-

bility may not be possible or cost-effective for some

systems. Consequently, a third environmental problem

confronted by fault diagnosticians of distributed local

computer networks is that fixed hardcores may not be

available. The three problems listed above constitute

the most difficult conditions with which any fault-

diagnosis method is likely to contend.

This dissertation is, however, concerned with mul-

tiple-fault conditions at the system level, specifically

with multiple faulty nodes and links. This is because

multiple components in a node, as VLSI technology im-

proves, will come to be housed with increasing frequency

on a single board or will be distributed over a few

boards, and system level (nodes and links) diagnosis

will reduce diagnostic time. Even if the links are

passive elements, they are considered to be independent

system level elements. The links in a local

computer network are often exposed to a noisy environ-

ment, extending over a relatively long range when com-
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pared with links within a stand-alone computer, but

over a much shorter range than links of a long haul

network. Morgan (MORG 77) states that nodes and links

exhibit roughly equal reliability in a local computer

network.

Nodes can be interconnected using various patterns

of links, patterns which can be changed by adding or

removing nodes and links. It would be convenient and

economicial if a single diagnostic Program could be

applied to diverse node interconnection patterns.

Considering the points discussed above, the major

conditions confronted in a distributed local computer

network environment may be listed as follows:

1. Control is distributed;

2. Multiple faulty nodes and links may exist;

3. No fixed hardcore is available;

4. The interconnection of nodes is arbitrary.

Human intervention in the diagnostic procedure

will interfere with the autonomous operation of the

system, thereby delaying the diagnosis; human inter-

vention should therefore be minimized. The goal of

this dissertation then becomes the following: to have

the system self-locate faulty nodes and links in a

distributed local computer network in the environment

discussed above.

The difficulty in achieving this goal will vary
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with the features of a given distributed local computer

network. After reviewing various features, this disser-

tation will establish a network model and then show

that the goal proposed above can be achieved employing

a modest number of redundancies.

Achieving our goal effectively, a distributed

system with an appropriate recovery scheme can continue

to operate, despite the failures of individual elements,

although with reduced capabilities (graceful degrada-

tion*), catastrophic failures of the whole system may

be avoided. Consequently, the distributed system can

fully exploit the following potential advantages:

1. Increased performance: a distributed system

can provide increased, distributed processing

power and responsiveness, because it can be

closely tailored to a specific application

(additional processing elements can be pro-

vided as needed to ensure proper response

time);

2. Cost-effectiveness: a distributed system can

duplicate the capabilities of a large, expen-

sive system at a lower total cost.

*Getting graceful degradation under the failure of
some elements in a distributed system was raised
as elements of an open research problem by the
attendees at two workshops held at Brown University
in 1976 and 1977 (ECKH 78).
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Terms pertinent to the discussion of local compu-

ter networks and reliability features are also defined

in this chapter. In Chapter II, the fault tolerance

features of typical local computer networks, as well

as t-diagnosability, are surveyed. A subnet model is

established, and obstacles to achieving our goal are

discussed, in Chapter III. In Chapter IV, hardcores

and multiple faulty elements are discussed, as well as

various methods which reduce diagnostic time. Tran-

sient faulty elements are treated in Chapter V, and a

summary and conclusion are presented in Chapter VI.

1.2 Definitions

The terms used in discussing local computer net-

works and their reliability are defined below (McQU 78,

RAMA 67, WOLF 78, WEIT 80, MORG 77).

1.2.1 Elements of a Local Computer Network

A local computer network contains distributed proc-

essing elements (hosts) which communicate with each other

through nodes and links. These hosts, nodes, and links

are the system level components of a computer network.

Hosts are computers, peripherals, memory devices, micro-

processors, special purpose logic designs, etc., which

process, store, or transmit inforMation. Nodes are

elements which process the information received from
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the hosts for correct data transmission by segmenting

the information into blocks of an appropriate length,

appending error detection codes to the data, checking

the error detection codes, diagnosing other elements,

etc. A link is a communication path which connects

two neighboring nodes. Examples are public phone

lines, microwave data links, coaxial cables, fiber

optics, etc. Nodes and links are used mainly to en-

sure correct data transmission between hosts, and

these nodes and links are collectively termed as a

subnet or a communication subnet. Data is a sequence

of bits which are interpreted by the hosts. Control

messages are commands which control the correct trans-

mission of data in a subnet.

Performance, as used in this dissertation, is

mainly concerned with the performance of subnets, and

it is measured according to two criteria: speed and

service. Speed is the rate at which traffic flows

through the subnet. Two main factors employed in

measuring speed are delay (measured in units of re-

sponse time) and throughput (measured by the peak traf-

fic level supported). Service is rated according to

availability (measured as a percentage of total availa-

ble time), data integrity (the bit error rate in the

subnet), and message integrity (the rate of message

loss). Delay is defined as the time interval between
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transmission of the first bit of a message from the

source node and its subsequent delivery to the destina-

tion node. In the subnet, speed can be reduced by

the processing delay incurred at any switching node or

store-and-forward facility, and by the queueing delay,

which varies with the subnet load. The speed-of-light

delay, which is a function of the distance of trans-

mission in the subnet, is usually neglected over dis-

tances less than a few miles. The application areas

which require especially low delay are interactive ap-

plications, data base inquiry/response, real time data,

etc. Throughput is defined as the number of bits re-

ceived divided by the time between transmission of the

first bit and receipt of the last bit. It represents

the effective data rate of the subnet in bits-per-

second. Several components determine the overall

throughput for a particular subnet, including the ef-

fective signal bandwidth of the transmission medium.

1.2.2 The Reliability of a Local Computer Network

This dissertation is mainly concerned with the

reliability of the subnet of a local computer network

and frequently uses the following terminology: Reli-

ability is the probability of successfully performing

a specified function under specific conditions as a

function of time. One possible measurement of this
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reliability is Mean-Time-Before Failures (MTBF) (WELT

80). Availability is the percentage of time during

which the subnet is functioning as desired. It can

be formulated as follows:

A = (MTBF)/(MTBF + MTTR)

where MTRR is the Mean-Time-To-Repair following a

failure.

"Failure," "fault," and "error" are terms fre-

quently used when discussing reliability. They are de-

fined as follows. A failure occurs when the node or

link in the subnet does not meet its specifications.

It is an externally observable event if the subnet

does not have redundancies (MORG 77). An error is an

incorrect output of voltage level, clock rate, bit pat-

tern, sequence number, etc., that may lead to a failure.

A fault is a physical or algorithmic cause for error.

Faults can be further classified according to

their extent and duration. A local fault affects only

the link or node where it is located. A distributed

fault affects nodes or links than those in which it is

located. A permanent fault is defined as a continuous

fault which exists longer than a specified duration

(an appropriate "time" can be based on the time to

complete a specified number of data transmissions).

A transient fault disappears within the time duration

specified for a permanent fault. This dissertation
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is mainly concerned with faults which result in errors

detected in normal data transmissions. Permanent

faults are testable, but transient faults may not be

testable. Testability of a fault is the degree to

which a given test pattern can produce an error identi-

cal to the one detected.

Depending on the treatment of the faults in a

system, the following definitions can be made. Fault

tolerance is the property of a system that allows it

to continue to operate in the expected manner regard-

less of the occurrence of various faults. Even if a

part of the subnet fails, the rest of the subnet works

correctly, although in a degraded fashion. Such sys-

tems are said to possess graceful degradation.

A hardcore is a node or a part of a node which

is fault-free and has the ability to diagnose other

elements in the same system. A fixed hardcore is a

fixed node or a part of a fixed node which is always

fault-free and always has the ability to diagnose

other elements in the same system.
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CHAPTER II

SURVEYS OF RELIABILITY FEATURES OF

LOCAL COMPUTER NETWORKS AND t-DIAGNOSABILITY

This chapter reviews the various features of local

computer networks, the reliability features of some

typical local computer networks, and t-diagnosability,

a method for diagnosing multiple faults in a system.

2.1 Various Features of a Local Computer Network

General discussions of the features can be found

in Appendix A, but some of the more important points

are reviewed in this section. The network topology

is the interconnection pattern of the nodes in the

subnet. A single loop topology usually requires no

routing policy; a fault in the loop may cause the in-

terconnection between nodes to break down. A shared

bus topology employs a common bus, which interconnects

a number of nodes. The bus can be monitored by all

the nodes, and the nodes can easily recognize a data

transmission error. However, throughput is limited

by the bandwidth of the bus and no concurrent data

transmissions can be made. Some networks (KANG 81)

use a combined loop-andbus topology to improve per-

formance and reliability.

Access control refers to the control of shared
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resources and how they are allocated. Two types of

access control for transmission paths are widely used:

CSMA/CD (carrier Sense Multiple Access with Collision

Detection) and token passing. CSMA/CD is often called

contention control. In token passing, a token, a spe-

cial bit pattern, is passed around the nodes, and the

node with the token controls the subnet.

Two types of switching methods are commonly used:

circuit switching and packet switching. The former

establishes a physically dedicated path before trans-

mitting data, but the latter segments the data into

packets, and multiple Packets may share the same path.

A protocol is a set of message formats and ex-

change rules that the conuirunicating processes use for

control and synchronization of their functions. The

International Standard Organization (ISO) has proposed

a seven layer protocol. Among the seven layers, the

lower three layers (network, data link, and physical)

are usually resident in each node; the rest of the

layers are resident in the hosts.

2.2 Typical Local Computer Networks

DDLCN, Ethernet, and Ringnet are some typical lo-

cal computer networks that have been in use for some

time. Their fault-tolerance features are reviewed

below.
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2.2.1 DDLCN

DDLCN (WOLF 78) is a distributed double-loop com-

puter network which extends the capabilities of Ohio

State University's DLCN (REAM 75). DDLCN adds one

more loop in the opposite direction to the single loop

of DLCN. This provides some fault-tolerance, permits

easy reconfiguration, and helps the network achieve

a higher loop utilization and a shorter message delay.

Messages are transmitted via a shift register inser-

tion technique performed by the nodes. The loop may

carry multiple, variable-length messages; this allows

simultaneous and direct transmission of variable-length

messages on the loop by more than one node without a

centralized control.

The fault tolerance features of a DDLCN are as

follows. All the nodes are assumed to be fault-free,

and a link fault is automatically detected at the in-

put to each side of the node when either a message or

one of the standard network timing signals is absent.

The network timing signals are generated over every

link, whenever a link is not carrying a message. Be-

cause of the assumptions inherent in the use of fault-

free nodes and hop-by-hop tests (every intermediate

node and the destination on a path check the transmit-

ted data), DDLCN does not require fault-locating pro-
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cedure separate from its fault-detecting method. The

assumption that all the nodes are fixed hardcores makes

it easy to locate the faults, but in some environ-

ments such assumptions may not be valid. Moreover,

the fault-locating mechanism is only concerned with

permanent faults; some transient faults, however, may

also reduce performance to unacceptable levels.

2.2.2 Ethernet

Ethernet (METC 76), developed by XEROX Corporation,

consists of a branching broadcast communication system

for carrying digital data packets among local, dis-

tributed computing stations (nodes). Ethernet's shared

communication facility--its Ether--is a passive broad-

cast medium with no central control. Coordination of

access to the Ether for packet broadcasts is distrib-

uted among the contending transmitting stations using

controlled statistical arbitration. Switching of pac-

kets to their destination on the Ether is distributed

among the receiving nodes using packet address recog-

nition.

Fault-detection: Multiple nodes may try to send

data over the Ether simultaneously; hence, data col-

lision detection should be considered in addition to

fault detection. To reduce collisions, a carrier de-

tection mechanism is developed by phase-encoding the
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packet. Every node listens to the carrier and does

not transit if it detects another node transmitting.

But the possibility still exists that two or more nodes

will find the Ether silent and begin transmitting si-

multaneously; hence, an interference detector is in-

corporated into each node, which notes differences be-

tween the value of the bits that it is receiving from

the Ether and those it is attempting to transmit.

Transmission errors, impulse noise errors, and errors

due to undetected interference are then detected at

the destination. To detect these errors, a 16-bit

cyclic redundancy checksum (CRC) is computed and ap-

pended to each packet.

Locating the faults and reconfiguration: A watch-

dog timer circuit in each node detects any suspicious

node operation and then disconnects the node electri-

cally from the Ether. In this way, the Ether is pre-

vented from being corrupted by the faulty node. The

watchdog timer circuit is assumed to be a fixed hard-

core, which eliminates a complex fault-locating pro-

cedure. The details of the watchdog timer circuit

are not available in the literature (METC 76). When

the node has a fault, its watchdog timer, a part of

the faulty node, is likely to be affected by the fault.

2.2.3 Ringnet

Ringnet (GORD 79), developed by Prime Computer



17

Corporation, is a commercially-available 8 MHz packet-

switched communication system, designed to connect hosts

in the same building (usually less than several hundred

feet apart). It can also be used for loosely-coupled

multi-processor systems. Control of the network is

completely decentralized and depends only on a circu-

lating token for arbitration of the communication medi-

um (link).

A Ringnet local area network consists of two or

more nodes containing an interface that connects to

the transmission medium (link), a node controller that

plugs into a standard Prime I/O bus, and network soft-

ware that interfaces to the Prime operating system

(PRIMOS). The node interface, or junction box, con-

sists of an electrically operated relay controlled

by the node controller. When deselected by the con-

troller or by a system power failure, it offers a

straight-through connection that bypasses the node;

otherwise, it connects the transmission lines (links)

to receiving and transmitting circuits in the node con-

troller.

The node controller preserves enough status for

the software to be aware of different kinds of trans-

mission errors, token management problems, and retrans-

missions. Three different diagnostic modes were de-

signed, so the node controller could be operationally
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verified under program control without disrupting nor-

mal network traffic:

1. Digital circuit loop-back (single loop);

2. Analog loop-back (full speed on the control-

ler;

3. Analog loop-back (full speed on the network).

In the first two modes, the controller is not connected

to the network and is essentially transmitting to it-

self. Under these conditions, a variety of error modes

can be forced, such as CRC errors, negative acknowledge-

ment, check character error, etc., and the controller's

response can be observed. In the third mode, the con-

troller sends messages around the loop and back to it-

self to verify loop integrity. Inability to success-

fully deliver any packets for an extended time auto-

matically results in disconnection of a node from the

network and initiation of node controller diagnostics.

When a controller passes all of the "on-board" diag-

nostics, it reconnects. But a faulty node is assumed

not to have the ability to reconnect to the loop. Con-

sequently, the network will return to normal service

with only "healthy" nodes. Above diagnostic method is

more organized than those of previously discussed net-

works, but assumes that a part of each node is a fixed

hardcore. When a part of a node has a fault, there is

a high probability that the fixed hardcore will be af-
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fected by the fault in the other part of the same node.

2.2.4 Summary

To summarize, the discussed networks share similar

fault tolerance features. Errors are detected through

information redundancy (e.g., Cyclic Redundancy Check-

sum (CRC), timing signal absence) and are corrected by

retransmission of the same data (time redundancy).

Every node or a part of every node (i.e., every node

in DDLCN, and a section of every node in Ethernet

and Ringnet) is assumed to be a fixed hardcore, which

is always fault-free. Implementation details for

the fixed hardcores are not available. Fault-locating

procedures are initiated by these fixed hardcores;

hence, the fault-locating procedures are simple. To

design a fixed hardcore, highly reliable components

and static redundancy (e.g., triple modular redundan-

cy) may be used, but they may not be cost-effective

for some systems. In addition, the reliability of the

redundant system will decline over time, and some fault

in the hardcore may make wrong fault diagnosis, which

may create a disastrous system failure. Most of the

networks have similar reconfiguration schemes (i.e.,

bypassing the faulty node or disconnecting the faulty

link) for isolating the faulty nodes or links from the

rest of the system.
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This dissertation assumes both that nodes may be

faulty, and that multiple nodes may be faulty simulta-

neously. A tool for diagnosing multiple faults is t-

diagnosability, which is discussed in the next section.

2.3 t-diagnosability

t-diagnosability was originally developed to diag-

nose multiple faulty modules in a stand-alone computer

(KARU 78). But with the advent of Very Large Scale

Integrated (VLSI) circuit technology, and the rapid

advancement in integration, it became possible to have

subsystems (e.g., processors) in the form of replace-

able modules. A complex digital system can be built

primarily out of such replaceable modules. For main-

tenance purposes, it then becomes necessary to isolate

a fault down to the module level only, rather than

down to the gate level; i.e., multiple faults within

the same module can be treated as a single fault at

the module level.

t-diagnosability is based on the assumption that

if the number of faulty modules is at most "t," then

all the faulty modules can be diagnosed. One diffi-

culty in using t-diagnosability is to select an appro-

priate "t" value. If the value of t is smaller than

the actual number of faults in a system, the diagnos-

tic results will not be correct. For this reason,
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the value of t is usually for larger than the antici-

pated number of faults in the system. A method for

selecting an appropriate t-value is illustrated in

Chapter IV.

Most existing t-diagnosability scheme (PREP 68,

BARS 75, KARM 78) assumes that there is a fault-free

central controller, and that each unit in the system

has the ability to test at least one of its neighboring

units. One way to diagnose all the units (U(1), U(2),

U(3), . . . , U(N) is to have the central controller

test each unit sequentially; this approach, however,

is time-consuming. If there are N units and the test

for a unit takes Pt time, then the total time required

to test all units in a system will be NAt. To reduce

test time, a simultaneous testing method is proposed

here. (See Figure 2.1.) More specifically, if U(1)

has the ability to test U(2), U(2) has the ability to

test U(3), . . U(N) has the ability to test U(1),

then tests 1, 2, 3, . . , N can occur simultaneously

during Qt. Simultaneous testing reduces the total test

time, but not every unit is guaranteed to be always

fault-free; consequently, if the testing unit is faulty,

the test results will not be reliable. There is, how-

ever, a fault-free central controller, and it is as-

sumed that the central controller can directly test all

suspicious units. Suspicious units are detected by
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using the diagnostic model, which determines the test

result according to the status of the testing and

tested units; the model is designated with the feasi-

bility of its implementation kept in mind. The dis-

cussion above shows that most t-diagnosability will

demand a test time betweenAt and tAt. (See Figure

2.1.) If it requires only At time, then it is called

one step t-fault diagnosis. If it requires more than

At time, then it is called sequential t-fault diagno-

sis. The test time will depend heavily on the unit

interconnection structure. If a unit is connected to

2t+1 other units, the unit can be tested correctly by

at least t+1 units in one step, because at most t units

are faulty. Since this method requires numerous links,

the trade-off between the number of links and the to-

tal test time should be considered in terms of cost-

effectiveness and general feasibility for the specific

application.

Summarizing, most existing t-diagnosability schemes

(PREP 68, BARS 75, KARU 78) assume the following con-

ditions are true:

o A fault-free central controller exists, and

it can directly test all other units;

o Links are fault-free;

o A diagnostic model exists;

o Every unit in the system can be tested by
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u(1)

central controller

U(2)

test 3

u(3)

Fig. 2.1 A typical multiple unit configuration for
t-diagnosability
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another unit at least once to cover all the units.

The environment of existing t-diagnosability schemes

is different from that proposed in this dissertation.

The t-diagnosability schemes referred to in the fol-

lowing discussions are not complete, because no strate-

gy to cover all the units with minimized test time is

available, but some of their methods can be used as

sources from which to derive the method proposed in

this dissertation.

2.3.1 Preparata

Preparata et al. (PREP 67, 68) proposed a graph

theoretic model which facilitates a rigorous analysis

of diagnosable systems. In this model, the system is

partitioned into n units U(0), . . , U(n-1), where

each unit not only performs regular computations but

also tests and is tested by a subset of other units.

Each test involves the controlled application of stimu-

li, and the observation and evaluation of corresponding

responses.

The outcome of the test applied by unit U(i) to

unit U(j) is assumed to be binary, and its value is

represented by the binary variable E(i, j), where

E(i,j) = 0 if U(i) evaluates U(j) as faulty.

E(i,j) = 1 if U(i) evaluates U(j) as fault-free.

If U(i) is faulty, then U(i)'s evaluation of U(j) is
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unreliable, and E(i, j) can assume either of the values

0 or 1 regardless of the status of U(j).

stimuli

U(i) U(j)

response

Preparata's diagnostic model can be tabulated as fol-

lows: where "F" is faulty and "T" is fault-free,

U(i) U(j) E(i,j)

F F 0,1

F T 0,1

T F 0

T T 1

The table above shows that a single evaluation ("1" or

"0") does not provide any firm information about the

status of the units (testing or tested units). Multi-

ple units in a loop can generate a sequence of test re-

sults (i.e., a sequence of binary values).

Theorem 2.1 (PREP 67)

For a single loop system with N units, if N> 2t+1,

then the value "1" always appears as a test result.

Proof

A faulty unit in a loop can affect the test re-

sults of its two neighbor units; the faulty unit can

make at most two "0's" according to Preparata's diag-
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nostic model. t faulty units can generate at most

2t "0's," but there are at least 2t+1 units in a loop

and 2t+1 test results. Consequently, there is at

least one "1."

Preparata's diagnostic model is binary (1 or 0);

a sequence of units can generate a sequence of binary

test results. If the pattern of the test results is

segmented after every "0," then the pattern is 0, 10,

1, . . . 10. If the unit which is evaluated as a "0"

is fault-free, then the testing unit is faulty, be-

cause the testing unit evaluates the fault-free unit

as faulty. To complete a diagnosis, a strategy is

necessary which detects suspicious units and specifies

test order. Test strategy should cover all the units

and minimize overall test time. However, such a strat-

egy is not presented in Preparata's paper. Preparata

is mainly concerned with using the "0" test result to

locate faulty units. But in the method proposed in

this dissertation, a fault-free unit must be found

first. A sequence of "1" test result is mainly con-

sidered in this dissertation, because a special ar-

rangement of faulty and fault-free nodes can be found

in the sequence of "1" test results. (Refer to Chap-

ter IV for more discussion.)

To reduce test time, Barsi (BARS 75, 76) proposed
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a different diagnostic model; Friedman (FRIE 75) pro-

posed a different measurement of system diagnosability.

2.3.2 Barsi et al.

Barsi et al. (BARS 75, 76) proposed a different

diagnostic model which is a modification of Preparata's

diagnostic model. Barsi assumed that at least one mis-

match occurs between the actual and the expected reac-

tion to stimuli, whenever a given unit is faulty. The

reasonableness of this assumption will be varied ac-

cording to the application. But Barsi's diagnostic

model will be, in most cases, more difficult to imple-

ment than Preparata's diagnostic model, because the

former is more restricted than the latter. As a con-

sequence, the diagnostic model for a system S con-

sisting of units U(1) , U(2) , . . , U(n) is defined

as follows (assume that unit U(i) tests unit U(j)):

o If U(i) is fault-free, the test outcome is

"1," provided U(j) is fault-free, and is

"0," provided U(j) is faulty;

o If U(i) is faulty and U(j) is fault-free,

both test outcomes ("0" or "1") are possible;

o If U(i) and U(j) are faulty, the test out-

come is necessarily "0." (This assumption

differs from that on which Preparata's

model is based.)
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The two diagnostic models (Preparata and Barsi) are

compared in Figure 2.2(a). Barsi's diagnostic model

shows (Figure 2.2.(b)) that whenever a test outcome is

"1," the tested unit is fault-free.

2.3.3 Friedman

Friedman (FRIE 75) proposed a new measure of sys-

tem diagnosability (t/S diagnosability) based on the

assumptions of Preparata's diagnostic model. If a

system is assumed to have a maximum of t faulty units,

then by replacing at most S units all the actual faulty

units should be removed:

(t <S <N, where N is the total number of units

in a system).

However, (S-t) fault-free units may be removed. We do

not consider this method further, because removing

fault-free nodes is not desirable in a network having

a moderate number of nodes.

2.3.4 Summary

Preparata initiated the t-diagnosability study and

proposed a method which can diagnose a system containing

multiple faulty units. The basic idea is to set a di-

agnostic model and detect suspicious units. Preparata

identified the units using sequential t-diagnosability,

Barsi reduced the number of repeated tests with a
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Preparata's diagnostic model Barsi's diagnostic model

UT(i) U(j) E(i,j) U(i) U(j) E(i,j)

F

F

T

T

F

T

F

T

0,1

0,1

0

1

fF-.----
F

T

T

---
F CI-- - - - --.)

T 0,1

F 0

T 1

Fig. 2.2(a) the two diagnostic models and the difference
between them.

E(i,::i) U(i) U(j) E(i,j) U(i) U(j)
1 F F 1 F 17;
1 F T 1 T

LITi___
1

Fig. 2.2(b) Barsi's model shows that the tested node
is always fault-free when it has a "1"
evaluation.
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different diagnostic model, and Friedman minimized the

number of repeated tests by t/S diagnosability. t/S

diagnosability may remove fault-free units, and imple-

menting Barsi's diagnostic model may be difficult.

Preparata's diagnostic model is the most appropriate

for distributed local computer networks. But the t-

diagnosability environment is different from that of

the distributed systems. The different points are

summarized as follows:

o The distributed system in this dissertation

is assumed to have no central controller,

and selecting a fault-free node (hardcore)

among its nodes is therefore difficult.

Preparata employs "0" evaluation results

to identify faulty units, but this disserta-

tion will locate a fault-free node first,

consequently, "1" evaluation results are

mainly considered here.

o The central controller is directly connected

to all the units through fault-free links,

and the units are also interconnected with

one another in a cycle with fault-free links.

Guaranteeing fault-free links may not be easy

in the distributed system, and the reviewed

diagnosabilities are made to be applied only

to some specific topologies. If the topology
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is changed, the algorithm should be modified.
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CHAPTER III

SUBNET MODEL AND OBSTACLES TO ACHIEVING

OUR GOAL OF LOCATING FAULTS

Ease of fault location depends to a large extent

on the type of subnet used. Ideally, the design should

be both cost-effective and reliable. The following

provides the basic architecture for a subnet model;

specific details can be determined for a specific

system by the designer. In this way, the algorithm

proposed in this dissertation can be applied to di-

verse networks with greater flexibility.

3.1 Subnet Model

Data and control commands are transmitted from a

host to another host through nodes and transmission

media. These nodes and transmission media constitute

a subnet. Diagnostic difficulty varies with the fea-

tures of the subnet. Primary subnet features include

topology, access control, and switching method. This

section discusses the necessary features needed to

develop the fault-diagnosis algorithms proposed in

this dissertation. For more general discussions, see

Appendix A.

3.1.1 Topology

Topology refers to the pattern according to which
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the nodes in the subnet are connected. For reasons

of reliability and performance, our subnet model has

two types of paths (Figure 3.1): a control bus (con-

trol commands mainly are transmitted) and data links.

The interconnection pattern for the data link is ar-

bitrary; the control bus consists of a passive medium

whose nodes are connected to the bus via tri-state

transceivers. Each node can broadcast or monitor the

bus and, in case of node failure, can be disconnected

without disrupting the bus. The data links are seg-

mented at every node, so multiple data transmission

paths can be set up in the subnet for simultaneous

use. To summarize briefly the characteristics of

the paths, the control bus has both a broadcast and a

monitoring capability, but it does not have concur-

rent data transmission capability. The bus can be

designed reliably for short messages (control com-

mands), if necessary, by sacrificing speed. The data

links have a concurrent data transmission capability

and can be designed for fast data transmission, as

necessary, by sacrificing reliability. FISHNET (KANG

81) has this topology.

3.1.2 Access control

Occupation of a shared resource (e.g., a control

bus) should be controlled. Two types of access control
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4L--Control bus

terminator
terminator

H : host, N: node,L : linkfa d T: tap

Fig. 3.1 A network with a separate control bus and
data links - FISHNET(KANG 81)
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are widely used: CSMA/CD (Carrier Sense Multiple Ac-

cess with Collision Detection) and token passing.

(See Appendix A.) To control shared resource access

more deterministically, token passing may be adopted.

There are various types of applications which can em-

ploy token passing, and the subnet model is to be ap-

plicable to most of them.

3.1.3 Switching Method

Data can be transmitted by two different mecha-

nisms: circuit switching (which establishes a physi-

cally monopolized path) and packet switching (where

data is divided into packets, and multiple packets

share the same path). To avoid data collision in pac-

ket switching, a physical path must be established

before data transmission is initiated. For this rea-

son, circuit switching is preferred to packet switching.

3.1.4 Node Structure

Node hardware includes one or more microproces-

sors for controlling data transmissions and imple-

menting protocols, a time-out clock, a buffer for

speed matches between node inputs and outputs, a data

switching mechanism, and a reconfiguration mechanism

(which will be discussed later). The important soft-

ware features are as follows:
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o The lower three layers of ISO OSI protocols

(discussed in detail in Appendix A) are

adopted; the node is viewed as consisting

logically of three layers (physical, data

link, and network);

o Fault-diagnosis programs are resident in

the network layer;

o Every node maintains tables for a connec-

tion matrix, which shows how the nodes in-

terconnect with the data links, as well as

for test result look-up, and transient error

statistics.

3.1.5 Faults, Error Detection, and Correction

Two types of faults may exist in a network: hard-

ware faults and software faults. This dissertation is

concerned with (permanent and transient) hardware

faults. A node is composed of clocks, buffers, proces-

sors, switching mechanisms, etc.: malfunctioning clocks

may have irregular rates or may be completely dead;

faulty buffers may have stuck bits, while processor

faults may cause diverse types of errors. Links are

exposed to noise originating from high voltage, light-

ning sparks, chemical reactions, etc., which accounts

for the majority of the faults encountered. Sometimes,

the link may be disconnected, broken, or shortened
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due to physical abuse. We are not concerned with de-

termining all possible causes for faults, but are con-

cerned rather with locating the nodes and links af-

fected by such faults.

Errors (caused by faults) are detected through a

hierarchical checking scheme (CRC, sequence number

checking). Based on ARPANET experience, the positive

acknowledgement scheme has been adopted for error de-

tection and correction. It works as follows: whenever

a destination receives a correct data transmission, it

sends back an acknowledgement to its source. If the

source does not receive an acknowledgement within a

given time, it retransmits the same data. Data will

be retransmitted up to "K" times ("K" will be deter-

mined by the designer). If it is received correctly

within the "K" retransmissions, the fault is termed a

transient fault. If it is not received within "K" re-

transmissions, it is termed a permanent fault. No

intermediate nodes check the transmitted data; i.e.,

there are no hop-by-hop tests. The hop-by-hop test is

known to reduce overall performance, if the environ-

ment is not very noisy (LAM 80).

3.1.6 Reconfiguration Scheme

This dissertation is mainly concerned with locating

faulty elements, but the following reconfiguration



38

method may be used, though it is not a part of the

algorithm proposed later in this dissertation. Once

a faulty node or link is located, it can be removed

automatically as follows. A node has a combination

of two separate units: a data switching mechanism and

a node controller. The data switching mechanism es-

tablishes an appropriate path for data by connecting

an input link to an appropriate output link. The

node controller transmits the data, employing an error

detection and correction scheme. If the node control-

ler is faulty, the data switching mechanism is elec-

trically disconnected from the controller in a manner

similar to that employed by DCS (FARM 69) and Spider

(FRAS 74). (For an example using multiple links, see

Appendix B.)

Each node has various tables which need to be up-

dated within an appropriate time period. The connec-

tion matrix tables must be updated during every recon-

figuration; the tables for transient error statistics

need to be updated during every data transmission. A

subnet has two types of transmission medium: links and

a control bus. The links may be faulty, but the con-

trol bus is designed reliably and assumed to be fault-

free during the fault-diagnosis period.

Clock, control bus, token, and power supply should

be designed very reliably, because faults in them may
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paralyze the whole subnet.

3.2 Obstacles to Achieving Our Goal

The fault-locating process proposed in this dis-

sertation requires initialization of the process, se-

lection of a hardcore, coverage of all the elements,

and minimization of diagnostic time. These require-

ments are explained in greater detail below:

1. Initialization: the fault-locating process

is initiated by the fault-free central con-

troller in the existing t-diagnosability

environment (discussed in Section 2.3).

However, the distributed subnet model does

not have such a central controller; one must

be selected. A subnet is diagnosed periodi-

cally, but the interval between diagnoses

is generally long. Some faults may be de-

tected by employing normal data transmissions

within the given period; this dissertation

is concerned with such hardware faults. In-

formation redundancy (CRC, sequence number

check) is used to detect faults in normal

data transmissions, while time redundancy

(positive acknowledgement) is used to dis-

tinguish a permanent fault from a transient

fault. The two faults are thus located via
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two different methods. When a permanent

fault is detected, the locating process

should be initiated iimiediately. The means

by which nodes are enabled to recognize

such a fault becomes a problem worthy of

consideration, and these means are discussed

in Chapter IV.

2. Selection of a hardcore: our subnet model

does not have a fault-free central control-

ler, but a hardcore is needed to supervise

the fault-locating process. Every node is

potentially faulty, and multiple nodes may

be faulty simultaneously. Even if all of

the nodes are not faulty simultaneously,

the dynamic selection of a fault-free node

(hardcore) is not easy. Dynamic selection

of a hardcore with minimized redundancy and

test time is the topic for study in Chapter

IV.

3. Coverage: the node interconnection structure

is entirely arbitrary. How the selected

hardcore can access all the elements inde-

pendently of the node interconnection struc-

ture is another problem which is discussed

in Chapter IV.

4. Diagnostic time is the total elapsed time
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needed to identify all faulty elements in

the subnet. The selected hardcore may test

all the other elements sequentially, but it

takes too much time and the time will in-

crease with the number of elements in the

subnet. How to reduce diagnostic time by

employing appropriate redundancies, how to

make diagnostic time independent of the

number of elements as well as of the node

interconnection structure, and how to deter-

mine the diagnostic time for both the op-

timum and worst cases are other important

topics for study. These topics are dis-

cussed in Chapter IV.

Once transient faults disappear, the system will

recover quickly, assuming appropriate software support.

However, transient faults which occur frequently may

interfere with the subnet to an intolerable degree.

Faults can be located using one of two broadly defined

methods: concurrent (implicit) or explicit. In the

concurrent approach, data patterns from normal compu-

tations serve as test patterns, and the test is per-

formed simultaneously with normal data transmission.

By contrast, in the explicit approach, special input

patterns serve as tests; normal computation and testing

occur at a different time. Permanent faults are lo-
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cated quickly using the explicit method, but transient

faults are better located using the concurrent method,

which reduces overhead. In systems conforming to the

distributed subnet model, CRC and sequence number are

appended to each segment of data at the source, and

are then checked at the destination. Fault statistics

can then be gathered with reference to those paths

which have multiple nodes and links; what we want to

do is locate the faulty nodes and links.

Methods for deriving the fault statistics for

each node and link from path fault statistics is

another topic requiring further study, and these

methods are examined in Chapter V. Successful imple-

mentation of such methods would allow a subnet to

find faulty nodes and links by checking the trans-

mitted data at the destination alone.*

*This could provide an answer to the question hotly de-
bated at the International Conference on Communica-
tions, Seattle, Washington, 1980: How can a local com-
puter network locate faulty elements without recourse
to a hop-by-hop test, in which all the intermediate
nodes and the destination node on a path are used to
check transmitted data, assuming the nodes are fault-
free?
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CHAPTER IV

LOCATING NODES AND LINKS WITH PERMANENT FAULTS

The objective of this chapter is to locate nodes

and links with permanent faults.

4.1 Introduction

Faults occur randomly, so the subnet is diagnosed

periodically to detect these faults. This type of diag-

nosis is termed periodic (or maintenance) testing; its

coverage is broad and is usually done manually. The

maintenance period is generally long, and some faults

may be detected by normal data transmissions taking

place within that period. If faults seriously affect

overall network performance, then they should be lo-

cated and treated appropriately; the test used in this

case is termed an emergency test.

This dissertation is concerned with the emergency

test, which can be classified into one of two categories

depending on the duration of the faults: permanent

faults and transient faults. The two types of faults

are detected through information redundancy (CRC, se-

quence number of a frame) and distinguished by time

redundancy (retransmitting the same data). Permanent

faults are discussed in this chanter; transient faults

will be discussed in the next chapter. This chapter
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studies the possible number of multiple faulty elements

in a network, initialization of the locating process,

selection of the hardcore, coverage of all elements,

and minimization of diagnostic time.

4.2 The Number of Simultaneously Faulty Elements

Faults as discussed in this chapter are assumed

to be permanent. How many elements can possibly be

faulty simultaneously? This may be answered by deter-

mining the reliability of each element: nodes and

links, which are considered separately. This analysis

concerns hardware reliability; software is assumed to

be fault-free. The maximum number of simultaneous

faulty nodes is mainly concerned in this chapter;

this section shows a method to determine the number

of simultaneously faulty nodes assuming that there

are N independent nodes not interconnected.

In a local computer network, the nodes are usu-

ally designed uniformly using the same microprocessor

chip. Node reliability Rift) can be assumed to be

equal throughout the subnet. Reliability Rift) is ex-

pressed as the nrobability that node N(i) will not

fail before time t. The probability that node N(i)

failswithintimetisl-a-(t). It can also be as-

sumed that the probability of failure for each node

is independent of those for the others. If Pi denotes
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the probability that i nodes will fail within time t,

and R is the average nodal reliability, then

. = (T)RN-i (1R) i

Figure 4.1 shows the effect of node reliability (R) on

the probability of multiple node failure (Pi) for a

system of nine nodes; this effect is tabularized in

Table 4.1. Even if the average reliability of the

nodes is 90%, the probability of triple fault occur-

rence is still 4.5%. Moreover, even if the average

reliability of the nodes is 99.9%, the failure proba-

bility inherent in trying to keep all the nodes as

fixed hardcores is 0.9%. However, with only 95% aver-

age nodal reliability, the probability of failure for

the assumption that a network contains less than or

equal to triple simultaneously faulty nodes is only

0.1%. The above shows that an appropriate assumption

of multiple fault occurrence can reduce the probabil-

ity of failure for a diagnostic method.

The phrase "simultaneously multiple faulty ele-

ments" is often used in this dissertation. It refers

to the fact that multiple faulty elements may exist in

the system and, consequently, can affect any given di-

agnosis. The maximum number of simultaneously faulty

nodes in the system is expressed as tN.
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0 1 2 3 4 5 7
i(number of faulty nodes)

Fig. 4.1 The effect of average nodal reliability(R)

on multiple node failure probability( Pi ) for a
system of nine nodes.
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R(%)

1 i*

99.9

,

99 95 90 85 75

0 99.1 91.4 63.0 38.7 23.2 7.5

1 0.9 8.3 29.9 38.7 36.8 22.5

2 0.0 0.0 6.3 17.2 26.0 30.0

3 0.0 0.0 0.7 4.5 10.7 23.4

4 0.0 0.0 0.1 0.7 2.8 11.7

5 0.0 0.0 0.0 0.1 0.5 3.9

6 0.0 0.0 0.0 0.0 0.1 0.9

7 0.0 0.0 0.0 0.0 0.0 0.1

* number of faulty nodes

Table 4.1 The probability(%) of i simultaneously faulty

nodes occurring assuming an average reliability

(R) value for the nine nodes in the subnet.
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4.3 Initiating the Diagnosis

Our subnet model uses information redundancy

(CRC and sequence number of each frame) to check data

transmission errors. The CRC and sequence numbers are

appended to data at the source and are then checked

at the destination. The subnet model also uses posi-

tive acknowledgement. Whenever the destination re-

ceives data correctly via the links and nodes, it

sends back an acknowledgement on the control bus.

The reason for having two different types of trans-

mission media is because each provides its own unique

characteristics. Links are segmented at every node,

allowing multiple paths to be established simultane-

ously. By contrast, the control bus can be accessed

easily (i.e., it is not segmented at every node), and

further can be monitored by all the nodes. (See Sec-

tion 3.1 for further discussion.) If the source does

not receive the acknowledgement on the control bus,

it retransmits the same data, employing time redun-

dancy to correct any errors. Permanent faults are

distinguished from transient faults by this method.

After a given number of retransmissions have been made,

the source assumes that some permanent faults have

occurred. The number of retransmissions to be made

is decided by the network designer.
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The problem lies in ensuring that all other nodes

can recognize permanent faults, when the source is not

able to broadcast the occurrence. One way to solve the

problem is as follows: the control bus is monitored by

all nodes in the subnet. Before a data transmission

is made, the source node should hold the token and

establish a data transmission path through multiple

nodes and links. When the destination node is ready

to receive the data, a ready command will be returned

to the source node through the control bus. This

ready signal is monitored by all nodes in the subnet.

After a given period of time has passed, since every

node monitored the ready signal, no acknowledgement

will be monitored; then the nodes initiate the fault-

locating process. (Faulty nodes may not initiate the

process, but this will be discussed later.)

4.4 Selecting a Hardcore

The faults discussed in this dissertation are de-

tected during normal data transmissions; permanent

faults are assumed to be testable by a given test pat-

tern, but they have not yet been located. Our subnet

model has no fixed hardcore, and every node is poten-

tially faulty. Who manages the fault-diagnosis proc-

ess? Every node in the subnet is assumed to have the

ability to test other nodes. If a node is fault-free,
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it is qualified to be a hardcore which can control

the following diagnosis. This section discusses how

to locate a fault-free node. It is assumed that no

new faults occur during the diagnosis period (static

condition).

4.4.1 Test

Functional tests are assumed to be able to de-

tect in the node the hardware faults which are detected

during the normal data transmission. Links may gen-

erate noise, a condition which may cause pattern de-

pendent errors. Functional tests can be applied to

the nodes, but links may be tested by being sensitized

through the use of appropriate test patterns (a se-

quence of bit patterns). The types of functional

tests and test patterns will vary greatly depending

on the specific system. In this dissertation, it is

assumed that a subnet has a reliable diagnostic pro-

gram which covers all the necessary tests.

To reiterate, let us state the basic assumptions

as to the nature of the faults in which we are pres-

ently interested.

1. All faults considered in this chapter are

permanent; i.e., the fault remains until it

is located;

2. Faults are located in the data transmitting
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or data receiving part in a node, or on a

link;

3. Faults are detected during normal data trans-

missions and are reproduced by the test pro-

vided by the designer;

4. No new faults occur during a fault-diagnosis

(static condition);

5. Our subnet model has two different trans-

mission media: a control bus and links.

The control bus is designed reliably and is

assumed to be fault-free during the fault-

diagnosis period (SHOC 79).

4.4.2 Diagnostic Model

If a faulty node tests and evaluates itself, the

evaluation results may not be correct. Existing dis-

tributed local computer networks (METC 76, CORD 79)

adopt the following method: every node tests itself

and evaluates itself by assuming that a part of every

node is a fixed harcore.

The test and evaluation can be separated into

two different nodes. The main consideration in sep-

arating the two functions is to daisy-chain a sequence

of nodes. For example, a node N(1) tests itself and

is evaluated by another node N(2). Node N(2) tests

itself and is evaluated by a third node N(3), etc.
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This daisy-chain may help to detect when a node is

evaluated incorrectly, a topic which will be discussed

further below. Diagnosis must be initiated and a

test is made before an evaluation can be performed.

Initiation is discussed in Section 4.3 above; the

test is discussed in Section 4.4.1. Evaluation is

discussed below.

Setting some limitations on the evaluation will

help us to locate faulty elements. A diagnostic model

shows such limitations. The diagnostic model should

be devised with reference to the feasibility of its

implementation. Preparata's diagnostic model, in

which every node provides a stimulus for its evalu-

ated node (predecessor) and then checks the returned

results, requires bidirectional links. However, the

links in our subnet model are unidirectional. Con-

sequently, a stimulus is provided by a hardcore via

the control bus (discussed later); alternatively,

the predecessor can receive a stimulus by not moni-

toring an acknowledgement within a given time over

the control bus, as in Section 4.3 above.

Two neighboring nodes are logically daisy-chained;

the predecessor node N(i) tests itself and sends the

test results to the successor node N(j), and the suces-

sor node N(j) evaluates its predecessor N(i). This

evaluation is represented as a symbol E(i, j),. Con-
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sequently, this dissertation uses the terms "prede-

cessor node" and "evaluated node (N(i)) ," as well as

"successor node" and "evaluating node (N(j))" inter-

changeably as shown in Figure 4.2.

Stimulus

test result

. Predecessor node

. Evaluated node

. Successor node

. Evaluating node

Fig. 4.2 The relationship between the predecessor node
and the successor node.

When a node recognizes a permanent fault, it tests

itself and sends the test result to the successor node

via the fault-free control bus (Figure 4.2). The con-

trol bus allows a node to access other nodes in any

order, but logically daisy-chaining all the nodes in

some consistent order is necessary in order to detect

when a node performs an incorrect evaluation. This

concept will become clearer when we develop theorems

later in this dissertation.

The evaluation conforms to the following diag-

nostic model:

o If the evaluating node (N(j)) is faulty,

the evaluation result will be a "1" or a

"0," regardless of the status of the eval-
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uated node (N(i)) ;

o If the node N(i) is faulty, but N(j) is

fault-free, then the evaluation result will

be reliable and a "0":

o If both N(i) and N(j) are fault-free, the

evaluation will be reliable and a "1."

These points are summarized in Table 4.2, where "T"

is fault-free and "F" is faulty:

N(i) N(j) E(i,j)

F F 0,1

T F 0,1

F T 0

T T 1

Table 4.2 Diagnostic model

If the test result does not arrive in the successor

node within a given time, the successor node assumes

its predecessor node as faulty.

4.4.3 Analysis of the Diagnostic Model

When the evaluating node (N(j)) is faulty, the

evaluation will not give any information, which pre-

sents no difficulty for implementation. However, when

the evaluating node (N(j)) is fault-free, the evalu-

ation is reliable, and it is a "0" or a "1," depending

on the status of the evaluated node (N(i)). The cor-
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rect evaluation requires a fault-free diagnostic pro-

gram which generates all the necessary tests. Most

computer systems have very reliable diagnostic pro-

grams. Consequently, devising a diagnostic program

which generates all the necessary tests is both pos-

sible and feasible.

Table 4.2 shows that no single "1" or "0" can

provide any firm status information for the evaluated

or evaluating nodes as shown in Table 4.2(a). For

example, E(i, j) = 1 does not tell us that the eval-

uated or evaluating node is fault-free. But, let us

study Table 4.2 closely and consider all combinations

of statuses for tle evaluated and evaluating nodes

in a string of "1" evaluations as shown in Table

4.2(b). We can extend Table 4.2(b) by adding one

more node as shown in Table 4.2(c). Table 4.2(c)

shows us a special arrangement of faulty and fault-

free nodes where the evaluation pattern is a string

of two "l's." If the maximum number of simultane-

ously faulty nodes (tN) is two, case (1) in Table

4.2(c) will not occur. Checking the rest of the com-

binations, we can see that the (t
N + 1)th node, count-

ing backwards from the last node of the "1" sequence,

is fault-free in any combination.

On the other hand, let us consider the case of

evaluation result "0," as in Table 4.2. All combina-
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tions of statuses for predecessor and successor nodes

yielding evaluation results of "0" are presented as

shown in Table 4.2(a).

E(i,j) N(i) N(j) E(i,j) N(i) N(j)

1 F F 0 F F

1 T F 0 T F

1 T T 0 F T

Table 4.2 (a) Rearrangement of Table 4.2

N(i)

E( j )

All possible F
combinations

T

N(j)

1

F

F

T

Table 4.2 (b) Rearrangement of Table 4.2 with a sequence
of "1"

N(i)

evaluation result

N(k)N(j)

E 1 1

All possible
combinations

F F Case (1)

T F F Case (2)

T T F Case (3)

T T T Case (4)

Table 4.2 (c) All possible combinations of three node
statuses with a sequence of two "l's"
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"0" evaluation results in Table 4.2(a) show us that

there is no special arrangement of faulty or fault-free

nodes, but the table does tell us that at least one

of the two nodes is faulty.

Definition 4.1

A sequence of nodes which generates a string of

"1" evaluation results can be represented by a sequence

of node numbers. For example, the four nodes in Fig-

ure 4.3 generate a string of three "l's"; the nodes

can then be represented as a sequence (S4, S3, S2, Si).

The four nodes in Figure 4.3 are related to each other

by an evaluation: node S4 is evaluated by a node S3,

node S3 is evaluated by a node S2, and a node S2 is

evaluated by a node Si. The sequence (S4, S3, S2, Si)

can be represented by a symbol D; BN (Backward Number)

stands for a specific node position number, assigned

in reverse order (i.e., the last node in the sequence

has position number one, the second from the last node

has position number two, etc.). For example, in Fig-

ure 4.3, the BNs of S
4'

S3, S2, and S
1

are 4, 3, 2, and

1, respectively. The elements of a sequence D can be

identified by their BNs as D(BN). For example, in

Figure 4.3, D(1) = Si, D(2) = S2, D(3) = S3, and

D(4) = S
4.

A sequence D can be divided into two dis-

joint subsequences; one of the subsequences is repre-



Node

E

BN

Evaluated in a forward chain

1 1

Counted backwards

1

0

Fig. 4.3 A sequence of four nodes which generates a string
of three "1"
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sented as dk. k in dk is the BN of the sequence D.

The subsequence dk has as its elements the nodes whose

BNs are greater than or equal to k. For example, in

Figure 4.3, D = d1 =

d
2

=

d3

d
4

=

(S4,

(S4,

(S4,

(S
4
).

S3,

S
3,

S3)

S2,

S
2

) ,

,

S1),

With the help of diagnostic model analysis,

theorems may be formulated which will help us to lo-

cate fault-free nodes.

Theorem 4.1

If the number of elements in a sequence D is

greater than the number of simultaneously faulty nodes

(tN)
'

then all the nodes in the subsequence dt+1 are
N

fault-free.

Proof

This theorem is proved by considering all possi-

ble cases. If an evaluating node (N(j)) is fault-free

and the evaluated node (N(i)) is faulty, the evalua-

tion yields a "0" according to the diagnostic model

in Table 4.2. For example,

N(i) N(j) E(i,j)

O



Control bus

result
401%

Nodes

E(i,j)

all the

possible

combina-

tions

BN

1 1

F F

F

T .16

1

F

F F

F F

F

,
T T T

T T T

tN+2 t
N+1 t

N

1

2 1

Table 4.3 All the status combination of nodes which have a sequence
of "1" evaluation results
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Consequently, a in sequence does not yeild a node

status combination like that shown above; all possi-

ble combinations of the status for "n" nodes in a se-

quence are then as summarized in Table 4.3. A subnet

has at most t
N faulty nodes. Cases where there are

more than t
N faulty nodes will not occur. As we can

see from the rest of the combinations in Table 4.3,

the (t
N + 1)th node counting backwards from the last

node of the "1" sequence (D(tN + 1) is fault-free,

as are all the nodes in the subsequence d,
'N

Lemma 4.1

If a node Sk in the "1" string is fault-free and

BN of Sk is k, then all the nodes in the subsequence

dk are fault-free.

Proof

The diagnostic model provided in Table 4.2 shows

that the following combination of node statuses results

in a "0."

E(i,j)

0

Consequently, no such case exists in the "1" string.

All possible combinations of node status which yield

a "1" string are listed in Table 4.3 (i.e., FF.
. . F,
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TF . . . F, . . , TT . . . T). According to the

combinations listed in Table 4.3, if a node q is fault-

free, all nodes to the left of node Sk are also fault-

free (i.e., all the nodes in the subsequence dk are

fault-free). Q.E.D.

Using Theorem 4.1, we can find a fault-free node

if there is a sequence of nodes with tN "1" evaluation

results. If a subnet has t
N + 1 fault-free nodes in

a sequence, a string of tN "1" evaluation results are

guaranteed. Theorem 4.2 states the relationship be-

tween t
N and the number of nodes (N) needed in the

subnet in order to get tN + 1 fault-free nodes in a

sequence for the worst case nodal interconnection

structure. Our subnet model has two types of trans-

mission media: a control bus and links; the number of

links are assumed to be arbitrary. The worst case of

our subnet model has a control bus but no link--this

topology is similar to that of Ethernet.

Before making the following theorem, let us sum-

marize the environment of our subnet model: all the

nodes in a subnet are connected to the control bus,

and they are logically interconnected in a cycle like

a daisy-chain from the viewpoint of evaluation. Every

node is an evaluating node to its predecessor node,

but is an evaluated node to its successor node.
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Theorem 4.2

If a subnet has N nodes which are logically inter-

connected in a fixed order, the subnet has at most tN

2simultaneously faulty nodes, and N> tN + tN + 1; then,

the subnet must have a sequence of at least tN + 1

fault-free nodes.

Proof

The worst combination of node status with t
N

faulty nodes is as follows. (Here, "worst" means

that the node status combination does not generate a

string of tN "1" evaluations.)

(1)

----group 1--- ----group 2---- ---group tN - - --

F T T ... T T F T T ... T T ... F T T ... T T
0 0 1 ... 1 1 0 0 1 ... 1 1 ... 0 0 1 ... 1 1

--t
N-1--- --t

N
-1--- --t

N-1---

The combination above has no t
N "1" sequence. Is this

the worst combination? The combination can be changed

by exchanging the last "T" of group 1 with "F" in

group 2:

(2)

---group 1--- ---group 2--- ---group tN---

FTT...TF TTT...TT F T T T T

0 0 1 ... 1 0 0 1 1 ... 1 1 0 0 1 ... 1 1
- -tN -2- tN --t

N
-1---

Another change in case (1) can be made by exchanging
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the "F" of group 2 with the first "T" of group 2:

(3)

----group 1-- ---group 2 ---group tN --
F T...TT TFTT...TT FTT...TT
0 0 1 ... 1 1 1 0 0 1 ... 1 0 0 1 ... 1 1

t
N - -tN -2- --t

N-1---

In any instance of (2) and (3), there are a tN con-

secutive "l's," and D(tN + 1) is fault free. (See

Theorem 4.1.) Consequently, case (1) is proved to

be the worst case. A subnet with N = t
N
(t
N + 1) can

not locate a fault-free node in the worst case. How-

ever, if there is another fault-free node, regardless

of where it is located in case (1), one more "1" will

be added to the t
N -1 "1" sequence. This is because

the nodes are daisy-chained in a cycle from the view-

point of evaluation, and one more "T" will be added

to the tN "T" sequence. The (tN + 1) "T" in a sequence

will generate a string of tN "1" evaluations. There-

fore, N> tN(tN + 1) + 1 = tN + tN + 1 is sufficient

to identify at least one fault-free node. Q.E.D.

Table 4.4 is derived from Theorem 4.2, which

states a relationship to provide a sequence of tN + 1

fault-free nodes in our subnet model. Where a subnet

has seven modes and (at most) two faulty nodes exist,

a fault-free node can be identified using our diag-

nostic model. This relationship requires more nodes

than the voting scheme. (Majority wins.) This is
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tN N

1 3

2 7

3 13

4 21

5 31

Table 4.4: The relationship between tN and N

(N>t2

N
+ t

N + 1) to get a sequence of

at least t
N
+ 1 fault-free nodes, which

is based on Theorem 4.2.

t
N

N

1 3

2 5

3 7

4 9

5 11

6 13

Table 4.5: The relationship between tN and N

(N22tN + 1) to get a sequence of

at least t
N
+ 1 fault-free nodes

when multiple daisy-chaining is allowed.
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mainly because each node is allowed to test only once.

If repeated tests for each node are allowed, the num-

ber of nodes in Table 4.4 will be reduced. But over-

all diagnostic time may be longer. For example, all

the nodes are daisy-chained in order, and they are di-

agnosed as in Theorem 4.2. But this may not find

t
N "1" strings. In that case, they must be daisy-

chained in a different order and then be diagnosed

again as in Theorem 4.2. "N" nodes in our subnet

model can be daisy-chained in N! ways. This may

require N! times more diagnostic time than Theorem

4.2.

Table 4.5 shows the relationship between tN and

N when multiple daisy-chaining is allowed. The re-

lationship in Table 4.5 requires the same number of

nodes as the voting scheme does, but the former does

not require fault-free voters, while the latter does.

Summarizing Tables 4.4 and 4.5, Table 4.4 re-

quires N = tN + tN + 1 nodes to get a sequence of tN

"1" strings, but it requires only single node diag-

nostic time. On the other hand, Table 4.5 requires

only N = 2t + 1 nodes to get a sequence of tN "1"

strings, but it may require N! times the single node

diagnostic time. Trade-off between the number of

nodes N and the diagnostic time may be made for the

specific application. The diagnostic time in this
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dissertation is assumed to be at most a few minutes,

and the discussion in this chapter is based on Theo-

rem 4.2, where nodes are logically daisy-chained in

a fixed order.

How do we determine t
N values when the reliabil-

ity of each node in a subnet is given? In Section

4.2, Figure 4.1 and Table 4.1 show the probability

of having i faulty nodes, when average nodal relia-

bility (R) is given; i.e., the probability of having

i faulty nodes (Pi) in a subnet of N nodes is

'1 '

How do we use Table 4.4 and Table 4.5 effective-

ly? Appendix C lists tables which show the accumu-

lated occurrence probability (%) up to i simultane-

ously faulty nodes (tN) occurring, assuming an aver-

age reliability (R) value for N nodes. For example,

if a subnet has N = 13 and R = 0.8, then tN = 3 case

has 74.8% accumulated occurrence probability from

Appendix C, while tN = 5 case has 97.1% accumulated

occurrence probability. If the subnet should con-

sider up to 95% occurrence probability, then the re-

quired relationship is N = 13 and tN = 5, which is

not met by Table 4.4, but is met by Table 4.5. Con-

sequently, multiple daisy-chaining method (Table 4.5)

should be used in the above case, even if it takes
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longer time.

4.4.4 Considerations for Implementing the

Hardcore Selection Algorithm

Theorem 4.1 shows a special pattern which can

find a fault-free node, while Theorem 4.2 states the

relationship between the number of nodes (N) and the

maximum number of simultaneously faulty nodes (tN),

yielding the special pattern in the worst case node

interconnection structure (where there are no links,

but a control bus is connected to the nodes). If a

subnet satisfies the two theorems, the subnet can find

a fault-free node. This section shows how to imple-

ment such a scheme.

To locate a hardcore, the four steps (test ini-

tiation, test, evaluation, and locating a fault-free

node) are needed. Tests are initiated as in Section

4.3. Every node tests itself functionally, as in

Section 4.4.1, and the test result is then sent to

its successor node via the fault-free control bus.

The successor checks the transmitted result, com-

paring it with the values in a given table (table

look-up), and then evaluates the predecessor. The

evaluation is assumed to follow the diagnostic model

of Table 4.2. Every node will then have a "1" or

"0" evaluation result. If the test result does not
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arrive within a given time, the successor node assumes

its predecessor is faulty. The following provides an

algorithm for locating a hardcore, based on Theorem

4.1. Every node is daisy-chained, maintaining the

predecesssor and successor relationship from the

viewpoint of evaluation.

(Forward counting)

A sequence of "1" evaluation results will result

from performing this step. Every node, which has a

"1" evaluation result, sends the first message ("I

have the first 1") on the control bus to its succes-

sor, when the control bus is empty. Receiving the

first message, the node sends the second message

("I have the second 1 in a sequence") to its succes-

sor, if it also has a "1" evaluation. This procedure

will continue to the third, fourth, . , etc., un-

til the t
N -lth message.

(Backward counting)

When a sequence of tN "1" evaluations has been

found, the tN + lth node counting backwards in the se-

quence may be located by performing this step. If the

node which received the t
N -lth message also has a "1"

evaluation result, the node returns an inverted mes-

sage ("You are the second node counting backwards in

the sequence of 1") to its predecessor. On receiving

the first inverted message, the predecessor sends the
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second inverted message ("You are the third node

counting backwards in the sequence of 1") to its

predecessor. If a node receives the inverted mes-

sage ("You are the tNth node counting backwards in

the sequence of 1"), then the node's predecessor is

fault-free and will receive a message ("You are fault-

free") from its successor. The fault-free node is

then qualified to be a hardcore. For example, a se-

quence of four nodes N(1) , N(2), N(3), and N(4) gen-

erates a sequence of three "1" evaluation results.

(Assume that t
N = 3.) Node N(2) initiates forward

counting and receives the first message; node N(3)

sends the second message to node N(4). Receiving the

second message, node N(4) initiates backward counting.

Node N(4) sends the first inverted message to N(3),

and receiving the inverted message, node N(3) sends

the second inverted message to node N(2). The prede-

cessor node N(2) is N(1) which is fault-free. The

above example is explained with a figure as follows.

Nodes N(1) N(2) N(3) N(4)

E(i,j) - 1 1 1

Forward > >1counting
s

Backward < 4:,
\IP/

counting

Therefore, node N(1) is fault-free.
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(Observation)

o Multiple messages are transmitted over the

control bus, but the contention problem can

be solved by retransmitting the same mes-

sage, after waiting for a random period after

a collision has been detected.

o A node may receive multiple messages. Mul-

tiple messages can be distinguished by ap-

pending appropriate identification numbers

(source node number, destination node num-

ber, and a sequence number) to each message.

o If the t
Nth node in the backward-counting

algorithm is faulty, the message ("You are

fault-free") may not be sent to its prede-

cessor. However, if the subnet is designed

to satisfy the relationship expressed in

Table 4.4, which is based on Theorem 4.2,

there is a sequence of at least tN + 1

fault-free nodes, which provides a string

of t
N "1" evaluations; a fault-free node

can be found with the proposed method in

this section.

o In some cases, a fault-free node may not be

found, even if the subnet is designed to

satisfy Table 4.4. These cases are when the

control bus is faulty, or when there are
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more than t
N faulty nodes (violation of the

assumption). In either case, the operator

should be notified.

o A faulty node may count incorrectly. This

is a difficult problem to resolve, but in

this dissertation, it is assumed that an in-

correct count will be detected by adding in-

formation redundancy (i.e., CRC, etc.) to

the message.

o If there are multiple fault-free nodes, se-

lecting a hardcore to control the following

diagnosis will be a problem. One solution

would be to assign each node a priority de-

pending on the node capacity, and the high-

est priority node among the fault-free nodes

would then be selected.

4.5 Coverage

When a hardcore is selected and can directly ac-

cess all the nodes over the fault-free control bus,

all the nodes can then be identified. The two fault-

free nodes at both sides of a link can do one more

test on the link and identify the link status. Every

two nodes connected by a link constitute a test group,

as in Figure 4.4(a), and all the groups test simulta-

neously. This method can be used independently of
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L:link

N(3)

Test groups

Predecessor Successor
N(1) --- N(2)
N(2) --- N(3)
N(2) --- N(4)

Fig. 4.4(a): Test groups with links

N(i)
0 test result 100

N(j)

Predecessor node
test itself at
Qtp

Fig. 4.4(b): Diagnostic Time

Successor node
evaluates the test
result atAt

s
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the node interconnection structure.

The link connected to a faulty node can not be

identified. Consequently, all the faulty nodes and

faulty links, except the faulty links directly con-

nected to a faulty node, can be located.

4.6 Diagnostic Time

Diagnostic time is defined as the total time

needed to identify all the faulty elements in a sub-

net. A simple way to complete the diagnosis is to

have the hardcore diagnose all the other nodes se-

quentially, and then to have all the fault-free nodes

test their links simultaneously, since the links are

segmented at each node. This is called strategy 1.

Definition 4.2

A single node diagnostic time is expressed as

At, which is the sum of the test time for the prede-

cessor node (At
P
) and the evaluation time for the suc-

cessor node (Ats) as in Figure 4.4(b).

The total diagnostic time with strategy 1 for a

subnet with N nodes is (N + 1)At(At (selecting a

hardcore*) + (N-1) At (the hardcore tests all the

*Overhead in selecting the hardcore is assumed to be
negligible compared with At, because the overhead
is mostly due to message transmission time over the
control bus ( ",)J sec level).
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other nodes) + At (simultaneous tests are made to

identify the link)).

We can reduce the diagnostic time utilizing the

diagnostic model, and strategy 2 will be established

in the following.

Lemma 4.2

Assume that all the nodes in a subnet are con-

nected to a control bus, and the nodes are daisy-

chained in a cycle from the viewpoint of evaluation.

If the subnet has one to t
N faulty nodes, and the

others are fault-free, the subnet will have at least

one "0" evaluation result.

Proof

Since all the nodes are daisy-chained in a cycle,

and the status of the nodes is one of two possible

statuses (faulty or fault-free), the subnet will have

at least one of the following combinations:

N(i)

0
N(j)

F T

The evaluation E(i, j) is a "0" from the diagnostic

model in Table 4.2. Consequently, at least one such

case will exist.
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Definition 4.3

Q* is the set consisting of the null string

and those strings that can be formed by concatenating

an infinite number of strings from 01.

Q* = 1A , Q, QQ, QQQ, 1

If Q is 1 or 0, then 1* = ti\, 1, 11, 111, .

and 0* = j \, 0, 00, . . . 1

Definition 4.4

No(p) and No( s) are the predecessor node (eval-

uated) and the successor node (evaluating) for a "0"

evaluation, respectively:

No(p)
No(s)

0

(Preliminary Discussion for Strategy 2)

With the theorems, lemmas, and definitions de-

veloped so far, we can find out some faulty or fault-

free nodes from some specific patterns; these patterns

are used in strategy 2 and are discussed as follows.

Later, strategy 2 will be established.

From Lemma 4.2, it can be seen that a subnet has

at least one "0" evaluation, if it has one to tN faulty

nodes (t N<N(the number of nodes)). Our diagnostic
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model is binary (1 or 0). Therefore, all the evalu-

ation result patterns will be combinations of "l's"

and "O's" and can be expressed as (1*0*)*. If the

pattern is segmented after every "0," then all the

segmented patterns can be expressed as l*O. 1* can

then be expressed as a sequence D. No(p) is the prede-

cessor node for the "0" evaluation of 1*0, and it is

also the first element counting backwards in the se-

quence D and is expressed as D(1). For example,

N(p) N(q) N(u) N(v)

E(i,j) 1 1 1 0

D(3) D(2) D(1)= No(p) No(s)

Thus, D(1) is No(p). If No(p) is fault-free, all the

nodes in the sequence D are fault-free (Lemma 4.1).

A 1*0 pattern can be classified into one of two

categories: a single 0 and 1*10. If No(s) of the

single "0" is fault-free, its predecessor is faulty

according to the diagnostic model in Table 4.2; a di-

agnosis can identify a faulty node. Consequently,

at most tN, diagnoses are required to identify tN

faulty nodes. On the other hand, if No(s) in a 1*10

pattern is faulty, No(p) can be any of the two sta-

tuses (faulty and fault-free) and should be diagnosed;
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if No(s) is fault-free, then No(p) is faulty which

is D(1), and D(2) should be diagnosed. Both of the

cases above require two diagnoses to identify a

faulty node.

To reduce the diagnostic time significantly,

the hardcore distributes its diagnosing to the fault-

free nodes, and simultaneous diagnoses are sought.

This is because every node has the ability to diag-

nose other nodes, and each node can access any other

node through the control bus. There is only one con-

trol bus, and control messages should be transmitted

sequentially, but the transmission time is assumed

to be negligible compared with the diagnostic time.

"Simultaneous diagnosis" is defined as multiple di-

agnoses going on concurrently, but they may start or

end at different times. Consequently, a fault-free

node can perform the diagnosis under the control of

the hardcore. The hardcore lists the suspicious

nodes and then sends a diagnosis initiation (stimu-

lus) to the suspicious node, also providing a message

to the fault-free nodes. The message will say,"Be

ready to accept a test result from the node, and eval-

uate it; then report it to the hardcore." Thus, some

overhead should be considered in the simultaneous di-

agnosis. The overhead is, however, assumed to be

negligible compared with the single node diagnostic
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time At.

Another way to reduce the overall diagnostic

time is to have the hardcore identify at least one

faulty node by inference. The hardcore belongs to a

1* sequence (a sequence D). If the hardcore is D(i),

then all the nodes in the subsequence di (di = (. . .

D(i + 2), D(i + 1), D(i)) are fault-free from Lemma

4.1. But the predecessor node of the last node counting

backwards in the subsequence di is faulty. For example,

a sequence of nodes have evaluation results as shown in

following figure; di = (N(2), N(3), N(4)) and the predece-

ssor N(1),

which is faulty.

Nodes

E(i,j) 0 1 1

(Flow chart explanation for strategy 2)

0

Based on the preceding observations, strategy 2

can be established (see the flow chart in Figure 4.5).

It is explained as follows:

Step 1: When nodes detect a permanent fault, they

start the diagnosis. A hardcore is selected

by doing forward counting and backward

counting (discussed in Section 4.4.4).

The hardcore identifies by inference a
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faulty node, or identifies all the nodes as

being fault-free, if there is no "0" eval-

uation result. If it is the latter case,

go to Step 7. The hardcore segments the

patterns of evaluation results at every "0."

Then, there may be multiple 1*0 patterns.

Step 2: The hardcore selects a 1*0 pattern and di-

agnoses No( s) which has a "0" evaluation

result in the selected 1*0 pattern. (If

there are multiple fault-free nodes, they

are assigned to diagnose other suspicious

nodes, performing the diagnosis simultane-

ously (see preliminary discussion for strat-

egy 2)). If No(s) is fault-free, No(p) is

faulty, so go to Step 3. If No(s) is faulty,

then also go to Step 3. ("0" in 1*0 is con-

sidered in this step, and 1* will be con-

sidered in the following steps.)

Step 3: If the pattern has no "l's" or all the ele-

ments in the sequence D are diagnosed, then

go to Step 6. If all the elements in the

sequence D are not identified, then go to

Step 4.

Step 4: The next node D(i) in the sequence D is

tested. If the tested node D(i) is fault-

free, then all the nodes in the subsequence
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2. The hardcore collects all the evaluation results

Only a cycle of "1" evaluation

results means that all the

nodes are fault-free from Th. 4.1
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di are fault-free, so go to Step 6. If D(i)

is faulty, go to Step 5.

Step 5: If all the faulty nodes are identified, go

to Step 7; otherwise, go to Step 3.

Step 6: If all the 1*0 patterns are diagnosed, then

go to Step 7; otherwise, go to Sten 2.

Step 7: All the fault-free nodes diagnose their

links.

Theorem 4.3

If strategy 2 is used to locate all the faulty

nodes and faulty links connected to fault-free nodes

in our subnet model, the total diagnostic time is at

most (tN + 2) At.

Proof

All the evaluation patterns are 1*0 when the

evalution pattern is segmented after every "0"; 1*0

can be classified into one of two categories: a sin-

gle 0 and 1*10. If the successor node No(S) of a

single "0" pattern is fault-free, then the predeces-

sor node No(p) is faulty according to the diagnostic

model in Table 4.2; a single diagnosis can identify

a faulty node. On the other hand, if the last node

No(s) in a 1*0 pattern is fault-free, the predecessor

node No(p) is faulty, but the second node counting
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backwards in 1% (D(2)) may also be faulty, which re-

quires another diagnosis. If No(s) is faulty, another

diagnosis for No(p) should be performed; at least two

diagnoses are required to identify a faulty node in

the 1*0 pattern. This theorem considers the longest

time required to identify all the faulty nodes in a

subnet. Therefore, a subnet is assumed to have only

1*0 patterns.

A subnet has at most t
N 1*10 patterns from the

diagnostic model in Table 4.2, but a faulty node can

then be identified by hardcore inference (see prelimi-

nary discussion for strategy 2); at most (tN - 1)

1*10 patterns are then left. D(1) and D(2) are the

first and the second nodes counting backwards in the

nodes of sequence D. If D(1) is faulty, D(2) may be

faulty. But if D(2) is also faulty, then the number

of faulty nodes to diagnose is reduced by one, which

reduces the number of 1%10 patterns. Consequently,

the number of 1*10 patterns is inversely proportional

to the number of required disgnoses in 1* as shown in

Figure 4.6. The overall diagnostic time is related

to (tN k -1) (k -1) , where "k" is the number of nodes

to be tested in the 1* pattern. To get the longest

diagnostic time, (tN-k-1) (k-1) = -2(k-1) = 0.
dk

Thus, k = 1 is the worst case, which requires the most

number of tests. All possible combinations of worst
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1 . . . . . 1 1 1 0

1 . . . . . 1 1 1 0

it tN k 1

1 . . . . . 1 1 1 0

k -1

Fig. 4.6 The inverse relationship of the diagnostic time
between the number of 1*10 patterns and the
number of diagnoses in 1*.

D(2) D(1) E0(r) D(2) D(1) E0(r)

T F T 2 2 1

T F T 3 3 3

T F T 4 4 4

T F T 5 4 4

Fig. 4.6(a)

The combinations of worst case
node status for strategy 2.

Fig. 4.6(b)

The diagnostic order of
strategy 2.

tN - 1 required number
of diagnoses relationship

1 2 t
N

2 3 tN

3 4 tN

4 4 t
N

- 1

5

6

5

5

tN 1

t
N

2

Table 4.6 The longest diagnostic time required for each
tN 1 using strategy 2.
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case node status are provided in Figure 4.6(a); diag-

nostic order with strategy 2 for the combination is

provided in Figure 4.6(b). (The same numbers mean

that they are diagnosed simultaneously.)) Table 4.6

is based on Figure 4.6(b). Table 4.6 shows that at

most tN Qt diagnostic time is required for strategy 2.

The fault-free nodes diagnose their links simultane-

ously at At time. Thus, the overall diagnostic time

is (tN + 2) At = At (to select the hardcore and iden-

tify a faulty node by inference) + tNAt (to locate

t
N 1 faulty nodes) + At (to identify links). Di-

agnostic time is independent of the number of nodes

nad links in the subnet. Q.E.D.

Example 4.1

A subnet has seven nodes and nine links with

tN = 2 as shown in Figure 4.7. Two nodes (N(3) and

N(7)) and a link (L(1, 2)) are faulty and need to

be located. A data transmission (N(1) -31.-N(2)

N(3) -alw-N(4)) was unsucessful, even after "k" retrans-

missions. All the nodes initiate the diagnosis, and

the evaluation results are as shown in Figure 4.7(a).

Two sequences of "1" evaluation results (Ds) are (4,

5, 6, 7) and (1, 2). As discussed in Section 4.4.4,

forward counting and backward counting are done to lo-

cate fault-free nodes. Two nodes N(5) and N(4) are



Fig. 4.7 A subnet with seven nodes and tN=2

Terminator

Fig. 4.7(a) Selecting a hardcore

test
result

T : tap

(::) . a node

: a link

x : faulty

Fig. 4.7(b) Diagnosing
links
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identified as fault-free, but N(4) is assumed to have

higher priority and is selected as the hardcore to con-

trol the following diagnoses. By the hardcore's in-

ference, N(3) is faulty. (See preliminary discussion

for strategy 2.) All the evaluation result patterns

(1*0) are 1110, 10, and 0. The node, whose evalua-

tion result is a "0" in 1110, is N(1). N(1) has been

diagnosed again by the hardcore and is identified as

fault-free, while N(7) has been simultaneously diag-

nosed by N(5), and N(7) is identified as faulty. The

two faulty nodes are identified. The fault-free nodes

diagnose their links as shown in Figure 4.7(b).

L(1, 2) is faulty, but L(1, 4), L(2, 5), and L(5, 6)

are identified as fault-free. The overall diagnostic

time is 3At < (tN + 2) Qt.

4.7 Further Study to Reduce Diagnostic Time

Strategy 2 requires at most (tN+2)At diagnos-

tic time to identify all the faulty nodes and neces-

sary links. We may seek to reduce the diagnostic

time further by including links to the diagnostic

model in Table 4.2, which will be discussed as follows

and is called strategy 3. Strategy 3 is not complete

and requires further study.

Links are passive elements and they have no abil-

ity to diagnose other elements. A predecessor node
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N(i) and its link L(i, j) can be combined and ex-

pressed as N1(i, j). When both elements are fault-

free, NL(i, j) is fault-free; but if at least one of

them is faulty, then NL(i, j) is faulty. Considering

these points and Table 4.2, the following modified

diagnostic model is proposed:

NL(i, j) N(j) E (i, j)

F F 0, 1

T F 0, 1

F T 0

T T 1

Table 4.7 Modified diagnostic model with links

Since links are involved, more diverse evalua-

tion result patterns can be considered; including the

links and employing diverse patterns make the effec-

tiveness of strategy 3 depend heavily on the node in-

terconnection structures via links. Consequently, ex-

tensive simulations with diverse node interconnection

structures via links may be required to complete

strategy 3. This area is left as a further study.

4.8 Comparing the Strategies

The fault-locating algorithm in this chapter as-

sumes that no new fault occurs during the diagnostic

period--a static condition. One way to make this con-
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dition more realistic is to reduce the diagnostic

time: three strategies have been considered to reduce

thi_s time. This section compares three strategies.

To complete fault-diagnosis for our subnet model,

three separate steps are needed: locating a hardcore,

diagnosing all the nodes, and diagnosing the links.

Simultaneous tests are used in locating a hardcore

and diagnosing the links in strategy 1, but the nodes

are diagnosed sequentially. Consequently, the diag-

nostic algorithm is simple, but the main disadvantage

of strategy 1 is that the diagnostic time increases

proportionally to the number of nodes (N) in the sub-

net.

Strategy 2 performs simultaneous tests in lo-

cating a hardcore and diagnosing the links, as strat-

egy 1 does, but strategy 2 also reduces the diagnostic

time further by using the diagnostic model more ex-

tensively than strategy 1; some simultaneous tests in

identifying nodes are also used. The diagnostic time

in strategy 2 is independent of the number of nodes

in the subnet, but dependent on the number of faulty

nodes. Strategy 1 requires (N + 1),At diagnostic

time, but strategy 2 requires (tN + 2)At diagnostic

time. Theorem 4.2 shows the relationship between the

number of nodes (N) and the maximum number of simul-

taneously faulty nodes (tN) (i.e, N> tN + tN + 1).
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It shows that strategy 2 requires much less diagnostic

time (i.e., tN + 2 <tN + tN + 2<N + 1) than strategy

1, but strategy 2 requires a more complex diagnostic

algorithm.

In strategy 3, further reduction of the diagnos-

tic time is sought with the modified diagnostic model

of Table 4.7, but strategy 3 is not complete and

requires further study.
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CHAPTER V

TRANSIENT FAULT DIAGNOSIS

Some transient faults occur so frequently that a

network can not tolerate them. The objective of this

chapter is to locate the nodes and links which gen-

erate such transient faults.

5.1 Introduction

Transient faults occur randomly. If a network has

an appropriate recovery scheme, the transient faults

may be tolerable. But if they occur so often to re-

duce intolerably the network performance, then they

should be located and corrected. A node or link has

multiple faults, but system level (nodes and links)

diagnosis should still be appropriate for reconfigura-

tion, and should still be useful in reducing diagnos-

tic time. Faults can be detected using one of two

general methods: concurrent (implicit) or explicit.

In the explicit approach, special input patterns serve

as test patterns. Further, normal data transmission

and testing occur at different times. By contrast, in

the concurrent approach, data patterns from normal

data transmissions serve as test patterns, and the

test is performed simultaneously with normal data

transmissions. Transient faults can be detected most
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effectively via the concurrent approach. According

to the subnet model used in this dissertation, infor-

mation redundancy (CRC and a sequence number) is

appended to data at the source node and is employed

to check transmitted data at the destination node.

Transient faults can thus be located by keeping a

running record of fault statistics. However, these

statistics can only be obtained with reference to a

path which has multiple nodes and links. What we

want are the fault statistics for each node and link.

This chapter develops a method which divides the

fault statistics for a path into those for each node

and link on the path; further, the number of data

transmissions needed to obtain reliable fault-statis-

tics is also considered.

A hop-by-hop test uses every intermediate node,

along with the destination node in a path, to test the

transmitted data; the hop-by-hop test, however, is

known to reduce performance by introducing transmis-

sion delay. Nonetheless, many local computer net-

works (WOLF 78, LIN 78) have adopted the hop-by-hop

test, due to the inherent difficulty of fault-diagno-

sis. The method proposed in this chapter allows a

node or link with frequent transient faults to be lo-

cated by checking at the destination alone; the pro-

posed method can, therefore, replace the hop-by-hop
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test, thereby eliminating the system degradation as-

sociated with the use of the hop-by-hop test.

5.2 Division of a Path into Nodes and Links

This section considers a technique for deter-

mining the fault probability of each node and link,

based on the fault statistics for their corresponding

paths.

Definition 5.1

Fault probability of an element means the proba-

bility that the element is faulty.

P(il...n) represents the fault probability for the

path ij...n. ij...n of P(ij...n) are the node numbers

on the path, arranged sequentially.

P(N(i)) and P(L(i,j)) represent the fault proba-

bilities of a node N(i) and a link (L(i,j), respec-

tively.

The fault probabilities for each node and link

are assumed to be independent. When data are trans-

mitted over a path, they will be affected by faults

on the nodes and links on the path. If a path is

N(1) --a L(1,2) albN(2) , the fault-probability of the

path is P(12), which can be observed through coordina-

tion between the source and destination nodes (posi-

tive acknowledgement).
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The fault probability of the path (P(12)) is the

combination of the fault probabilities for all the

nodes and links on the path. If one of the elements

on the path 12 is faulty, a single errored data trans-

mission is recorded at the destination node. Even

if multiple elements are simultaneously faulty, the

destination node can not distinguish the multiple

faults at this time, and does record a single errored

data transmission. Consequently, the fault probabil-

ity of a path 12 (p(12)) is the union of the fault

probabilities of all the elements on the path.

P(12) = P( N(1) U L(1,2) U N(2) )

= P(N(1)) + P(L(1,2)) + P(N(2)) - P(N(1)(1L(1,2))

- p(Noin N(2)) - P(N(1)(1 N(2)) p(L(1,2)r1N(2))

p(NwriL(1,2)(1N(2)) Eq(5.1)

Assuming that the transient faults in each node

or link occur independently, Eq(5.1) can be simplified

to.

P(12) = P(N(1)) + P(L(1,2)) + P(N(2)) - P(N(1))P(L(1,2))

- P(N(1))P(N(2)) - P(L(1,2))P(N(2))

+ P(N(1))P(L(1,2))P(N(2)) Eq(5.2)

= P(N(1)) + P(L(1,2)) + P(N(2)) - V(12) ---Eq(5.2.a)

Where "V" includes all the intersection terms on path

12.

Generally,
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P(ij...n) = P(N(i))+P(L(i,j))+P(N(j))+...+P(N(n))

-P(N(i))P(L(i,j)) -...- Eq(5.3)

= P(N(i))+P(L(i,j))+P(N(j))+...+P(N(n))

-V(ij...n) Eq(5.3)

Where "V" includes all the intersection terms on path

ij...n.

If the fault probability for each node or link

is so small that the "V" term becomes negligible,

then Eq(5.3) can be simplified even further:

p(ij...n)=P(N(i))+P(L(i,j))+P(N(j))+...+P(N(n))

Eq(5.3.a)

Eq(5.3.a) demonstrates that the path fault probability

can be reduced to the addition of the fault probabili-

ties for each node or link on the path. Thus,

P(ij...n) can be estimated by the addition of the

fault-probability for each node or link (which will

be considered next).

The Ethernet preliminary report (SHOC 79) shows

that there is one packet error per 6000 packet trans-

missions (the average fault-probability of a path),

which means P(N(i)) or P(L(i,j)) on the path is smal-

ler than 1.6 x 10-4 . If we assume that the fault-

probability of each node or link in the subnet is

1.6 x 10-4 , the fault-Probabilities for the intersec-

tion terms can be compared with that for a single
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P(N(i))

1.6x10
4.
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p(N(i))P(L(i,j)) p(N(i))1)(1,(i,j))P(N(j))

->(1.6x10 -4)2 > -- - > (1.6x10-4)3

Consequently, the "V" terms in Eq(5.3) can be ignored.

If they are ignored, the fault-probability of a path

can be reduced to the addition of the fault-probabili-

ties for each node and link on the path (which are the

same as mutually exclusive events).

Data are transmitted from a source node to the

destination node via intermediate nodes and links. A

node has two distinguishable parts for a data trans-

mission: a data transmitting part and a data receiving

part. A source node uses only the data transmitting

part, and the destination node uses only the data re-

ceiving part, while the intermediate nodes use both

parts on a data transmission.

Definition 5.2

P(NS(i)) and P(ND(i)) represent the fault-proba-

bilities of a data transmitting part and a data re-

ceiving part of a node N(i), respectively; faults in

both parts are assumed to occur independently of each

other and are assumed not to occur simultaneously.

Fault-probability of a node in Eq(5.3.a) can be

further divided into two distinguishable parts as
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follows:

P(ij...n)=P(NS(i))+P(L(i,j))+P(ND(j))+P(NS(j))+...

+P(ND(n)) Eq(54)

Our subnet model has two different types of trans-

mission media: links (mainly for data transmission) and

a control bus (mainly for subnet control command trans-

mission). Links are segmented at every node, so multi-

ple data-transmission paths can be established simul-

taneously, while the control bus is connected to, and

is monitored by, every node in the subnet. So far,

the paths via links have been considered, but the paths

via the control bus can also be considered as dis-

cussed below:

Definition 5.3

iBj stands for a path from node N(i) to node N(j)

via the control bus.

P(iB ) represents the fault-probability for the

path iBj.

The data transmitting and receiving part of a

node are assumed to be used both for data transmissions

on the links and for control command transmission over

the control bus. The fault-probability of a path

(P(iBj)) is the combination of the fault-probabilities

for all the nodes on the path and the control bus.
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Applying the same conditions and assumptions that are

used to derive Eq(5.4), the relationship between P(iBj)

and the fault-probabilities of the elements on the

path iBj is derived as follows:

P(iBj)=P(NS(i))+P(control bus)+P(ND(j))---Eq(5.4.a)

The control bus is assumed to be very reliable com-

pared with the links and nodes, which has been shown

by Ethernet running experience (SHOC 79). If the

fault probability of the control bus is small enough

to be negligible compared with those of nodes,

Eq(5.4.a) is further simplified as follows:

P(iBj)=P(NS(i))+P(ND(j)) Eq(5.4.b)

5.3 Estimation of the Fault-Probability

Fault statistics can be compiled in terms of the

ratio of the number of erroneous data transmissions

to the total number of data transmissions, which is

the procedure used in this dissertation. The fault-

probability for each path can then be estimated by

use of the fault statistics for the path. Confidence,

as the term is defined in this dissertation, is as-

sumed to be a function of the number of data trans-

missions. Furthermore, the expected error deviation

of the estimate is assumed to be within the desired
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level of accuracy, if the number of data transmission

over a path is greater than a given number (thres-

hold). Eq(5.4) and Eq(5.4.b) demonstrate that the

fault probability for a path is equal to the sum of

the fault probabilities for its elements on the path,

which is a linear equation. Consequently, if a run-

ning tally of the fault-statistics for each path is

kept, the estimate of the fault probability for each

node or link can be obtained by solving the linear

equations. Further study for errors is in the next

section (Section 5.4).

Example 5.1

A subnet has three nodes with three unidirectional

links and a control bus. (See Figure 5.1.) 12, 23,

31, 123, 231, 312, 1B2, 1B3, 2B3, 2B1, 3B1, and 3B2

are all the paths.

Referring to Eq(5.4) and Eq(5.4.b), we see that

the linear equations are as shown in Figure 5.2; the

linear equations are rearranged as a matrix form as

shown in Figure 5.3.

To estimate the fault probability of each element,

the linear equations should be solved. A set of "K"

independent linear equations is required to determine

the "K" unknown variables. "K" linear equations are
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said to be linearly dependent if there exist "K" ele-

ments ml, m2, . . .mk, not all zero, such that

m1A1 + m2A2+ +m
k
A
k '

=0 where

Al = a
11

x
1

+ a
12

x
2

+ . . + a
1n

x
n

A
2

= a
21

x
1

+ a
22

x
2

+ . . . + a
2n

x
n

A
n

= an1
x
1

+ a
n2

x
2

+ . . + a
nn

x
n

Xi and Aij in the previous equations are unknown vari-

ables and their coefficients, respectively. But if

there are no "K" elements m
l'

m2, . mk such that

ml Al+ . . . + nk Ak = 0, the "K" linear equations are

said to be linearly independent.

A subnet may have more or fewer paths than the num-

ber of elements depending on the type of node intercon-

nections. If the number of paths is greater than the

number of elements, it is possible to formulate inde-

pendent equations which will cover all the elements,

making the matrix in Figure 5.3 nonsingular. For ex-

ample, the subnet in Figure 5.1 has nine elements to

be determined, and it has only nine independent paths

among total 12 paths as shown in Figure 5.2. Conse-

quently, the matrix of Eq(5.5) in Figure 5.3 can be

nonsingular; the nine variables may be determined.
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If there are more independent equations than the num-

ber of unknown, how do we select a set of linear equa-

tions? Important points in selecting a set of linear

equations are coverage (to cover all the elements) and

minimization of the error in estimating the fault probabi-

lity of each element. To get minimized error in the

estimation of fault probability of each element, it may be

a method to choose a set of independent equations which

has smaller error in the estimation of fault probability

of the paths than the rest independent equations (Sanders

(SAND 76) proposed a method to estimate the error in the

estimation of fault probability of a path (See

Appendix D)).

On the other hand, if the number of paths is less

than the number of elements, then the fault-probabil-

ities of the elements can not be uniquely determined.

For example, if node N(3), Links L(2, 3) and L(3, 1)

are removed from the subnet in Figure 5.1, then the

subnet will have five elements to be determined, but

there are only two paths (i.e., there are only two

independent linear equations but there are five vari-

ables); the matrix of Eq(5.5) can not be nonsingular

with any set of five linear equations. Consequently,

the fault-probabilities of the five elements can not
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be determined. But if the number of unknown is re-

duced to the number of independent equations, then the

unknown may be determined. For example, if the nodes

N(1) and N(2) constitute a group and the link L(1, 2)

makes another group, then there are two unknown and

two independent linear equations; the fault probabil-

ity of the two groups may be uniquely determined.

Even when the number of linearly independent

equations and the number of unknown are equal, the

unknown may not have acceptable values. This is

the case that the standard deviation of the estimate

of the path fault probability is intolerably big;

Sanders (SAND 76) proposed a method to estimate the

standard deviation which is a function of data trans-

missions and the estimate of fault-probability. (See

Appendix D.) The standard deviation is inversely re-

lated to the number of data transmissions: greater

number of data transmissions generally give smaller

standard deviation.

5.4 Errors and Further Study

The relationship between the fault-probabilities

of a path and its elements is derived in this chapter

and is represented by a linear equation; the fault

probability of a path is estimated with the error

ratio (the number of errored data transmissions/the
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Control bus

Terminator
Terminator

NS(i) and ND(i) are the data transmitting and the
data receiving part or a node N(i),respectively.

L(i,j) is a link between a node N(i) and a node N(j).

T stands for a tap.

Fig. 5.1 A subnet with a loop-and-bus topology



104

Fig. 5.2 All the linear equations of Fig. 5.1

P(12)=T(NS(1))+P(L(1,2))+P(ND(2))

P(23)=P(NS(2))+P(L(2,3))+P(ND(3))

P(31)=P(NS(3))+P(L(3,1))+P(ND(1))

P(123)=P(NS(1))+F(L(1,2))+P(NS(2))+P(ND(2))+P(L(2,3))+

P(ND(3))=P(12)+P(23)

P(231)=P(NS(2))+P(L(2,3))+P(NS(3))+P(ND(3))+P(L(3,1))+

P(ND(1))=P(23)+P(31)

P(312)=P(NS(3))+P(L(3,1))+P(NS(1))+P(ND(1))+P(L(1,2))+

P(ND(2))=P(31)+P(12)

P(1B2)=P(NS(1))+P(ND(2))

P(1B3)=P(NS(1))+P(ND(3))

P(2B1)=P(NS(2))+P(ND(1))

P(2B3)=P(NS(2))+P(ND(3))

P(3B1)=P(NS(3))+P(ND(1))

P(3B2)=P(NS(3))+P(ND(2))

Independent linear equations are the following nine

paths = p(12) , p(23), p(31) , p(1B2) , p(1B3) , p(2B1) ,

p(2B3) , p(3B1) , and p(3B2) .



Fig. 5.3 A set of linear equations expressed in a matrix form

ND(1) NS(1) L(1,2) ND(2) NS(2) L(2,3) ND(3) NS(3) L(3,1)

1 0 0 0 1 0 0 0 0 'P(2B1)

o 1 0 1 0 0 0 0 0 NS(1) P(1B2)

o 1 1 1 0 0 0 0 0 L(1,2) P(12)

o o 0 1 0 0 0 1 0 ND(2) P(3B2)

o o 0 0 1 0 1 0 0 NS(2) P(2B3)

o o 0 0 1 1 1 0 0 L(2,3) P(23)

o 1 0 0 0 0 1 0 0 ND(3) P(1B3)

1 0 0 0 0 0 0 1 0 NS(3) P(3B1)

1 0 0 0 0 0 0 1 1
.
L(3,1).,

,P ,

Eq(5.5)
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number of total data transmissions). The fault proba-

bility of each element may be estimated by solving a

set of linear equations. How much error is expected

in the estimation? This section considers possible

errors in estimating fault-probability of each element

on a path. Diverse types of errors are expected ac-

cording to the specific applications; the error analy-

sis in this section is not complete and requires fur-

ther study. But, some of the important points are

considered as follows.

1. Errors in Assuming Linearity

The relationship between the fault probabilities

of a path and its elements becomes linear by assuming

that the faults on each element occur independently

of each other, and also assuming that the fault proba-

bility of each element is much smaller than 1. The

significance of the two types of errors caused by

these assumptions will vary according to the specific

application; the errors may be estimated with exten-

sive simulations under the specific environment. The

extensive simulations are left to the specific system

designer as a further study.

2. Errors in Estimating the Fault Probability

of a Path
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The fault probability of a path is estimated

with the error ratio which will be affected by the

distribution of data transmissions (randomness).

Sanders (SAND 76) proposed a method to show the stand-

ard deviation of the error ratio as a function of

data transmissions and the estimate of fault proba-

bility of a path. (See Appendix D.) The reasonable-

ness of Sander's method may be proved with extensive

simulations under various environments; these are left

as a further study for the specific system designer.

3. Round-off Error

Round-off to a specific digit causes an error.

If a computation is done in multiple steps, the effect

of the round-off error may be cumulative. The signifi-

cance of this type of error may be estimated with ex-

tensive simulations; the simulation is left as another

study for the specific system designer.

4. Method for Solving the Linear Equations

A set of linear equations may be solved using

diverse methods (e.g., Gaussian elimination, Crout

reduction, Gauss-Jordan, etc.) (GERA 73). The error

in the estimate of fault probability of each element

may vary according to the method adopted. Gerald

(GERA 73) discusses the diverse methods. A specific
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system designer should select an appropriate method

for his system.

Some specific systems may have more diverse types

of errors than those mentioned above; this section

does not intend to discuss all the possible errors or

any errors in details. They are left as a study for

the specific system designer. Summarizing, the errors

discusssed above may affect the estimate of fault-

probability of each element on a path. Consequently,

an analytic error model is required to estimate the

error of the estimate of fault probability of each

element. The error model may require diverse factors;

the factors may be determined with a specific appli-

cation. The usefulness of the error model may require

extensive simulations under the specific environment,

which is left as a further study.

5.5 Transient Fault-Locating Algorithm

The error ratio for each path is updated in each

data transmission. Periodically, the transient-fault

locating procedure is used. The period may be based

on the number of data transmissions which can be com-

puted, as per the discussion in Appendix D. A set

of linear equations are formulated based on the error

ratios of the paths. The selection of paths is based
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on the discussion in Section 5.3. The location pro-

cedure is flowcharted as in Figure 5.4.

(Flow chart explanation)

Step 1: The nodes update the records of the number

of data transmissions and erroneous data

transmissions for each path during every

data transmission.

Step 2: Periodically, the fault-probability for each

node and link is estimated. If it is the

time to estimate the fault-probability for

each element, go to Step 3; if it is not the

time, go to Step 1. (The time may be deter-

mined following Sander's method. See Appen-

dix D.)

Step 3: The hardcore which will control the following

diagnosis is selected according to the selec-

tion procedure outlined in Chapter IV. The

hardcore receives all the information from

the given nodes and estimates the fault-

probability for each node or link from

fault-probabilities of the paths by solving

the linear equations.

Step 4: The estimated values are checked using the

intervals discussed in Appendix D.

Step 5: The nodes and links which are intolerable

are reconfigured. (The interval may be de-
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Fig. 5.4 Flow chart of transient fault-locating algorithm
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termined following Sander's method. See

Appendix D.)

5.6 Conclusion of Chapter 5

A hop-by-hop test uses every intermediate node,

along with the destination node in a path, to test

the transmitted data; the hop-by-hop test, however,

is known to reduce performance by introducing trans-

mission delay (LAH 80). Nonetheless, many local com-

puter networks (WOLF 78, LIN 78) have adopted the hop-

by-hop test, due to the inherent difficulty of fault-

diagnosis. This chapter shows that the relationship

between the fault probability of a path and the fault

probability of each element on the path can be repre-

sented by a linear equation; if we know the fault

probability of the paths, the fault probability of

each element can be obtained by solving the set of

linear equations. Consequently, the method proposed

in this chapter allows an element (node or link) with

frequent transient faults to be located by checking

data at the destination alone; the proposed method

can, therefore, replace the hop-by-hop test.

In using the derived linear equations, possible

errors should be considered for the specific applica-

tion; some of the errors are considered in this chap-

ter, but details are left to the specific system
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designers as a further study. The difficulty of error

analysis heavily depends on the specific application.

In Appendix E, a system with random distributions of

data transmissions and fault occurrences on the ele-

ments is assumed; simulations are performed. The simu-

lation results show that the nroposed method (i.e.,

Eq 5.4, Eq 5.4.b, and error analysis) works acceptably.



113

CHAPTER VI

SUMMARY AND CONCLUSION

This dissertation has presented two algorithms

for permanent and transient fault diagnosis in distrib-

uted local computer networks. These algorithms are

used to locate hardware-faults detected during normal

data transmissions.

Distribution of control, however, increases the

difficulty of locating faulty distributed elements,

even after faults have been detected. Two types of

potentially faulty elements are considered: nodes and

links. Nodes are assumed to have the ability to diag-

nose other elements; links are passive elements.

Most existing distributed local computer networks

(WOLF 78, METC 76, CORD 79) assume that every node,

or a part of every node, is a fixed hardcore, i.e.,

a node which can diagnose other elements and which

is always fault-free. Table 4.1 has shown that even

if the average reliability of the nine nodes is 99.9%,

the assumption that all the nodes are fixed hardcores

still introduces a 0.9% failure probability; the aver-

age reliability should be improved to reduce the fail-

ure probability. Achieving such high reliability

may not be possible or cost-effective in some systems.

This dissertation has proposed a method for lo-
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cating faults without having recourse to a fixed hard-

core, especially in those systems which can operate

with moderate degradation.

The approach taken in this dissertation has been

to utilize the dynamic redundancies in distributed

systems, assuming that there are fewer simultaneously

faulty nodes than fault-free nodes in a system, during

any given diagnostic interval. The hardcore ( a fault-

free node) is dynamically selected in the following

manner. Every node in the network is logically inter-

connected in a daisy-chain, the nodes having a prede-

cessor-successor relationship; every node evaluates

its predecessor and is evaluated by its successor.

Testing and evaluation tasks are allocated to the

two neighboring nodes: every predecessor tests itself

and sends the result to its successor; the successor

checks the test result and evaluates the predecessor.

Every two neighboring nodes constitute a diagnostic

group, and all groups perform their diagnostic tasks

simultaneously.

The evaluation is based on a diagnostic model

which determines binary evaluation results according to

the status of predecessor and successor nodes. tN is

defined as the maximum number of simultaneously faulty

nodes present in any given diagnostic period. If the

network has more than 2t
N nodes (when nodes can be
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daisy-chained in any order) or tN(tN + 1) nodes (when

nodes should be daisy-chained in a fixed order), a

special evaluation sequence is guaranteed to exist.

This sequential pattern allows a network to find a

fault-free node (hardcore) while operating under

distributed control in a multiple-fault environment.

It has been proposed that the diagnostic model is,

in most cases, simpler to implement, and more cost-

effective, than a fixed hardcore.

This dissertation has assumed that the nodal in-

terconnection structure via links is entirely arbitrary.

In a single-loop topology, a hardcore can directly

access only its neighboring elements. To extend

coverage, a control bus, which is connected to and

monitored by all the nodes, is assumed to exist; the

links are segmented at every node. In this way, mul-

tiple concurrent data transmission paths can be estab-

lished via links, and the control commands on the con-

trol bus can be monitored by all the nodes at once.

The control bus is assumed to be fault-free during di-

agnosis. The selected hardcore can access all the

nodes through the control bus, and the fault-free

nodes can then diagnose their links; the diagnosis

can be done independently of the nodal interconnec-

tion structure via links. However, links connected

to faulty nodes can not be diagnosed until the faulty
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nodes are replaced, since the links are diagnosed by

the neighboring nodes.

No new fault is assumed to occur during a fault-

diagnosis (static condition). One way to satisfy the

requirements for the static condition is to minimize

the diagnostic time. Three strategies are proposed

in this dissertation to reduce diagnostic time:

strategy 1 uses sequential tests, strategy 2 reduces

the diagnostic time by using extensively the proposed

diagnostic model in Table 4.2, and strategy 3 employs

a modified diagnostic model including links and di-

verse evaluation-result patterns. Strategy 3 shows

the possibility to reduce greatly the diagnostic time,

but it requires further study. Consequently, strategy

2 is mainly used in this dissertation. The optimum

diagnostic time of strategy 2 is twice that required

for a single node diagnosis, and strategy 2 requires

at most (t
N + 2) times the single node diagnostic

time; the time required is independent of the number

of nodes and links. Permanent faults can be located

using the scheme discussed above.

Aside from permanent faults, there are also

transient faults which can be diagnosed in a different

way. By obtaining the statistics for erroneous data

transmissions over each path, and then establishing a

set of linear equations using the fault-probabilities
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of the elements as variables, the network can locate

frequent transient faults at the system level (nodes

and links). A hop-by-hop test, in which the destina-

tion node and all the intermediate nodes on a path

are used to check the transmitted data, may be em-

ployed; however, this hop-by-hop test is known to re-

duce the performance of a local computer network by

introducing data transmission delay. Nonetheless,

many existing local computer networks (WOLF 78, LIN

78) use the hop-by-hop test, due to the inherent dif-

ficulty of fault-diagnosis. Our proposed method can

locate the transient faults by checking data only at

the destination, thereby replacing the hop-by-hop test.

One shortcoming of the proposed method is that if the

number of paths over a group of elements is less than

the number of elements, the fault-probability of each

element can not be estimated correctly. But by divid-

ing the group of elements into smaller groups of ele-

ments, the fault probabilities of the smaller groups

can be estimated.

In conclusion, the proposed algorithms show that

our goal, to have a distributed system self-locate

faulty nodes and links under the environment discussed

in Chapter I, can be achieved with a moderate number of

distributed redundancies. To this author's knowledge,

no existing distributed local computer networks select
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the hardcore dynamically in a multiple hardware-fault

environment. The approach proposed in this disserta-

tion is, therefore, unique.

Some points require careful consideration when

implementing the proposed algorithm: the static con-

dition during diagnosis, the selection of an appropri-

ate t
N value, correct counting to find a hardcore, and

the use of a diagnostic program which includes all the

necessary tests and evaluations. The difficulty in

implementation will vary according to the specific

application. Table 4.1 shows that a 95% average no-

dal reliability is required to ensure that a network

of nine nodes has no more than two simultaneously

faulty nodes (tN = 2), with a 0.8% failure probabil-

ity for the assumption. This can be compared with

the use of fixed hardcores, which require 99.9% aver-

age nodal reliability, with a 0.9% failure probabil-

ity for the fixed hardcore assumption. Consequently,

obtaining a fixed hardcore is likely to be more dif-

ficult, in most cases, than employing the approach

proposed in this dissertation.
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A.1

Network.

Network Topology
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The network topology is the pattern of nodal in-

terconnections. Each topology contains certain attri-

butes that affect its suitability for a particular

application. These attributes include cost, relia-

bility, responsiveness, speed, throughput capacity,

ease of development, logical complexity, and physical

dispersability. The following topologies are widely

used (ANDE 75).

Common memory topology (Figure A.1) has a shared

memory in the subnet through which nodes can communi-

cate with each other. Therefore, such a subnet in-

volves two types of memory: local and global. Local

memory can only be accessed by a single node, whereas

global memory is shared by more than one node. Global

memory generally contains the subnet executive, re-

source queues, task queues, and an internode message

buffer. This common memory may become a bottleneck and

its bandwidth becomes a restriction on the communica-

ton rate. The faults in common memory may affect the

whole subnet.

Shared bus topology (Figure A.2) has a common bus

which interconnects a number of nodes. Access to this
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bus is shared among the nodes by an allocation scheme.

It is not possible to increase the bandwidth, nor is

it usually possible to increase performance. The fail-

ure effect and failure reconfiguration characteristics

of the shared bus topology are very good with respect

to nodes; removal of the failed nodes from the subnet

does not affect data transmissions in the rest of the

subnet.

In a fully connected topology (Figure A. 3), each

node is connected by a dedicated path to every other

node in the subnet and messages between nodes are

transferred directly via the single path between them

(i.e., there are no intermediate nodes and links).

This results in maximum performance and reliability,

but represents a substantial investment.

To summarize the above topologies, the common

memory and shared bus topology include a "critical

path" or "critical component," whose failure will

paralyze the whole subnet. The fully connected type

is also not cost-effective. For this reason, many

local computer networks have adopted the loop topolo-

gy.

In a single loop topology (Figure A.4), each node

is connected to two neighboring nodes, and the overall

connection pattern for all the nodes is a closed con-

tour. Traffic in a loop can flow in both directions,
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but in practice, the complexity of bidirectional traf-

fic has constrained most of the loops to only unidi-

rectional traffic. In a unidirectional loop, one

neighbor of a node can be regarded as the source

neighbor and the other as the destination neighbor

A given node receives messages only from its source

neighbor. Messages are circulated around the loop

from source to destination with intermediate nodes

acting as relays or buffer units. Pierce (PIER 72)

has used fixed length messages , whereas Newhall

(FARM 69) and DLCN (REAM 75) have used variable lengths

messages. The failure-effect and failure-reconfigura-

tion characteristics are poor. A single failure in a

path causes intercommunications to break down. Be-

cause of these poor failure-effect and failure-recon-

figuration characteristics, many local computer net-

works have adopted the multiple loops.

A multiple loop topology involves multiples of

the single loop. Depending on the way the subnet is

interconnected, it may be denoted either regular or

irregular. "Regular" means that the distance of the

connection node pairs (the number of nodes between

the nodes in both ends of a link) has regularity.

(For example, every node in a loop has its unique node

number and it is arranged following the order of the

node numbers 1, 2, . . . i . j, . . . n, and a
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link is connected from node i to node j; then, the

distance /j - i/ = K modulo n for all other pairs.)

The internode distance of the "irregular" network is

different depending on specific pairs (e.g., AYOU 70,

TRUF 67, WILK 72, KARU 78). A canonical connection

(Figure A.5) represents a regular connection with ad-

ditional restrictions. Ayoub (AYOU 70) defines it as

follows. If each node has K output links, then the

first link has distance one, the second link has dis-

tance two, . . , the K-th link has distance K.

In all the topologies discussed so far, data and

control messages use the same paths even if they have

some conflicting characteristics. Jafari (JAFA 77)

claims that distinct paths will improve performance

when compared to single loops (DLCN, Pierce loop, and

Newhall loop), but Jafari's separate control loop uses

a central controller. FISHNET (KANG 81) is a distrib-

uted version of the loop that Jafari worked on without

the central controller. Kang claims performance im-

provements over the other loop systems.

A multiple data loop with a separate control bus

uses a distinct control bus. Two types of information

transmission are made in a subnet: control messages

and data. The length of a control message is usually

short. It requires reliable transmissions often at

the expense of speed. Conversely, the length of data
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is usually long, and they require high speed in their

transmissions. These conflicting requirements can be

met by a separate control bus which allows data and

control messages to be transmitted separately, concur-

rently and independently. Besides performance im-

provement, the control bus also gives monitoring and

broadcasting capabilities to the connected nodes.

A.2 Access Control

In local computer networks, multiple nodes may

try to use the same communication path simultaneously.

These conflicting requests can be solved in two ways:

centralized and distributed control. If the control

of the shared resources is centralized both physically

and logically to one location, it is called a centra-

lized control. If it is distributed throughout the

nodes, it is called decentralized or distributed con-

trol.

Collecting requests from the nodes in the subnet,

the central controller regulates access. This scheme

is easier to construct and maintain than distributed

control, but it is vulnerable to failure of the cen-

tral location, and it may easily be overburdened. On

the other hand, a distributed control mechanism may

not require overall information of the subnet, but it

may be difficult to construct an efficient access con-



130

trol mechanism with only partial information. There

are diverse distributed control mechanisms including

Control Token (LOOM 73), Fixed Message Slots (PIER

72), Register Insertion (HAFN 74), Polling (THUR 72),

and Contention (ABRA 72).

The selection of a specific control type will

largeley depend on the specific combination of trans-

mission media, node interconnection pattern, and

switching techniques. The following two types of ac-

cess control modes are recommended by the IEEE 802

Committee (MOKH 81).

CSMA/CD (Carrier Sense Multiple Access with

Collision Detection) is often called a "contention

control" and is widely used for bus topology. This

method heavily depends on the ability of a node to

detect simultaneous use of the data channel which

results in a collision. When detected, each of the

colliding nodes waits for a random amount of time

(so the same collision will not recur) before retrans-

mission of the data. Ethernet (METC 76) uses this

access method. With light data transmissions on the

medium, there will be few conflicts with this mode,

but with heavy data transmissions, collision problems

will be more severe. It is also difficult to distin-

guish between collisions and some network faults,

since both may result in transmission errors.
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Token passing consists of a control mechanism in

which the node with the token has the right to trans-

mit over the subnet. The token is a special bit pat-

tern that is circulated around the nodes. The advan-

tage of this mechanism is its deterministic behavior

which is highly desired in subnets requiring high

reliability. There are many variations in using this

mechanism, depending on the application.

A.3 Switching Method

The following two types of switching methods are

widely used:

Circuit switching, as illustrated by the voice

telephone network, is a system whereby a complete phy-

sical path is established from the source to the des-

tination that remains in effect for the duration of

the conversation. Hence, a path set-up is necessary.

This method will never have data-to-data collision

or delay for waiting in intermediate nodes. There-

fore, this method has superior reliability and pri-

vacy compared to packet switching.

Packet switching is designed to allow nodes to

share communication links. In packet switching,

messages are split into smaller units called packets

which are stored in the intermediate nodes and for-

warded through the subnet. It supports two types of
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service: datagram and virtual service.

Datagram service: Individual packets are accepted

by the subnet from the source host and are delivered

independently to the destination host, with the order

of delivery bearing no fixed relationship to the order

of entry into the subnet. Any sequencing of packets

that is required in order to transmit a stream of

meaningful information must be done by the destination

host. All packets must be fully addressed when they

are entered into the subnet. This service may cause

out-of-sequence packets or lost packets in the inter-

mediate nodes, etc.

Virtual circuit service: A virtual circuit ser-

vice undertakes to provide a communication service

more nearly resembling an actual physical circuit.

A call establishment phase is required, during which

a source and destination are prepared to exchange

information and network resources may be reserved.

Since the destination of a stream of information is

known to the subnet after the call establishment,

a highly abbreviated addressing scheme to identify

the virtual circuit may be employed.

In circuit switching and virtual circuit ser-

vice of packet switching, the path is set up before

data transmission. This enables a balanced flow of

data in the subnet (i.e., no upsurge of data).
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A.4 Protocols

The processes in geographically separated hosts

should use an exchange of messages to coordinate their

actions for user tasks and to achieve synchronization.

This message exchange must follow carefully designed

procedures called protocols. Therefore, a protocol

can be defined as the set of message formats and ex-

change rules that the communicating processes use for

control and synchronization of their functions. If

the communication is viewed as a formal language,

then its protocols can be viewed as a formal grammar

for that language (KANG 81). The main characteristics

of good protocols are the ability to work properly

where timing and sequence of events can be unknown and

where transmission errors are expected.

A protocol performs many functions and may be

divided into hierarchical layers. Each layer builds

upon its predecessor according to physical and logi-

cal boundaries within a system, function commonality,

available services and interfaces, etc.

Each communicating pair in a network may have a

different protocol, but having a standard protocol

throughout the network reduces system development time

and management effort, and it provides for easy adapta-

tion and evolution as requirements change. Most
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standard protocols available to the computer system

designer are related, in one form or another, to de-

vice interconnections. These standard protocols gen-

erally apply to interfacing peripherals, or communi-

cations equipment to computers, or to interconnecting

two or more computers.

The International Telegraph and Telephone Consul-

tative Committee (CCITT) often makes internationally

recognized standards. Two examples are V.24 (also

known as EIA RS232), which specifies the placement

and meaning of the various pins on the connector used

by most asynchronous terminals (TANE 81), and X.25,

which specifies three distinct levels of control pro-

cedures in a network:

o Physical interface,

o Frame level logical interface,

o Packet level logical interface.

The International Standard Organization (ISO) is

another group that supplies standards. ISO has pro-

posed an Open System Interconnection (OSI) protocol

for a computer network consisting of seven layers,

The higher four layers describe the

host level protocols which are not of interest in

this dissertation. The lower three layers are as

follows:
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Layer 3: The Network Layer

This layer controls the operation of the subnet.

Among other things, it determines the chief character-

istics of the node-host interface and how the infor-

mation is routed within the subnet. Another function

is flow control to eliminate bottlenecks. The fault-

locating program which will be developed later will be

resident in this layer. This layer attempts to pro-

vide error-free data to the host.

Layer 2: The Data Link Layer

This layer takes a raw transmission medium and

transforms it into a line that appears free of trans-

mission errors to the network layer. It accomplishes

this by breaking the data into appropriate sizes*

(frames), transmitting the frames sequentially and

processing the acknowledgement frames sent back by

the destination. To avoid damaged, lost, and dupli-

cate frames, this layer generates and checks the se-

quence numbers of the frames.

* Even in circuit switching, the division of data is
necessary. A part of the data may be corrupted by
some faults. Then, without division, it would be
necessary to retransmit all of the data.
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Layer 1: The Physical Layer

This layer is concerned with transmitting raw

bits over a communication channel. When the source

sends a "1" bit, it is received by the destination

as a "1" bit, not as a "0" bit. Typical questions

here are how many volts should be used to represent

a "1," and how many for a "0," how many microseconds

does a bit occupy, etc. This layer also generates

and checks the checksum (CRC).
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APPENDIX B: A Reconfiguration Scheme

Nodes can be disconnected from the rest of the

subnet as follows. Two types of paths (control bus

and data links) are connected through the data

switching mechanism. In the case of a single loop,

efficient reconfiguration schemes are designed in

DCS (FARM 69) and SPIDER (FRAS 74). But multiple

data links can be connected to the node as in Figure

B.1. In the fault-locating procedure, a fault-free

node will be selected as a hardcore to perform the

reconfiguration. The hardcore sends a special bit

pattern (node address and reconfiguration command)

over the control bus. The bit pattern is stored in

register S and is compared with the contents of the

register R which keeps the node address and reconfig-

uration command. If they (register R and S) match,

the NAND gate (n) becomes "0," which disables the

tri-state transceivers to and from the control bus

and the AND gate (p) to the data switching mechanism.

Next, the node controller is disconnected from the

control bus and the data switching mechanism. This

mechanism has a default position (a to b, b to c,

and c to d) and is powered by the data links. Then,

the data paths from node m to node k and 1 in Figure

B.1 are shared by the two nodes i and j.
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APPENDIX C: The probability (%) of i or less than i

simultaneously faulty nodes occurring,

assuming an average reliability (R) value

for N nodes in a subnet. (Probabilities

are rounded off to first place of decimal.)

1. N = 3

R

1 0.8 0.9 0.95 0.99

0 51.2 72.9 85.7 97.o
1 89.6 97.2 99.2 99.9
2 99.2 99.9 99.9 100.0

3 100.0 100.0 100.0

2. N = 5

R

0.8 0.9 0.95 0.99

0 32.8 59.1 77.4 95.1
1 41.0 91.9 97.8 99.9
2 94.3 99.2 99.9 100.0

3 99.4 100.0 100.0
4 100.0

3. N= 7

R

0.8 0.9 0.95 0.99

0 21.0 47.8 69.8 93.2
1 57.7 85.0 95.5 99.8

2 85.2 97.4 99.6 100.0

3 96.7 99.7 100.0

4 99.6 100.0

5 100.0
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4. N =

i

9

0.8

R

0.9 0.95 0.99

0 13.4 38.7 63.0 91.4

1 43.6 77.5 92.9 99.7

2 73.8 94.7 99.2 100.0

3 91.4 99.2 100.0

4 98.o 99.9

5 99.7 100.0

6 100.0

5. N = 11

R

i 0.8 0.9 0.95 0.99

0 8.6 31.4 56.9 89.5

1 32.2 69.8 89.8 99.5

2 61.7 91.1 98.5 100.0

3 83.9 98.2 99.9

4 95.0 99.8 100.0

5 98.9 100.0

6 99.9

7 100.0

6. N = 13

R

i 0.8 0.9 0.95 0.99

0 5.5 25.4 51.3 87.8

1 23.4 62.1 86.4 99.3

2 50.2 86.6 97.5 99.9

3 74.8 96.6 99.6 100.0

4 90.2 99.4 99.9

5 97.1 100.0 100.0

6 99.4

7 100.0
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APPENDIX D: Sander's Method

The fault-probability of a path is estimated by

using the error ratio (the number of erroneous data

transmissions over the number of total data trans-

missions). The greater the number of data trans-

mission, the more accurate the estimate of fault-

probability will be. However, the effect of tran-

sient faults which occur frequently upon the per-

formance of the subnet must also be considered.

It is desirable to locate frequently-occurring faults

using the fewest number of data transmissions. An

appropriate number of data transmissions can be se-

lected by formulating an appropriate range of error

ratio distributions for the data transmissions.

Sanders (SAND 76) proposed the following method.

In subnet data transmissions, the true fault-proba-

bility for a path is termed its population percentage

(Tn. The fault-percentage for a path computed from

samples is called its sample percentage (P), which is

an unbiased estimate of its population percentage

(7). S is the standard deviation of the population

expressed as a percentage, while N is the number of

data transmissions. The following equations are there-

by established (SAND 76):



=
Tr(100 -Tr)

11(100 -1T)
N =

S2
p

Eq (D.6)

Eq (D.6.a)
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For example, if a path has a fault-probability of 50%

and an allowable standard deviation of 1.5%, then

N
1.5

2

50(100-50)

If the true probability is not known, the following

technique can be used:

Assumed value
of IT (%) 11(100-1T) N(S =1.5%)

10 900 400

20 1600 711

40 2400 1066

50 2500 1111

6o 240o 1066

80 1600 711

This table assists in the selection of N, the re-

quired number of data transmissions needed to deter-

mine reliable statistics with a given accuracy during

normal operation.

With a given number of samples, an estimate of

the distribution of the true probability (11) can be
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determined, employing a method proposed by Sanders

(SAND 76). Z is a standardized variable, which is de-
A

termined by a confidence level, and S is an estimate

of the standard deviation of the sampling distribution

expressed as a percentage; i.e., it is an estimate of

the standard error expressed as a percentage (SAND 76):

- ZSp < Tv < P + ZSP Eq (D.7)

An unbiased estimate of the standard percentage error

can be computed as follows (SAND 76):

S P(100 - P)
P N - 1

Eq (D.8)

For example, a path has 15 erroneous data transmissions

in 150 total data transmissions. To estimate the true

fault-probability at the 95% confidence level, we use

the following data: P = 15/150 = 10%, N = 150, and con-

fidence level = 95%. With the confidence level (95%),

the Z value is 1.96 as per the Z table (SAND 76).

From Eq (D.8)

I 10(100 - 10)s =
149 = 2.46%

From Eq (D.7)

P - ZS
p
<" 11 < P + ZSp

= 10% - 1.96(2.46%) < -n- <10% 1.96(2.46%)

5.18% < ln- ( 14.82%
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Therefore, the true probability of the path ranges

from 5.18 to 14.82%.
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APPENDIX E: Examples for Chapter 5

Example E-1

A subnet has a single unidirectional loop with

three nodes and a control bus, as in Figure 5.1.

Eq(5.5) in Figure 5.3 is used to estimate the fault

probabilities of nine elements, which requires the

fault statistics of nine paths; the nine equations

are solved by using the Gaussian elimination method.

Selection of a path and transient faults are simu-

lated with random numbers in the PDP-11 computer

system; the confidence level of the random numbers

is 957, and the language used in the simulation is

FORTRAN-IV.

1. Selection of a path: The nine paths have unique

path numbers, and selection of a path for data

or control command transmission is simulated by

getting a random number ranging from one to nine

as follows:

X1=RAN(0,0)*0.999+0.0

N1=INT(X1*9)+1

2. Selection of a transiently faulty element: Each

node is divided into two parts: data transmitting

and data receiving parts. A total of nine ele-

ments should be considered in the selection of
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the faulty element, which is selected as follows:

X3=RAN(0,0)*0.999+0.0

N3=INT(X3*9)+1

If the selected path has the element number N3,

then the path has an error in data transmission;

the fault-probability of each element (the data

transmitting part, the data receiving part,

and a link) is equally 11.11%.

3. Selection of the number of data transmission:

As shown in (1) and (2) in the discussion above,

each part of a node and each link have an equal

probability of being faulty, i.e., 1/9 = 0.111 =

11.1%. Paths have two or three of the elements.

Consequently, the fault-probability of each path

is 22.2% or 33.3%. If the standard deviations

S in Eq (D.6)is assumed to be 1.5%, then from

Eq (D.6.a)

N 33.3(100-33.3) 22
1

-988, and N
2

.2(100-22.2)
-767

1.5 2 1.5 2

The number of data transmission N for a path is

chosen as 1000; nine paths require a total of

9000 data transmissions. In the simulation,

10,000 data transmissions have been selected.

4. Simulation result: The simulation was repeated
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three times to investigate the effect of dif-

ferent sets of random numbers on the simulation.

The standardized variable Z of 95% confidence

level is 1.96 from the Z table (SAND 76). Stand-

ard deviation S of each path is assumed to be

1.5%. P(12) , P(23) , and P(31) have three ele-

ments, and each of the expected fault-probabil-

ities is 0.33. In this simulation, the true

fault-probability is known (0.33), and the range,

from Eq(D.7), is

11.- ZS < P <TT +zsP

The estimate of the fault probability for each

path should range from 0.33-1.96(0.015) = 0.301

to 0.33-1.96(0.015) = 0.359. In the cases of

P(1B2) , P(1B3) , P(2B1) , P(2B3) , P(3B1) , P(3B2) ,

each path has two elements; the range is from

0.222-1.96(0.015) = 0.192 to 0.222 + 1.96(0.015)

= 0.252. The simulation results are in Table

E.1 and are well within these ranges.

The fault-probability estimate for each node and

link can be obtained using Eq(5.5); the fault-probabil-

ity of each node is obtained by adding the fault proba-

bilities of the two parts in a node: the data trans-

mitting parts (NS(i)) and the data receiving part
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Table E.1 The error ratios of the paths

Paths
Simulation results*

1 2 3

P(12) 0.341 0.336 0.339

P(23) 0.340 0.331 0.332

P(31) 0.351 0.347 0.344

P(1B2) 0.233 0.220 0.229

P(1B3) 0.222 0.223 0.224

P(2B1) 0.213 0.223 0.213

P(2B3) 0.218 0.228 0.230

P(3B1) . 0.224 0.217 0.224

P(3B2) 0.222 0.215 0.225

*Repeated simulations with three different sets of
random numbers.

Table E.2 The estimate of fault probability of each

node* 1 and link

Simulation*2 N(1) L(1,2) N(2) L(2,3) N(3) L(3,1)

1 0.226 0.108 0.220 0.122 0.220 0.127

2 0.220 0.116 0.223 0.103 0.220 0.130

3 0.218 0.110 0.224 0.102 0.231 0.120

*1: fault probability of each node is obtained by adding

the fault probabilities of the two parts in each node

(i.e.,P(N(i))=P(NS(i))+P(ND(i)).

*2: repeated simulations with three different sets of

random numbers.
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(ND(i)). The simulation results are as in Table E.2.

From Eq(5.5) in Figure 5.3, the nine paths are inter-

related to estimate the fault-probability for each

individual node and link. Hence, the standard devia-

tion percentage of each element (Se) becomes nine

times larger than the standard deviation of a path

(S ) (i.e., 9 x 1.5% = 13.5%). The expected range

for the estimate of the fault-probability for a node

is from 0.222-(0.222)(1.96) (0.135)=0.163 to 0.222-

(0.222)(1.96)(0.135)= 0.281, and that for a link is

from 0.111-(0.111)(1.96)(0.135)=0.091 to 0.131.

The simulation results are well within these ranges.

Therefore, the derived equation transforming the

fault probabilities of the paths into those of the

elements works successfully. This also verifies

that the selected number of data transmissions is

appropriate for estimating the range.

Example E. 2 (Fault-locatability)

All the conditions are the same as in Example E.1,

except that link L(1,2) has a 30% forced fault-proba-

bility and the random transient faults are assumed to

be zero. The forced fault is simulated as follows:
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TableE.3 The error ratios for the paths in Example 5.3

Paths
Simulation result*
1 2 3

P(12) 0.296 0.309 0.317

P(23) 0.0 0.0 0.0

P(31) 0.0 0.0 0.0

P(1B2) 0.0 0.0 0.0

P(1B3) 0.0 0.0 0.0

P(2B1) 0.0 0.0 0.0

P(2B3) 0.0 0.0 0.0

P(3B1) 0.0 0.0 0.0

P(3B2) 0.0 0.0 0.0

* 1,2,and 3 : repeated simulations with three different

sets of random numbers.

Table E.4 The estimates of fault-probability for each

node* 1 and link

Simulation*2 N(1) L(1,2) N(2) L(2,3) N(3) L(3,1)

1 0.0 0.296 0.0 0.0 0.0 0.0

2 0.0 0.309 0.0 0.0 0.0 0.0

3 0.0 0.317 0.0 0.0 0.0 0.0

*1 ; fault-probability of each node is obtained by adding

the fault-probabilities of the two parts in each node

(i.e.,P(N(i))=P(NS(i))+P(ND(i))

*2 : Repeated simulations with three different sets of

random numbers.
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If N3 is less than or equal to 30, and the faulty link

L(1, 2) is on the data transmission path, a fault will

occur. First, the error ratio of each path is ob-

tained as in Table 5.3. The expected range for P(12)

is from 0.3-(1.96)(0.015)= 0.270 to 0.3+(1.96)(0.015)

=0.329, and the expected value for the rest is 0.

The simulation results are in Table E.4, and they

are well within these ranges.

The estimate of the fault-probability for each

node and link is tabulated in Table E.4. In the same

way as in Example E.2, the expected range of the

fault-probability estimate of the link L(1, 2) is

from 0.3-0.3*1.96*0.09=0.247 to 0.3+0.3*1.96*0.09

=0.353, and the rest are expected to be zero. The

simulation results are well within these ranges.

Therefore, the fault-locatability works successfully.
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APPENDIX F: Analysis of the Results in

Example E.1 and E.2

The two examples show the methods proposed

for transforming the fault probabilities of the paths

into those of the elements; the methods used to se-

lect the number of data transmissions both work

successfully.

In estimating the fault-probability for each

node and link from the fault-probabilities of the

paths, two types of computations are required:

estimations of the fault-probability for each path,

and estimations of fault-probability for each node

and link derived from the estimated fault-probability

for the paths. Consequently, if the paths have

El, E2, . . . , Ek% of error, then (E1+ E2+ . .

+Ek) % of error should be considered in estimating-

the fault-probability for each node or link.

The second example verifies the fault-locata-

bility. Although the two types of computation in-

crease the standard deviation for each element, the

simulation shows that locatability can be improved

by selecting an appropriate number of data transmis-

sions, provided the standard deviation is within an

acceptable range. The distinction between faulty

and normal operation for each element can be made
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using the interval estimation discussed in Appen-

dix D. The examples show that the interval estima-

tion in Appendix D works properly.


