
 

 

AN ABSTRACT OF THE THESIS OF 

 
Salman Safdar for the degree of Master of Science in Electrical & Computer 

Engineering presented on June 1, 2015. 

 

Title:  Delay Performance Evaluation of the IEC 61850 Standard in Power 

Transmission Substations 

 

 

 

Abstract approved:  

 

___________________________________________________________ 

Dr. Bechir Hamdaoui                     Dr. Eduardo Cotilla-Sanchez 

 

 

 

Substations are a crucial element at the transmission and distribution level of electric 

power systems. The primary substation equipment (power transformers and high 

voltage switching equipment) is used to transfer and transform electric energy by 

stepping up or down the voltage in transmission substations. Secondary equipment 

(such as IEDs, Intelligent Electronic Devices) is used to control, protect and monitor 

primary equipment and the rest of the substation while relying on a variety of 

communication protocols. 

The IEC 61850 standard is a viable candidate for current Substation Automation 

Systems (SAS) as well as for future Smart Grid (SG) substations. SG is the next 

generation power grid, which aims to improve reliability and efficiency, reduce the cost 

of electric energy, and minimize environmental impacts. SG will be relying on effective 

and reliable communication, and the IEC 61850 standard shows the potential for 

providing such a communications framework. Currently, the delay performance 

evaluation of this standard has been carried out at the distribution level. At the 

transmission level, where data rates are high and there is a low latency requirement, 

this standard has yet to show its performance. 



 

 

In future Smart Grids, transmission substations will be part of a self-healing network 

that identifies the faults/blackouts and automatically connects/disconnects the feeders 

and re-routes power to ensure security of the grid. According to IEC 61850, the 

communication requirements for transmission substations will be more time-critical. In 

this work, the IEC 61850’s delay performance is evaluated at a transmission substation 

between different bays in the case of one outgoing feeder’s failure. OPNET software is 

used as a simulation tool. In OPNET, devices such as Analog Merging Units (MUs) 

and IEDs were implemented according to the IEC 61850 standard. Delay performance 

for Generic Object Oriented Substation Events (GOOSE) messages is evaluated in 

terms of End-to-End (ETE) GOOSE message delay, with/without Virtual Local Area 

Network (VLAN) attributes according to IEEE 802.1Q and with/without Quality of 

Service (QoS) attributes according to IEEE 802.1p.   
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Chapter 1: Introduction 
 

 

1.1 Power Substations 
 

The word substation comes from the days before distribution system became a grid. 

The early substations were connected to only one power station where the generator 

was housed. As the population increased, there was need for bigger power plants 

outside towns to ensure the security of both the customers and the grid. The main 

purpose of these substations is to transform the voltage from high to low or reverse by 

using transformers. Substations generally have measuring, monitoring and controlling 

equipment.  

1.1.1 Types of Substations 
 

Power substations play an important role in delivering electricity to customers. 

According to [1], there are four types of power substations: 

1. Switchyard at a generation Substation: These facilities connect the generator 

to utility grid. 

2. Customer Substation: This type of substation works as the main source of 

electric power supply to one particular business customer. 

3. Transmission Substation: This type is involved in the transmission of bulk 

power across the network to feed distribution substations. 

4. Distribution Substation: These substations provides the distribution circuits that 

directly supply electricity to power customers. 

Table 1 provides the comparison between transmission and distributions power 

substations [2]. 

Table 1: Transmission versus Distribution Substations 

Characteristics Transmission 

Substation 

Distribution Substation 

Topology Network or Loop Radial 

Power Bulk (>100MVA) 100 MVA and Below 
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Voltage >120kV <69kV 

Components 10-100 times less in 

distribution 

About 100 times in 

transmission 

Load Concentrated (end points) Distributed 

No. of Phases 3 or more or HVDC Both 1 & 3 (2 have been 

used) 

 

1.2 IEC 61850 Standard & Smart Grid 
 

The electric power system is becoming more complex with the integration of 

distributed energy sources (DER’s). This is leading for increased automation of the 

transmission and distribution substations. Consistent and effective information 

exchange among the substation automation and protection devices is the key for Smart 

Grid vision. The interoperability of multi-vendor substation devices is currently one of 

the main concerns in substation automation communication [3]. 

IEC 61850 standard was created for the substation automation system. It is an Ethernet-

Based substation automation protocol that defines the engineering process, data and 

service models and the entire communication within substations [4].  It was designed 

as an effort to solve the interoperability issue between different IED’s from different 

vendors within substation automation systems. It defines the protocol, data format and 

language to solve the interoperability problem. This standard also possesses the 

features to be a standard for Smart Grid communications. National Institute of 

Standards and Technology (NIST) has recognized IEC 61850 as a potential candidate 

for future Smart Grid [5]. 

 

1.3 Motivation and Contribution 
 

According to IEC 61850 standard, there is a significant difference between 

requirements and aspects of transmission and distribution substations. The data rate 

requirement in a transmission substation is quite higher as compared to distribution 

substations because number of equipment in transmission substations is large and 

amount of data required to protect, control and monitor transmission’s applications is 
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higher. At the same time, transmission substations have higher time delay 

requirements, due to the fact that transmission substations have high power level as 

compared to distribution substation. IEC 61850 has specified communication delay for 

time critical applications to be 3-4 ms in transmission substations and 10 ms in the 

distribution substation [6]. 

In early 2012, a survey [7] was done by Power Engineers among 20 utilities which 

consisted of investor-owned, federal, cooperative and municipal utilities. A 

questionnaire contained 40 questions and utilities were asked about their familiarity 

with IEC 61850 standard. They were also inquired about the pursuing of this standard 

in their substations. Only three respondents had strong knowledge about IEC 61850 

and were implementing it in their future substations designs. Most utilities wanted to 

wait to make sure this standard is mature enough and proven.  

 

 

Figure 1: IEC 61850 Awareness VS Likelihood of Implementation [7] 

As the Smart Grid concept moves toward its real implementation, there are some 

factors related to scalability, reliability and cyber security that are becoming major 

issues in materializing it. So, the more flexible and efficient smaller smart grids, known 
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as Micro Grids (MG) are currently being implemented [8]. Currently, more focus is 

carried out on the performance evaluation of IEC 61850 standard in distribution 

substations. It’s in the near future where we will need to upgrade our current 

transmission substations to meet the Smart Grid concept. The performance evaluation 

of IEC 61850 is evaluated by taking into account the given latency requirements for 

transmission substation. 

Another survey [9] was carried out by Newton-Evans Research Company in 2011. The 

respondents were from 1567 power transmission substations. It was inquired how many 

of those transmission substations had automation. From the Figure 2, under 400 

transmission substations have no automation i.e. there is no coordination and all 

protection devices are doing their own thing. Many substations have some kind of 

automation and very few substations are fully automated. To implement the Smart Grid 

vision, we need our both transmission and distribution substations to be fully automated 

with latest communication technologies.  

 

Figure 2: Substation Automation Survey in NA Power Utilities [9] 
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As an example of communication significance in power substations, consider the 

following Figure 3 as a relay coordination example. There are three buses (vertical 

lines) and two transmission lines between them. There are two circuit breakers (CB1 

and CB2) installed on a transmission line 1. There are 2 relays (green and purple) 

covering Zone1 and Zone2. Green relay is looking at Zone 1 and Purple relay is looking 

at Zone 2. There is another relay (Dotted) that is looking backward from 3rd bus. If 

there is fault at Zone 1, green relay will operate to open the CB1. But, if there is a fault 

at Zone 2, one of the Dotted or Purple relay need to operate to open the CB2. If there 

is no coordination between them, then either none will operate or both will operate 

together. If both waited for each other to operate first, then there can be a time delay in 

opening CB2 which can cause failure and instability in the power system. So, 

communication is necessary and critical for stability in our power substations. 

 

Figure 3: Relay Coordination Example 

In our work, we modeled Intelligent Electronic Device (IED) for GOOSE (Generic 

Object Oriented Substation Events) and Client/Server messages according to the IEC 

61850 standard in OPNET modeler. We also modeled Analog Merging Unit (MU) for 

the generation of Sampled Values (SV) according to the IEC 61850 SV requirement. 

We evaluated the performance of GOOSE messages in the future SG’s transmission 

substation at bay/substation level communication. 
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1.4 Thesis Outline 
 

This thesis has four chapters. Chapter 1 includes the brief introduction on power 

substations, the motivation behind this research and our contribution.  It also provides 

a brief relationship between Smart Grid and IEC 61850 standard.  

Chapter 2 provides the salient features of Smart Grid and IEC 61850. It also covers 

some knowledge about N-1 security criteria and network interdependency between 

Power and Communication networks. An introduction on OPNET, the software that is 

used to simulate this research work is also covered.  

In Chapter 3, power transmission substation is modeled to corresponding 

communication network in OPNET. The IEC 61850 messages that we have considered 

in our communication network are presented. Furthermore, performance parameters 

that we have considered in our work are discussed in detail. Delay performance 

evaluation of the IEC 61850 standard for various evaluation parameters are presented 

with results.   

The thesis is summarized and concluded in Chapter 4. 
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Chapter 2: Literature 
 

This chapter provides background information on Smart Grid and the need to have a 

robust communication network. IEC 61850 standard is also discussed in this chapter. 

In last, OPNET software, which is used as a simulation tool in this research is presented. 

2.1 Smart Grid 
 

Electric grids provide power (electricity) to consumers by generating it from various 

generation units/means. According to [10], the main grid is constituted by two primary 

delivery network systems: 1) the transmission system, which delivers power from 

power plants to distribution substations. 2) The distribution system, which delivers 

power from distribution substations to consumers. With this transmission network, 

which can be of thousands of miles, a substantial amount of energy is wasted in form 

of heat during delivering electricity to distribution substations, which eventually lowers 

the power quality and contributes toward global warming. The concept of Smart Grid 

was introduced for adding more intelligent and effective functionalities on top of 

electrical grid to balance the power generation and consumption, to reduce wasted 

power and to provide good power quality to consumers. 

The recent deployment in technology and the growing concerns of global warming 

motivated engineers to search for cleaner and more efficient systems to generate 

electricity. ”A Smart Grid is a cluster of interconnected distributed generators, loads 

and intermediate energy storage units (agents) that co-operate with each to be 

collectively treated by grid as a controllable load or generator” [11]. Smart grid 

comprises the advanced sensing technologies, control algorithms, communication 

infrastructures and actuator for rapid diagnosis and to prevent and restore power 

outages [12]. Our current power distribution and transmission infrastructure has one 

way communication. The conception of Smart Grid design is to have bidirectional 

communication infrastructure to support intelligent mechanisms such as real-time 

monitoring, protective relaying and to satisfy consumers demand of power. 



8 

 

 

The Smart Grid will have every characteristic that is required for smooth and reliable 

flow of power. Some principal characteristics of SG according to the U.S. Department 

of Energy Modern Grid Initiative [13] are: 

 SG must have the capability to rapidly detect, analyze and respond to the fault 

(i.e. self-healing). 

 They must be consumer friendly and involve a consumer into the grid operation. 

 They should be highly reliable and deliver the best power quality that satisfies 

the consumer needs. 

 They should be resilient to cyber and physical attacks. 

 They can accommodate variety of distributed generation and storage options 

and have the tendency to adapt to new technologies. 

 They should work in such a way that minimizes the operations and maintenance 

expenses. 

2.1.1 Role of Communication in Smart Grid 

 

The role of communication is one of the major factors that are transforming the 

traditional grid into Smart Grid. An important aspect of concern in SG is that they may 

have variability in their power generation. This is due to the fact that SG will be looking 

at clean energy in order to reduce global warming. This influences the two primary 

issues for the power transmission operation, i.e. voltage control and power flow 

management [14]. As an example of generation variability/voltage control, power 

output can increase or decrease in solar photovoltaic farms in the order of milliseconds 

as the cloud coverage changes. Similarly, power output for a wind farm can be 

completely lost on the order of minutes [15]. Likewise, if a relatively large load 

connects or disconnects without informing the rest of low inertia network in load 

sharing, similar instabilities can occur, e.g. a fault current can be introduced and it can 

affect the stability of the Smart Grid. Excess power produced by Distributed generators 

(DGs) has to be stored or shared with other distribution networks, this corresponds to 

the power flow management problem and it requires bidirectional power flow with 

communication. 
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The information and communication technology (ICT) infrastructure in SG needs to be 

reliable, highly available, scalable, secure and easy to manage. The power engineering 

community, along with their counterparts in ICT, have developed a Smart Grid 

conceptual model which consists of three layers: energy and power systems layer, 

communication layer and information technology layer [16], as shown in Figure 4. 

 

 
 

Figure 4: Smart Grid Conceptual Model 

2.1.2 Building Blocks of Smart Grid 

 

A Smart Grid needs two basic blocks to operate successfully. 

 

1. Management System: 

The management system includes sensor systems, control algorithms and 

actuator/physical systems. Sensor systems include Advanced Metering      Infrastructure 

(AMI), voltage transformers, current transformers and Phasor Measurement Units 

(PMU) [10]. The AMI provides two-way communications between customers and 

Meter Data Management System (MDMS) [11]. It is comprised of electronic/digital 

hardware and software systems that collect data from customer sites through 
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sensors/meters and send it to the service provider by transmitting wired or wirelessly. 

Other functions include managing data storage, analyzing the required data, providing 

outage and geographic information and tracking power flow. The control algorithms 

portion consists of computing platforms and operational systems that manage the two-

way power flow, analyze the received data and compute the desired action [17]. It 

satisfies the demand response and management for load sharing. This has traditionally 

been implemented in a centralized cyber infrastructure model referred to as Supervisory 

Control and Data Acquisition (SCADA) [10]. The system can perform grid 

optimization, healing and correction of disturbances, switching plans and 

communication network analysis and management. Physical systems include the 

principal grid agents, i.e. the distributed energy resources, loads and storage units. 

Additionally, there are tap changers in transformers, relays and breakers that comprise 

the actuator system. In summary, the major functions of this block are to perform 

energy management, transmission operations, distribution operations and regional 

organization operations [18]. 

2. Communication Infrastructure 

 The communication infrastructure may make use of multiple technologies such as 

wireless, Ethernet, fiber and power line communications. The effectiveness of the 

communications between the SG components/agents is mostly based on its structure 

and control system. Generally, there are two approaches for communication 

infrastructure in SG. It can be centralized, i.e. there is a main controller in the SG that 

collects the required data from agents and performs necessary actions, or it can be 

decentralized, where every agent has its own controller that will take actions according 

to their policies. The SG components are mostly controlled using a decentralized 

decision-making process approach in order to balance demand and supply coming from 

distributed sources and the main grid [15]. The communication network can be seen as 

a spinal cord of SG. They connect the power generating sources, transmission, 

distribution and consumption systems to the management block in order to evaluate the 
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real-time data that reflects the stability of the entire grid [16]. Information is exchanged 

bi-directionally among operators, energy generating sources and consumers. 

2.2 IEC 61850 Standard 

International Electrotechnical Commission (IEC) is an international standards 

organization that creates and publishes the International Standard for electrical, 

electronic and related technologies. IEC 61850 is a standard for the design of electrical 

substation automation which has been defined in cooperation with manufacturers and 

users to create a uniform future-proof basis for the protection, communication and 

control of substations [4]. This standard has saved a lot of time and cost in substation 

automation system because of its high-speed digital communication. 

IEC 61850 split the communication from application which makes this standard more 

flexible. It allows the user to design different applications without relying on the 

specific protocols by specifying a set of abstract services and objects as shown in Figure 

5 [19]. Because of this split, the models and services have to be mapped to specific 

protocols to support different functional requirements for protection, control and 

monitoring.  

 

 
Figure 5: The split between application and communication of IEC 61850 
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2.2.1 IEC 61850 Communication Stack 

IEC 61850 has total of seven types of messages based on time requirements and has 

two different type of communication stacks as shown in Figure 6 [20].  

 
Figure 6: IEC 61850 Communication Stack 

Generic Object Oriented Substation Event (GOOSE) and Sampled Values (SV) are the 

most time critical messages according to IEC 61850. Therefore, they are directly 

mapped on data link layer to avoid any overhead delays. The other types (2, 3, 5, 6, and 

7) are mapped over OSI-7 layer stack as client/server applications. The messages types 

are differentiated upon the transfer time requirements i.e. the time when the 

transmitting node puts the data on top of the transmission stack up to the time when 

receiver node extracts the data from the transmission stack. 

Table 2 summarizes the time requirements, types and applications of the different SAS 

message types [20].  

 

Table 2: SAS Message Types 

Sr. No. Message Type Application Transfer time 

(ms) 

1 Type 1 Trip 0-4 

2 Type 2 Interlocks 1-100 



13 

 

 

3 Type 3 Status 10-100 

4 Type 4 Sampled Values 0.1-10 

5 Type 5 File Settings 100-5000 

6 Type 6 Time-

Synchronization 

0.1-10 

7 Type 7 Command 1-10000 

 

 

2.2.2 Function Hierarchy and Interfaces of IEC 61850 

The hierarchical structure for substation’s monitoring, controlling and protection is 

shown below in Figure 7 [21]:  

 

 

Figure 7: Hierarchical structure for transmission substation 
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Process Level: This substation level includes the primary equipment such as analog 

signals for Current and Voltage transformers (CT’s & VT’s), control signals from 

sensors/actuators or other controlling devices.  

Bay Level: This substation level is in-between process bus and station bus. It includes 

protection and control IED’s of different bays of a substation. 

Station Level: This substation level’s function is related to overall protection of 

equipment in a substation. The data from one or more than one bay is used to make 

decisions to ensure security of the substation and grid. These functions includes the 

triggering of a circuit breaker by protection device or tripping multiple breakers for a 

bus differential protection etc. 

According to the IEC 61850 standard, the communication application interfaces and 

their respective functions between different levels (Process, Bay, and Station) are 

shown in Table 3. 

Table 3: IEC 61850 Interface types and their functions 

Sr. 

No. 

Interface 

Types 

Function 

1 IF 1 Protection-data exchange between bay and station level 

2 IF 2 Protection-data exchange between bay level and remote 

protection 

3 IF 3 Data exchange within bay level 

4 IF 4 CT & VT instantaneous data exchange between process and 

bay level 

5 IF 5 Control-data exchange between process and bay level 

6 IF 6 Control-data exchange between bay and station level 

7 IF 7 Data exchange between substation level and a remote 

engineer’s workplace 

8 IF 8 Direct data exchange between the bays especially for fast 

functions such as interlocking 

9 IF 9 Data exchange within station level 
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10 IF 10 Control-data exchange between substation devices and a 

remote control center 

 

2.2.3 Types of IEC 61850 messages 

There are two types of SG application messages as defined in IEC 61850: 1) 

Subscriber/Publisher and 2) Client/Server as shown in Table 4. Subscriber/Publisher 

messages are time-critical messages and are used for sending control commands e.g. to 

trip, block or convey state change. They are also used for metering and protection 

functions. Client/Server messages are usually random and semi-time critical messages. 

They are used for voltage control, condition monitoring and data recording in case of 

some failure. 

Table 4: IEC 61850 Message Types and User Priority Levels 

IEC 61850 Message 

Type 

Smart Grid Applications User Priority 

Levels [20] 

Publisher/Subscriber messages 

GOOSE  Control commands to trip, block and 

state stage info 

7 

Sampled Values  Protection functions and metering 6 

Client/Server messages 

Medium Speed messages Voltage Control 4 

Low Speed messages Condition Monitoring 2 

File transfers Data recording, IED configurations 

settings 

0 

 

Subscriber/Publisher messages are further divided into (Generic Substation Events) 

GSE and Sampled Values (SV). GSE are of two types: GOOSE and GSSE (Generic 

Substation State Events). GSSE is an old binary message type and GOOSE messages 

conveys both binary and analog data [21]. All new systems use only the more flexible 
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GOOSE message so, in our work, we will only consider GOOSE messages as GSE 

messages. 

2.2.3.1 Generic Object Oriented Substation Events (GOOSE) 

GOOSE messages are peer-to-peer messages that use the multicast services which 

allow simultaneous delivery of the same substation event message to multiple IED’s in 

a substation. GOOSE messages can serve several different applications depending on 

their application types. IEC 61850 classifies these application types on their 

transmission time requirements [21]. GOOSE messages are mapped directly on data 

link layer to optimize their decoding and to reduce overall retransmission time. These 

messages are connectionless because of their multicast nature and design of Ethernet. 

There is no acknowledgment for IEDs whether or not, they have received GOOSE 

messages, that’s why these messages are published constantly with a retransmission 

scheme stated in IEC 61850-8-1 [21].  

2.2.3.2 Sampled Values (SV) 

Sampled values are also time critical messages according to IEC 61850. They have the 

digitized sampled measured values from electronic instrument transformers to control 

relays. IEC 61850-9-2LE specifies how the SV’s should be transmitted by merging 

units over an Ethernet network [22]. SV traffic is continuous and have a constant load.  

2.2.4 Characteristics of IEC 61850 Standard [23] 

 

 Configuration: At bay level, any possible number of substation protection and 

control functions can be integrated at IEDs. 

 Interoperability: Different vendors follow this standard in manufacturing IEDs 

which makes communication possible between different makes in a substation. 

 Cost Effectiveness: High speed digital communication allows the replacement 

of the traditional electrical wiring with virtual wiring. It also saves integration, 

configuration and migration costs.  



17 

 

 

 Simple Architecture: Functional hierarchy architecture provides better 

communication performance for time critical applications. 

 Implement new capabilities: The advanced services and unique features of IEC 

61850 enables new capabilities that are simply not possible with most legacy 

protocols. 

 

2.3 (N-1) Security Criteria and Power/Communication Network 

Interdependency 

In this section, N-1 security criteria in power systems is presented with an example. It 

also contains a case study from [24] in which authors ran experiments to study the 

cascading failure risk by increasing the network interdependency between Power and 

Communication networks.  

 

2.3.1 N-1 Security Criteria 

The ultimate objective of the transmission system is to deliver electric power reliably 

and economically from the generators to loads. Power systems must tolerate sudden 

disruptions caused by equipment failure or weather. A system that is resistant to the 

outage of any one component is said to be N-1 secure [25]. N-1 security is fundamental 

to system operation and must be done in planning any transmission system regardless 

of its cost. One of the main idea behind N-1 security is if one feeder fails, the power 

system should be able to route the power traffic through other feeder depending upon 

its carrying capacity. In case of a transmission line failure due to fall of a tree or a 

squirrel, or a scheduled maintenance, this N-1 criteria ensures the reduction of load 

shedding to the end power user. As an example, PowerWorld Simulator schematic will 

be used.  
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Figure 8: Schematic of Power Transmission System 

In power transmission system of Figure 8, three transmission lines are carrying power 

from a Generator Substation to a Big Town Substation. The ongoing power and 

maximum capacity of transmission lines are shown in schematic e.g. the top 

transmission line is carrying 526 MW and have a total capacity of 725 MW.  

Let’s consider a power failure in top transmission line, according to N-1 security 

criteria, 526 MW will be routed through the other transmission lines that are going to 

Big Town Substation to meet the power load of 1400 MW as shown in Figure 9. 

 

 

 

Figure 9: Schematic of Power Transmission System with one transmission line failure 
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As you can see, failure in one transmission line doesn’t affect the system. Power was 

rerouted through other transmission line as they had capacity to carry the failed line’s 

power. In our work, we will be considering that our power transmission substation is 

N-1 secure which can reroute the traffic in case of one outgoing feeder failure. 

2.3.2 Power and Communication Network Interdependency [24] 

The increased coupling between critical infrastructure like power and communication 

has important implications for reliability and security of these networks [24]. By 

increasing the interdependency between Power and Communication Networks, 

increases the vulnerability in these network structures. In the paper [24], authors have 

studied the impact of network topology, cascading mechanisms and coupling on 

infrastructure network vulnerability, using power grids coupled with communication 

networks. They have presented a case for Smart Grid in which failure in power network 

will not cascade failure in communication network. This correspond that bays will have 

battery backup systems that will allow the communication network to operate even 

when power failure occurs. In our work, we will be considering that the 

interdependency between Power and Communication is for Idea Smart Grid case. 

Failure in one outgoing feeder will not affect the communication network of the 

respective bay and devices will be able to communicate with other bays. 

2.4 OPNET Modeler 

OPNET stands for Optimized Network Engineering Tool. It is a computer based 

software which provides the research oriented package and is used to simulate the 

communication networks. OPNET provides the graphical editors to edit your own build 

devices, configure your own networks, design your own protocols and define your own 

packets formats. 

The main features of OPNET simulator are the graphical modeling approach (GUI), 

customizable generation of statistical data and a variety of comprehensive analysis 

tools. OPNET has three-tiered hierarchical modeling as shown in Figure 10 [26]: 
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 Project editor: It specifies the network topology, configure nodes and links, choose 

results, run simulations and view results. 

 Node editor: It create models of nodes by specifying internal structure and 

capabilities. You can create your own specific functionality devices by using node 

editor. 

 Process editor: This editor develops the models of decision-making processes 

representing protocols, algorithms, resource management, operating systems etc. 

 

 
 

Figure 10: OPNET’s three-tiered hierarchical model 
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Chapter 3: OPNET Modeling and Results 

In this chapter, the delay performance of the IEC 61850 standard for GOOSE message 

will be performed between two bays in case of a power failure in one outgoing feeder 

using OPNET. First, the power model is presented that is considered for a power 

transmission substation. The transmission substation model is then transformed into 

communication network in OPNET to evaluate GOOSE message delay performance.  

3.1 Power Substation Model and Corresponding Communication 

Model 

The power transmission substation that is considered in our work is 230/115 kV. There 

is a bus to which one incoming transmission line with two outgoing feeders are 

connected. These outgoing feeders are transmitting power to the local distribution 

substations. A 230/115kV transformer is protected by circuit breakers and protection 

IED’s. A schematic of power transmission substation is shown in Figure 11. 
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Figure 11: 230/115 kV Power Transmission Substation 

 

The corresponding communication network of above power transmission substation is 

shown below in Figure 12.  
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Figure 12: Communication topology for Transmission Substation System 

Every incoming and outgoing feeder is considered as a ‘Bay’ in above communication 

network. In our work, there are total of three bays and every bay has one Analog 

Merging Unit (MU), one distance protection IED and a control center. Considering 

there is no power failure, there is always an intra-bay communication going on. All 

incoming and outgoing feeders requires current signals for over-current protection. MU 

in every bay, measures the current signals from its respective current transformers, 

digitize them and merge these values into sampled value packet format. These sampled 

values are then sent to corresponding protection and control IED through Ethernet. The 

Ethernet switches are layer-2 switches which have network bandwidth of 100 M 

bits/sec within bays. The main Ethernet switch that is connecting all bays has network 
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bandwidth of 1000 M bits/sec to reduce the rate of packet loss and enhance the 

communication capacity. 

Our OPNET topology is shown in Figure 13. 

 
 

Figure 13: OPNET Communication Network Topology 

3.2 IEC 61850 messages in OPNET 

In our work, we have considered three types of communication happening in our 

topology: 1) GOOSE, 2) SV and 3) Client/Server messages. In each bay under no 

power failure, there will be two types of communication going on: 1) SV and 2) 

Client/Server messages. MU will be sending sampled data to corresponding protection 

IED that will be evaluating the data for any unusual values/events. These SV messages 

are sampled at 480 Hz, 960 Hz and 1920 Hz per power cycle with a packet size of 256 

bytes. The total SV traffic with sampling rate of 480 Hz is 58.98 Mb/s, with 960 Hz is 

117.96 Mb/s and with 1920 Hz is 235.93 Mb/s.  
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Protection and control IEDs will be randomly sending data (exponentially distributed) 

to control center as a Client/Server message within a bay. The message size of 

Client/Server messages are 1470 bytes and are transmitted 25 times a second (40ms of 

inter-arrival time). It makes a total traffic of 0.588 Mb/s. 

When there is a failure in one outgoing feeder, considering the (N-1) security criteria, 

GOOSE messages from failed outgoing feeder’s IED will be sent to the MU of the 

other bays. These GOOSE messages will notify transformer’s MU about the details of 

failed outgoing feeder in order to change the voltage tap settings and the other outgoing 

feeder about the fault and gives a heads up for unexpected transients.  

According to IEC 61850, GOOSE messages are retransmitted every millisecond per 

protection IED. We are considering GOOSE message with a size of 128 bytes and with 

fixed inter-arrival time of 1ms. This makes the total GOOSE traffic to be 1.024 Mb/s.  

3.3 Performance Evaluation Parameters with results 

We have considered three performance evaluation parameters to test the GOOSE 

message delay between different bays. These parameters are evaluated at two LAN 

speeds i.e. 100 Mb/s and 1 GB/s. A brief introduction of these parameters are provided 

below. 

3.3.1 GOOSE End-To-End (ETE) Delay 

In case of a power failure in one outgoing feeder (Bay1), protection IED of Bay1 will 

send GOOSE messages to MU of Bay2 and Bay3 for protection and control. The 

GOOSE ETE delay in below graphs is from IED_B1 to MU-B2.  

First set of graphs are for LAN Speed 100 Mb/s by varying the sampling rate. 
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Figure 14: ETE GOOSE Delay- 480 Hz Sampling Rate for 100Mb/s LAN 

 

Figure 15: ETE GOOSE Delay- 960 Hz Sampling Rate for 100Mb/s LAN 

 

Figure 16: ETE GOOSE Delay- 1920 Hz Sampling Rate for 100Mb/s LAN 
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Following graphs are for the LAN Speed 1 Gb/s and varying sampling rate: 

 

Figure 17: ETE GOOSE Delay- 480 Hz Sampling Rate for 1 Gb/s LAN 

 

Figure 18: ETE GOOSE Delay- 960 Hz Sampling Rate for 1 Gb/s LAN 

 

Figure 19: ETE GOOSE Delay- 1920 Hz Sampling Rate for 1 Gb/s LAN 

 

As you can see from the graphs, by increasing the sampling rate, the ETE GOOSE 

message delay is still within the IEC 61850’s GOOSE time delay requirements for the 

transmission substations 3-4ms. There are some spike delays in every graph. This is 

because of the following two reasons: 
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1. Retransmission requirement: For GOOSE messages there isn’t any 

acknowledgement scheme whether the MU has successfully received GOOSE 

or not, that’s why GOOSE messages are sent with the retransmission scheme 

mentioned in IED 6185-8-1 [21]. If Client/Server application’s packets are lost 

then IEDs have to retransmit those packets which causes congestion in Ethernet 

switch. There is also possibility of generation of Client/Server messages with 

short inter-arrival time as they are randomly generated which can lead to non-

linearity of spikes.  

2. Queuing delay:  Substation IEDs work on FIFO scheme i.e. first in first output 

which causes indefinite delay on the time-critical messages. E.g. if the 

Client/Server message or SV are already being transmitted and GOOSE 

message arrive at the port then GOOSE message has to wait till the transmission 

of that packet is over. This causes spikes and unpredictable time delay for 

GOOSE message. There are effective scheduling algorithms e.g. strict priority, 

round robin, weighted round robin etc. but these schemes are still to be 

implemented in substation IEDs [27]. 

Following Table 5 summarizes the above graphs with average and maximum time 

delays. 

Table 5: Average and Maximum ETE Delay of GOOSE messages 

  

LAN Speed 

Sampling 

Frequency 

(Hz) 

Traffic 

(Mb/s) 

Average Delay 

(ms) 

Maximum 

Delay 

(ms) 

 

 

100 Mb/s 

480 60.592 0.25 2.6 

960 119.57 0.32 3.09 

1920 237.54 0.60 3.10 

 

 

1 Gb/s 

480 60.592 0.023 0.285 

960 119.57 0.027 0.260 

1920 237.54 0.028 0.280 
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3.3.2 QoS/Without QoS: GOOSE Delay between Bays 

Quality of Service (QoS) attribute ensures the high network performance for time 

critical data. Ethernet switches offer QoS in compliance with IEEE 802.1p standard 

[28]. IEEE 802.1p prioritizes traffic flow to allow the time critical data to jump ahead 

of normal or less time critical traffic passing through the Ethernet switch at same time. 

The primary goal of QoS is to provide priority processing of a packet inside of the 

Ethernet switch. Switched Ethernet supports eight levels of user priority. IEC 61850 

defines the priority levels to its messages on the basis of their time criticality as was 

shown in Table 4.   

The following Figure 20 is simulated at 100 Mbps for 480 sampling rate. It shows ETE 

GOOSE delay values with QoS enabled and without QoS. You can observe the 

maximum GOOSE delay is 2.7ms when QoS is enabled and it’s around 300ms without 

QoS. Therefore, it is recommended to enable QoS for smart grid applications in the 

transmission substation network. 

 

Figure 20: Maximum GOOSE Delays with QoS and w/o QoS 

The Figure 21 shows the ETE GOOSE delay with and without QoS by varying the 

sampling frequency with fixed LAN speed of 100 Mb/s. 
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Figure 21: Maximum GOOSE Delay for 100 Mb/s LAN speed with QoS and w/o 

QoS 

The Figure 22 shows the ETE GOOSE delay with and without QoS by varying the 

sampling frequency with fixed LAN speed of 1 Gb/s. 

 

Figure 22: Maximum GOOSE Delay for 1 Gb/s LAN speed with QoS and w/o QoS 

Table 6 shows the maximum ETE GOOSE delay with QoS attribute and without QoS 

attribute. 

Table 6: ETE GOOSE Delay with QoS and w/o QoS attribute 

LAN Speed Sampling 

Frequency (Hz) 

Max Delay (ms) 

With QoS 

Max. Delay (ms) 

Without QoS 

 480 2.7 294 
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100 Mb/s 960 3.09 302 

1920 3.12 324 

 

1 Gbp/s 

480 0.288 33.24 

960 0.272 32.72 

1920 0.283 34.23 

 

3.3.3 VLAN/Without VLAN: GOOSE Delay between Bays 

VLAN stands for Virtual Local Area Network. According to IEC 61850, GOOSE & 

SV messages use multicast services. It means that when a packet arrives at an Ethernet 

switch, it is forwarded through all ports except the one from which it came from. This 

can quickly fill the available network bandwidth which can cause delays and 

congestion. To avoid this, IEC 61850 standard requires to insert VLAN membership in 

packets format according to IEEE 802.1Q. VLAN divides the network into multiple 

virtual LANs which increases the bandwidth efficiency and provide additional security 

[28].  

VLANs originated from a need to segregate network traffic from different departments 

inside one enterprise. While keeping the sensitive information private, VLAN 

techniques restrict traffic flow of multicast/broadcast messages to a single individual 

VLAN and therefore the devices within it [29]. 

VLAN can be tag based or port based. Tag based VLANs inserts a tag which is called 

VLAN identifier as part of the message. This tag allows the data to move across 

multiple switches whose ports are part of same tagged VLAN. In Port based VLANs, 

a specific port or group of ports are assigned to a VLAN.  IEC 61850 standard requires 

to use Tag Based VLAN because the tagged ports can belong to more than one VLAN 

at a time which provides network sharing for printers, servers etc. Another benefit of 

Tag Based VLAN over Port based VLAN is: in case of multiple switches, one port per 

switch can be used to connect all VLANs on the switch to another switch. More 

information on Port and Tag based VLANs with example is provided in Appendix B.  
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In our work, we have made two VLANs: one for GOOSE messages and other for SVs. 

The ETE Delay of GOOSE message from Bay1 to Bay2 and SV delay within a bay is 

shown in following graph. We have considered LAN speed of 100 Mb/s at sampling 

frequency of 480Hz. 

 

 

Figure 23: ETE GOOSE and SV Delay with VLAN and w/o VLAN 

The upper graph of Figure 23 is without VLAN and lower graph is with VLAN attribute 

applied to both GOOSE and SV messages. It can observed that time delay with VLAN 

attribute in both GOOSE and SV makes a huge difference. ETE delay with VLAN tag 

drops dramatically due to decrease of data queuing delay and effective use of LAN 

bandwidth. This shows the significance of VLAN tags on GOOSE ETE delay. 
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Chapter 4: Conclusion 

IEC 61850 is a resilient standard to support a growing demand in different domains. 

The flexibility of IEC 61850 ensures interoperability between communicating entities 

of Smart Grid by allowing the same data model to be used on different underlying 

communication protocols. This research work was focused on evaluating the 

performance of IEC 61850 in smart transmission power substation. The End-To-End 

time delay of the most time critical message ‘GOOSE’ was evaluated for different LAN 

speed, sampling rate and performance parameters (VLAN & QoS).  

A combination of literature study and simulation-based evaluation has been conducted 

to answer the main research question, “Will IEC 61850 meet the time delay 

requirements if our power transmission substations are upgraded to realize the Smart 

Grid concept”? The answer from our research work is ‘Yes’. We have evaluated IEC 

61850’s performance with high data rates in order to make it close to real-time 

communication happening in transmission substations. Development of smart 

transmission substations based on the IEC 61850 standard is crucial for the future SG 

infrastructure. We have considered wired Ethernet in our work because it gives higher 

data rates and bandwidth with low communication delay. It is more secure 

comparatively to wireless technologies because it doesn’t have air as its transmission 

medium. In transmission substations as compared to distribution substations, there are 

larger equipment and the communication traffic is high, Ethernet is the best suitable 

technology in all aspects.  

To examine the performance evaluation of IEC 61850 in power transmission system, a 

transmission substation of 230/115 kV was considered. This substation was modeled 

into its corresponding communication network by using industry-trusted OPNET 

simulation tool. The detailed dynamic models of substation automation devices, such 

as MU and IED were developed using C language of the OPNET tool according to IEC 

61850 standard. The modeling of IEC 61850 messages, VLAN and priority tagging 

based on QoS attribute were also implemented. 

Using the OPNET modeler, the ETE delay of GOOSE message for transmission 

substation were observed which were within the allowable limits. In addition to that, 
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the effects of various parameters such as data rate, sampling frequency, Virtual Local 

Area Network (VLAN) and Quality of Service (QoS) on delay of GOOSE message was 

evaluated. While studying the transmission substation applications over Ethernet, the 

average GOOSE delay at 100 Mb/s and 1 Gb/s were within the allowable 3-4ms. With 

LAN speed of 1 Gb/s, average GOOSE delay was much reduced as compared to 100 

Mb/s LAN speed. There were spikes of delay along the simulation time which is 

because of retransmission event and FIFO scheme of Ethernet switch. The results also 

showed that the VLAN attribute (IEEE 802.1Q) and QoS attribute (IEEE 802.1p) has 

to be implemented in the Ethernet for time-critical messages. 

For future work, more experiments should be carried out to verify the performance of 

IEC 61850 for GOOSE when different types of background traffic mix is used. This 

work was only for GOOSE message, performance evaluation of SV traffic and 

Client/Server messages should also be evaluated. The impact of GOOSE priority on 

SV and Client/Server messages can also be studied. The retransmission event and FIFO 

scheme that causes the delay spikes can be studied in more detail. Although IEC 61850 

suggests to use Ethernet technology in transmission substations, Wireless LANs 

performance in transmission substations should also be studied. 
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Appendix A 

GOOSE data format:  
 

In the IEC 61850-8-1 part of the standard, messages of GSE services are given. These 

GSE services provide a fast and reliable system-wide distribution of data values using 

the multicast/broadcast services [30]. One kind of message is GOOSE and its data 

structure/format is presented in IEC 61850-8-1. The Figure 24 shows the variable 

section of GOOSE including the Tag, Data, and Length etc. by order [30].   

 

 

Figure 24: Variable section of GOOSE in Wireshark 

Figure 25 shows the data format of GOOSE message according to IEC 61850-8-1. 
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Figure 25: GOOSE Data format 

SV Data Format  

IEC 61850-9-2 specifies how sampled value measurements shall be transmitted over 

an Ethernet network by a merging unit or instrument transformer with electronic 

interface [22]. The UCAIug implementation guideline, referred to as “9-2 Light 

Edition” (9-2LE), reduces the complexity and difficulty of implementing an 

interoperable process bus based on IEC 61850-9-2 [31]. Figure 26 shows a 9-2LE 

frame for protection applications that is 126 bytes long; however, only 32 bytes contain 

the sampled values (eight 32-bit integers). In the 9-2LE power quality application, the 

application service data unit (ASDU) would be repeated a further seven times. In this 

case, the noADSU attribute at offset 0x1E would be eight, and the ASDUs would be 

placed in a sequence to form the protocol data unit (PDU) [22]. 
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Figure 26: Sampled Value Data format 
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Appendix B 

Port-based and Tag-based (Tagged) VLANs [29] 

A VLAN is a group of ports that form a logical Ethernet segment on an Ethernet switch. 

The ports of a VLAN form an independent traffic domain in which the traffic generated 

by the nodes remains within the VLAN. VLANs offer following benefits:  

 Improved network performance: VLAN traffic stays within VLAN which 

improve network performance. The nodes of a VLAN receive traffic only from 

nodes of the same VLAN which reduces the need for nodes to handle traffic not 

destined to them and frees up bandwidth within all the logical workgroups. 

 Increased security: VLAN restricts the traffic flow within VLAN thus 

preventing packets from flowing to unauthorized nodes.  

 Simplified network management: Before the advent of VLANs, physical 

changes to the network often had to be made at the switches in the wiring 

closets. For example, if an employee changed departments, changing the 

employee’s LAN segment assignment often required a change to the wiring at 

the switch. With VLANS, you can use the switch’s management software to 

change the LAN segment assignments of end nodes, without having to 

physically move workstations or move cables from one switch port to another 

port. 

Port-based VLAN 

A port-based VLAN is a group of ports on an Ethernet Switch that form a logical 

Ethernet segment. Each port of a port-based VLAN can belong to only one VLAN at a 

time. The parts that make up a port-based VLAN are: VLAN name, VLAN Identifier, 

Port VLAN Identifier. The Figure 27 shows an example of Port-Based VLAN. 
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Figure 27: Port-Based VLAN Example 

In Figure 27, there are 3 VLANs: Sales, Engineering and Production. On an Ethernet 

switch, every VLAN device is attached to dedicated port. Every VLAN only 

communicates between its devices and no different VLAN’s devices can use each other 

ports. If two VLANs wants to communicate with each other then they need to do 

through router which will be attached to a separate Ethernet port. In case there are two 

Ethernet switches, then each VLAN will need a separate port to communicate with the 

devices that are part of same VLAN. The drawback of Port-Based VLAN is that it will 

be difficult to share network sources such as serves and printers across multiple 

VLANs. In network configurations where there are many individual VLANs that span 
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switches, many ports could end up being used ineffectively just to interconnect the 

various VLANs. 

Tag-Based (Tagged) VLAN 

In a tagged VLAN, VLAN membership is determined by information within the frames 

that are received on a port. This differs from a port-based VLAN, where the PVIDs 

assigned to the ports determine VLAN membership. The VLAN information within an 

Ethernet frame is referred to as a tag or tagged header. A tag, which follows the source 

and destination addresses in a frame, contains the VID of the VLAN to which the frame 

belongs (IEEE 802.3ac standard). When the switch receives a frame with a VLAN tag, 

referred to as a tagged frame, the switch forwards the frame only to those ports that 

share the same VID. A port to receive or transmit tagged frames is referred to as a 

tagged port. Any network device connected to a tagged port must be IEEE 802.1Q-

compliant. This is the standard that outlines the requirements and standards for tagging. 

The device must be able to process the tagged information on received frames and add 

tagged information to transmitted frames. The following Figure 28 will explain an 

example of Tagged VLAN. 
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Figure 28: Tag-Based VLAN Example 

In Figure 28, one of the tagged ports is port 2 on the top switch. This port has been 

made a tagged member of the three VLANs. It is connected to an IEEE 802.1Q-

compliant server, meaning the server can handle frames from multiple VLANs. Now 

all three VLANs can access the server without going through a router or other 

interconnection device. 

It is important to note that even though the server is accepting frames from and 

transmitting frames to more than one VLAN, data separation and security remain. Two 

other tagged ports are used to simplify network design in the example. They are port 
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10 on the top switch and port 9 on the lower switch. These ports have been made tagged 

members of the Sales and Engineering VLANs so that they can carry traffic from both 

VLANs, simultaneously. These ports provide a common connection that enables 

different parts of the same VLAN to communicate with each other while maintaining 

data separation between VLANs. 

In comparison, the Sales and Engineering VLANs in the Port-based example each had 

to have its own individual network link between the switches to connect the different 

parts of the VLANs. But with tagged ports, you can use one data link to carry data 

traffic from several VLANs, while still maintaining data separation and security. The 

tagged frames, when received by the switch, are delivered only to those ports that 

belong to the VLAN from which the tagged frame originated. 

The benefit of a tagged VLAN is that the tagged ports can belong to more than one 

VLAN at one time. Tagged VLANs are also useful where multiple VLANs span across 

switches. You can use one port per switch to connect all VLANs on the switch to 

another switch. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

http://alliedtelesis.com/manuals/AWPLUSV224CLIa1/port_based_VLANs_overview.html#Rcu34516
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Appendix C 

Quality of Service QoS [28] 

In order to ensure high network performance for critical applications and data, Ethernet 

switches offer Quality of Service (QoS) in compliance to IEEE 802.1p standard. By 

defining certain switch ports, or certain traffic types, with different priority levels, 

802.1p prioritizes network flows, so that critical data is allowed to jump ahead of 

normal network traffic passing through the Ethernet switch at the same time.  

Quality of Service (QoS) provides the ability to prioritize traffic on the Ethernet 

network. Prioritizing traffic into different classes is important to ensure critical data is 

processed first (i.e. protection traffic, data, voice or video). Not all traffic in the network 

has the same priority. Being able to differentiate different types of traffic and allowing 

this traffic to accelerate through the network improves the overall performance of the 

network and provides the necessary quality of service demanded by different users and 

devices. The primary goal of QoS is to provide priority processing of a packet inside 

of the Ethernet switch. IEC61850 GOOSE messaging provides a priority setting with 

eight levels of priority. When processed in an Ethernet switch, the message with the 

“highest” priority is moved to the front of the queue as shown in Figure 29. 

 

Figure 29: QoS attribute Example 
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In above figure, if Port 1 is part of both GOOSE and SV VLAN then GOOSE message 

will be queued behind SV packet. As IEC 61850 has given higher priority to GOOSE 

from SV, the QoS attribute will queue GOOSE message ahead of SV packets. Thus 

more time-critical message will be queued ahead of others.  

 


