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A Methodology for Safeguards Evaluation and its
Application to Mixed Oxide Fuel Fabrication

1. INTRODUCTION

At present, nuclear energy supplies only about 13% of
the U.S. electricity demand and this is expected to increase
over the next several years (1-p.26).

Increasing nuclear

energy supply depends on many national and international
factors.

Nationally, a major obstacle to the fulfillment of the
promise of nuclear energy is the existence of a strong
anti-nuclear "movement" that is responsible for widespread
fear of radiation and accidents in nuclear power plants and
related facilities.

This fear has been echoed by

governmental responses at various levels --local, state, and
federal-- that have ranged from overly restrictive
regulation to delaying tactics or outright bans (2-p.V).
Internationally, energy supply depends on the

"stability" of oil producing states and consequently of
price and reliability of oil supply as a source of energy.

Solar, wind, and fusion can not be considered as major
alternative sources of energy, at least not before the end
of this century.

Yet, energy demands will increase world
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wide and no doubt nuclear energy will supply a part of that
ever increasing demand.

Like any other beneficial and productive human
activity, nuclear power production involves some risks.

These risks are generally of two types: 1) the risks due to
postulated, unintentional nuclear accidents; and 2) the
risks due to possible intentional misuse of nuclear
materials or nuclear facilities.

The latter risks are the

main subject of this study.

Misuse has a broad range of meaning and, in fact, is an
undefined term.

In actuality, misuse is a dynamic term,

i.e. it is time and space dependent.

That is, depending on

social conditions and social values under which one has been
indoctrinated, misuse may have a variety of meanings.

For

example, while for some Americans destruction of Nakasaki
and Hiroshima by atomic bombs may seem to have been a
legitimate use of nuclear energy, certainly for most
Japanese this is an example of the absolute misuse of
nuclear energy.

At one extreme one might consider construction of a
nuclear bomb, even by a nuclear-weapon state, as a misuse of
nuclear material, and at the other extreme one may justify
fabrication and use of nuclear weapons.

This, of course,

depends on an individual's comprehension of legality and
legitimacy.

For example, construction of a nuclear weapon,

by a nuclear-weapon state, is a legal action although its

3

legitimacy might be questionable.

This study concentrate on prevention of illegal misuse
of nuclear material and leaves the question of illegitimate
misuse to the individual's perception of legality and
legitimacy and whether these two always coincide.

To have the benefits of nuclear energy, the risk which
may result from its usage should be minimized.

A large body

of research has been devoted to examining risk due to
possible accidents involving nuclear materials and nuclear
facilities: safety studies.

These studies have concluded

that hazards which may result from postulated nuclear
accidents are very small relative to other human activities.

The same kind of effort, of course, should also be devoted
to investigating the ways by which misuse of nuclear
material could be prevented: safeguards studies.

Safeguards are the combination of methods to keep
nuclear materials securely within legitimate commercial
channels.

They also include the ability to verify that this

security has been accomplished.

There are two objectives to be achieved in safeguards
studies: 1) to improve existing safeguarding systems; and 2)

to identify cycles, processes, and facilities which
eliminate or at least reduce the possibility of nuclear
materials ended up in a wrong hand.

One must keep in mind that, if the proponents of
nuclear power do not remain in the forefront of both

4

safeguards research and safeguards practice, opponents

will-- with results that need not to he set down in detail.
This is especially true now that a new beginning for nuclear

power, one that contemplates realistic deployment of breeder
reactors in our time, seems to be in the offing.
This research has been undertaken within that spirit.
It discusses the safeguarding systems in national and
international contexts.

It also examines the present

considerations and practices by the nuclear industry to
deter diversion of nuclear material.

In addition, the study

develops a safeguard evaluation method which is able to
compare alternative nuclear facilities and pinpoint the one
which is more resistance to diversion.

1.1 Plan of this Report
The scope of this study is defined in Chapter 2.

This

chapter also gives some background to the present research.

Chapter 3 discusses the possibility of a malevolent act
or acts against nuclear materials or nuclear facilities.

It

describes the ways by which a malevolent actor might use
diverted nuclear material.

It compares toxicity of nuclear

materials with other toxic substances and poisons.

Would-be

diverters are classified into different groups and their
intentions and goals are postulated.

Contemporary thoughts

and ideas about these "adversaries" are also examined.

The terminologies used in safeguards discussion are
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defined in Chapter 4.

This chapter also discusses the

safeguards system and its implementation domestically and
internationally.

Chapter 5 explains a methodology which was developed to
compare different fuel fabrication processes.

Because of

the importance of human factors, which result in very large
uncertainties in all aspects of safeguard practice, detailed
analyses of the sort used in safety studies do not seem to
be useful.

The method developed was applied to a case to verify
its validity and its workability.

As a case study, two

alternative processes for nuclear fuel fabrication,
conventional pellet and spherepac, were compared.

However,

in the course of this investigation, it was realized that

a

process can not in itself be compared against another
process; only plants embodying the processes can be
compared.

In fairness to processes being compared, the

design should be of ideal plants, i.e. plants that are
designed for as good safeguards capabilities as can
reasonably be hypothesized.

Therefore, two fuel fabrication

plants, one for conventional pellet and the other for
spherepac fuel, were conceptually designed and are presented
in Chapter 6.

The conceptual layouts and detailed

flowcharts of material flow in both plants are presented.
All safeguard-related operations are illustrated.

In

addition, some important and generally good safeguard
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practices are suggested.

Finally, in Chapter 7, the information developed in
Chapter 6 is utilized and the results of comparison are
presented.

The whole study concludes with analyzing these results
and providing suggested directions for further research in
this field.

7

BACKGROUND

2.1 General Remarks

Fuel of nuclear reactor power generating plants has
very distinctive feature compared with other fuels.

a

When

coal is burned in a coal power plant, the resulting ash and
slag have no value and are considered as wastes.

Unlike

this, burned-up nuclear reactor fuel still contains some
fissile atoms at the time of discharge.

For this reason,

burned-up fuel from a nuclear reactor is called spent fuel
and not waste.

The fuel for conventional Light Water Reactors (LWRs)
is natural uranium enriched 3 to 5% in the uranium-235
isotope.

U-235 is the only naturally occurring fissile atom

among uranium isotopes.

After fresh fuel is put into

reactor, only a part of the fissile atoms (U-235) undergoes
fission.

At the same time, the major isotope of uranium,

U-238, captures neutrons and becomes fissile plutonium.
Part of this newly formed plutonium undergoes fission;

however, at the time of discharge spent fuel contains about
0.6 to 0.9% plutonium and also some unfissioned U-235.

There are then two options of what to do with spent
nuclear reactor fuel.

They are: 1) to treat spent fuel as

waste and dispose of it by burying it underground or by
other means (3-p.555), and 2) to reprocess the spent fuel,

chemically separate fissile plutonium and reuse it in fresh
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fuel just as U-235.

The first option is referred to as a

once-through cycle.

If the second option is implemented,

then the uranium can also he reused.

Figures 2-1 and 2-2

(7) are schematic diagrams for these two options.
The U.S. policy about spent fuel, up to this writing
(1982) has been to take neither of these two options and
simply has deferred the decision making process.

The U.S.

government had a longstanding policy of encouraging
commercial nuclear fuel reprocessing.
this policy was reversed.

However, in 1977,

In April 1977, President Carter

formally announced the new U.S. policy as:
"The benefits of nuclear power are thus very real
and practical.
But a serious risk accompanies
world-wide use of nuclear power --the risk that
components of the nuclear power process will be
turned to providing atomic weapons....The U.S. is
deeply concerned about the consequences for all
nations of a further spread of nuclear weapons or
explosive capabilities. We believe that these
risks would be vastly increased by the further
spread of sensitive technologies which entail
direct access to plutonium, highly enriched
uranium or other weapons usable material."

Consequently, the U.S. decided to "defer indefinitely"
commercial reprocessing and recycling plutonium and "defer"
the U.S. breeder program (4).

Although the Reagan

Administration encouraged the nuclear industry to pursue a
reprocessing program, however as of now the industry has not
shown any initiative.

Present practice in the U.S. nuclear industry has been
to store spent fuel in a storage pool at the reactor site.
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The storage pools were initially designed and built to store
spent fuel for a period of up to six months in order to make
it radiologically "cool" enough to ease the handling and
transportation processes.
capacity.

Therefore they have a limited

Decisions about spent fuel can not be deferred

indefinitely and as the nuclear industry expands and spent
fuel accumulates a decision must be made fairly soon.

Comparison of the two fuel-cycle options, once-through and
recycling, does not constitute the main body of this study.

However, investigations by many nuclear experts and
scientists reveal that a logical choice would be to
reprocess spent fuel and recycle the valuable fissile atoms
contained in it (5 and 6).

France and the Soviet Union have

already started employing this option.

The U.K., Germany,

Japan and probably India are to follow.

In every one ton of nuclear reactor spent fuel, there
is approximately 6 to 9 kg of plutonium, depending on burnup
level.

The value given here is for LWRs. Fast reactor spent

fuel contains about 200 kg Pu per ton of fuel.

There are

approximately 100 tons of fuel in the core of a 1000 MWe
conventional LWR.

One third of reactor core fuel is to be

replaced with fresh fuel annually.

Hence, a 1000 MWe LWR

produces about 250 kg of plutonium per year of its operation
(7-p.39).

With the present working capacity of nuclear

power plants in the U.S.,--62 GWe (8), one can estimate that
the total plutonium contained in all spent fuels generated
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in one single year would add up to 15 to 20 tons.

From an

economic point of view, fissile isotopes of plutonium have
about the same value as U-235.

With the current price of

uranium ore and cost of Separative Work (SW), one can
calculate that the value of Pu generated in the U.S. nuclear

power reactors would be around one billion dollars per year.
In 1978 the U.S. Nuclear Regulatory Commission (NRC)
estimated this to be in excess of $1 billion (9-p.2-1).

Political instability of oil producing states and
probable oil price hikes should not be overlooked.

This

adds a hidden value of plutonium to its high real value;
considering the dependency of industry, agriculture,

economic stability, and the whole welfare of society on
energy, the real value of plutonium could go up as high as a
few billion dollars per year.

The NRC staff in their study

have also concluded that the incremental short term
radiation hazards of the recycling option are so small that
it can be taken as radiologically equal to that of the
once-through option.

In the long term the radiological

hazard is in fact even smaller for recycling than for
once-through, because of a reduction in waste generated in
uranium mining (9-p.2-6).

In 1974 the U.S. Atomic Energy

Commission (AEC) study concluded that the environmental
impact of the recycling option would be less adverse than

that of the once-through cycle because of the reduction in
mining and the smaller demand for uranium enrichment (10).
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Plutonium recycling would also extend uranium resources and
consequently increase the duration of the present nuclear
energy era (11-p.48).

These advantages for recycling and reprocessing of
plutonium along with many others are in agreement with
conclusive studies by many nuclear scientists and experts
(12).

The point of controversy between reprocessing

advocates and opponents is the question of safeguards.

Opponents argue that introduction of 15 to 20 tons of
plutonium annually into the world would bring about an
uncalculable and unpredictable risk to society.

Plutonium

is a man-made element and it does not exist in nature.

Increasing the amount of plutonium in a separated form would
augment the probability that it would eventually end up in
wrong hands, they argue.

In contrast, a fast reactor

"incinerates" the initial charge of plutonium and it

continues to incinerate the plutonium fuel put into it each
and every hour of its operation.

A fast reactor also

produces plutonium but in principal it can be operated in
such a way to produce slightly less or more than it
incinerates.

This, obviously, is a sharp contrast with a

thermal reactor which continuously produces plutonium
(13-p.15).

It should be noted that a nuclear explosive device

could be made out of Strategic Special Nuclear Material
(SSNM) (14-p.74).

Special Nuclear Material (SNM)

is defined
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as material containing Pu, U-233, and uranium enriched in
the U-235 isotope.

Strategic SNM (SSNM) is defined as those

nuclear materials that could be used directly to construct a
nuclear weapon.

SSNM includes purified Pu, U-233, and U

enriched to 20% or more in U-235 isotope.

Table 2-1 shows

the minimum mass requirement of Pu, PuO2, (Pu-U)02, and U to
constitute critical mass.

Note that the minimum mass

requirement depends on many variables such as reflector,
density, isotopic concentration, etc.
further in section 3.2.2.

This is discussed

As can be seen from this table,

it is theoretically impossible to make an explosive device
with LWR fuel.

In the reprocessing cycle, there are two

points at which Pu can be extracted in a weapon-usable form.
These are: 1) spent fuel reprocessing plant; and 2) fast
reactor fuel fabrication plant.

Although spent fuel in a

reactor or enroute to a reprocessing facility needs to be
safeguarded, nevertheless due to the "hotness" of spent fuel
and the difficulty and sophistication of operations required
to separate Pu from other fission products, spent fuel can
be considered as "self protective".

Theoretically it is

possible to make a nuclear explosive device with the fresh
fuel of a fast reactor (about 20% Pu in uranium).

Therefore

transportation of separated Pu from a reprocessing plant to
a fuel fabrication facility and also transportation of fresh
fuel from a fuel fabrication facility to a reactor site
needs to be well safeguarded.

It has been proposed that
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Table 2-1

APPROXIMATE MINIMUM MASS FOR
WEAPON USE (KG)
Material

As Metal

As Oxide

Weapon-grade plutonium

4

6

Commercial Pu

8

10

17

20

Fully enriched (93%) U-235
LWR

fuel (3 to 5% enriched)

Can not be made into
explosive device

WEIGHT REQUIRED TO FORM A BARE SPHERE
CRITICAL MASS (KG)

=1.i.

Percent PuO2

in Blend

Mass Required

Pure PuO2

30 - 70

30%

250 - 600

10%

3000 - 10,000

4%

not possible
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fuel of conventional LWRs be fabricated from depleted
uranium blended with 5% Pu.

Obviously fresh fuel of this

type is somewhat immune to weapon use (refer to Table 2-1)

but this fuel would be easier than spent fuel to process
chemically for plutonium isolation, so it still needs some
safeguarding.

Of course, the problem of safeguarding SNM

during transportation could be eliminated by employing the
concept of collocation (15).

However, in this study

advantages of collocation have not been addressed and only
safeguarding at a fixed fuel fabrication site has been
considered.

2.2 Background to this Study

Safeguards study and safeguards practice in the nuclear
domain is as old as nuclear technology development itself.

Nuclear technology began to evolve in a climate of complete
secrecy and concealment.

Therefore, safeguards practice in

the early part of the nuclear era was limited to physical
security and counter-intelligence operations.

The

responsibilities for carrying out these protective measures
were undertaken first by the U.S. Army and later by the FBI
and affiliated agencies. Recognition of the fact that the
Soviet Union had broken the monopoly in nuclear weapons
technology and the conclusion that there is no reason to
deny peaceful nuclear technology to friendly nations in
Europe and elsewhere led to the Atoms for Peace Program
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(16).

This in turn led to declassification of over 10,000

U.S. Atomic Energy Commission documents which changed the
safeguarding aspect of nuclear materials.

Many of these

declassified documents were believed to have the potential
to be a great assistance to those with the intention to
design or fabricate nuclear weapons.

In fact, by early 1972

over half a million classified documents had been
declassified by the USAEC (17-p.100)

.

Thus, safeguard

emphasis shifted from secrecy of knowledge to security of
material in process.

Increasing demand for energy led to a growing need for
nuclear power and that in turn led to the use of nuclear
material and nuclear technology throughout the world.

With

the large quantities of fissile atoms present in the nuclear
fuel cycle, concern over the potential misuse of nuclear
material grew.

Consequently this led to enhancing the

importance of safeguards.

Indeed, the Atoms for Peace

Program involved the concept of safeguards through
international inspection as a condition for assistance in
peaceful nuclear technology.
Two levels of safeguard constraints

are practiced at

every stage of the nuclear fuel cycle: international and
domestic.

At the domestic level, these constraints are

based on prevention of diversion by sub-national groups.

Internationally, the central problem is to assure that
countries acquiring nuclear facilities, nuclear materials,
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and nuclear technology do not use these to initiate or
augment national nuclear weapon programs.

However, the main objective of safeguarding nuclear
materials is to assure that it is not diverted from the
commercial channel to weapon use.

Complementary to this

objective is the ability to verify whether diversion has or
has not occurred.

International and domestic safeguard

objectives have many common features.

They are:

-- The ultimate target is zero diversion;

-- Even if this target is achieved, the safeguards
system must be able to verify the fact;

-- If diversion should occur, it should be at as low

a

level as possible;

-- If diversion should occur, its occurrence should be
known in time, so that countermeasures can be
activated;

-- If diversion should occur, the quantity of material
being diverted must be known, so appropriate response
forces could be alerted.

Certain aspects of international and domestic
safeguards problems are nevertheless quite different.

Domestic diverters (sub-national group), most likely can not
rely upon using sophisticated equipment after a diversion
has occurred.

They must, therefore, concentrate on

obtaining material that can be rather easily and quickly
manufactured into a weapon.

On the other hand, national
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diversion could be on a larger scale than sub-national
diversion, and could conceivable begin with diversion of SNM
rather than SSNM.

Domestic safeguards enforcement relies mostly on
technical fixes and physical forces, i.e. barriers, guards,
detectors, etc.

International safeguards are implemented

through international treaties such as the Non Proliferation
Treaty (NPT) and others.

Enforcement measures are

international political pressure, economic sanctions and so
on (18).

The technical aspect of international safeguarding

is inspection, whose result can be detection, but not
prevention of diversion.

One falls back on the observation

that prevention of national diversion is fundamentally

a

function of international institutions and diplomacy and the
most important way to eliminate the risk of proliferation is
to reduce the desire of a nation to have nuclear weapon
(19).

2.2.1 Definition

As of now, there is no common interpretation or uniform
distinction between the terms proliferation and diversion.

Proliferation resistance and diversion resistance have been
used interchangeably by many writers.

Some experts have

used the term "diversion" to address sub-national or
terrorist attempts to smuggle nuclear material from the
nuclear fuel cycle.

The terms "horizontal proliferation"
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and "vertical proliferation" which were coined by Homi
Bahbha refer to: 1) diversion of nuclear material which
results in spread of nuclear weapons to non weapon-state
countries, and 2) stockpiling of nuclear weapons by the
existing nuclear-weapon states (20).

The International Atomic Energy Agency (IAEA) has
defined these terms as follows:
Diversion:

The successful acquisition of nuclear material
from a commercial nuclear facility for purposes
other than its legitimate use.
Proliferation:
The decision to acquire nuclear weapon capability
including all steps associated with such decision.
Diversion of nuclear material, use of a commercial
nuclear facility to produce weapon-related
material, fabrication of nuclear weapons, are part
of proliferation, for example.

According to the IAEA definition, diversion can occur
for purposes other than proliferation, i.e., sabotage,
blackmail, or sale to a third party.

2.3 Scope of this Study

After initiation of the new U.S. policy in April 1977,

a number of initiatives were established to help maintain
the separation between commercial nuclear power and nuclear
weapon programs.

The Non-Proliferation Act of 1978, signed

into law on March 1978,

is an example (21-p.189).

Among the

other initiatives was the Administration proposal for an
international review program to investigate furthering
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international cooperation in reducing proliferation risk.

More than sixty nations and five international organizations
participated in that program which was convened in October
1977 as the International Nuclear Fuel Cycle Evaluation
(INFCE).

INFCE studies were completed in 1980.and it

concluded, among other things, that "Proliferation is
primarily a political, and not a technical matter.."(22).
This conclusion is consistent with that of many other
studies (23).

For a country with a desire to have a nuclear

weapon "the construction and misuse of fuel cycle facilities
is not the easiest nor the most efficient route..." (22).

Clearly, proliferation is a political decision and
reducing the risk of proliferation may be achieved by
international measures.

In a word, proliferation is

independent of technical constraints and hence is beyond the
scope of this study.

Nevertheless, there exists a problem of diversion of
nuclear material.

This, of course, can be eliminated or

reduced by implementation of technical barriers.

In INFCE

words, "technical measures have a powerful influence on
reducing the risk of theft..." (24-p.154).

Therefore, the

risk of nuclear material diversion is dependent upon the
type of reactor, fuel material, and all the processes
involved in the nuclear fuel cycle.

There has been an

incentive, especially in the last decade, to examine all

possible processes and identify those systems which are more
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resistant to diversion.

This study was undertaken with that goal in mind.

It

was to develop a methodology able to compare various fuel
processing schemes and identify those systems which can not
contribute to diversion and consequently to the spread of
nuclear weapons.

Safeguardability of a plant or a process can not be

evaluated in absolute terms; rather, it can be compared and
rated against another plant or process.

This comparison

should only be concerned with those differences which are
process-dependent.

For example, perimeter fences, guard

forces and weaponry, and so on are process-independent and
could be the same for any process, while accounting,
personnel requirements and so on are process dependent and
should be included in the comparison,,

In this study two different fuel fabrication processes,
namely spherepac and pellet fuel fabrication, are compared

to examine if one process has safeguards advantages over the
other. Complete descriptions of these two types of
fabrication processes are presented in Chapter 6.

However,

for clarity a brief description of each process is given
here.

Pellet fuel fabrication is the standard method that has
been used for many years for UO2 fuel fabrication.

In this

method, the fuel material is milled to a fine powder then
pressed to make a wafer.

The wafer is then granulated along
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with a lubricant.

The granular powder is then sent to a

pressing device to make a cylindrically shaped object,
called a green pellet.

The wet pellet is then sent to an

oven for sintering and then loaded into the fuel cladding
tube.

In spherepac fuel fabrication, the fuel is manufactured

in the form of microspheres by a wet chemistry method.

The

fuel is dissolved in nitric acid and after treatment with
peptizing agents the solution is run through vibrating
nozzles.
gels.

Spheres of different sizes are formed as colloidal

These spheres are then sent to an oven for calcining

and sintering.

Fuel pin fabrication consists of vibrating

the cladding tube while pouring in spheres of different
sizes, which pack to a controlled average density.

Spherepac fuel fabrication concepts originated more than 20
years ago in this country ("sol-gel" process) and its
program was actively pursued up to 1972 (25).

Other

countries including Switzerland, Germany, the U.K. and

others have continued their "sol-gel" development and have
made significant contributions (26).
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3. VIOLENCE AND NUCLEAR MATERIAL

3.1 General Remarks

Safeguards comprise a system composed of technical and
institutional measures to prevent and discourage diversion
of nuclear materials from commercial channels to weapon use.

Institutional measures discourage diversion by creating
climates that make diversion more difficult and costly, or
that inhibit diversion altogether.

Technical measures inhibit diversion by physical means.
They include barriers, detection devices, assaying
instruments and so on.

However, implementation of these measures, whether
technical or institutional, i.e. putting barbed wire around
nuclear facilities, constructing thick concrete walls,
innovating and using precise assaying units, employing
trained armed guards, making nuclear participants join this
or that treaty and so on, are only one side of safeguarding.

The other side, which I refer to it as the "soft" side of
safeguards, is understanding potential adversaries.

This chapter is devoted to study of the soft side of
safeguards, i.e. studying the behavior, goals, rationales of
would-be diverters, or potential adversaries; who they are,
and what it is that they want.

It is almost impossible for someone who studies

safeguards not to look into the problem of possible nuclear
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weapon fabrication by some illegitimate group.

Therefore,

before getting into discussion of potential adversaries, let
us examine the different ways that diverters could or might
use diverted nuclear material.

3.2 Nuclear Weapons

The focal point of safeguarding is prevention of
diversion of nuclear materials by a "wrong hand", as I label
potential adversaries.

Generally speaking, a wrong hand

might use diverted nuclear materials to create threats in
two distinct ways: 1) to make a radiological weapon (nuclear
dispersive device), and 2) to build a nuclear explosive
device (or simply, fission bomb).

3.2.1 Nuclear Dispersive Device

Exposure to any significant amount of radioactive
material could cause cell destruction or mutation, leading
to death by cancer or to genetic damage.

It has been

suggested that a "wrong hand" could use radioactive nuclear
material in an explosive device as a radiological weapon.
Unlike explosive devices or some lethal poisons which
have an immediate destructive effect, radiological weapons
have mostly a latent result.

A person exposed to an

overdose of radiation might develop cancer in a few years
from the time of exposure -- and also might not; or he might
be treated and cured.
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Plutonium if suspended in air in extremely small sizes,
(less than 7 microns in diameter) is highly toxic.

On the

other hand, particles exceeding 7 microns in diameter have a
high probability of not penetrating into the lung tissue and
would be expelled by exhaling (28).

Plutonium particles do

not stay suspended very long, but can be resuspended if no
sink (such as earth) exists; so a plutonium dispersive

device is not very effective in an open atmosphere but might
be effective if used in a closed area.

3.2.2 Nuclear Explosive Device

When a large amount of energy is released at an instant
and in a relatively small space, the result is an explosion.
This can be achieved by using fissile nuclear material.

A nuclear explosive or fission bomb could be made out
of a relatively small quantity of SSNM (29).

For example,

only about 17 kg of U-235 isotope, about 8 kg of U-233, or
about 4 kg of Pu-239 is reauired to fabricate an explosive
device (30).

Weapon-grade SSNM (well-purified isotope) is neither
generated nor consumed in the commercial nuclear fuel cycle,
even if spent nuclear fuels are reprocessed.

Unlike

weapon-grade material, fuel for a nuclear reactor is never
made out of a pure isotope.

The minimum mass increases considerably as one goes
from weapon-grade SSNM to commercial SSNM.

For example,
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while for pure Pu-239 the critical mass is 4 kg, for

commercial plutonium which is a mixture of different
isotopes of Pu, this value would rise to 8 kg of plutonium.

In addition, using commercial SSNM to fabricate an explosive
device makes the device less predictable and lowers its
yield.

This is because commercial plutonium is composed of

many different isotopes of Pu, as can be seen from Table 3-1
(31).

Plutonium-240 would fission spontaneously and as its

concentration increases so does the possibility of early
explosion.

This could blow the bomb apart before most of

its fissions could occur.

In fact some experts have

proposed to increase Pu-240 isotope concentration in nuclear
fuel to make it self protective (24).

3.2.3 Complexity of Nuclear Weapon Fabrication

One of the major subjects of controversy among
safeguards specialists has been whether nuclear weapon
fabrication is simple or complicated.

Some believe that a

nuclear explosive device can be made in a clandestine,

underground-type operation, with minimum skill and primitive
technology (32 and 33).

Others have a firm belief that

because of requirements for elaborate machinery and highly
skilled scientists in various fields, fabrication of a
nuclear explosive is beyond the ability of any underground
group (34 and 35).

However, there is a general agreement among nuclear
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Table 3-1

TYPICAL PLUTONIUM ISOTOPIC COMPOSITIONS
Isotopic Abundance (%)
Burn up
(1000 MWD/t)

Description

Pu-238 Pu-239 Pu-240 Pu-241 Pu-242

low

Low-Burnup Pu

0.01

93.6

5.9

0.38

0.015

8-10

FFTF Feed

0.08

86.1

11.7

1.89

0.21

0.25

75.0

18.0

4.5

1.0

16-18
25-27

Spent LWR

1.1

61.6

20.9

12.6

3.8

30-40

Saturated LWR
Recycle
Spent LMFBR

3.3

41.1

27.6

17.6

10.4

0.94

59.9

27.0

7.5

4.7
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scientists and experts that a crude, low yield, and
unreliable nuclear explosive can be made by a well trained
and devoted group, or by an individual who is willing to
take some health risk or even risk death, but there is also
a controversy over the amount of effort required to actually
make a nuclear bomb.

No doubt a nuclear weapon could be made in a
clandestine operation. Unlike most other complex and
sophisticated high power weapons, the production of a single
or a few nuclear bombs does not require a large and
interwoven supporting infrastructure of heavy industry.

In

light of this, the subject of "would terrorists go nuclear?"
should have more emphasis on whether or not using a nuclear
bomb would further any of the terrorists' goals, rather than
on the question of whether or not they can fabricate a
weapon.

3.3 Potential Adversaries

In the last two decades the world has witnessed a sharp
rise in violence: terrorism, kidnapping, skyjacking,
sabotage, etc.

In fact, as P. Walker notes: "In the past

decade there have been on the average two terrorist
incidents per day somewhere in the world" (36-P.45).

It

seems that we have entered an age of terrorism and violence,

the pattern of which is unlike any other time in human
history.

How serious is this phenomenon?

Is it worsening?
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What factors affect the emergence of these groups?

And

finally, and most important to our present discussion, could
they or would they go nuclear?
There are really two questions to be asked. First:

would any violent group or individual have the ability to
steal nuclear material from nuclear facilities, using force
or stealth, and fabricate a nuclear weapon?

And second: if

one assumed that nuclear weapons were readily available in
the open market, would violent groups use them as they have
used TNT, machine guns, hand grenades, etc.?

These

questions can be answered only after one studies the
motives, purposes, goals, devotions, and abilities of
violent groups to divert nuclear material and to fabricate
"Grand Scale" weapon.

a

The first step in this analysis, of

course, should begin with classifying the violators into
different groups based on their commonalities.

I have categorized violent groups into two different
classes, namely 1) organized and other common criminals, and
2) terrorists.

3.3.1 Organized and Other Common Criminals
"I am certain that no rational man could read
the evidence that I have read and still come to
the conclusion that an organization variously
called 'the Mafia', 'Cosa Nostra', and 'the
Syndicate' does not exist."

This is what R. Gressey, a consultant to the
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President's Commission on Law Enforcement and Administration
of Justice, in 1968, had concluded (37).

Naturally, even with all the evidences cited by
government officials, there are still some skeptics who
believe no such a thing as organized crime exists or even
existed before.

Sociologist Daniel Bell has commented on

what he calls the "Myth of the Mafia" as:
"Unfortunately for a good story- and the
existence of the Mafia would be a whale of a story
- neither the Senate Crime Committee in its
testimony, nor Kefauver in his book, presented any
real evidence that Mafia exist as a functional
organization" (38).

Former Attorney General Robert F. Kennedy testified
before a Senate Subcommittee in 1963 that the physical
protection of witnesses who had cooperated with the Federal
Government in organized crime cases often required that
these witnesses change their names, or even leave the
country (39).

Today, organized crime is involved in semi-legal
activities.

Their primary sources of income are gambling

and narcotics (40).

The major goal of organized crime is to

monopolize special markets and thus achieve high profit.

These markets are created for them by laws that make
demanded goods or services unlawful.

Herbert Packer notes

that these laws act as "crime tariffs" by guaranteeing a
high profit, much as protective tariffs raise domestic
profits above what they would be in a free market by making
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imports more expensive (41).

As a whole, organized crime can be characterized as a
relatively stable, money making enterprise (42).

Their goal

is "..maximizing profit while limiting efforts and risks"
(9-P.3-25).

In regard to their involvement with misuse of

nuclear materials, they have been involved in black market
activities; but since no black market for nuclear materials
exists today or in the foreseeable future, it can be said

that organized crime would not be a major factor in
malevolent activity against nuclear materials.

As concluded

in a report to the U.S. Congress:

"It seems not surprising that the attraction of
nuclear material to organized crime is its
intrinsic monetary value as a commodity, not its
strategic attribute,.."

Furthermore, this type of activity would be more likely
to be a one shot affair which is not in the best interest of
these "stable" groups.

In addition, the risk of activities

threatening the nuclear industry would be high and the

potential payoff relatively small compared to other
activities of organized crime.

Threatening or malevolent

acts against nuclear facilities would provoke the public and
this might endanger their whole existence.

Organized criminals are making millions of dollars
through gambling houses, casinos, night clubs, narcotics,
Wall Street, stock market, trucking business, etc.

Why

should they become involved with activity whose outcome is
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uncertain?

It is very unlikely that organized crime would

become involved in malevolent action against nuclear
materials.

In regard to common criminals, generally, they follow
no logic and have no rationale.

They usually act on an

individual basis because their motives are unpredictable and
their objectives vary widely.

Very rarely they can cluster

together and operate in gang-type organization.

Certainly,

there are individuals or groups among them -most likely
individuals- who, if they could get their hands on nuclear

material and its "cookbook", would use it for destructive
purposes.

Thankfully, one can hope, that this type of individual
has been kept aloof from the nuclear industry.

In addition,

one can hope that they are incapable of overcoming the
difficulties involved in diversion of nuclear material and
that they are ignorant enough not to know the sophisticated
techniques involved in nuclear weapon fabrication.

Nevertheless, the possibility of someone, with the
"know how" and access to nuclear material, becoming a threat
against society should not be ignored.

Perhaps, this should

be a major concern of safeguards systems.

In this regard,

screening policy and periodic checking --on individuals who
work within some particular area in the nuclear fuel cycle- should be constructed such that the potential violator can
be isolated from access to nuclear material.

An employee
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--technician, accountant, security guard, etc.-- might be
quite "normal" at the time of his employment.

However, it

is possible that during his course of employment, due to
frustration or other causes, he develops a sense of
abnormality and becomes psychologically disturbed.

He might

even try to put the industry --his life included-- in
complete jeopardy by misusing nuclear material in one way or
another to alleviate a sense of anger, revenge, and so on.
On the other hand, a small group might cluster together and
try to assault or take over a nuclear facility to do
whatever harm is within their capabilities.

The safeguards

system is expected to be capable of stopping them, of
course.

3.3.2 Terrorism

Terrorism as an instrument of power struggle was
extensively used in

the early 20th century in many

countries: Russians against tsarism, Irish against the
British Empire, etc.

After World War II terrorism became a

prime means of struggle for independence in many colonized
nations.

Some terrorists, whose organizations succeeded in

overthrowing the established government, later on became
heads of state, prime ministers and so on, and have even
addressed the United Nations.

Algeria, the Republic of

Ireland, Cuba, Israel, Angola, and most recently Rhodesia
(presently Zimbabwe) are examples.
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Terrorism and the threat that it possibly imposes on
the nuclear industry or on society as a whole has been the
subject of many books, reports, articles, etc.

This subject

has been encouraged by the anti-nuclear "movement".
The question is whether terrorists are seeking a "Grand
Scale" weapon?

Terrorists would not commit mass murder

simply because plutonium is there.
As Jenkins reminds us:

"After all, had they wanted to, terrorists
could already have done a number of things which
could produce widespread casualties.
Apart from
the technical difficulties involved, which are
less than those involved in putting together an
atomic bomb, why haven't terrorists threatened to
contaminate a city's water supply? Certainly
there must be some constraints, other than
technical ones, against killing thousands. There
are, of course: to begin with, moral ones.
Despite the popular view of them, terrorists, for
the most part, are not wanton killers.
There are
also practical arguments against mass murder.
Killing a lot of people is seldom an objective of
terrorism.
High body counts do not necessarily
further their objectives, and can provoke a
damaging backlash" (44-P.11).

Nevertheless, there are terrorists who have no
rationale and do not follow any long term and intelligently
planned goals.

They would possibly use any destructive

weapon which they can get their hands on.
"...We fight in many ways.
Dope is one of our
weapons.
The laws against marijuana mean that

millions of us are outlaws long before we actually
split.
Guns and grass are united ....If you want
to find us,... we are ..in town-houses where kids
are making love, and smoking dope and loading
guns.."
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This is what Bernardine Dohrn said speaking for the
Weather Underground (45- p.456).

An atrocity, the cold blooded murder of Sharon Tate, a
movie actress, and four of her friends by the Manson family,
was praised by a Weatherman "comrade" as:
"Dig it!

First they killed the pigs, then they
ate dinner in the same room with them, then they
even shoved forks in their stomachs..Wild!!"
(46-p.38).

This type of terrorist group usually is limited in size
and capability --fortunately.

Enhanced safeguards systems

and good control of nuclear material should prevent any
mishap.

3.4 Conclusions

As discussed in this chapter, a nuclear dispersive
device is a weapon of latent effect which means it takes
probably from days to some years before its effects be
revealed and this is not what a violator usually desires.
In addition, there are many other toxic materials available
which are easier to acquire, easier to handle, easier to
employ and cost much less.
anthrax spores (47).

Examples are: botulism toxin or

They can kill hundreds of people in

a

short time.

Although plutonium, or for that matter any other strong
alpha particle emitter like radium, is a highly toxic

material --some writers have referred to plutonium as the
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most toxic substance known to man-- this is just not the
case.

Recent studies have shown that there are other

poisons more toxic than plutonium (48).

Table 3-2 compares

the quantities of different toxic substances to achieve 50%
fatalities by oral intake (49).

It should be noted that

fatalities from plutonium would occur from long term
induction of cancer, while fatalities from other toxics
would be of a short term.

It can be concluded that a radiological weapon would be

a poor choice for a "wrong hand"; nevertheless spent nuclear
fuel, fission products and plutonium are radiotoxic and
should be safeguarded properly like any other poisonous
substance.

Radiological weapons are similar in use to poisonous

gases and toxic chemical agents and therefore must be
treated as such.

In regard to nuclear explosive devices, fabrication of

a nuclear weapon, even low-yield and unreliable, is not as
simple as has been argued by some experts (50).

Nevertheless, there is a general agreement among nuclear
scientists and experts that such a device could be made

clandestinely, although one could argue about the amount of
effort required for its construction.
The problem of "would terrorists go nuclear?" was also
examined from the viewpoints of violators.

For this,

potential adversaries were classified into two categories
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Table 3-2

QUANTITY OF TOXIC SUBSTANCES REQUIRED TO ACHIEVE
50% FATALITIES BY ORAL INTAKE
Poison
Amount in grams
Anthrax Spores

10E-7

Botulism Toxin

10E-6

Lead Arsenate

0.1

Potassium Cyanide

0.7

Plutonium

6

Caffeine

(a) Leading to death in 10-40 years.

(a)

14

All other poisons

causes death in a few minutes to a few days.
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namely, Organized and Other Common Criminals, and
Terrorists.

As previously discussed, organized crime is a
relatively "stable, money making enterprise"; they have no
interest in threatening a nuclear industry because of too
high a risk and small potential payoff relative to other
activities open to them.

Other criminals, irrational and purposeless violators,
have the potentiality of using nuclear material for ill
purposes, however.

It is hoped that, their lack of

capabilities and enhanced safeguards systems would prevent
any mishap.

With regard to terrorists, it was argued that they,

generally, follow goals which are far remote from the
consequences of their violent acts (52-p.698).
mass murderers nor wanton killers.

They are not

They want a lot of

people watching, not a lot of people dead (53-p.158).
body count does not further their objectives.

High

It is hoped

that, at least for the foreseeable future, the problem of
"would terrorists go nuclear?" will remain to be only a
discussion among safeguards experts rather than terrorists
(54-p.46).

At present, I see no group or individuals as being a
real threat against nuclear facilities.
does not hold any guarantee.

However, the future

Hence, safeguards systems must

be continuously reevaluated and enhanced.

New processes or
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techniques which improve the safeguarding aspects of nuclear
material should be devised and employed.
Finally, the problem of safeguarding nuclear material
is an achievable task and as President Eisenhower put it:

"The ingenuity of our scientists will provide
special safe conditions under which such a bank of
fissionable material can be made essentially
immune from surprise seizure." (55)

When all is said and done, though, it would appear that
the major threat of nuclear proliferation comes from
countries, rather than sub-national groups.

41

4. SAFEGUARDS CONSIDERATIONS AND PRACTICE:
DOMESTIC AND INTERNATIONAL

4.1 Safeguards Considerations
The safeguards system is a combination of measures

which prevent, deter, and detect the diversion of nuclear
material from peaceful to weapon uses.

Included in

safeguards are measures of security, containment and
surveillance, and verification.

The security system consists of physical and
institutional security measures.

Physical security is the system of guards, fences,

locks, seals and other protective devices that function to
keep intruders away from process and transport operations.
Institutional security is the operating system on which
physical security works: the procedures used by physical
security forces to enforce security.

It may thus include a

variety of personnel procedures, including clearances,
limited accesses, observation requirements and others which
are procedural in nature.

A proper management system is a

vital aspect of institutional security.

Surveillance provides a strong constraint on the
material balance equation.

Surveillance must necessarily

check on the qualitative properties of material transfers.

In doing so, it will record unusual transfers (unusual
concentrations of fissile material in effluents, unanalyzed
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transfers of product material) and by so doing flag down
situations where missed analyses might have occurred.
Verification, as a safeguard measure, is an important
part of safeguards system because it is necessary to assure
third parties that proper traffic control has been adhered
to, and that therefore material has not been diverted.

The

information that supports this reassurance consists of
accounting and surveillance data, which together or
separately comprise the process of verification.

The accounting approach is to measure inputs, and
in-process inventories and to balance the books so that all
materials are accounted for.

Because of limits of accuracy

in assaying units, one should always expect some discrepancy
between book and physical inventory.

This discrepancy has

been referred to as: Inventory Difference (ID),
Book/Physical Inventory Difference (BPID), or Material

Unaccounted For (MUF) (see for example, the Glossary of
Reference 56).

Beside the limits of accuracy in assaying

units, there are also other causes that make the MUF deviate
from a zero value.

For example, a small amount of material

in the process inevitably clings to pipes, filters, and

storage tanks which may not be reflected in one inventory
but may appear in a later one and hence, cause the MUF to
take a negative or positive value.

The surveillance approach is to observe the operation
and witness that all material has been routed properly.
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Neither is perfect: accounting always involves limits of

accuracy and surveillance could conceivably miss details.
Requirements for good material accounting procedures
interact strongly with type of process and process design.
The interactions have positive and negative aspects.
Positive aspects are that in-line monitoring and
analysis of materials provides a capability for accounting
within the process.

Thus, discrepancies appearing in a

segment between two monitor points can be identified and
investigated quickly; miscalibrations can be corrected
before they threaten the overall integrity of verification,
accumulations can be identified before they become
troublesome; and because process segments deal with limited

quantities of material at any one time, diversion can be
detected before a large quantity is diverted.

Therefore, it

is good practice to install in-line monitors, with on-line
accounting capability, at all feasible points

in the

process.

Negative aspects can be seen whenever samples are
physically withdrawn from the process for external analysis,
or when provision is made for such withdrawal.

This

complicates verification by traffic control, and also
complicates security.

Historically, accounting has been a favored approach
because it provides some privacy to the process operator.
It dose not demand any oversight of a process itself, but
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simply a periodic inventorying of the material in it.

However, for complex operations, periodic accounting could
be so time-consuming as to interfere with the process.

As a

result, the emphasis on accounting development has been in
the direction of looking for analytical devices of high
precision, low bias, and rapid analytical turn around time.
Developments in analytical devices have been largely
successful in supplying instruments that have on-line or
in-line measurement capability.

However, particularly for

processes of high throughput, the limits of accuracy tend to
be insufficient to provide assurance, by themselves, that no
diversion has occurred.

At present, accounting for the

relatively small quantity of PuO2 involved in the commercial

sector has limits of errors of the order of 0.5 to 1% of
throughput.

When extrapolated to the tonnes of PuO2

throughput of the future MOX facility, these limits amount
to many kilograms of SSNM.

Therefore, the accuracy and

timeliness of today's methods of material control need to be
greatly improved (57).

Accounting approaches an absolute capability when the
material to be accounted for occur in discrete, identifiable
units.

It then becomes, as it is in financial accounting, a

matter of counting the units and verifying their integrity.

Because of this positive aspect of accounting, transfers
between separate envelopes should be performed in sealed and
securely coded packages.

It is within such process as fuel
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conversion, fabrication, enrichment and spent fuel
reprocessing, where unit distinctions are lost, that
analytical accuracy limits become troublesome.

4.2 Safeguard Practice in the U.S.

There are two levels of safeguards practice to keep the
nuclear material within its legitimate channel.
domestic and international safeguards.

They are

Domestic safeguards

are implemented by host governments whereas international
safeguards are basically enforced through the International
Atomic Energy Agency (IAEA).

Safeguards, as applied by the IAEA, refers generally to
a system of accounting and periodic inspection to control
the flow of nuclear material.

This means that the host

governments should take all the measures necessary to

protect their nuclear material and nuclear facilities (58).
In the United States, safeguards has a broader meaning.
In addition to IAEA measures, accounting and inspections, it
includes security: physical and institutional, surveillance
and control procedures.

In the U.S., the Nuclear Regulatory

Commission (NRC) has the responsibility and authority to
regulate and supervise safeguards practice so as to protect

against, deter, and detect the theft of nuclear material or
sabotage of nuclear facilities.

Title 10 of the U.S. Code of Federal Regulation (CFR)
includes all safeguarding criteria and requirements of the

46

NRC.

Highlights of these regulations are summarized and

documented in Appendix A of this report and are briefly
discussed here.

Note that these requirements will be

updated and improved from time to time (59).

4.2.1 Security Requirements

Title 10 of CFR contains regulations for enforcement of
physical security and protection of nuclear material from
being diverted from its proper channels, and protection of

nuclear facilities against sabotage or having equipment used
in manufacturing nuclear weapons or weapon parts.

Each organization that operates or applies for
license to operate a nuclear facility, must submit

a
a

security plan to the NRC for its review and approval.
Facilities that consume, produce, or process Special Nuclear

Material (SNM) must have additional physical security
measures.

4.2.1.1 Security of Special Nuclear Material

Facilities that are licensed, or apply for a license,
to possess or use SNM at any one site in excess of 5,000
"grams", as calculated by the following formula, have
specialized rules.

grams = U-235 contained in HEU + 2.5(U-233 + Pu)

They are required to comply with the NRC regulation and
prepare a detailed physical protection plan to submit to the
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NRC for approval.

The physical protection plan must include

and demonstrate the following: (60-p.51)
a.

The licensee must maintain a physical security
organization, including armed guards, to protect
his facility against industrial sabotage and the
special nuclear material in his possession against
theft.
At least one supervisor of the security
organization must be on-site at all times.
The
licensee must establish, maintain, and follow
written security procedures which document the
structure of the security organization and which
detail the duties of guards, watchmen, and other
individuals responsible for security.
b.

Any equipment, system, device or material whose
failure, destruction or release could directly or
indirectly endanger public health and safety must
be located within a separate structure or barrier
designated as a Vital Area (VA). In addition,
special nuclear material must be stored and
processed within a controlled area designated as a
Material Access Area (MAA). All VA's and MAA's
must be located within a larger Protected Area
(PA) which is surrounded by a physical barrier.
An isolation zone is required around the outer
physical barrier and it must be kept clear of
obstructions, illuminated and monitored to detect
the presence of individuals or vehicles attempting
to gain entry to the protected area, and allow
response by armed members of the facility security
organization to suspicious activity or to the
breaching of any physical barrier.
SNM not in
process must be stored in a vault equipped with an
intrusion alarm or in a vault-type room (61).
c.

Personnel and vehicle access into a PA, MAA, or VA
must be controlled. Admittance to a VA and MAA
must be controlled and access limited to those
persons who require such access to perform their
duties.
Methods to observe individuals within a
MAA to assure that special nuclear material is not
being diverted must be provided and used on a
continuing basis.
d.

All emergency exits in the protected area, vital
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areas and material access areas must be alarmed.
Each unoccupied MAA must be locked and alarmed.
All alarms must annunciate in a continuously
manned central alarm station located within the
protected area and in at least one other
continuously manned station.
e.

Each guard or watchman on duty must be capable of
maintaining continuous communications with an
individual in a continuously manned central alarm
station within the protected area, who must be
capable of calling for assistance from other
guards and from local law enforcement authorities.
To provide the capability of continuous
communication with law enforcement authorities,
two-way radio voice communication must be
established in addition to conventional telephone
services.
f.

Licensee must establish liaison with local law
enforcement authorities, and be prepared to take
immediate action to neutralize threats to the
facility, either by appropriate direct action or
by calling for assistance from local law
enforcement authorities or both.
g.

Security records must be maintained of all
individuals authorized access to VA's and MAA's,
including visitors, vendors, and others not
employed by the licensee. Routine security tours,
and all of the tests, inspections, and maintenance
on security related equipment and structures must
be documented.
h.

Suspected thefts, unlawful diversion, and/or
industrial sabotage must be reported immediately
to NRC, followed by a written detailed report
within 15 days.
4.2.2 Inspections

The NRC inspects the safeguarding system of nuclear
facilities periodically to assure that all safeguards

requirements and responsibilities have been carried out.

Basically, inspection is the only way that the safeguards
authority can be aware of what goes on in the plant (62).

Each licensee is required to afford to the NRC time and
opportunity to inspect records, premises and facilities
where SNM is produced, processed or stored.

Nuclear facilities are categorized into different
groups depending on the type of material they possess, the
quantity, and their mode of operation.
grouping.

Table 4-1 shows this

Each group has a different inspection frequency

requirement as shown in Table 4-2 (60-p.43).

More frequent

inspection would be conducted if a facility has a history of
non-compliance with the NRC requirements.

4.2.3 Enforcement

The NRC would send a letter, explaining all items of
non-compliance and deficiencies and instructions to correct
them, following each inspection.

In case deficiencies are

observed, follow up inspection is to be conducted to confirm
if the corrective actions had been completed.

The NRC has

the authority to modify or suspend the license of a facility
and to impose a civil penalty in case of sustained
non-compliance.

4.2.4 Accounting

A physical inventory of special nuclear material must
be conducted every two months except for SNM which is

in
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Table 4-1
NRC Grouping of Licensed Nuclear
Facilities

Group

Criteria

I. Fuel FacilitiesMaterial of High
Strategic Importance

Licensees authorized to possess large
quantities of strategically important
materials (Pu, U-233, and/or enriched
uranium >20% U-235) in unsealed form.
Quantities authorized: >2 kg of Pu
and/or U-233; >5 kg of contained U-235

II. Reactors - Fuel
of High Strategic
Importance

Licensees authorized to possess large
quantities of strategically important
materials in a sealed fuel form for
reactor and/or critical assemblies.
Quantities authorized: >2 kg of Pu
and/or U-233; >5 kg of contained U-235

III. Fuel FacilitiesMaterial of Moderate
Strategic Importance

Fuel facilities with material of
moderate strategic importance
authorized to possess more than one
effective kg of U-235 contained in
uranium enriched to <20% in any form
other than irradiated fuel.

IV. Power ReactorsFuel of Moderate
Strategic Importance

Power reactor facilities authorized
to possess uranium enriched
to <20% U-235.

V. Other Licensees
Possessing Small
Quantities of
Material Equal or
Greater than 350 g.

Licensees authorized to possess small
quantities of strategically important
material in an unsealed or reactor
fuel form.
Quantities authorized:
<2 kg of Pu or U-233, or >350 g but
<5 kg of contained U-235.

VI. Licensees
Possessing Less than
350 g of SNM

Licensees authorized to possess
special nuclear material of any
enrichment in quantities <350 g of
contained fissile material.

VII. Licensees *
Possessing Source
Material

Licensees authorized to possess
Source Material only.

* Source Material means: U or Th, or any combination thereof,
in any physical or chemical form. Source Material does not
include SNM.
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Table 4-2

Graded Inspection Frequencies

Inspection Group

Inspection Frequency

I. Fuel Facilities Material of High
Strategic Importance

Fuel fabrication and processing
plants inspected three times a year.
Reprocessing plants inspected bimonthly. Biennial inventory verification for most plants; annual for
reprocessing plants; annual inspection
for physical protection for all
facilities.

II. Reactors - Fuel
of High Strategic
Importance

Annual inspection for physical
protection; biennial inventory.

III. Fuel Facilities
Material of Moderate
Strategic Importance

Annual inspection for physical
protection; triennial inventory
verification.

IV. Power Reactors Fuel of Moderate
Strategic Importance

Annual physical protection inspection
triennial for inventory verification.

V. Other Licensees
Possessing Small
Quantities of Material
but 350 g or more.

Quadrennial inspections. Biennial
inspection for physical protection.

VI. Licensees
Possessing Less than
350 g of SNM

No routine safeguards inspection but
certain items are checked during
health and safety inspections.

VII. Licensees
Possessing Source
Material.

Same as Group VI.
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irradiated fuel elements.

Low enriched uranium or SNM in

inaccessible portions of irradiated fuel should be
inventoried every six months.

Facilities that possess at any one time less than one
effective kg but more than 350 g of SNM are required to
conduct physical inventory annually.
"Effective kilogram" is defined as:

(a) For plutonium and uranium-233, its weight in
kg;

(b) For uranium with an enrichment of 0.01 and
above, its weight in kg multiplied by the
square of its enrichment;
(c) For uranium with an enrichment below 0.01 and
above 0.005, its weight in kg multiplied by
0.0001; and
(d) For depleted uranium with an enrichment of
0.005 or below, and for thorium, its weight
in kg multiplied by 0.00005 (63-p.9).

LEMUF during any material balance period should not
exceed (i) 200 g Pu or U-233, (ii) 300 g U-235 contained in

HEU, (iii) between 0.5 to 1% of throughput material as
specified in Title 10-CFR 70.51.

Under certain

circumstances the NRC may approve a higher LEMUF for a
facility depending on type of facility and complexity of
operation.

The NRC requires that records of all transactions of
SNM be kept for a period of 5 years.

Overall, in the U.S., the safeguards systems and
practice have been intensified and strengthened over the
past few years, and is still being improved.

No diversion
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of SNM, of any substantial amount, has been detected or
reported.

4.3 International Safeguards
The international safeguards system that exists to deal

with safeguards problem is basically within the framework of
the International Atomic Energy Agency.

The IAEA emerged

from the Atoms for Peace program announced by President
Dwight. Eisenhower.

It was formally established in October

1956 and entered into legal establishment on the 29th of
July 1957.

The objective of the IAEA is twofold.

One

objective is to safeguard commercial nuclear material
against potential weapon-use diversion; the other is to
promote peaceful use of nuclear technology.

In IAEA words,

these objectives are as follows:

"..seek to accelerate and enlarge the contribution
of atomic energy to peace, health and prosperity
throughout the world. It shall ensure, so far as
it is able, that assistance provided by it or at
its request or under its supervision or control is
not used in such a way as to further any military
purpose." Article II
"To establish and administer safeguards designed
to ensure that fissionable and other materials,
services, equipment, facilities, and information
made available by the Agency or at its request or
under its supervision or control are not used in
such a way as to further any military purpose; and
to supply safeguards, at the request of parties,
to any bilateral or multilateral arrangement, or
at the request of a State, to any of the State's
activities in the field of atomic energy." Article
III, (64).

More than 100 nations have accepted these terms and
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secured membership in IAEA, and hence IAEA has become an
internationally recognized and respected organization.

The

growth of the IAEA is largely derived from its combination
of objectives; promotion of nuclear technology and
safeguarding of nuclear material.

Not only the number of participant nations in the IAEA
has grown, but also the functions and responsibilities of
Agency have been expanded.

The IAEA started its safeguards

implementation and practice on nuclear power reactors.

In

1966 the IAEA safeguards procedures were extended to
chemical processing plants.

In 1969 safeguards of

conversion and fuel fabrication facilities were also
included in the IAEA functions.

However, as of now, no

enrichment facilities are yet under the authority of IAEA
safeguards.

The basic function of the IAEA is independent

inspection and inventory verification.

The procedures, the

level and frequency of inspection are negotiated with the
member state according to the IAEA document INFCIRC/153
(65-p.19).

Beside (and related to) IAEA, there are three other
treaties related to safeguarding of nuclear material.

They

are: the Non-Proliferation Treaty (NPT), the Tlatelolco
Treaty, and the EURATOM Treaty.

These treaties, which are

of significant importance because of their international
implications are briefly described here.
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4.3.1 The Non-Proliferation Treaty

The Treaty of Non-Proliferation of Nuclear Weapon
entered into force on March 1910 after ratification by the
three depository states --the U.S., the U.K., and the
U.S.S.R.-- along with 40 other nations.

By 1974, 69 nations

had concluded the treaty safeguards agreements.

As of 1981

the number of signatories of the NPT has reached 110 nations
and a few more are under negotiation.

The participants are

required, according to Article III of the Treaty, to

negotiate with the IAEA a safeguards agreement in harmony
with the IAEA safeguards system.

The NPT is, perhaps, the most important treaty among
the three safeguards treaties mentioned above.
Briefly, the Non-Proliferation Treaty:
1. In Article I, prohibits the transfer of
nuclear weapons or other nuclear explosive devices
(including devices for peaceful nuclear explosions
inasmuch as they are identical to nuclear weapons)
to any state, whether as signatory or not, whether
a nuclear weapon state or not, whether directly or
indirectly through an alliance.
It also forbids
nuclear weapon states from assisting non-nuclear
weapon states to acquire nuclear weapons or
devices.
2.
In Article II, prohibits non-nuclear weapon
states party to the Treaty from manufacturing or
otherwise acquiring nuclear weapons or devices,
including devices for peaceful uses.

In Article III, puts an obligation on the
non-nuclear weapon states party to the Treaty to
accept safeguards, as laid down on their peaceful
nuclear activities in order to ensure that there
is no diversion for the manufacture of nuclear
explosives. The safeguards shall apply to all
source of special fissionable material: enriched
3.
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uranium-235, uranium-233, and plutonium.
Article
III further prescribes that no states party to the
Treaty may provide supplies of fissionable
material or equipment to any non-nuclear weapon
state unless it accepts the safeguards provided
for in the Treaty.
4.
In Article IV, affirms that all states party
to the Treaty have the right to undertake
research, production and exploitation of nuclear
energy for peaceful purposes.

5.
In Article V, obligates nuclear weapon
states to make available nuclear explosives for
peaceful purposes to non-nuclear weapon states
under appropriate international observation and
procedures and subject to minimum charges
excluding research and development cost.

In Article VI, stipulates that all parties
to the Treaty undertake to pursue negotiations in
good faith on effective measures for nuclear
disarmament.
6.

7.
In Article VII, says that nothing in the
Treaty affects the right of nations to agree on
nuclear-free zones; such an agreement, known as
the Tlatelolco Treaty, has been concluded
establishing a nuclear-free zone in Latin America.

8.
In Article VIII, says that a conference to
review the operation of the Treaty shall be held
five years after its entry into force, i.e., March

1975.

In Article IX, says that when the Treaty has
been ratified by the necessary number of states
and has entered into force, other states may
accede to it.
It further defines a nuclear weapon
state as one which has manufactured and exploded a
nuclear weapon or other nuclear device prior to
January 1967.
9.

10. In Article X, gives parties to the Treaty
the right to withdraw from it on three month's
notice, provided that extraordinary events related
to the subject matter of the Treaty have
jeopardized the supreme interests of their
countries; such extraordinary events are to be
reported to the United Nations Security Council.
(66-p.V-47 and 67-p.359)
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There are some objections to the NPT.

The first is that the Treaty is discriminatory against
non-nuclear weapon states; nuclear weapon states are not
required to comply with international safeguards or submit
their peaceful nuclear facilities to IAEA inspections.

To

remedy this objection, the U.S. and the U.K. have
voluntarily agreed to place all their peaceful nuclear
facilities under NPT/IAEA safeguards when requested.

The

Soviet Union (expectedly) has not followed suit.
The second is that some nations, particularly India,

have objected to Article II of the Treaty prohibiting
manufacture of peaceful nuclear explosive devices.

In

Article V, the Treaty obligates the nuclear weapon states to
make available, with a minimum charge, peaceful nuclear
explosive devices to non-nuclear weapon states party to the
Treaty.

Due to the objections of many member states to

fabrication of nuclear explosives, even peaceful ones,

nothing has been done nor is planned to be done to fulfill
this objective by any of the nuclear weapon states.

The third objection is that inspections of nuclear
facilities by IAEA inspectors might eventually or
conceivable result in release of industrial secrets.

Another delicate and controversial point in the Treaty
is its definition of nuclear weapon states.

Article IX

defines nuclear weapon states as those states who have
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manufactured and exploded a nuclear weapon prior to January
1967.

Finally, many nations feel that insufficient emphasis
have been placed on international nuclear disarmament.

Article VI only affirms that parties to the Treaty negotiate
in "good faith" for nuclear disarmament.

Having good or bad

faith, obviously, shall not be determined by signing

a

treaty and perhaps more serious steps need to be taken by
the IAEA to remove this deficiency, if at all possible.

4.3.2 The Tlatelolco Treaty

The Treaty for the Prohibition of Nuclear Weapons in
Latin America (OPANAL), known as the Tlatelolco Treaty, was
opened for signature on February 1967.

By the end of 1979,

22 states in Latin America, out of 25 eligible states, have
concluded membership of the Treaty.

Two more states have

ratified the Treaty conditionally, but therefore the Treaty
is not in force for these two states.

Many requirements of this treaty resemble closely those
of the NPT.

Each party to the treaty is obliged to enter

into negotiation with the IAEA and conclude with it a
safeguards agreement.

After completion of the agreement,

the IAEA is to apply safeguards to the states nuclear
activities in order to verify that their activity is in
compliance with the IAEA system of safeguards.

The Treaty puts the obligation on its member states to
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safeguard their nuclear activity and "use exclusively for

peaceful purposes the nuclear material and facilities" (68).
Each member state of the Treaty can bring a charge of
safeguards violation against another member state in which
case the IAEA is responsible for conducting an
investigation. (Article 16 of th

Treaty)

This cannot be

done for member states party to the NPT.

Except for some minor differences, the Tlatelolco
Treaty is closely similar, and in some part identical,
the NPT.

to

Because of this resemblance, member states to the

Tlatelolco Treaty could agree among each other to suspend
the Tlatelolco obligations and enter directly into
safeguards agreements with the IAEA.

The important part of

this treaty is that the signatories to the treaty agree to
neither make nuclear weapons nor to emplace them on their
territory.

Additional Protocol I of the Treaty obligates the
states outside of Latin America which have "de facto"

jurisdiction over some territory within the Latin America to
establish a status of denuclearization.

This has been

ratified by those who have such jurisdiction.

Additional Protocol II of the Treaty obligates the five
nuclear weapon states to respect denuclearization in
war-like situations.

This Protocol has been ratified by the

U.S., the U.K., the U.S.S.R., France, and China.
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4.3.3 The EURATOM Treaty

The EURATOM Treaty was initially generated from
economic considerations of the European community.

The

first proposal was to place all peaceful nuclear activities
under control of one central organization to fulfill the
increasing demand for nuclear technology and energy.

Hope

was originally placed on developing common atomic centers to
do separation of isotopes, fabrication of nuclear fuel,
reprocessing irradiated fuel, etc.

These plants were to

have been built by EURATOM with the primary purpose of
ensuring the supply of enriched uranium fuel to its members
(69-p.27).

However, because of the community's member

states' desires to exercise independent economic policies,
the "supranational unit" did not materialized.

Instead, a

treaty establishing the European Atomic Energy Community was
concluded, in March 1957.

An agreement between EURATOM and

the IAEA was concluded on July 1972.

It is the right and responsibility of the Community to

guarantee, by appropriate measures of control, that nuclear
material is not diverted to weapon use.

The IAEA applies safeguards to EURATOM member states
who are not nuclear weapon states and are parties to the
NPT.

Basically, EURATOM acts as agent for its member

states; it concludes agreements, in behalf of its member
states, with the IAEA.

EURATOM is responsible for

inspecting, verifying material accounting and control, and
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reporting to the IAEA.

There are some objections to this

procedure, notably by Mason Willrich (70-P.135).

He argues

that collaboration between European Community states and
EURATOM to violate safeguards agreements could go undetected
by the IAEA.

This was also originally objected to by

U.S.S.R. for that reason.

However, the IAEA-EURATOM

agreement gives IAEA sufficient authority that the Russians
withdrew their objection.

As a whole, whether the international safeguards system
can be effectively implemented or not is arguable.

Nevertheless, the IAEA is the only international
organization that has the authority to observe safeguarding
of nuclear material and thus should be supported by all
nations.
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5. METHODOLOGY FOR SAFEGUARDS EVALUATION

5.1 Definition of the Problem
Extraction of power from any natural resource --coal,

oil, solar, nuclear, hydro and so on-- inevitably is
accompanied by accepting some type of risk.

These risks are

due to deficiency of knowledge of the subject matter, lack
of experience, bad design, equipment failure, human error,
etc. and are common to all power producing facilities.

There is one special type of risk related to nuclear
power production.

Fueling material of some types of nuclear

reactors could be made, with some modifications, into an
extraordinary powerful explosive.

This risk, illicit

fabrication of nuclear explosives from commercial nuclear
material, is the one which makes nuclear power so
distinctive from the others.

Two types of measure are employed to reduce the
possibility of nuclear material diversion from commercial
channels and consequently the risk of nuclear explosive
fabrication.

measures.

These are institutional and technical

Institutional measures include international

treaties such as the Non Proliferation Treaty (NPT),
political or economical pressure or sanctions, etc.

Technical measures are those which physically make diversion
more difficult to carry out or to hide.

They include

physical barriers, spiking (71), coprocessing (72),

63

collocation of facilities (73), and so on.

The risk of

diversion varies for technically different fuel cycles or
processes.

As a result, there has been an incentive for

nuclear scientists and engineers to develop new ideas and
concepts which make the nuclear fuel cycle intrinsically
more immune to diversion.

Parallel to this, there has been

an incentive to develop techniques and methodologies to
evaluate the safeguardability of different fuel cycles and
different processes.

A partial list of these methodologies

with brief description of each is included in Table 5-1
(74,75,76,77, and 78).

Due to the lack of applicable

nuclear-related incidents, many of these techniques have
been based on non-nuclear related incidents data such as
terrorist assaults, robberies, bombing, etc (79- p.II -2).
Generally, these methods are not in wide usage because
of one or more of the following factors:
-- still under development
- too complicated
-- applicable only to a specific site

-- rest heavily on subjective judgment
- - costly to employ

In addition to techniques mentioned in Table 5-1, other
techniques exist which are not included in this table.

More

detailed descriptions of existing safeguards evaluation
techniques are to be found in references (80) and (81).

However, as of now, no comprehensive and practical system
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Table 5-1

Partial list of Methodologies for Evaluation
of Safeguards system
1.

Societal Risk (ERDA) (74)
Has provided the general framework for development of
safeguards methodology. However, no practical means has
been developed for quantification of societal risk.

2.

A Methodology for Evaluating the Proliferation Resistance
of Alternative Nuclear Systems (SAI) (75)
Presents a general approach and methodology based upon
the comparison of individual safeguard elements. This
method is not fully developed yet and its practicality
remains to be seen.

3.

Analyzing the Reprocessing Decision (EPRI) (76)
Quantifies the societal risk due to proliferation and
other nuclear material misuse.
However, this study was
based on, "How much is society willing to pay in
order to avoid the proliferation problem", and therefore
cannot be applied to evaluation of safeguardability
of a given system.

4.

VISA (SAI) (77)
This method evaluates and qqantifies covert and overt
worst adversary action sequences.
It is analogous to
reactor plant safety analysis.
Depends on detailed
analysis of plant management, operation and design.
Strengths: Quantitative analysis of safeguards
Weakness:
Requires spedific plant layout.
Can only disOriminate among types of
system by a posteriori analysis of
(a) many systems
(b) sensitivity analysis

5.

Diversion Path Analysis (ERDA) (78)
Identifies potential covert internal and overt external
diversion path and time of detection. Actually, this
is somewhat close to the method we will be using to
analyze spherepac vs. pellet fuel fabrication. However,
it is again a detailed method.
It would take analysis
of many systems and much sensitivity analysis to infer
generalities.
Strengths: Systematic assessment of safeguards
Weakness:
Detail
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evaluation method exists in a fully developed form.

5.2 Some Constraints on Safeguards Evaluation
Safety and safeguards both study the risk due to
nuclear accidents.

In particular, safety studies equipment

or design failure and human error; in sum it studies
unintentional accidents.

On the other hand, safeguards

studies intentional and well planned nuclear mishaps.

Obviously, the human factor is present in all aspects of
safeguarding systems.

Safeguards not only involves the

performance of safeguard devices under possible situations,
but also the actions of those who want to defeat the system.

As a result safeguards is more variable-dependent relative
to safety.

For example, fault tree analysis, a common

approach in safety study can not be undertaken in safeguards
study.

This is because fault trees for adversary action

analysis contains many more "AND" and "OR" gates.

In many

cases, even computer codes may not be able to generate all
the event sets for the large tree, due to computer storage
limitations (82).

Uncertainty involved in adversary

behavior, degree of his or her devotion, level of risk he is
willing to take, etc. inhibits safeguards analysis by the
following approaches

-- scenario construction
- - fault tree - event tree analysis
- - path finding studies
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-- analysis which rest heavily on subjective judgment
Nevertheless, subjective judgment is unavoidable in any
safeguarding evaluation.

However, the subjective judgment,

whether in form of qualitative rating or numerical value

assignment, should reflect the best information available at
the time of evaluation.

The Bayesian theorem should also be

utilized in each study to offset some uncertainties.

5.3 Safeguarding Systems

A safeguarding system consists of three separate but
interrelated elements: operational procedure, containment
and physical protection, and verification.

This division is

shown in Figure 5-1.

Operational procedure is a predefined set of rules and
a path that must be followed in any nuclear facility.

It

consists of personnel and material control rules and defines
and regulates the admittance criteria and movement within
the plant of personnel and materials (83).

The operational

procedure defines the responsibilities of each employee and
the extent of each employee's authority.

It also provides

for portal control, identification, marking, logging, and
material shipment authority.

Containment consists of technical and physical
barriers.

Technical barriers are those which are embedded

in the process.

Physical barriers are those which are

implemented for safeguards considerations or other control
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Figure 5-1

SAFEGUARD SYSTEM STRUCTURE
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purposes.

Physical barriers consist of active and passive

intrusion barriers.

Active intrusion barriers include

security forces who respond in a threat situation to prevent
material from being stolen or the plant from being
sabotaged.

Passive intrusion barriers delay adversary

action and provide more time for the security forces to
respond to the threat.

Passive intrusion barriers include

fencing systems, thick walls, and other physical barriers.

These may, additionally, be instrumented in various ways to
monitor their integrity.

Verification confirms that the status of all parts of
the process are in expected condition.

It is necessary to

promote confidence in the integrity of the safeguards
process.

Each step of the process should be monitored and

performance requirements checked regularly and on demand.
Verification consists of continuous surveillance and
periodic inventory checking by means of accountancy.

Surveillance includes closed circuit television, inspectors
and seals.

Accounting is synergistic with surveillance.

It

verifies the operational procedure over a long period of
time by demonstrating that the proper amount of material has
been processed or is in the process.

From the safeguarding system just described it can be
deduced that some processes are easier to safeguard relative
to others.

This is because, for example, the number of

employees in one plant determines the capability of
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personnel control.

For another example, the amount of

material in the process determines the degree of control
over material and it also contributes to MUF and LEMUF --and
consequently influences verification capability.

In sum,

some processes are easier to safeguard because they are
more:
-

accountable

-- detectable
- - visible

-- inspectable

-- remotely operable
- confinable

5.4 Development of Safeguards Evaluation Techniques

The complexity of the safeguards problem in the nuclear
industry arises from multiple conflicting objectives and
from nebulous types of nonrepeatable uncertainties.

The

problem is so complex that experts honestly disagree about
many implications of different treatments and on proposed
strategies for securing nuclear materials.

One might get a

variety of responses to such questions as whether spiking
enhances the resistivity of a process against diversion.
Confusion arises because although, by employing this system,
the detectability of material is enhanced, at the same time
some degree of accountability may be lost.

There does not

exist a system or methodology that can be undertaken to come
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up with a clear cut answer.

It has been found that in many complex cases, the

decision makers undertake formal analysis with their mind
already made up.

They view the formal analysis as a kind of

window dressing (84).
difficulties?

How does one overcome these

The problem could be solved if one somehow

finds a way to quantify the quality of any attribute of
nuclear material safeguards.

For an art expert it is

impossible to give an objective formula for rating the

quality of paintings; nevertheless, he might be able to rank
order these paintings, saying, in effect, that given

a

choice between two paintings he would prefer one over the
other.

The expert is even capable of putting a price tag on

each painting, thereby quantifying one aspect of the quality
of paintings (85).

The problem of safeguards evaluation could be
approached in the same way, that is, by comparing and
ranking one system against the other.

5.4.1 Sieve and Ranking Approaches

Generally, there are two different approaches which can
be utilized to study the comparative safeguardability of a
nuclear material flow.

One is the sieve approach and the

other the ranking approach (86).

The sieve approach consists of sequential elimination
of candidate processes or safeguard techniques through
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successive application of criteria.

A process remains a

viable candidate as long as it meets the next higher order
criterion.

It becomes a potential candidate if and only

it meets all the preset conditions.

if

If in the course of the

analysis any one criterion is not met, the process is
eliminated and the next process analyzed.

This method of

analysis would indicate the acceptance or failure of a

process but does not give an indication of the relative
performance of the process analyzed.

The ranking approach allows for a quantitative relative
comparison of two alternatives.

For example, reprocessing

methods; Civex and Purex (87), can be evaluated and compared
for their performance under a set of criteria and provision

can be made for the relative importance of each safeguard
character quantified in the analysis.
The principle difference between the two approaches is
that while the sieve approach evaluates a process against a

set of preset criteria, the ranking approach compares
processes against each other, without prejudging that preset
criterion performance must be "absolute".

A ranking approach that enables one to compare relative
numerical indices of quality for processes being compared
has been employed in this study.

5.4.2 Observations and Assumptions

Any safeguards system is composed of a number of
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safeguard characteristics.

A safeguard characteristic is

defined as a property of the process which contributes to
the performance of safeguarding systems.

Such properties

include, for example, complexity of process, number of

personnel required, amount of material in process, etc.
Some of these safeguard characteristics are processindependent; for example, the guarding system, fencing or
physical geometry could be the same for two plants under
evaluation.

Therefore, for comparing and ranking two

processes against each other, only process-dependent
safeguard characters need to be considered.

Examples of

process-dependent safeguard characteristics are: complexity

of process and consequently remote operation capability and
Limit of Error on Material Unaccounted For (LEMUF).
A safeguard rating for a process is based on ratings of
its individual safeguard characteristics.

Finally,

safeguarding properties can be ranked in a hierarchy order.

5.4.3 Safeguard Characteristic Hierarchy
Safeguard characteristics were defined as safeguard
related properties of a process.

These characteristics can

be cast into three levels in a hierarchic form.

They are

referred to as: primary safeguard characters, secondary
safeguard characters, and tertiary safeguard characters.

Tertiary characters are those properties of a process which
can be measured physically.

Examples of these tertiary are
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area of the envelope confining the process, or amount of

scrap which flows out of a process in a given period of
time.

Tertiary characters are listed in Table 5-2.

Phase

shift in this Table refers to the number of times the
physical property of material in process would change.

A

process with a lower number of phase shifts is preferred
because this enhances control capability and also
contributes to adaptability of a process to automation.

Secondary safeguard characters represent more
generalized safeguard properties which are in principle
inferable from tertiary characters but are not yet collected
in a form suitable for system comparison.

They are defined

as follows:

-- confinement refers to closeness of a process to black
box operation, or ideal process.

An ideal process is

defined as a process which has no exit or outlet except
for finished product.

Further, it has no by product;

whatever goes in as an input comes out as a product.
-- monitor capability refers to cleanliness of a process.

The process with lower radiation background, for example,
has a higher degree of monitor capability.

-- remote operation capability refers also to simplicity
of a process.

The process which requires fewer machines,

or the process which has lower degree of complexity is
more adaptable to remote operation.

-- verification capability refers to the degree to which
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Table 5-2

PROCESS-DEPENDENT SAFEGUARD CHARACTERS

Tertiary
(Measurable)

1. Amount of Material
in Process
2. LEMUF

3. No. of Inspectors
4. Average Density
5. Cleanliness

6. Frequency of Part
Replacement
7. No. of Personnel

Secondary

Primary

19. Confinement

26. Level of Control

20. Monitor
27. Level of Protection
Capability
21. Remoteness
28. Reliability of
(Operation Simplicity)
Information
22. Verification
Capability
23. Material Attractiveness
24. Inspection Efficiency
25. Observability

8. No. of TV Cameras
9. Area of Envelope
10.No. of Machines

11.No. of "Phase Shifts"

12.No. of Detection Instruments
13.Amt. of Solid Waste
14.No. of MBA's

15.Amt. of Liquid Waste
16.No. of Outlets

17.Noise Level
18.Vibration Level

29. Safeguards Index
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one can verify that all materials in process are at their
expected places.

The process that requires lower

residence time of material within the boundary of the
envelope, or the process with smaller LEMUF is more
verifiable.

-- material attractiveness refers to amount, form, and
density of the material in the process.

Materials of

high density and compact form are easier to carry around
or hide.

It is also simpler to make a "critical pot"

with high density material.

-- inspection efficiency refers to compactness of a
process.

Given the same number of inspectors, the

process that has a smaller area under surveillance, a
process that requires smaller number of personnel, or one
that places fewer demands on inspectors, is easier to
inspect.

-- observability refers to continuous visual and
instrumental surveillance of a process.

A process that

requires a smaller number of TV cameras or a lower number
of detection instruments obviously is more observable.

Secondary safeguard characters are included in Table
5-2.

Note that some characters of a process have a dual

property.

For example, while high density material in

process increases the verification capability, at the same
time it weakens the resistivity of a process to the act of
sabotage.

Sabotage in this study is defined as an act, real
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or hoax, of an adversary whose speculated consequence goes
beyond the boundary of a plant (88-p.8).

For example, an

insider might, by accumulating SNM in one place, attempt to
make some part of a facility go critical.

Numerical values for secondary safeguard characters are
to be calculated after all tertiary characters are
identified and the relations between tertiary and secondary
are realized.

In the next level of the hierarchy, primary characters
are defined.

These are (see the safeguards structure in

Figure 5-1) level of control, level of protection, and
reliability of information.

Relations between secondary and

primary characters are depicted in Figure 5-2.

Numerical values for primary characters are to be
calculated by taking suitable averages of those secondary
characters that contribute to the performance of a specific
primary safeguard character (Figure 5-2).

Finally, the relative safeguards index of a process can
be estimated by taking an average of numerical values of its
primary safeguard characters.

In spite of the numerical

value so obtained, this index can only be used for ranking,
as it only refers to process-dependent differences.

The

importance of those differences could, for example, be small
if two processes are both to be embedded in a strongly
controlled, rigidly regulated, multilaterally observed site.
Figure 5-3 shows the hierarchy, relating tertiary,
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Figure 5-2
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secondary, and primary safeguard characters.

Numbers in the

circles are referred to characters defined in Table 5-2.

5.4.4 Classification of Potential Adversaries

A safeguarding system should be constructed such that
it can withstand any type of threat from any potential
adversary.

Whether the malevolent act is covert, overt, or

a combination of both, an effective safeguard system should
be capable of stopping the act at some intermediate step
before actual diversion or sabotage is achieved (80).
Different safeguard characters of a nuclear facility
contribute to the integrity of a safeguards system in
different ways.

Some are preventive and some act as alarms.

Compare thick walls and sirens.

In addition, not all

safeguard elements would affect the safeguarding system in

the same way for different adversaries using different
strategies.

For example, while a fencing system is

a

barrier for an attempted terrorist, this element has nothing
to do with an insider-saboteur.

Some safeguard elements,

like LEMUF, only enhance the capability of a plant against
one type of diversion, covert in this instance.

As another

example, to improve the resistance of a nuclear plant
against armed robbery, one could employ automatic weapons,
thick walls around the plant and other military or
paramilitary measures to guard it against takeover.

However, these measures do not necessarily improve
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resistance to covert diversion.

To do this analysis and to find which safeguard element
would enhance what aspect of a safeguard system, one should
identify and classify the potential adversaries and
determine safeguard elements which contribute to prevention
of their acts.

Potential adversaries are divided into three classes;
insiders, outsiders, and a combination of both.

Their

objectives are also differentiated into theft or sabotage.
This classification is based not on the capabilities of
different groups but on their relation with different
safeguard elements.

Any of these groups of adversaries

might get involved with a particular safeguard element.
Figure 5-4 illustrates this classification.

As can be seen

from this figure, two objectives are considered for any
class; theft or sabotage.

Therefore, six possible events

are to be examined for possibility of success in an action
or series of actions.

First, however, we present a brief

description of each group of adversaries.

5.4.4.1 Outsiders

Of all the possible adversary aroups which are thought
to be capable of defeating the safeguard system, groups of
outsiders have received the most attention.

This group

includes terrorists, organized crime, and other malevolent
groups whose aim would be primarily to steal SNM for

FIGURE 5-4
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Challenge Tree Showing Different Classes of
Potential Adversaries and Their Possible Intentions
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extortion, political pressure, or simply creating chaos.
The acts or series of acts of this class of adversary are
mostly conceived of as overt operations.

Detailed

description of these groups, their motives, objectives,

capabilities and so on were given in Chapter Three of this
report.

5.4.4.2

Insiders

While outsider acts are generally more easily

conceptualized and understood, insider or employee
malevolence represents a different challenge for the
designer of safeguards systems.

One important and distinct

point about such adversaries is that they might be able to
cover up thefts which have occurred, or to delay discovery
time for a period that makes it unclear when and where the
theft had taken place.

The employee is not likely to launch

a direct assault against a safeguarding system (90).

His

malevolent action is more involved with deception and
falsification rather than with violence or force.

It is

also of importance that, unlike the organized criminal,

terrorist, or any other outsider who sees himself as a
subversive and opposing force from the very beginning, the
insider may never have initially viewed himself as such.
Rather, in the course of his employment, due to frustration,

to psychological disturbance, or to coercion, he might
become an antagonist.

Generally, this adversary has a high
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concern for self protection, but little concern for
protecting the organization; he may even purposely put it in
jeopardy (91).

On the other hand, the motive of this adversary could
be to buy time to protect the operating license of
facility.

a

In this way, the management of a nuclear facility

could also get involved in wrong-doing.

In the framework of

an enterprise a "good" manager is an individual who looks
forward and is never caught up by surprise.

It is not hard

to conceive that a manager, just to protect the operating
"image", gets involved in a cover up activity without being
a part of a group of diverters.

However, if a manager

becomes involved in diverting nuclear materials, he could
actually use his authority in accomalishing his objectives.

For example, he could attempt to divert SNM by authorizing
external shipment of material which would carefully and
honestly be done by other personnel.

Relatively, there is

very little reason to believe that such an adversary exists
or such a threat is real.

Nevertheless, study of management

systems which might frustrate the "malevolent" action of top
management deserves very serious attention.
In sum, insiders might be a more serious threat to the

nuclear industry, as compared to outsiders, specifically
because their threat is one of clandestine operation and
possible undiscovered or late-discovered theft.
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5.4.4.3 Combination of Insiders and Outsiders
Unlike other potential threats to the safeguarding of

nuclear facilities, the capability and motivation of this
class of adversary has not been explored much.

This is

because the possibility of their existence is very small
relative to the possibility of existence of other types of
adversaries.

An insider or employee can be a member of a

group of outsiders or coerced to act as such, and can
participate in their wrong doing by acts of omission as well
as commission (92).

He could be member of a political sect

or agent of a foreign government.

It has been suggested

that there is a possibility that a few nuclear scientists or

experts who believe in the same political idea as some
politically motivated terrorist group might collaborate with
terrorists by giving them some vital information.

The

possibility of existence of this class of adversary,

perhaps, is higher in countries in which sharp political
distinctions exist.

Examples are Italy or West Germany.

I

know of only one reported case in which a nuclear expert was
expelled from industry due to this concern.

In 1977, Dr.

Klaus Traube, a nuclear expert in West Germany, was

dismissed from industry because of his frequent contact with
Mehdi Tehrani, an Iranian communist activist, and with Hans
Klein, a left wing terrorist who participated in hostage
taking of OPEC members in Vienna in 1975. (For details the
interested reader is referred to References 93 and 94).
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Still there is very little reason to believe that his
political belief would have led him to commit a malevolent
act against industry, or that a terrorist group he was
sympathetic with, had any intention of stealing SNM or any
other malevolent activity of this sort.

However, the acts of this group of adversaries

could

be conceived of as an overt-covert type of operation.

5.4.5 Relative Risk of Malevolent Acts of Different Groups
of Adversaries

Not only is it important to categorize the potential
adversaries, it is also necessary to estimate the relative
risk which they impose upon society due to their activity.
Risk is defined as follow:

The expected overall losses due to a given
activity, whether death, injury, property damage,
psychological effect or political consequences,
etc. (95)
As in other types of risk estimation,
risk is the integral of a product function whose
factors are frequency of activity by severity of
consequences.
Consequence is defined as:

The result of a successful malevolent act, or
result of occurrence of an undesired event.
Consequences may be divided into three categories:
1. Financial: property damage, ransom money
paid to saboteur, loss of expected income, cost
of evacuation, etc.
2. political: threat to national interest,
policy toward another nation or sub-nation,
release of terrorists or criminals, etc.
3. Societal: immediate death from blast or
irradiation, latent death or injury, radiation
damage to future generations, resultant
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psychological effect, etc.

Relative risk due to each class of adversary might vary
depending on their capabilities, motives, objectives, and
the possible outcomes of their successful attempts.

Two

factors need to be estimated to obtain the relative risk.

One is the relative probability of occurrence of each event
and the second is the relative severity of consequences.
Since we are only concerned with relative risk, the
frequency of any activity can be assumed to be the same as

the relative probability of existence of a group responsible
for that activity.

The relative probability of existence of

these groups could be assessed, a task which is more

manageable for relative probabilities than for absolute
ones.

In assigning these probabilities one should consider

the state of civil tranquility, the screening capabilities

or clearance procedures, ease of access to weapons and
explosives, price of plutonium in a black market and so on.

As for the expected consequences, it is well known that
absolute numbers are always arguable; but one can assign
dollar cost, lives lost, etc. as relative values with
somewhat more confidence.

Relative consequences due to any

event can be assessed by considering the total loss that
society would face in case of successful attempt.

Some

experts believe that risk is not a quantifiable subject.
For example, J.F. Ney states that:
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"it would be desirable if risk resulting from
malefactor actions could be quantified in the
manner of the LWR reactor safety study of
Professor Rasmussen.
Unfortunately, many aspects
of nuclear theft, terrorism, and sabotage are not
quantifiable." (96-p.9)
However, there are some who believe otherwise.

Murphy notes

that:

"A more quantifiable risk is the expected loss due
to a given unit of activity or due to the conduct
of that activity over a given period of time."
(95-P.589)

If one is to evaluate a safeguards system,

quantification of relative risk due to a given event is
unavoidable, and estimating the relative consequences of any
event is not a formidable task.

Consequences are divided into three categories, namely:
financial, political, and societal.

The assumption is also

made that those adversaries who attempt to steal SNM have
the ability to make an explosive or dispersive device.

In

other words, a worst case adversary is considered.
"The more capability you ascribe to your
adversaries, the more conservative the evaluation
of the facility will be." (97-p.10)

Relative severity of consequences due to successful
acts of each class of adversary have been qualitatively
rated as very low, low, medium, high

,

and very high.

A

numerical value of 1, 2, 3, 4, 5, have been assigned to
them.

Table 5-3 shows these relative ratings.

The last step in quantification of relative risk of the
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Table 5-3

ESTIMATED RELATIVE SEVERITY OF CONSEQUENCES DUE TO
SUCCESSFUL ACTS OF POTENTIAL ADVERSARIES

Potential

Divided Severity of consequenceIntention

Adversary

Total

Political

Sabotage

V.Low

Economical

Low

Societa

Low

5

Insiders
Theft

Med.

High

Sabotage

Med.

Low

Theft

High

High

V.High

Sabotage

Med.

Med.

Med.

V.High

V.High

V.High

Med

12

7

Outsiders

Combinatio
of Inside
and Outsid

Theft

Scale:

Very Low

1

Low

2

Medium

3

High

4

Very High

5

V.High

13

9
15
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different groups of adversary is to estimate the relative
probabilities of their existence.

These estimations are in

relative and not in absolute terms.
Consider the following logic:
Let:

x be the relative probability of existence of violent
insiders

y be the relative probability of existence of violent
outsiders

z be the relative probability of existence of a
combination of the above
Since these are relative probabilities, then
x + y + z = 1
and;

z = x * Y

if one assumes that malevolent acts of outsiders are as
probable as of insiders, then
x = 0.41
y = 0.41
z = 0.18

The logic of estimation of these relative probabilities
might be arguable in that one might say that probability of
occurrence of malevolent activity of insiders is much higher
than of outsiders.

In fact, many researchers have assigned

higher conditional probability to insiders relative to
outsiders (98).

Sensitivity analysis which will be
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conducted in the following chapters would resolve this
uncertainty.

In sensitivity analysis, one could assign a

range of numerical values to these probabilities to examine
the dependency of the result of the evaluation on numerical
value assignments.

Finally, using these probabilities and having obtained

relative consequences of any event from Table 5-3, relative
risk can be calculated by multiplying relative probability
of existence of any class of adversary by the corresponding
severity of consequences.
calculated relative risks.

Table 5-4 includes these
It can be observed from this

table that relative risk due to the act of group of
outsiders is 2.6 while that for group of insiders-outsiders
is only 1.5.

This is due to the fact that although severity

of consequences of a successful act of the latter group
might be higher, probability of its occurrence is lower.

5.4.6 Formulation of the Method

The first step in estimating the relative safeguard
performance of two alternative processes is to collect data
for tertiary or measurable characters.

This can be done

after detailed analyses of processes under evaluation are
completed.

In the next chapter of this report, where

spherepac and pellet fuel fabrication processes are analyzed
in detail, these data can be found for the two alternative
processes mentioned above.
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Table 5-4

RELATIVE RISKS DUE TO SUCCESSFUL ACTS OF
POTENTIAL ADVERSARIES

Potential
Adversary

Intention

Sabotage

Consequen-

Prob. of

ces

Occurrence

Relative
Risk

5

0.2

1.0

12

0.2

2.4

7

0.2

1.4

13

0.2

2.6

9

0.1

0.9

15

0.1

1.5

Insiders
Theft

Sabotage

Outsiders
Theft

Combination
of Insider
and Outside

Sabotage
Theft

J
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It was realized that the safeguard performance of

measurable characters does not vary linearly as their
numerical values increase or decrease.

For example,

increasing the amount of material in process from 100 to 200

kg does not have the same effect as increasing it from 5000
to 5100 kg.

That is to say, the higher the numerical value

of a character, the smaller is the effect of its variation
by a given amount.

This is true for all tertiary characters

listed in Table 5-2.

To offset this non-linearity, the

logarithm of collected data should be used in calculation.

This, of course, would not effect the relative evaluation
because the same things are to be done for both processes,

and additionally, the numbers involved are fairly greater
than one.

Next, to prevent summing up "apples" and

"oranges", the calculated data should be normalized, that
is, the logarithm of data calculated for two processes
should be divided by larger number of the two.

Following what I have described, one would obtain
numerical values between zero and one for each tertiary
safeguard character listed in Table 5-2.

Different safeguard characters have a different weight
depending on their contribution to the enhancement of
safeguards systems.

Therefore, in calculation of safeguards

performance of a system, the weight of any individual
safeguard character should be known; otherwise the result of
evaluation is invalid.

An example is given here for
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clarity.

Suppose two alternative processes under evaluation

have only two safeguard characters; LEMUF and area of
envelope.

Further assume that LEMUF of one process is twice

as high as the other process, but at the same time its
envelope's area is half as large as the other one.

If one

ignores the fact that these elements contribute to the
safeguards performance with different weights, he might end

up saying that the two processes under evaluation have equal
safeguards performances.

Therefore, to make the evaluation

process more valid, relative weights of any safeguard
characters should be estimated first.

5.4.6.1 Estimation of Weights of Safeguard Characters

Weight of a safeguard character is defined as the
relative contribution it makes to the integrity of the
safeguards system.

The weight of a character can be

estimated by considering the effectiveness of that character
in stopping an act of an adversary.

In other words, we are

to estimate how important, relatively, is a safeguard
character from an adversary's point of view, as well as the
relative risk of that particular class of adversary.

These importances are qualitatively rated as fairly
important, moderately important, and highly important.
Numerical values of 1, 2, 3, are assigned to them.
5-5 through 5-10 shows these ratings.

Tables

Note that in Table

5-8, LEMUF is also included as a very important safeguard
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Table 5-5

IMPORTANCE OF SAFEGUARD CHARACTERS TO
INSIDER SABOTEUR

Relative Importances
High

Moderate

Fair

No. of Inspectors

Liquid Waste

Solid Waste

Cleanliness

No. of Outlets

Noise Level

LEMUF

No. of TV Cameras

Vibration Level

Amount Material

No. of Detectors

No. of Machines

No. of Personnel

Envelope's Area

No. Phase Shift
Frequency Part
Replacement
No. of MBA's

Mat. Density

Scale:

Highly Important

3

Moderately Important

2

Fairly Important

1
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Table 5-6

IMPORTANCE OF SAFEGUARD CHARACTERS TO
INSIDER THEFT

Relative Importances
High

Moderate

Fair

LEMUF

No. of MBA's

Envelope's Area

Amount Material

Noise Level

No. of. Inspector

Frequency Part
Replacement
No. Phase Shifts

No. of TV Cameras

Solid Waste

Liquid Waste

No. of Detectors

No. of Machines

No. of Outlets

Cleanliness

No. of Personnel

Mat. Density

Scale:

Highly Important

3

Moderately Important

2

Fairly Important

1

Vibration Level
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Table 5-7

IMPORTANCE OF SAFEGUARD CHARACTERS TO

OUTSIDER SABOTEUR

Relative Importances
High

Moderate

Fair

Amount Material

No. of Machines

No. Personnel

Mat. Density

No. Phase Shifts

Envelope's Area

No. of Inspector

Frequency part
Replacement

No. Detectors
Liquid Waste

Scale:

Highly Important

3

Moderately Important

2

Fairly Important

1
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Table 5-8

IMPORTANCE OF SAFEGUARD CHARACTERS TO

OUTSIDER THEFT

Relative Importances
High

Mat. Density

Moderate

Envelope's Area

Fair

No. of Machines

Amount Material

No. Phase Shifts

LEMUF

Frequency Part
Replacement

Scale:

Highly Important

3

Moderately Important

2

Fairly Important

1
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Table 5-9
IMPORTANCE OF SAFEGUARI? CHARACTERS TO

INSIDER-OUTSIDER SABOTEUR

Relative Importances
High

Moderate

Fair

No. Inspectors

Liquid Waste

No. of Machines

Cleanliness

No. of Outlets

No. Phase Shifts

Amount Material

Frequency part
Replacement
LEMUF

No. of MBA's

No. of TV Cameras

Vibration Level

No. of Detectors

Envelope's Area

No. of Personnel

Solid Waste

Mat. Density

Scale:

Highly Important

3

Moderately Important

2

Fairly Important

1

Noise Level

99

Table 5-10

IMPORTANCE OF SAFEGUARD CHARACTERS TO
INSIDER-OUTSIDER THEFT

Relative Importances
High

Moderate

Fair

Amount Material

Liquid Waste

Noise Level

Solid Waste

No. of Outlets

Vibration Level

Cleanliness

No. of Machines

LEMUF

No. Phase Shifts

No. of Personnel

Frequency Part
Replacement
No. of MBA's

No. of Inspectors

Envelope's Area
No. of TV Cameras
No. of Detectors

Mat. Density

Scale:

Highly Important

3

Moderately Important

2

Fairly Important

1
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character to outsider theft.
property of accounting.

This is because of a dual

On one hand, accounting is an

important alarming safeguard element for covert insider
operation.

On the other hand, if some SNM were lost through

overt operation, after the fact, it is important to know, on
a timely basis, how much material is lost in order to
recognize the range of threat or to verify if a published
threat is real.

It is also important to know the range of

material lost in order to organize follow up plans.
However, as far as these tables are concerned, as for

the other cases of qualitative rating and numerical value
assignments, sensitivity analysis would examine any
uncertainty inherent in these ratings.

Finally, the weight of a safeguard character can be
estimated by summing the products of relative importance of
each safeguard character to each class of adversary (Tables
5-5 through 5-10) and the relative risk which that class of
adversary imposes on facility (Table 5-4).
Put these in mathematical form:
Let:

be the importance o

safeguard character j to

the adversary i
R,

be the relative risk due to malevolent act
of adversary i
be the weight of safeguard character j

then
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R

....

Ji

1

.

I

In this study i goes from 1 to 6 as in Figure 5-4 and j
goes from 1 to 18 as in Table 5-2.

Doing the required calculations, the weights of all
measurable safeguard characters can be found as in Table
5-11.

As can be seen from this table, amount of material in

process has the highest weight and LEMUF is the second
highest.

In fact, amount of material in process is four

times as important as, for example, noise or vibration
level.

This is because the quantity of SNM in process not

only contributes to verification capability but also
determines the attractiveness of a facility to any group of
adversaries with the intention of theft.

5.4.6.2 Calculation of Safeguards Index

Figure 5-3 shows the relation between tertiary and
secondary safeguard characters.

It can be argued that all

tertiary characters contribute to performance of secondary
characters in one way or another.

But to make the problem

manageable, only those tertiary characters which contribute
directly to the performance of any particular secondary
character are considered.

Weights of all tertiary (measurable) safeguard
characters can be found following the description given in
section 5.4.6.1.

These weights are calculated and their

numerical values are included in Table 5-11.
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Table 5-11

PROCESS-DEPENDENT SAFEGUARD CHARACTERS AND
THEIR RELATIVE IMPORTANCES
Measurable Safeguard
Character

Relative
Importance

Rank

Amount of Material in Process

28

1

LEMUF

24

2

No. of Inspectors

20

3

Average Density

20

3

Cleanliness

17

4

Frequency of Part Replacement

15

5

No. of Operating Personnel

15

5

No. of TV Cameras

15

5

Area of Envelope

15

5

No. of Machines

15

5

No. of "Phase-shifts"

15

5

No. of Detection Instruments

14

5

Amt. of Solid Waste

12

6

No. of MBA'S

10

7

Amt. of Liquid Waste

9

7

No. of Outlets

9

7

Noise Level

6

8

Vibration Level

6

8
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Numerical data for measurable safeguard characters can
be obtained after detailed analysis of processes under
evaluation are completed.

These data should be normalized

as described in section 5.4.6.

Finally, performances of secondary safeguard characters
can be estimated by taking the weighted average of those
measurable characters which contribute directly to the
performance of the secondary character under consideration
as depicted in Figure 5-3.

Note that numerical data obtained for measurable
safeguard characters are not in the same order.

For

example, while for the area of envelope the smaller number
represents better safeguarding character, for level of
cleanliness the smaller number represents the worse
situation.

This, of course, should be taken into

consideration in performing an averaging procedure.

Therefore, the inverse of some of the data are to be used in
calculation to put everything in the same order.

Material attractiveness, which is defined as a
secondary safeguard character should be calculated
differently.

This element is referred to the attractiveness

of material to a would-be diverter.

The denser the

material, the more it is attractive to a thief or saboteur.

Note that this character of a process is different from the
total material in process in which two processes might
contain the same quantity of material but in one process
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material is in liquid and in the other in solid and
compacted form.

In any section of a nuclear facility there

is a given amount of material in a specific form and
density.

For example, in a fuel fabrication facility there

are powder, green pellets, sintered fuel and so on, each
with a different density.

This character of a facility

could be assessed by summation of products of quantity of

material in different sections and its corresponding
specific gravity.

With the same logic given in section

5.4.6, the logarithm of quantity of material in different
sections should be used in this calculation.

Finally, the

calculated number should be inverted to put it in the same
order as other characters.

It should be stated here that the concept of material
attractiveness was first originated by Exxon (99).

However,

they called it safeguard attribute and their method of
calculation was different.

Putting these arguments into mathematical form, one

obtains the following formula for secondary character
calculation.
Let:

be normalized logarithm of data collected for
measurable (tertiary) safeguard character j,

where j goes from 1 to 18 as in Table 5-2
Wj be weight of measurable safeguard character j
Sk be relative performance of secondary safeguard
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character k, where k goes from 19 to 25 as in
Table 5-2
then

S19=

w15(1/T15)

w13(1/T13)

w16(1/T16)

3

1/To )

W5 T5 + 14717(

W18( 1 /T18)

S 20
3

W6 (1 /T6) + W10(1/T10)

+ W11(1 /Tit )

S21 =
3

W1(1/TI) + W2(1/T2)

W14T14

S22 =
3

S

23

=

) T

m

(1/SG.

)

in

W3 (1 /T3) + W1 (1 /T1)

+ 147(1/T2) + W9(1/T9)

S24
4

W8 (1/T 8

W12(1/T12)

)

S25 =
2

Numerical values for primary characters can be obtained

by taking the average of those secondaries which contribute
directly to the performance of the primary under
consideration.

However, for primary characters it is not a

weighted average but simply an average.

This is because the

weight is embedded in numerical values calculated for
secondary characters.
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Following the relation shown in Figure 5-3 and put
these in mathematical form, one would obtain the following
formulas for estimating primary safeguard character
performances
Let:
PE

be the relative performance of primary character 1,

where 1 goes from 26 to 28 as in Table 5-2
then
S19 + S 20 + S22 + S25
P26

4

S19 + S21 + 523 + S24
P27

=
4

S 20

+ S

21

+ S22 + S 2 5

P28
4

Finally, the relative safeguards index of a process can
be assessed by taking the average of the primaries just
obtained.

Doing this one would obtain two dimensionless numerical
indicators, one for each process under evaluation.

The

process which has a higher safeguards index is superior to
the one with lower index, from safeguarding considerations.

Figure 5-5 illustrates all steps necessary to obtain a
relative safeguards index.

Note that these indices are

dimensionless numbers and do not give any information about
the absolute effectiveness of the safeguarding system.

This
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Figure 5-5

SAFEGUARD EVALUATION PROCEDURE

Classify Poten
tial Adversary

Identify Measurable
Safeguard Characters
=111.11NMIMIN.M.1
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Estimate Risk
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Data

Find Relation
Between Measurabl
and Secondary

Assess Importance of Charac
ter to Each
Adversary

Normalize
Data

1
Calculate
Weight of
Measurablel

(

Estimate Performance
of Secondary
Safeguard Characters

Find Relation
Between Secondary
and Primary

Estimate Performance
of Primary Safeguard
Characters

Calculate Safeguard
Index
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analysis would not answer questions such as whether the
safeguarding is adequate, but it ranks processes under
evaluation.
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6. SYSTEMS FOR ANALYSIS

6.1 Problem Definition

The aims of this research encompass development of
methodology for safeguards evaluation and comparison of
alternative nuclear material processes.
presented in the previous Chapter.

This method was

It was argued in Chapter

Two of this report that any developed method should be
applied to a real case to verify its practicality, validity,
and workability.

Comparison between two fuel fabrication methods,
spherepac and pelletizing, was selected as a case study.

In

Chapter Two, it was also argued that the comparison must be
performed on actual design of idealized plants that
illustrate processes as nearly perfect as one can conceive
them.

For comparing processes, specifics rather than
generalities must be dealt with.

Embodiments of plants

representing best practice for each process - "ideal plants"

- must be drawn up to a degree of detail that permits a
detailed safeguards analysis.

Generally speaking, design of

any facility involves the following four steps: (100)
-- Conceptual design,
- - Preliminary design,

- - Detailed design, and
- - System implementation.
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The first two steps are considered in this study and in this

Chapter plants designed to this degree of completion are
presented.

6.1.1 What Type of Facility ?

Fuel fabrication plants specifically designed to
produce mixed uranium-plutonium oxide fuels (MOX) for fast
breeder reactors have been selected for safeguards
comparison.

Selection of a fuel fabrication facility was due to
recognition of the fact that one of the weakest safeguard

points in recycling plutonium is in the fuel fabrication
stages.

It is only at the final stages of reprocessing and

in the fuel fabrication facilities that plutonium can be
found in its most vulnerable forms (101).

A potential

diverter must have highly sophisticated technology to try to
steal the fuel before reprocessing.

Likewise, he must be

extraordinarily ingenious to divert a long loaded pin or
fuel assembly.

In specifying fast breeder reactor fuel, consideration
was given to the fact that the problems of safeguarding are
amplified in this system by the high fissile material
content of this fuel and the large annual throughput of this
material in the reactor and its fuel cycle.

A fast breeder

reactor of 1000 MWe size will require of the order of 2500
kg of fissile material to be loaded into it each year.

In
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contrast, a LWR completely fueled with mixed oxide would
require 1100-1500 kg of fissile material for annual reload.

Similarly, fast breeders will have fissile material
concentrations in their cores of 15-20%, as compared with
3-5% concentrations for LWR's on MOX fuel cycles.

The

combined concentration and throughput comparison indicates
that a fast breeder fuel factory is likely to be a more

attractive target for diversion, and therefore a suitable
test for comparison of safeguarding capability.

6.1.2 The Need for Detailed Design

At the present time, no MOX fuel fabrication plant is
in operation on a commercial scale.

Processes and

technologies for MOX pellet fabrication are generically

similar to the ones used in present UO2 fuel fabrication
facilities with some modifications.

These modifications

arise due to the higher dose rate of PuO2 and lower critical
mass of materials containing Pu as compared with slightly
enriched uranium.

Nevertheless, the MOX pellet process can

be extrapolated from well-experienced UO2 fuel fabrication
lines.

Spherepac MOX fuel fabrication is still under
development.

Thus, in proceeding with safeguards evaluation

of these two alternative fuel fabrication processes, it was
realized that one must have detailed designs for both
processes in order to collect required safeguards data to do
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the evaluation.

Based on information received from EIR and visits to
the Exxon laboratory-scale spherepac fuel production, and
using related literature by B.I. Spinrad (102) and others
(103), a conceptual design for spherepac fuel was developed.

For a pellet fuel fabrication plant, Westinghouse has
proposed a detailed design along with the license
application for producing pellet fuel with 5% Pu content
(104).

It was first attempted to take this design, modify

it for 20% Pu content and use it as a reference case.
However, after studying the Westinghouse design, no reason

was seen why this design could not be confined and
simplified.

Moreover, since an idealized process is

intended to be drawn for spherepac fuel, to make comparison
of these two methods of fuel fabrication more valid, the

pellet fuel fabrication process should also be idealized and
redesigned.

Hence, the Westinghouse layout was not used as

a reference case but an idealized process for pellet
fabrication is also proposed in this report.

More will be

said about the Westinghouse design later on in this chapter.

6.1.3 How Big a Fabrication Plant ?
Plant capacity of 250 kg/day was selected (102).

This

is 50 kg of plutonium content, 40 kg/day of fissile
plutonium.

The first consideration was one of the plant size.

We
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believed - correctly, as it turned out- that operations on
this scale could be performed in a fairly compact cell in a
reasonably-sized building.

We were encouraged in this

belief by our observation of the Exxon 100 kg/day pilot
plant for spherepac LEU.

We were less optimistic about a

pellet process plant fitting into a small volume, and
therefore were not encouraged to look at larger plant
capacities.

A 250 kg/day plant, as so defined, would fabricate
approximately 350 X 40 = 14,000 kg/year of fissile plutonium
into fast breeder fuel if the plant capacity factor was very
high, and about 250 X 40 = 10,000 kg/year if the plant
capacity factor was moderate.

If the Pu content of spent

fuel from LWR's is assumed to be 0.9% of heavy metal
initially loaded, and if the plant operate at 75% of its

rated capacity, the fuel fabrication of this capacity is
capable of processing the plutonium generated in 40-50 1000
MWe LWR's.

This plant could then fabricate fuel to supply

4-7 fast breeder reactors on an annual basis, a number which
one would think would be appropriate as a first commercial
plant for a growing industry.

If one contemplates this plant in relation to the
reprocessing plant that supplies it with fissile material, a
1,500 ton/year reprocessing plant for LWR fuel will turn out
about 12,000 kg/year of fissile plutonium.

This is thus

compatible with the target plutonium throughput rate in the
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fabrication plant.

Should the U.S. begin reprocessing for multiple
recycling of spent fuel, it is expected that MOX fuel
fabrication plants would operate around this capacity in the
near future.

6.1.4 Where Does Fabrication Start ?
There is no uniformity in the literature as to where
the fabrication process begins.

There are all sorts of

assumptions, ranging from assuming that the fabrication
plant is furnished with pre-formed gel spheres (for sol-gel
spherepac processes) to pre-blended oxide powder (for
pelletizing processes).

It was decided that to specify this

degree of product definiticn was demanding too much of the
reprocessing plant:

(a) A reprocessing plant is already a complex system of

canyons and cells just to perform its basic operation
of fuel dissolution, separation, partitioning,
decontamination, and waste management (105-p.25).

Reprocessors have not been enthusiastic about accepting
fuels whose dissolution process vary, or about turning
out a variety of product mixes.

When a high level of

actinide separation was being investigated, ORNL based
their design on a completely new facility working out
of a standard liquid waste system (106), chiefly
because they judged that this incremental operation
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would not be acceptable to reprocessors within the
basic plant.

(b) A well known stumbling block to completion Of

Barnwell plant was inability or refusal of NRC to
specify a standard product form.

Facing this fact, the

Barnwell designers chose to stop their flow sheet with
plutonium nitrate in nitric acid solution, and a liquid

storage system for this material is the last piece of
equipment in the line.

In addition, although there is very good sense to
locating reprocessing plants and fabrication plants within
the same fuel cycle park, there is no clear necessity to
attaching them to each other.

Indeed, one could imagine

several reasons for having them separate, including
possibilities of different ownership, terrain problems,
convenience of periodic inspection, and contingencies for
later construction.

Because of these consid4ations, a fabrication plant
must accept as input some product from the reprocessing
plant that is in a standardized, shippable form.

The only

reasonable responsibility of the reprocessing plant is to
provide a form that is easily[ workable into material that
suits the needs of the customer.

It is the customer's

responsibility to perform whaltever chemical conversions are
then needed.

The requirement of shippability imposes several
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conditions.

In view of persistent objections, primarily on

safety grounds, to shipment and storage of liquids, the
assumption was made that the reprocessing product must be
solid. Considerations of accounting for this material and

protecting it in transit then argue for shipment in sealed
containers.

The containers must be easily opened and

emptied once their receipt is accepted.

The requirement of easy workability implies that the
product material must be readily dissolvable if it is to be
processed by wet methods, and at the same time reactive to
the common dry processing agents.

Finally, manufacture of the product at the end of the
reprocessing line should be simple and routine.
Taking all these factors into consideration,

evaporated, dried, mildly calcined oxide powder was selected
as the preferred shipment material.

This powder would then

be sealed into plastic bags for shipment.
The product should be neutral with regard to its
difficulty of subsequent use in wet or dry processes.

It

should redissolve quite readily in nitric acid for the first
step of the sol-gel process, while roasting in the presence
of hydrogen would convert it reliably into stoichiometric
mixed oxide for the pellet process.

6.1.5 Where Does the Comparison End ?

Receipt of packets of mixed oxide powder was defined as
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the beginning of the fabrication process.

It ends with the

shipment of complete fuel assemblies to the reactor
customer.

However, after examining complete flow charts of

fabrication, it became clear that all steps are identical
for the two alternative fuel fabrication processes once the
fuel element -the pin- has been fabricated and sent to an
automated vault (107).

Therefore, to compare the

safeguardability of processes, one should consider the

design of the process and plant only from material receipt
to production of a finished, measured, and identified fuel
pin.

This limitation is not as arbitrary as it seems.

Fuel

assembly manufacture is a separate process, and it is easily
visualized as working on pins that are received from storage
in a vault.

In a word, finished pins represent a

fabrication stage for which storage and maintenance of an
inventory is logical.

At this point, the material is in

a

form that is optimum for control by both surveillance and
accounting: it is itemized and identified, and the

identification and nominal content are verifiable by visual
inspection and by radiation or other instrumental survey.

6.2 The Spherepac plant

The spherepac fuel fabrication plant to be used for
comparative analysis against a pellet process is presented
here.

It is idealized, and therefore "fussier" than present
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industrial practice.

The degree of fussiness that is

necessary to assure adequate surveillance will certainly be
arguable, but one would prefer to be conservative and err on
the side of extreme cleanliness and visibility.

Similarly

it can not be asserted that it is a recommended plant or
process.

All that is claimed for the design is that it is

typical and buildable, that the operations carried out are

typical and complete, and that it serves the comparison
purposes.

Not shown are general utilities.

water, and compressed air are required.
may also be desirable.

Normal water, chilled

Steam and vacuum

Electricity should be furnished.

It

is envisaged that the utilities are set in ceiling lines

whose connections with the equipment would preferably be in
discrete tubes, and at best, transparent ones.

In both

industrial and laboratory set-ups, utility lines can impede

process observation; at worst, they represent potential
diversion paths.

This possibility must always be emphasized

during detailed design.

It is assumed that all effluents pass through a
separate effluent laboratory.

This lab would be a general

plant facility, capable of discriminating levels of effluent
contamination, measuring significant levels, and taking
appropriate action: i.e., discharge, immobilization,

concentration and return, and low precision analysis, as
warranted.

In spite of this facility, an attempt has been
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made to limit the flow of fissile material through the
effluent lab by incorporating all recycle steps that one can
consider feasible into the main process.

The ideal would be

for the effluent lab to handle such small quantities of
fissile material that its material balance would lead to
inconsequential errors.

Any real process has a number of transfer operations
whose design must be appropriate to the material being
transferred.

When possible, compressed air transfer is

preferred for both liquids and solids unless gravity feed is
practical.

A number of operations will depend on valving or

some equivalent process.

This will be the case for all

variably manifolded connections, for sample removal, for
cleaning and flushing operations, and for most operations
during the processes of taking inventory.

Valve positions

must be called for from a centralized controller, activated
by electrical connection, and confirmed by sensors that
report back to the controller.

The resulting "spaghetti"

must be very carefully designed.

6.2.1 Flow Charts

The starting point for spherepac fuel fabrication
design was the description and flow charts presented by B.I.
Spinrad et al (2).

The basic flow charts for the sol-gel spherepac plant
are reproduced here in Figures 6-1 to 6-3.
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Figure 6-1
OX SPHEREFAC FLOW CHARTS
1. Sol-Gel Feed Precaration and Associated Ste.ts
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Figure 6- 2
SPHEREPAC FLOW CHARTS

2. Sphere Formation and Finishing
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AC FLOW CHARTS
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The flow chart is designed to recycle waste as much as
possible.

To that end, an acid storage unit and a recycle

dissolver play a significant role in the system.

As much as

one could imagine, only pure reagents enter the system, and
effluents are limited to forms which, even though they may
be contaminated -i.e., have measurable plutonium radiation
associated with them- would not carry off significant
amounts of plutonium.

6.2.1.1 Chemical Notes to the Flow Charts
(a) Feed Introduction

The feed is assumed to be in the form of a solid, mixed
U-Pu oxide, obtained from co-processing of the mixed nitrate
solution from a coprocessing reprocessing plant.

A further

assumption is that a portion of the uranium has been
separated in reprocessing, so that the feed as received is
on the plutonium-rich side.

The feed is assumed to be in

the form of plastic sealed packets.
(b) Dissolver Chemistry

It is assumed that the oxide feed is obtained by
evaporating reprocessing plant, solution to dryness and

mildly calcining the resulting solid nitrate.

The resulting

solid is a mixture of Pu02 and oxygen-deficient UO3 (i.e.,
UO3 + U308).

When dissolved in concentrated nitric acid,

the Pu02 goes directly to Pu(IV) nitrate.
Pu02 + 4HNO3

Nominally,

Pu(NO3)4+ + 2H20
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The uranium is oxidized to the U(VI) state as uranyl
nitrate.

Any oxygen deficiency is supplied by corresponding

reduction of HNO3, which is the reason that fumes (NO, NO2)
might be expected.

The recycle dissolver should be similar to the assay
dissolver.

However, because the recycle spheres are

calcined and sintered in hydrogen, the U is all as UO2 and
the Pu02 is harder to dissolve.

These factors suggest that

the dissolver should routinely be operated with boiling,
refluxing HNO3, and more fumes should be expected than in
the assay dissolver.
(c) Feed Preparation

Two separate functions are combined in this operation:
the adjustment of fissile-to-fertile ratio to product

values, and the adjustment of acidity to achieve the proper
pH for the following peptization step.

A third function is

to precool the solution prior to peptization.

The fissile-to-fertile ratio is to be achieved by
titrating depleted uranium solution into the unit.

The two

feeds to the unit, coming from the assay dissolver and the

recycle dissolver, are assumed to have been well analyzed
before transfer, and the amount of depleted uranium to be
titrated can be specified and controlled by a process
computer that is assumed to be associated with the process.

The depleted uranium solution would, preferably, be acid
deficient uranyl nitrate.

The degree of acid deficiency
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ought to be just enough so that bulk precipitation of
diuranates does not interfere with reliable titration.

Pre-titration into a filling vessel whose contents are
transferred and washed into the feed preparation unit seems
feasible.

(d) Peptization

The process is borrowed from one proposed by Exxon for
low-enriched uranium (2).

The reference concentrations at

the time of solation would have to be readjusted for Pu02

content, but one should still expect that they would be of
the same order as given by Exxon: ca. 1.2 M for heavy metal
and 1.5 M for urea and HTMA after mixing.

The vessel might require special design and
development.

To meet criticality safety limits, it should

be constructed as a column rather than a flask.

For cooling

to°0 C, it logically could be constructed like a laboratory

condenser, with chilled brine circulating through the outer
jacket.

One possible way of building it would be to insert

all three fluids -heavy metal solution, urea solution, and
HTMA solution- through three nozzles into a small mixing
chamber at the top of the column and then have them
percolate together down through a packed column.

The sphere

formation is then accomplished by using gas pressure to
squirt the mixture out of a vibrating nozzle of selected
diameter.
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6.2.1.2 Other General Notes
(a) Criticality Safety

In addition to altered chemical properties as compared
with the reference Exxon concept, one has to deal with
criticality safety of the process.

Batch operations

involving high plutonium-concentration, Pu-U mixtures may be

handled under batch control, by limiting batches in aqueous
or other hydrogenous media to a few hundred grams of
contained plutonium; but better practice is to use
geometrically safe equipment.

For the liquid parts of the process, geometric safety
is more reliable and is the best standard of practice.

In

this concept, all vessels in the plant are built as pipes of
less than certain diameter -of the order of 12 cm.

The

pipes are to be well spaced from each other so as not to
interact neutronically, and U bends are to be of reduced

diameter so that a "pot" is not formed at the bend point.
Spill trays are in the other safe geometry: shallow pans of
less than 5 cm depth.

Care is taken in cell design so that

water flooding cannot occur under any circumstances, as this
would provide a reflector for neutrons in a potentially
critical system.

For the solid parts of the process, batch sizes
guaranteed to be less than about 2 kg of contained plutonium
are enforced by volumetric limits on vessels.

If larger

quantities are to be handled in one piece of equipment, a
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column geometry (about 5 cm diameter) should be used, or
alternatively, a tray geometry.

Again, individual batches

of plutonium-rich solids should be maintained at a pioper
spacing from each other, a procedure that may be enforced by
the use of "birdcages": steel scaffolding cubes enclosing
each volume element in which at most one plutoniumcontaining pot can be located.

The entire facility should be free of large vessels:
the ubiquitous 55-gallon drum, commonly used as a slop-pot
in maintenance operations, is forbidden.

All disposal

vessels should, ideally, be themselves geometrically safe.

Good criticality control implies running a very tight ship,
and should very much reinforce inspection capabilities.
(b) Analytical Stations

All of the analytical stations within the plant must be
specifically designed for the types of analysis wanted.

They could be "chemical analysis machines" that perform on
demand.

Such machines would use gamma and X-ray counting as

their principal technique, but should also have appropriate
sensitive weighing capabilities, and on occasion may
incorporate macroscopic chemical, or exotic radiometric
techniques.

It would be desirable to locate the analytical

stations in such a way that they can be decontaminated and
serviced without otherwise interrupting Containment and
Surveillance (C&S).

Specific analytical techniques that are

proposed subsequently in this section have been chosen with
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this possibility in mind.
(c) Input Analysis

An input assay has been specified even though the
as-received material is presumably assayed at the point of
shipment.

In an integrated plant, this might be considered

superfluous.

However, the breakpoint from reprocessing

product to fabrication input is such a natural accounting
point that even in an integrated plant the input assay would
be a wise way to check that two parts of the system are
getting the same answer.

If the operating entities of the reprocessing plant and
the fabrication plant are different, the input assay can be
considered to be normal commercial prudence.

No significant

discrepancies with shipper's assay are expected except for
those that arise from recording errors.
an early investigation is warranted.

If such is found,

Otherwise, the input

assay serves as a continuing intercalibration between
shipper and receiver.

6.2.1.3 Multiplicity of Units

The plant is conceived of as having four basic lines
through the chemical steps, between receipt of material and
production of washed gel spheres.

In a two-sphere-size

fabrication plant, this would correspond to two lines for
each sphere size.

In a three-sphere-size fabrication plant,

the fourth line would be a spare, or a supplementary line to
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whatever sphere size line had the least production rate.
The lines are identical up to the peptization step.

At that

point, they differ in the size of the sphere forming nozzle,
and one might also use different receiving media for
different size gel spheres.

It has been assumed that a

common receiving medium can be found, which could be TCE or
some substitute such as 2EH (2-ethyl-hexanol).
The sphere forming units are envisaged as

substitutable, with different nozzles mounted on a turret,
much like that of a multi-lens microscope.

The lines each have three assay dissolvers and fume
traps but share access to analytical units.

Only a single

recycle dissolver is contemplated, with its product being
manifolded to the feed preparation column as required or
desired; depending on the reject rate, more such units might
be needed.

Chemical storage, of acid, TCE and ammonia is

shared among the four lines.

At the point of transition from wet chemistry to solid
handling, which begins with the drying step, the individual
items of equipment become larger and fewer units are
specified.

Two dryers handle all spheres, different sizes

being segregated in separate trays.
calcining ovens can be used.

Three sintering and

The calcining and sintering

operations are intrinsically batch operations.

Finally, at the end of the line, only a single sphere
storage unit (possibly, compartmented for different sizes
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and completed blend) is considered.

The pin fabrication

steps, starting with pin filling, are all in a single line.

Their location within a common envelop drastically reduces
the space requirements for the various machines.

Figure 6-4

shows detailed steps for pin filling operation.

6.2.2 Process Cell Layout

Figure 6-5 lays out the various components within a 10
m x 20 m process cell.

Not shown are interconnections to

maintain the flow of material through the system.
Also not shown are spill trays, waste discharge ports,
chemical introduction ports, and utility lines.

It is

contemplated that charge ports would be wall penetrations
while discharge ports, with their monitors, would be through
the floor, connected to a waste handling cell at the
basement level.

Utilities, consisting of distilled and

deionized water, chilled water or brine, steam or hot heat
transfer fluid, and electricity, would be provided from
highly visible and identifiable overhead lines.

The cell is specified to have enough aisle space to
accommodate a small electronically controlled remote
manipulator that is capable of performing in-cell equipment
maintenance.

The remote manipulators, along with the

analytical units, are the only items that would themselves
be periodically removed from the cell for maintenance.

maintenance would be done in a restricted-access area,

Such
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Figure 6-5
MOX Sohereoac Process Cel Layout
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normally sealed closed, immediately adjacent to the cell.
The fabrication cell will have a large number of
windows so that all operations would be observable both by
humans and recording cameras.

The windows would be

considerably thicker than the plastic of standard glove

boxes so that there would be adequate shielding for safe
observation at all times.

The same considerations must also

be given the to pellet fabrication cell.

A prominent factor in selecting the equipment for this
type of facility is the high exposures resulting from the
highly radioactive materials contained in MOX.

The sources

of the doses are as follow: (108)

1. Traces of fission products carried over from
reprocessing.

2. Pu-241 daughter activity ( Am-241 in particular).

3. Neutrons and gammas associated with spontaneous
fission in Pu.

4. Fission products from spontaneous fission.
5. Gammas accompanying alpha decay.

6. L shell X-rays from internal conversion.
7. X-rays from fluorescence in heavy metal of fuel.
8. Alpha activity of Pu isotopes.

Therefore, actual hand (glove) contact with the fuel has
been eliminated, not only because glove boxes could be
considered as a diversion paths, but also to reduce
personnel exposures.
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6.2.3 Operations Notes

6.2.3.1 Introductory Assay
The first step in the process is assay.

Presumably the

quantity and Pu content of each oxide packet is listed in
nominal exit assay from the reprocessing plant.
be confirmed by entrance analysis.

a

This must

The packet is weighed, a

nominal correction for plastic weight is made, the nominal
oxygen content and nominal exit assay for plutonium entered,
and a zero order check of the "reasonableness" of the
nominal assay is made.

It has been assumed that material is introduced via
conveyor belt as 2500 g plastic packets of 25% nominal
plutonium assay.

Two assaying methods are employed to assay

material in the receiving section and for inventory taking.

They are calorimetry and controlled potential coulometry
methods.

There are two calorimeter units mounted over the

conveyor belt to assay all packet received.

After weighing

of each packet, a hypodermic probe would pinch into the
plastic bag and takes a one gram sample of the material and
place it into the calorimetry unit for a period of
approximately 5 minutes.

Packets with 2% discrepancy would

be sent to a more precise unit: a controlled potential
coulometric assay unit.

The

calorimetric units are mounted

such that they can be slid in and out of the cell for
maintenance or replacement.

This is a quick way to check
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all packages received.

Controlled potential coulometric

units assay some of the packets received in a more precise
way both regularly and on demand.

The controlled potential coulometer assaying units take
measurements of 5 to 10 samples per day from the dissolver,
in addition to the samples received from calorimeter units.

The measurements are recorded and checked against
calorimeter units.

In case bias is detected, the

calorimeter would be recalibrated.

More will be said about

both assaying methods in Section 6.2.6.

6.2.3.2 Dissolution

A packet opening device for each line would slit the
plastic and pour the contents along with the plastic bag
into the dissolver.

The plastic would be taken out and

washed after a few minutes and then be submerged into the
packet-leaching column for further washing.

Dissolvers hold the material for 15 minutes in order
for the chemical reactions to be completed.

A steam line or

electric heater provides necessary heat for reactions taking
place in the dissolvers.

The packet-leaching unit would be activated after every
ten packets had been processed.

The packets would be washed

with cold HNO3 and H20 which is added to dissolver solution.

Washed plastics are dried by a rotating dryer, compacted and
stored for further sampling, monitoring and disposal.
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The assay vessel is a volumetrically calibrated flask.
Glass, suitably reinforced with external metal mesh, is the
most appropriate construction material.

Nitric acid is

added to below the calibration mark and the solid oxide
digested, with mists trapped in a demister but no attempt to
remove fumes.

water bath.

Rather, the fumes are to be trapped in a
This bath is to be used as a source of wash

water for the process line.

After digestion, the solution is brought to the
calibration mark and stirred.

(The volume of the stirring

rod must be included in the volumetric calibration.)
Samples are then removed for analysis.

This analysis is

essentially a continuing calibration of the radiometric
assay.

6.2.3.3 Cell Inventory

The bulk of the inventory in the plant consist of solid
MOX of known isotopic composition and stoichiometric UO2
which can be inventoried by exact weighing.

Once a day, an

inventory is conducted on the material held up in wet
chemical operations.

Clean dilute nitric acid is washed

through the assay dissolvers and feed preparation units, out

each of the nozzles of the sphere forming apparatus, and
back into the recycle dissolver.

At this point, all heavy

metal in acid lines is collected in the recycle dissolver,
in which a measurement of volume is performed and from which
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samples are taken for concentration analysis.

The TCE or ammonia tanks are not expected to build up
any significant concentration of heavy metal.

They must be

periodically purged to the waste laboratory, where the minor
amount of heavy metal contained can be estimated.

6.2.3.4 Calcining and Sintering

The most recent Exxon concept for these operations has
been accepted.

They are performed in a simple column, in

single programmable furnace.

a

The column is loaded, and the

temperature raised from room temperature to a sintering
temperature (1400-1600°C) in a linear schedule over time.

When the temperature reaches 400-600°C, the calcining
operation is complete.

At that point, a mixture of argon

and hydrogen is introduced to ensure that all of the U(VI)
is reduced to U(IV), as UO2.

When the ramp reaches its peak

temperature, the system is held for a short time there and
then the ramp is reversed.

The Ar + H2 mixture is stopped

when the descending ramp is somewhere in the 200-400°C
range.

The total time is 6 hours and the hold time at peak

about 15 minutes.

Note that the hydrogen content of Ar

must be below 8% to prevent explosive reaction.

6.2.3.5 Inspection of Finished Spheres
Inspection of shape and size are done by a sphere
rolling test and by screening.

This is a go no-go

H2
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operation, as indicated.

The accepted spheres go to

temporary storage while the rejected ones are immediately
returned by pneumatic transfer to weighed storage to be
milled and sent on to the recycle dissolver unit.

6.2.3.6 Pin Filling and Finishing

Because this task subsumes a variety of unit
operations, and because quite a bit of material passes the C
& S barrier in these operations, a detailed flow chart of
this stage is shown in Figure 6-4.

6.2.3.7 Finished Pins

The finished pins are the end of the line as far as
this design is concerned.

From there on, safeguards has

discrete units, e.g., pins, to account for, right up to the
time that fuel is destroyed for reprocessing.

However, some finished pins will come back, as a result
of faults in manufacturing fuel assemblies.

The entry point

of these pins is the "Pin Opening" station.

The book

quantity of material in such pin would be, of course,
identical with the quantity weighed in the first place.

A small storage area for finished pins is provided in
the layout.

6.2.4 Residence Times

Table 6-1 gives the nominal residence time of material
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Table

6-1

Sphere-Pac Fuel Fabrication Residence Time
Basis:

Operation

260 kg/day

Residence Time

Hold UD (ko)

Dissolvers

15 min

2.6

Feed preparation

15

"

2.6

Sphere forming columns

15

"

2.6

Sphere aging columns

15

2.6

Sphere washing columns

1.5 hrs

15.6

Dryers

6

hrs

62.5

Calcining-sintering

6

hrs

62.5

30 min

5.2

Pin-filling operations

Total Time Cycle 15 hrs

Assume 4 hrs production in temporary storage

156.2 kg

42.0
1.8

In the mixer and elsewhere

Total MOX in the Process

200

kg
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in process, and corresponding in-process inventories.

The

pacing time are the 6 hours for drying and for
.calcining-sintering.

The total process time of 15 hours

allows leeway for performing inventory operations under
normal circumstances, or for completing campaigns before
entering maintenance periods.

6.2.5 Inventory Taking

Material throughput is monitored by weight.

Input

material is reweighed and reanalyzed, providing a check on
input quality.

Output material is weighed as spheres before

filling pins, and the pins are weighed by difference between
full and empty.

By material balance, any difference between input and
output should appear as inventory or be accounted for as
losses to waste.

This latter quantity is expected to be

very small -grams as compared to tens of kilograms passed
through- and monitored well enough (both as it leaves the
cell and as it is processed) so that it is a reliable
correction to output.

At inventory-taking, the following operations are
performed:

1. All finished pins are moved out of the cell.
2. All operations in the solid handling part are
completed, up to the pin-filling operation: this

means that sphere calcining and sintering are
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carried through with material at hand, the spheres

sorted, good spheres retained in temporary storage
and reject spheres held at the weighing station.

3. The inventory of solid material is obtained by
weighing.

4. Input to the chemical cell is halted.
5. The dissolvers and feed preparation units are
flushed through to the recycle dissolver.
6. The volume of solution in the recycle dissolver is

measured and its content analyzed by the wet
chemical unit (coulometer).

6.2.6 Analytical Units

'The value of the inventory measurement will be very
much affected by the analytical system that is employed.

Weight measurement are routinely good to 0.1% discrepancy
for input-output analysis, but at a throughput of 250 kg per
day of heavy metal (about 60 kg of Pu) this is a 60 g/day
uncertainty in Pu throughput.

The inventory precision

should be at least this good.

At inventory time, most of the material is accessible
to precision weighing, but there will be some, perhaps 10 kg
of Pu, in chemical solution.

For this analysis, a

controlled potential coulometric method seems most suitable.
In addition, input material must be measured.

Nominally, the material content as furnished by the
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reprocessing plant should be of high accuracy; but

a

credible check on this content must be made.
Two types of assaying methods have been suggested: (1)

Calorimetry, and (2) Controlled Potential Coulometric
method.

The first type is to make a quick assay of all

packets received and the second type is to assay 5 to 10
packets per day in a much more precise way.
an "on-line" accounting capability.

This provides

The coulometric method

is also used for inventory analysis.
a. Calorimetry

Calorimetry assaying involves the measurement of heat
generated by radioactive decay of a sample.

All but a

negligible part of the decay energy is transformed into heat
when the decay particles are absorbed by the sample or the
calorimeter's walls.

Less than 0.01% of decay energy --high

energy gamma-- would escape the unit undetected.

The heat

generated by a sample can be measured --with a minimum
error-- and correlated to its isotopic composition.

This is

a rapid and reliable non-destructive method of measuring
radioactive material.
a two-step process.

The calorimetry assay of a sample is

The first is the measurement of heat

emitted by a sample and the second is the determination of
specific power of sample..

defined as:
SP =

Pi
i

where

Specific power of a sample is
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R

= mass abundance of the ith isotope

P.

= specific power of the ith isotope (watts/gram),
and

n

= number of radioactive isotopes in the sample

The specific power of the individual isotope can be
obtained by using the following equation (109-p.7)
2119.3 Q
P =

(watts/gram)
T 1/2 A

where
Q

= total disintegration energy (MeV) of alpha
particle or the average energy (MeV) of beta
particles

T1/2= half life (years) of isotope, and
A

= gram atomic weight of isotope

For plutonium oxide the accuracy of this method is
better than 0.1% (109-p.10)

The disadvantage of calorimetry is that it can not
distinguish the heat generated by fission products, uranium,
or other radioactive nuclides such as americium-241.

The

isotopic composition of a sample should be known if
plutonium content is to be determined.

The throughput of our designed fuel fabrication
facilities is a mixed plutonium-uranium oxide with 25%
plutonium in blend.

Presence of uranium would lower the

accuracy of the method because the heat generated by uranium
can not be distinguished.

Table 3-1 (reproduced here in
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i
0.38

0.015

TYPICAL PLUTONIUM ISOTOPIC COMPOSITIONS

Isotopic Abundance (Z)
Burn up
(1000 MWD/t)

Description

.04.

Pu-238 Pu-239 Pu-240 Pu-241 Pu-242

0Mik

low

Low-Burnup Pu

0.01

93.6

5.9

8-10

FFTF Feed

0.08

86.1

11.7

1.89

0.21

0.25

75.0

18.0

4.5

1.0

16-18

25-27

Spent LWR

1.1

61.6

20.9

12.6

3.8

30-40

Saturated LWR
Recycle
Spent LMFBR

3.3

41.1

27.6

17.6

10.4

0.94

59.9

27.0

7.5

4.7
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this section for reference) shows the isotopic concentration

of plutonium from reprocessed fuel of different reactors
(31).

Table 6-2 contains half-lives (31-p.22), decay

energies (110), and calculated specific powers of different
isotopes of plutonium and uranium.

The throughput is expected to be a reprocessed fuel of
high burn-up LWR (25 to 27 MWD/t) or saturated LWR recycle.

For these the specific power of plutonium is about 0.01 and
0.02 W/g respectively.

Uranium content of MOX generates

a

small amount of heat relative to plutonium, as can be seen
from Table 6-5.

Accuracy of about 0.5% is expected provided

that the isotopic concentration of samples be determined
regularly and on demand.

b. Controlled Potential Coulometric Method

This method can be applied to the determination of Pu
and U contained in MOX material.
within wide limits.

The Pu/U ratio may vary

Optimum precision is about 0.04% with

the mean value of 0.14% (111-p.124).

This method is based

on the quantitative oxidation or reduction of the element in
question under precisely controlled conditions.

The number

of coulombs of electricity required to do this is a measure
of the number of electrochemical equivalents present of the
element in question.

For further details refer to Reference

111.

6.3 The Powder-pellet Plant
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Table 6-2

SPECIFIC POWER OF PLUTONIUM AND URANIUM
ISOTOPES
Isotope

Energy Decay
(MeV)

Half-Life
(yr)

Specific Power
(W/g)

Pu-238

5.592

8.7900E1

5.672E-1

Pu-239

5.243

2.4082E4

1.930E-3

Pu-240

5.255

6.5370E3

7.099E-3

0.0208

Pu-241*

1.4350E1

7.250E-3

25.144
4.981

3.7900E5

1.151E-4

U-234

4.856

2.4700E5

1.781E-4

U-235

4.681

7.1000E8

5.946E-8

U-236

4.573

2.3900E7

1.718E-6

U-237

20.517

U-238

4.268

Pu-242

1.8493E-2
4.5100E9

* 99% is beta and 0.0023% is alpha particle

8.427E-9
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The standard process at present for preparing oxide
fuel for reactor is the powder-pellet route.

It is

currently in use both for LWR's and LMFBR's, and for both UO2
and MOX.

There are two main processes in pellet fuel
fabrication: 1) powder preparation, and 2) pellet
production.

One standard method is practiced for pellet

production, i.e., adding lubricant to powder, powder
pressing, and sintering.

A few different methods have been

suggested for powder preparation.

One of them is

preparation of powder by small sphere formation by sol-gel
process and through wet chemistry, which has drawn
considerable attention recently.

The important advantage of

this process is that very good homogeneity may be achieved,
i.e., variation in physical and chemical properties from

batch to batch and from pellet to pellet is negligibly
small.

Nevertheless, the slow rate of sphere formation of a

very fine size (approximately in the order of 20 microns in
diameter) makes the practicality of this method
questionable.

Table 6-3 shows nozzle operation condition.

Data are

taken from an Exxon experiment on UO2 sphere formation (2).

Theoretical densities of PuO2 and UO2 are 11.46 g/cc and
10.96 g/cc respectively.

If the sphere density after

sintering is assumed to be 10.5 g/cc, then the weight of a
20 micron sphere is approximately 0.044E-6 g and the rate of

Table 6-3

Nozzle Operating Condition

Sintered
Sphere
Diameter

Type of Nozzle

1200 pm

Vibrated, single
fluid, single
opening

300 pm

Vibrated, single
fluid, multiple
opening

33 pm

20 pm

Two fluid, in-line
mixer, no vibration.
turbulent flow

Nozzle
Opening
pm

Vibration
Frequency
Cycle/Sec

Flow
Rate
cc/Min

1600
1650

1380

40

(3) A 560
(4) B 560

100

33000
94000

kg
l! /hr

0.69
0.86

0.69

25 (feed)
350 (org.)

--

1

!

0.43

0.38
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drop formation based on 250 kg per day becomes 6.6E7
drops/second.

Table 6-4 shows the rate of drop formation

for spheres of various sizes.

The data for the 20 micron

spheres has been extrapolated from the Exxon data.

As shown

in Table 6-3, the rate of feed material would be 0.38 kg/hr
from one nozzle.

If 3 openings per column are assumed,

approximately 10 sphere forming columns are required with
the same number of aging and washing columns.

Dryers must

also be provided to dry spheres before being sent to the
pellet press.

Although this process is feasible and can easily be
automated, the complexity associated with it has discouraged
its use since fine powder may be obtained from a less
involved process, i.e., milling.

Another important reason

for not considering this method as a reference case is that
it is a "hybrid" process which makes comparison between
spherepac fuel and pellet fuel fabrication methods
difficult.

6.3.1 Standard Pellet Fabrication Process
This method was chosen for the reference case.

It is

the standard method that has been practiced for many years
for UO2 pellet fabrication.

As a starting point, a commercial process was examined.

The Westinghouse design for producing MOX pellets with 5% Pu
content was studied in detail.

For reasons mentioned in
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Table

6-4

Rate of Drop Formation

Product
Sphere
Diameter
PM

Sphere
Weight
Pm

1200

9055

3.1

300

141

2* 10

33

0.194

1.4* 10

20

0.044

6.4* 10

Drop Formation Rate
(drop/sec)
For Product
at 0.1 kg/hr

For Product
at 250 kg/day
3.23* 10

2

2.8* 10
5
5

2

4

1.46* 10

6.6 * 10

7
7
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section 6.1.2 of this report, it was not used as a reference

case and an idealized process for pellet fuel fabrication is
proposed in this report.

The principal difficulties with most existing MOX
pellet lines arise from their ancestry in LEU pellet
process.

With low enriched uranium pellets, there is no

strong incentive, beyond the financial value of the
material, to avoid losses.

At a value of about $1000 per

kilogram of 3% enriched oxide, it is only worth a few
dollars to save a few grams, and the cost of saving them
could well be more than those few dollars.

Thus,

traditional methods of ceramic manufacture have generally
been adopted.

With a change to MOX, the extra problem of

radiation protection is solved by using glove boxes and
waste-fixation methods, but no further changes have been
implemented.

In the long run, some form of remote, and perhaps
automatic process must be contemplated for plutonium fuels.
Such a philosophy is dictated both by safeguards

considerations and by the increased radiation source of
many-times recycled plutonium as compared to military grade
plutonium, on which most plutonium handling experience has
been accumulated, or even to singly-recycled LWR product.

Shielding requirements grow and glove box operations becomes
progressively more clumsy under these circumstances.

Safeguarding also suggests that the fewer the hands
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that are involved, the fewer the opportunities for
pilferage.

Between these two considerations of reducing

worker exposure to radiation and reducing worker exposure to
temptation, the system should be designed such that it
operates in a sealed cell, to which personnel entry is an
unusual event.

6.3.2 General Considerations
Since high Pu content fuel is being processed, several

considerations must be born in mind before designing and
selecting the equipment.

6.3.2.1 Criticality Considerations

All piping systems which carry or hold contaminated
acid or wash solution should be limited to about 13 cm in
diameter.

The pipes which carry or hold solid materials are

to be limited to about 5 cm in diameter.

For sintering or

pellet storage where bulk quantities of MOX are localized in
the process, leaky geometries are to be considered, i.e.,
trays (slab geometry) should be used to hold pellets.

The

safe mass limit of dense MOX of 20% Pu content is

approximately 10 kg, assuming a totally reflected and
moderated geometry.

Therefore, the process should proceed

in batches, each batch being less than 10 kg.

This

consideration is important in the furnace, milling, powder
preparation unit, etc.

Fixed poison of heavy neutron
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absorber should also be incorporated in the equipment.

Use

of moderator material, like water, shall be minimized except
where specified in the design, in which case precautions in
its use must be observed.

6.3.2.2 Safety Considerations

The plant dynamic design should be such that in case of
power failure, pipe disconnection, or any component
malfunction, all other related equipment will assume a safe
state, avoiding overflow or jamming of the malfunctioning
equipment.

6.3.2.3 Fire and Other Adverse Conditions

The system should be designed to automatically shut
itself down under adverse conditions such as excess heat,
cold, vibration, or any other unanticipated event.

Use of

combustible materials should be limited and, wherever
possible, noncombustible materials be used in piping,
connectors, belts, and so on.
should be of dry powder.

Fire extinguishing material

Powder must be non-corrosive and

non-reactive with the material in the process or equipment.

Drainage is to be provided on the floor which is connected
to a tank in the basement (112).

The tank is to be large

enough so it can retain the collected washings of
fire-extinguishing powder or any other material spilled on
the floor in other accidents, for further sampling,
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treatment, or discharge.
spherepac system.)

(These comments also apply to the

The tank should be partitioned in slab

geometry to avoid criticality.

Neutron absorber poisons

must always be present in the tank.

The main reason for

emphasizing the criticality considerations in these types of
facilities is that even if a saboteur threatens to or wants
to make some part of the plant go critical, he would not be
able to realize his or her purpose.

The waste management

cell in the basement is, of course, a part of the process
containment envelop and is similar for both fabrication
facilities.

6.3.2.4 Confinement Considerations

All piping systems must be color coded and whenever
possible, be made of transparent materials.

All potentially

contaminated acid or water is to be retained for testing and
further treatment before discharge.

An atmospheric pressure

differential must be maintained to control direction of flow
of air into the fuel fabrication cell to avoid leakage of
radiation and dust.

Ventilation systems which maintain the

pressure differential should be fire proof and remain
operational in case of fire (113).

Dust collecting devices

should be provided for equipment that operates with dry
powder.

Hand contact (through glove boxes) with the SNM

should be eliminated throughout the design.

Indirect visual

means are to be provided for all equipment or parts that can
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not be seen directly from the control room.

The process should be automated and controlled from the
control room by indirect means.

Replacement or minor

maintenance is done with manipulators.

Aisles shall be

provided between machinery to give manipulators free access
to equipment.

6.3.3 Process Flow Charts and Layout

Schematic flow charts are presented in Figures 6-6 to
6-8.

Figure 6-9 lays out the various components for this

process within a 24m X 13.3m process cell.

6.3.3.1 Process Description
a. Input operation

As with the spherepac process, material received is
assumed to be 2500 g packets of powder whose plutonium
content is 600-650 g.

The plutonium content is assumed to

have been well determined at the shipping point, but
analytical samples are taken to verify receipt of the proper
material.

The packets are received via a conveyor belt,

weighed, sampled, slit and emptied into a container.
empty packets are incinerated in a furnace.

The

Filters of the

furnace are removed periodically and sent to waste treatment
laboratory to collect any plutonium residue.

b. Stoichiometry Adjustment

The powder as received is expected to be of unreliable

Figure 6-6
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Figure 6-8
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Figure 6-9
MOX Pellet Process Cell Layout
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stoichiometry.

To adjust this, all solids pass through a

calcining furnace where they are exposed to elevated
temperature (about 600°C) in a reducing atmosphere, such as
8% H2 in Ar.

To prevent explosion, the pressure inside the

furnace must always be positive so leakage of outside air
into the furnace is avoided.

c. Blending and Milling
Depleted UO2 is added to the input MOX to the extent
required to achieve the correct concentration of plutonium
in the product.

The blending is done in a mill; a hammer

mill or ball mill could be used.
operation is a fine powder.

The result of this

It is necessary to sample this

powder many times to assure good homogeneity.

The powder

could be slightly contaminated with wear particles from the
mill.

A spectrochemical analysis is indicated for such

trace materials.

The fineness of the powder also means that

it would be difficult to ever empty all of it from the mill.

Therefore, the mill should be capable of being chemically
cleaned on demand, in the cell.

d. Powder Preparation

Although the powder as milled is of ceramic grade, it
cannot be readily handled in a pellet press.

A cruder

pelletizing operation, followed by coarse grinding and
granulation, is standard (114-p.A20).

MO2 powder after going through the furnace and milling
is pressed into a short cylindrical shape called a slug or

161

wafer.

The wafer press is a rapidly operating machine which

produces more than 80 wafers per minute.

Wafers are then

granulated to a fine powder of a specified size.

The

acceptable size fraction will be sent to a powder
preparation unit by pneumatic transfer.

Oversize granules

are broken pieces of equipment or screen and indicate
equipment malfunction.

Undersized fines are to be sent back

to the wafer press and oversized to scrap storage for
treatment and disposal.

Accepted fines which had been sent

to powder preparation unit are then mixed with lubricant,
such as vegetable oil, and agitated until the powder is
agglomerated into granules.
e. Pelletizing

Granules are transferred to a pellet press, where
"green" pellets (1/3 to 1/2 theoretical density)

are formed

by cold-pressing this material at pressures of several tons
per square inch.

Such pellet presses are rugged pieces of

equipment, and intrinsically remote: material is fed in by
hopper, mechanically tamped, and then pressed by an
accelerated piston in an accurate die.

Depending on the

type of reactor, the rod and pellet are of different size.

For LMFBR, pellets are cylindrically shaped and are 1.8 cm
long and 0.66 cm in diameter (115-p.167).

If density of

sintered pellet is assumed to be 85% of its theoretical
density -85% X 11 g/cc- then the weight of one pellet is
roughly 6 g (116-p.6).

Based on 250 kg/day fuel production,
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the rate of pellet production is approximately 1800/hour.

One pellet press of moderate size has a capacity to press
five pellets/second or about 18,000/hour, which is far
beyond the production rate needed.

The green pellets are generally of good integrity and
are laid into "boats" for firing.

Only a few pellets that

show visual flaws must be returned to recycle.
f. Sintering

The loaded boats are then introduced to sintering
ovens.

Good sinter densities in the compositional range of

0 to 40% Pu are obtainable by sintering for eight hours at a
high temperature of 1400 to 1600°C.
the sintering atmosphere.

Ar+H2 is proposed for

The H2 concentration must be less

than 8% to prevent an explosive hydrogen-oxygen reaction.

The presence of H2 will control the stoichiometry of the
fuel.

Underfired pellets will be sent back to sintering

ovens while overfired or defective pellets will be returned
to the mill.

g. Grinding

The sintered pellets are unloaded from the boats, and

placed on a conveyor belt that delivers them to grinding
machines in single file.

Visually defective pellets are

removed and returned to the mill.

The grinding is done

under a solution stream to prevent dusting.

After grinding,

the pellets should be dried by passing them through a heated
tube.

In the Westinghouse design, drying is by blowing hot
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air and finishing with high velocity air to pellets to
remove any dust from surfaces.

In the present design it is

proposed to take any dust off the pellets by washing.them
with the same solution used on the grinding wheels, because
introduction of high velocity air into the process would
aggravate fine particle movement.

The recirculating

solution from grinding wheels is retained in a tank.

The

precipitated solid or slurry in the tank is removed and
dried in the oven and the resulting material is sent to the
granulator to be reintroduced into the process.

However, if

wear of grinding wheels is significant, some inhomogeneity
to the fuel may be introduced and this makes accountability
more difficult.

h. Pellet Inspection

With or without finishing, the pellets after firing
must be outgassed and then inspected.

The inspection must

include:

- Dimensional measurement (optical)
- Weight

- Density measurement (by computation from the other
two, possibly supplemented by immersion volumetry)
- Visual observation for surface flaws

In addition, radiography for detecting large internal

pores and autoradiography for detecting plutonium
segregation may be required.
i. Pin Loading and Finishing
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Cladding tubes are inspected, bottom end welded, bottom
blanket loaded, and leak checked prior to entry to the cell.

Upon entry they are weighed and their weights are to be
recorded.

After pellet insertion they are reweighed and

their weights transmitted to the central macroprocessor.
Top end plugs, springs, and top end blanket fuel enter the
cell separately.

After insertion of separator, top blanket,

and spring on the top of the pellets and placement of the
top end plug, the pin will be directed to a welding and gas
filling machine (117-p.29).

Provision must be made to

confine the ignition and welding arc to prevent fire and
explosion.

Based on the capacity of this facility

approximately thirty rods are fabricated every hour.
Equivalently, this facility would fabricate 3 - 4 fuel
assemblies per day, if 217 fuel elements are assumed per
assembly.

After completion of welding and gas filling, rods are
directed to welding, gas leak, and radiography inspection
stations.

Rejected pins are sent to the pin opening station

and accepted ones go the identification marking station and
then are stored in filled pin storage.
j. Pellet Recycle

Defective pins from inspection stations are sent to
pin opening station via conveyor belts.

a

The pellets are

collected in pellet storage and rejected cladding materials
are sent to scrap storage for disposal.
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k. Temporary Storages
Three powder storage stations are provided, each with a
capacity of two hours worth of production material, two
hours being roughly 20 kg.

These units are included to make

the process continuous even if a piece of equipment
malfunctions for a short length of time.

They are nine

columns, 5 cm in diameter and 40 cm long and are located at
receiving sections, after mills, and before powder
preparation units.

Every four columns contain 10 kg of

material which is equal to one batch.

Also one finished

pellet storage station has been considered.

This storage

can hold the material for up to four hours production.

This

unit is considered to provide feed material continuously to
the pin filling operations.

Filled pin storage is also

provided for up to two days of production.
about 55 pellets, each pellet being 6

g.

of MO2 in one rod is approximately 333 g.

Each rod contain
The total weight
A maximum of

1,500 rods could be held in this storage at any given time.
This is equivalent to 6 to 7 fuel assemblies.

Precaution

must be taken to space the rods so that criticality cannot
occur.

A sliding door is to be constructed for this storage

room for shipment such that it will align with the door on
the fabrication cell's wall.

These doors are designed such

that when one opens, the other is closed tightly, keeping
the fabrication cell sealed.

This permits shipment of rods

while the facility is in operation.

The rods are to be
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transferred periodically to a rod assembly unit outside the
fabrication cell.
6.3.3.2 Equipment

The general philosophy has been to provide duplicate
units for the main process line, even though this provides

some surplus capacity; the redundancy should be useful in
maintaining production while equipment is off-line for
maintenance.

Highly multiplexed units at the front end are

sized for solution criticality, but nevertheless occupy only
a small amount of floor space.

A single small mill is

provided, however, for milling operations on fuel recovered

from the wet system (slurry from grinding wheels), and to
act as an auxiliary to the main system.
The operations that pace the production - that is,
those with the longest operation times - are triplicated to
maintain production rates.

These are the main milling and

blending operation, powder preparation and granulation, and
sintering.

6.3.4 Residence Times

Table 6-5 gives the nominal residence time of material
in process and corresponding in-process inventories.

The

total process time is about 20 hours which allows leeway for
performing inventory operations under normal circumstances.

6.3.5 Analytical Units
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Table 6_5
Pellet Fuel Fabrication Resident Time
Basis:

Operation

250 kg/day

Residence Time

Hold Up (kg)

Powder in 3 storages

6 hrs.

63

Furnace

1

hr.

10

Milling and Blending

1

hr.

10

Granulator

1

hr.

10

Powder preparation

1

hr.

10

Sintering

8 hrs.

84

Pellet storage before
grinding

2 hrs.

21

Pin filling operation

30 min.

20.5 hrs.

5.2
213.2

Assume four hours production in temporary storage
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In the wafer and pellet press and elsewhere

34.8

Total MOX in the process

290 kg
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The same analytical units (calorimetry and controlled
potential coulometry) are considered for pellet fuel
process.

The calorimeters are used to verify plutonium

content of material as received and for real time accounting
purposes.

Controlled potential coulometric units are for

periodic clean-out inventory and MUF calculation.

Effluents

from this unit would be sent to waste laboratory for
plutonium recovery.

6.4 Building Layout

For the pellet process, on which a literature exists, a
building layout has been drawn.
6-10.

This is presented in Figure

The same layout should serve for the spherepac

process as well, with the following changes:
a- The dimensions of the fuel fabrication cell must be
adjusted for each fuel fabrication process,

b- The spherepac cell would have a small maintenance
cell abutting the process cell, for servicing of
small chemical and analytical equipment.

c- The spherepac building would have a smaller hot
repair shop.

6.5 Site Layout

In order to make sure that future safeguards

evaluations are subjected to the same external conditions, a
uniform site layout has also been drawn up.

Figure 6-11
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Figure 6-10
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presents this layout.

Originally conceived for the pellet

process, it serves equally well for the spherepac, although
it does not contribute any information on processes
comparison.

6.6 Some Comments

Although safeguards analysis must ultimately be a
complete analysis of plant structure, I have taken on a much
more limited task for this work.

This is to compare a

spherepac fabrication plant with a powder-pellet fabrication
plant of equal capacity.

For this, the designs just

presented are only concentrated on the process cell or cells
in which fuel fabrication is done.

The analysis will then

be the (relatively) restricted task of comparing the risks
of extracting material from their proper channel through the
cell, and of determining how well safeguards can be verified
in the two processes.

Sealed packets of MOX powder -which assumes that the

fabrication process is independent of the reprocessing plant
that precedes it in the nuclear fuel cycle- have. been

defined as input to both fuel fabrication processes.

This

input appears to be non-discriminatory between spherepac and
pellet process.

The designs of the two alternative fuel fabrication
processes are not carried beyond the production of finished
fuel pins, as the two processes do not have any different
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Figure 6-11
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Key to Figure 6-11
1.
2.
3.
4.
5.

Main Entrance
Perimeter Guard Check Station
Guard Center
Repair Shop
Treated Waste Storage

6.
7.
8.
9.

Waste Treatment
Liquid Waste Treatment
Ventilation Motor and Exhaust Monitoring
Exhaust Stack
Cooling Tower

10.
11.

12.
13.
14.
15.
16.
17.
18.
19.

Fabrication Building Access, Changeroom,
and Guard Check Point
Fuel Fabrication Building
MOX Receiving and Delivery Dock
Emergency Center
Administration and Engineering Building
Storage, Auxiliary Power, and
Maintenance Shop
Double Fence System with Area Monitors
Outer Boundary Fence
Guard Towers
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operations from that point on.

The plants are scaled to an

annual capacity of 50 kg of plutonium content in finished
product per day, at a concentration of 20% plutonium in the
heavy metal of the fuel.

This is a characteristic

concentration of fast breeder reactor fuel.

The production

rate would correspond to using all the plutonium recovered
from a 1,500 metric ton per year LWR fuel reprocessing

plant, and likewise could provide fuel at a steady rate for
five to seven 1000 MWe breeder reactors.

This fuel has been

chosen because it represents an accepted technology, i.e.,

oxide fuel for breeder reactors that calls for fuel of a
type, and in a quantity, that might be the most attractive
to diverters.

Ideal plants for both the spherepac and pellet

processes have been schematized and laid out, and building
and site plans for them have also been presented.

These

latter layouts --the building and site-- are done to
reassure that a fair comparison between the processes has

not been compromised by requiring different extrinsic
plants.

Note that if one should think of these plants as an
integrated part of a reprocessing-fuel manufacturing plant,
then the only change that is needed to be made is omitting
the plastic bags at the receiving section.

Annotation on the operations, including particularly
those that are concerned with entry to and discharge of

174

material from the process cells, and those that are
concerned with process analytical and inventorying
requirements, is done as required for a true safeguards
analysis.

Finally, of course, one should expect that small errors
appear in these layouts as one analyzes the material flow,
and particularly what happens during abnormal operation.
In brief, the designs presented in this report are a

beginning, rather than a conclusion, to the definition of
ideal plants for safeguards analysis.

6.7 Departure From Existing Practice

It is very unfortunate that many individuals in the
nuclear industry think of a safeguarded plant as a black box

with armed guards, fence, check points, etc. around

it.

They ignore the fact that what goes on inside this black box
is also very important and safeguardability is inherent in
the design of the process itself.

If one follows the same

school of thought, he can conclude that a plant with
artillery around it is a better safeguarded plant.

This

philosophy fails to realize that the credible threat to
nuclear facility is most likely to be from inside rather
than from outside, more through an act of deception and
falsification rather than assault and takeover.
I have consistently followed the practice of cutting

down inventories of fissile material within the fabrication
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plant.

This is a departure from existing practice,

in which

large inventories of material are accumulated between
process steps.

Keeping large quantities of fissile material in
storages and unnecessarily stockpiling them might actually
make things easier for a wrong hand.

Westinghouse's proposed design is a typical example
(104).

The working capacity of this design is 200 MT/year

with the provision that it could increase to 400 MT/year
ultimately.

This design, for MOX destined for LWR recycle,

would handle about the same amount of plutonium as the ideal
plant presented in this report.
In the Westinghouse design, PuO2 and UO2 are received
in separate containers.

At the receiving section there are

three silos for PuO2 storage each with a capacity of 170 kg.
While one silo is feeding the process, the second is sitting
idle and the third one is receiving the material (pages
5.4-2 and 5.6-2).

If the two silos are fully loaded, this

would be equal to 13 days worth of production.

This might

be justified in the sense that this is a receiving
compartment and the feed material is received periodically.

However, I see no reason, from safeguards point of view, to
store PuO2 before blending it with UO2.

There are nine MO2

storage silos each with working capacity of 225 kg with
total capacity of 2000 kg (pages 5.6-4 and 5.6-6).
equal to four days of production.

This is

Also 675 kg of green
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pellets are stored.

There are two storage units for

sintered pellets each with the working capacity of 4000 kg
"(pages 5.9-9 and 5.9-10).
production.

The total PuO

This is equal to two weeks of
in the process, they have

estimated, is 6,000 kg (page 15.1-1).

These numbers are

disturbingly high and can be very attractive to those who
would like to get their hand on a few kilos.

Moreover, from

a safeguarding point of view, this virtually guarantees that
inventorying uncertainties would amount to at least several

kilograms of plutonium at each inventory-taking.
Recognizing that the motive for large inventories is a
desire to maintain production while equipment is being
repaired, in the ideal plants presented in this report some
slack plant capacity has been substituted to fulfill this
need.

Note in passing that this seems to be easier to

implement for the spherepac than the pellet process.

Additionally, strong opinion has developed during the
design study that a design for repair and replacement at
decreased production levels is far more commensurate with
safeguards than one that maintains production by
accumulating large inventories.

When the shutdowns that can

occur from externalities attendant to safeguards are
imagined, it may also turn out that "not stockpiling" is the
more economic route.

Similarly, flows to the analytical facilities have been
limited as much as possible.

The reasoning is best
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illustrated by quoting from the Westinghouse design already
cited:

"For an annual production rate of approximately
400 MT/yr an estimated 400 grams of plutonium
could be processed through the ASF per week."
(page 5.13-3; ASF is Analytical Service Facility).
"Of every 100 g of fissile material processed in
ASF under normal production conditions it is
estimated that approximately 60 g is to be
returned, as PuO2, to the PuO2 bulk storage area,
20 g is to be returned to MWT as liquid waste, and
20 g is shipped to MWT as miscellaneous scrap."
(page 5.15-4; MWT is Miscellaneous Waste
Treatment).
Simple multiplication results in a frightening number.
In pointing out these matters, and justifying the
design approach presented in this report, I hope here to
stimulate further discussion on them.

6.8 Safeguarding Procedures for the Plants Presented

Currently, no large scale MOX fuel fabrication facility
exists.

However, mixed oxide fuel has been produced on a

small scale in plants such as

:

Cheswick (Westinghouse);

Apollo, Pensyvania, NUMEC (Babcock and Wilcox); Richland
(Exxon); Cimarron, Oklahoma (Kerr-McGee); and others.

The

major differences between small scale and commercial scale
fuel fabrication is that in the former, production is

usually a glove-box operation whereas in the latter
production must be automated because of the large amount of
material handled.

The conceptual safeguarding systems

should be closely integrated with the facility layout and
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operating procedures.
effect on plant design.

This consideration has a profound
It is expected that advanced

safeguarding system concepts will have further substantial
improvement over the present safeguarding systems.
This section of the report is devoted to describing
safeguarding procedure in the commercially scaled mixed
oxide fuel fabrication facilities, presented already, in
detail appropriate to making a safeguards comparison between
them.

A safeguarding system consists of three separate but
interrelated elements: operational procedure, containment
and physical protection, and verification.

This division

was shown in Figure 5-1 and is reproduced here in this
section.

Descriptions of these safeguards elements are as

following.

6.8.1 Operational Procedure

In order to develop an effective safeguarding system
for a MOX fuel fabrication plant, it is first necessary to
define an operational procedure based on routine and
non-routine activity (118).

The description of normal

operation includes the entire operation from entry of any
vehicle containing Pu02, to shipment of fuel assemblies.

This should also include the responsibility and role of each
person within the facility.

The operational procedure

should be regulated such that,its impact on production rate
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and cost will be minimum while safeguardability is not
compromised.

It must be set in such manner that it does not

impose unnecessary complexity or unreasonable cost on the
routine operation of the MOX fuel fabrication plant (119).
Overcomplexity usually results in an inefficient system.
Operational procedure should meet the following
objectives:

1) Personnel Control, and
2) Material Control.

Although personnel control and material control are
interrelated, one may be implemented more easily than the
other in various parts of the plant.

For example, personnel

control is easier to establish at the outer boundary while
isolation and control of material is more practical and
easier to achieve in the fabrication building.

6.8.1.1 Personnel Control

The personnel control procedure is a defined set of
rules that govern admittance of personnel to and access
within the plant.

Portal controls are elements which permit

only authorized personnel access to specified locations.
Admittance is based on identification and authorization.

Authorization may be permanent or temporary and should
include time, location, and other restrictions to access
such as escort requirements.

Access should be limited to

persons who require such access.

Entrance to the
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fabrication cell will be permitted only when an inspector is
present.

A "two man" rule must always be observed.

Division of responsibility and the extent of authority of
each employee must be defined so that interference would not
occur.

The personnel traffic throughout the inner perimeter of
the facility should be kept to a minimum.

Traffic within

the fabrication building should be limited also.
The personnel requirement for the pellet fabrication
building during the prime shift (full operation) is
estimated to be:

- 1 inspector, hot cell control room
- 2 roving inspectors, under supervision of above
inspector

- 1 supervisor/operator, hot cell control room
- 2 lab technicians, hot cell

- 1 shipping and receiving employee, MOX material
- 1 shipping and receiving employee, all other material
- 2 millwrights, hot cell

- 1 pin welding and pin quality control technologist
- 8 fabrication cell technicians
16 employees and 3 inspectors are required during the prime
shift.

The following people work one shift only: 2 shipping

and receiving employees, 2 millwrights, and 1 inspector;
thus 12 employees and 2 inspectors are required for each of
the other two shifts.
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For the spherepac process, the millwrights are not
required so 14 employees and the same number of inspectors
are required for prime shift and 12 employees and 2
inspectors are required for each of the other two shifts.
The cell maintenance in the spherepac process requires only
a few hours per week.

As a result, routine maintenance will

be performed on an as needed basis by the normal technician
personnel in the building.

Six additional people will be required for other duties
within the inside perimeter.

They are:

3 solid and liquid waste treatment operators, one
shift; for the spherepac process only two operators

would be needed since a low amount of solid waste
treatment is required.

- 2 millwrights who will double as emergency response
firefighters

- 1 inspector
All personnel but inspectors are employees.

A summary

of the personnel requirement is shown in the Table below:
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INNER PERIMETER PERSONNEL REQUIREMENTS
Spherepac

Pellet

Prime Shift:

Fabrication Building
Adjacent Buildings
Total

14

16

4

5

18

21

Fabrication Building
Adjacent Buildings
Total

12

12

Total personnel per day

Other Shifts:

2

2

14

14

46

49

Maintenance personnel have complete knowledge of
operation, limitations, and vulnerabilities of equipment.
Should any of these individuals become an adversary, he
could probably defeat any security detectors as a result.

For this reason, maintenance and repair of surveillance
equipment should be carried out with the two-man rule (120).
After maintenance or repair, the equipment should be
inspected by the inspecting authority and be checked through
the central panel board.

The only permanent authorization for admittance to the
inner perimeter should be to regular shift personnel.

other temporary authorizations must be approved by
procedure that permits checking (121).

All

a

Personnel

identification is based on correlation of the ID card and
holder with stored information.

Personal recognition could

also be helpful in a facility with a small number of
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personnel.

The ID card should include name, photograph,

access restrictions, and time restrictions.

The stored data

include name, photograph (identical to ID card photo), and
restrictions.

Fingerprints information might also be

included in the file.

Access is granted to the facility by

correlation of file and ID card with person seeking access.
If identification cannot be with ID card, then fingerprints
might also be checked.

If the problem still exists,

security personnel are to be notified.

The stored data must be protected against alterations
and illegitimate access.

The most vulnerable link in the

identification procedure is the data file.

The data file

may be constructed only by simultaneous, independent input
from a suitable security clearance agency and resident
inspector.

The data file is to be located at the personnel

control center.

The computer storing the data file on

employees should be self-protective by automatically
reporting all changes to higher authority.

Special permission for inner perimeter access may be

granted by higher authority and verified by the control
center in unusual circumstances.

This action should be

carefully controlled since there is a potential for
falsification and forgery.

This is because no file will be

in the computer to verify identification of persons desiring
access.

Anyone obtaining access by this procedure should

always be escorted.

The total number of special permission
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access authorizations should not exceed five at any given
time for security reasons.

After identification of personnel is made, they must
pass through a metal detector and an explosive detector.
Personnel may also be subject to a hands on search.

All entrances to and exits from the inner perimeter
should be logged and reported to the personnel control
center.

This is further verification of the number of

people and their locations within the inner perimeter at any
given time (122).

This information is particularly useful

in emergency situations.

The emergency evacuation procedure should be familiar
to all who enter the inner perimeter.

All personnel from

the inner perimeter should be informed to meet at a

predetermined location in an emergency.

The emergency exit

doors are not to be used during normal operation.

The doors

are to be equipped with audible alarms locally, and with
enunciators located remotely.

To verify portal control,

each emergency door should have a wire seal on the door
frame (123).

These wires would not inhibit the doors from

opening, but they provide additional proof if a door has
been opened and can easily be inspected by portal guards.

6.8.1.2 Material Control

The material control procedure specifies the flow path
of SNM and other material within the facility.

It regulates
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the entrance of materials into the facility, defines the
location of all SNM, and describes the methodology for
monitoring material status.

Movement of SNM within the facility should be monitored
at each sequential process step and be checked against
specifications in the operational procedure.

Should any

discrepancy be observed or suspected, the operation is to be

stopped and the appropriate inspecting authority notified.
The frequency of shipments to and from the facility
should be kept as low as is reasonably practical.

The

estimated shipment frequency is as follows:

- MOX, incoming, once per week
- All others, incoming, once per week
- Fuel assemblies, outgoing, twice per week
- Cafeteria supply, incoming, daily
- Waste, outgoing, once per month

The cafeteria supply is handled by shift employees whereas
other shipments involve outside people.

The operational procedure for incoming shipments is as
follows:

1. Picture and driver identification information are to
be obtained before the shipment.

The driver must

have an acceptable security clearance.
2. The following are to be checked prior to admittance
to the inner perimeter:

- Driver identification
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- Check for unauthorized radioactive material
- Check for material leakage
Check for proper packaging
Explosive check with trained dogs and sniffers
- General inspection for anything unauthorized.
Anything suspicious should be thoroughly
investigated.

3. Driver must never leave the wheel of the vehicle.
4. Two security guards should escort the vehicle.
Once these steps have been completed, the vehicle

making delivery may pass into the inner perimeter.

No

explosives are permitted within the inner perimeter for any
reason.

The following requirements must be met for MOX
delivery:

1. Inspector must be present to observe unloading
procedure.

2. Two security guards are to observe the vehicle and
driver from outside.

3. One employee will operate the automatic unloading
equipment.

4. The shipment is to be logged and inventoried.
5. The seal to each package is to be checked.
6. Each packet is to be radiographed and weighed.
It is assumed that the truck and driver for the MOX
deliveries or any other delivery are legitimate.

Note that
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no firearms should be permitted within the fabrication cell
under normal conditions.

Steps 1 through 4 in the MOX delivery requirements are
to be followed for fuel assembly shipments.
applies to other shipments.

This also

All but steps 5 and 6 are to be

followed for other than SNM deliveries.

During any activity

such as deliveries, open hot cell doors, etc., there should
be no visitors.

Additionally, only one operation, e.g.,

open hot cell door, may be performed at any one time for
security reasons.

Equipment and containers handling SNM should be
designed such that it makes unauthorized access to SNM as
difficult as practically possible.

All SNM throughout the

process from delivery to shipment should be remotely
handled.

The transportation vehicles are to be positioned

such that manual access to SNM is impossible.

High explosives and other unauthorized materials may be
accumulated in various parts of the plant by bringing in
subthreshold amounts.

Therefore, the entire facility,

especially the fabrication building, must be swept by SNM
and high explosive detectors periodically (124).
6.8.2 Containment and Physical Protection

Containment and physical protection includes technical
and physical barriers.

These barriers prevent unauthorized

entrance and exit of personnel and material into and from
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the plant.

They also prevent illegitimate movement of

material within the facility.

Detectors should be placed in

and around the Material Access Area (MAA) and over the exit
doors to verify the containment.

Currently available gamma

detectors can detect unshielded SNM but are not very
effective if SNM are shielded.

The use of neutron detectors

in combination with gamma detectors would avoid this
problem.

Detectors that have a high probability of

detection would also exhibit a high false alarm rate
(125-p.17).

Generally, detectors can only indicate an

abnormal condition, therefore their incorporation with CCTV
in and around the buildings would assess the situation and

an appropriate number of security guards can be dispatched
to the location (126).

6.8.2.1 Technical Barriers

Technical barriers are properties of a process and are
inherent in any design.

These barriers were discussed in

detail in previous sections and are not discussed here.

6.8.2.2 Physical. Barriers

Physical barriers consist of active and passive
barriers.

Passive barriers provide obstacles between the

adversary and the SNM.

They also provide sufficient delay

time for active response from security forces.

Wherever

passage through barriers is necessary, it is provided
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through closely controlled portals.

Active barriers, as shown in Figure 5-1, consist of
on-site and off-site response forces.

On-site response

forces consist primarily of facility security guards.
Off-site response forces include local law enforcement
agencies, the National Guard, and others.

Increasing the

number of on-site security personnel will increase the
physical protectability of the plant but this also has
significant economic implications.

Therefore, the designed

safeguarding procedure should rely to a significant extent
on off-site security forces.

This could be a feasible

objective if capital investment in passive barriers is
increased resulting in sufficient intruder delay time for
off-site forces to respond'in a threat situation.

Rapid

mobilization may be facilitated through contingency plans
and a rigid training program.
a. Passive Barriers

The passive barriers include the following:
1. Outer perimeter fence 10 ft. high; the top section
is to be strung with 3-5 strands of barbed wire
tilted 45 degree from the plane of the fence
outward.

2. Double inner perimeter fence, the fences being 15
ft. apart and follow the same fence specifications
as defined above.
3.

8 inch concrete walls in fabrication building.

191

4. Double doors for personnel entrance to be
constructed such that only one is open at a time
and only one person is admitted at a time.
5. All windows of the hot cell are to be bullet-proof.
6. All storage areas are to have electronic locks.

Passive barriers are used to delay intruders to provide more
response time for security forces (127).

The fabrication

building should be equipped with delay barriers such as
foam, sticky material, or gas which incapacitate intruders

in a threat situation (128).

b. Active Barriers
The active barriers include the following:
- - off-site forces
- - on-site forces

The on-site force requirements are estimated to be the
following:

- - 2 to control fabrication building access, 3 shifts
- - 2 for inner perimeter access checkpoints, 3 shifts

-- 4 roving guards, 2 being paramedic trained and ready
for emergency response, 3 shifts
- - 2 electronic surveillance technicians/dispatchers,
3 shifts

-- 1 inspector to observe electronic surveillance and
security operation.

Guard forces and all other control personnel should be
shifted periodically to different locations to prevent their
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duties from becoming repetitious; boredom could lead to
ineffectiveness.

The security forces will respond to

threats based on the information received from surveillance.

Responses should be carefully planned and rehearsed for all
conceivable adversaries and emergency situations.

The intruder alarms should be routed to a central
location within the security building.

This should be

equipped with a map display panel which indicates location
of an alarm by an illuminating lamp.

Quick identification

of the threat situation would then allow for.timely response
(129).

All security personnel should be equipped with

two-way battery powered radios.

A direct communication

network should also exist between the facility and all
off-site response forces agencies.

A second equally

equipped central location for response forces should be
located within the outside perimeter,

so in case of takeover

of the first control center, there would be no chaos in
directing the response activity.

There should be direct

communication between these two facilities.

The off-site response forces should be familiar with
the plant layout and as a result should tour the plant
periodically.

6.8.3 Verification

Verification is the system of measures that must be
taken to assure external and/or internal interested parties
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that safeguards have been properly implemented and are
working properly.

These measures are: surveillance,

including inspection and monitoring; and accounting, both in
real time and at inventory taking.

6.8.3.1 Surveillance

Surveillance is the observation of the operation, which

may be done visually, by humans or by photography and/or
television, and instrumentally by placing specific
surveillance monitors at points within the process (for
example, radiation detectors to record flows or transfers of
radioactive material or TV cameras to observe traffic
through specified channels).

The process of surveillance

takes place at specific places, within which the flow of
fissile material takes place.

Since surveillance is the verification technique
applicable to traffic control of personnel and materials,
therefore, barriers are its disciplinary devices.

It is

necessary to design barriers so as to simplify surveillance.

This means that they must be rugged, tamper proof and not
easily penetrated, except at gates where adequate
surveillance devices can be mounted, and have a minimum
number of process penetrations, all of which are adequately
monitored.

Once an envelope of fissile material has been
established, surveillance consists of monitoring flows
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through the envelope.

Of particular importance is the

monitoring of flows out of the envelope.

A surveillance

system must, in particular, be able to observe whether flows
out of one envelope are properly routed and delivered to
another envelope; i.e., finished process material to the
next unit process, bulk recycle material to the proper
recycle process, effluents to an effluent monitoring/
recovery/ disposal system.

Surveillance also involves monitoring the plant to
verify that no unaccounted access exists, monitoring
internal traffic to verify that material leaving one egress
point gets to its designed ingress point, and monitoring the
internals of the plant to locate internal accumulations that
have escaped routing.

It is thus largely concerned with

qualitative measurements (e.g. radioactivity surveillance)
but it also can take on a quantitative aspect with regard to
seals and identifiers on unitized items of traffic (e.g.
fuel rods, pellets).

Effective surveillance procedures not only should be
able to monitor control procedure and physical security,
they should also be able to verify accounting procedures.
Surveillance elements include inspectors, detectors, TV

cameras, visual observation, and all other detection
devices.

Surveillance relating to physical protection may be
achieved with the following:
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1. Inspectors.

2. Electronic intruder detection devices on fences.
3. Microwave motion detectors.
4. Roving security guards.
5. Doors to material access areas equipped with
balanced magnetic switches.

6. Inside perimeter well lighted at night.
7. Closed circuit television monitoring system.
8. Seals on incoming and outgoing material checked.
9. Deliveries and shipments logged.

There should be two types of detectors on the fences:
fence disturbance sensors, and infrared detection type.
Fence disturbance sensors are able to detect an intruder in
the act of climbing over the fence, cutting the fence, or
lifting the fence to crawl under.

Infrared detectors are

able to detect an intruder attempting to jump or bridge a
fence.

Since for comparison purpose of two processes only the
fuel fabrication cell needs to be considered, the following
items are estimated for these two processes.

For the

spherepac process it is estimated that 12 CCTV cameras and 8

detectors would suffice to observe all traffic within the
fabrication cell and monitor all material input and output,
while for the pellet process these numbers are 16 and 9.

For the pellet process the number of CCTV's required to
effectively observe and monitor the process are higher
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because larger machinery in this process obscures
observation and also because the fabrication cell of this
process is larger.

6.8.3.2 Accounting

Accounting is the measurement of material flows and
inventories so as to be able to document that material
entering the system has either been exported to legitimate
receivers or remains in inventory.

It is a basic tool of

verification, but it has, associated with it,
uncertainties
arising from the finite accuracy and precision of the
measurements that are made.

Material accounting is the process of balancing the
books on material flow, so that the amount of material
entering is assignable to specified aspects of
the process:
to product, to waste, or to inventory changes.

In fuel

cycle processes, where most material flow is not in discrete
units, this necessarily relies upon analysis.

All analyses,

including such a common procedure as weighing, have

uncertainties; limits of accuracy and precision.

As a

result, verification by material accounting is never
perfect.

By using the best analytical and statistical

procedures, the margin for error can, however, be made small
in a scientific sense.

The importance of this margin for

error is that it sets the scale by which imbalances in the
account books (known as MUF; Material Unaccounted For)
can
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be evaluated.

If MUF is large compared to uncertainty, a

presumption of loss, potentially diversion, can be made.

Otherwise, the presumption of imprecision is a robust
hypothesis.

There are two main approaches to accounting procedure.
First is real-time or on-line accounting and second is
periodic inventory taking.

Although real-time information may be an essential role
for material accounting, nevertheless there may be a sort of
"Heisenberg uncertainty principle", --the more timely the
information, the less valid the assurance (130-p.2).

Real-time or on-line accounting is mostly a part of
material control procedure.

It can locate the status and

amount of material in any section of facility at any given
time.

Periodic inventory taking and MUF calculation is the
real and major objective of accounting.

Although periodic

inventory taking is a more accurate way of material
accounting, because of uncertainties involved iri all

measurement-taking, one always ends up with difference in
material balances.
In mathematical notes this means:
Let
10

represents the physical inventory at time toin a
given material balance area (MBA)

Ii

represents the physical inventory at time ti in the
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same MBA
R

represents all inputs to the process during the
time interval to to t1

S

represents all outputs from the MBA

then

MUF = (I0+ R) - (I1+ S)

If all material inventoried at time

t

and t

,

and all

materials passing through the MBA were precisely accounted
for, and if no material has been disappeared or has been
diverted, then the numerical value of MUF would be equal to
zero.

However, not all the assumptions set above could ever
be satisfied.

In any measurement there is a certain

uncertainty which can cause the MUF to deviate from zero
value.

An effective and efficient accounting system calls for
a small MUF.

This depends fundamentally on three factors:

(131-p.2)

1. The measurement system accuracy
2. Higher inventory frequency
3. Plant size or throughput
Increasing inventory-taking frequency is a costly
procedure that can interfere with the plant operation.

An

accounting system, presumably, has no control over the plant
size or throughput.

Thus the most feasible way to improve

the accounting system is to improve the measurement system
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accuracy.

This could be done by: 1)

improving the accuracy

of measurement methods, and 2) reducing the amount of
materials which are difficult to measure accurately; waste,
residue hold-up, etc.

The first criterion depends mainly on

physical and chemical properties of materials being assayed
and on available analytical assaying units, while the second
depends on the process and the design of facility itself.

Random error and systematic error are the two
uncertainties involved in any measurement-taking.

Random

error could and should be made small by repetition of
analysis and measurement during and in between the
inventory-taking periods.

Systematic error usually

dominates the uncertainties.

However, if the same equipment, assaying units, and
methodology be used both for input and output analysis, -if
the physical and chemical form of material permits- then
some systematic error in measurement-taking would cancel
out.

It should be noted that systematic error or "bias" is

not always constant and it has both constant and variable
components (132).

Therefore, systematic errors do not

completely cancel out all the time.

Before proceeding further, let us formulate the MUF
equation defined above in a somewhat different way.

If T is

the true value of some material being measured and X is its
measured value, then
X = T + er

+ es
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where er and es represent random and systematic error
consecutively.

Using this notation, the MUF equation

becomes as following:
MUF = (TIo+elor+elos+TR +eRr+eRs ) - (TI1

+elis+TS

+e

+ess)
sr

where:

TIO represents the true value of inventory at time to
TI, represents the true value of inventory at time ti
TR

represents the true value of all material received
during the inventory period

TS

represents the true value of all material shipped
out during the inventory period, and

er and esrepresent random and systematic errors
involved in any measurement taking.

Again, if no material has been disappeared or been
diverted, then
Tic) + TR = TI,

+ TS

and the MUF equation can be written as:
MUF = elor + el

+ eRr+ eRs-

- ells - es,- ess

Of course, this MUF is only for one MBA and to
calculate the total MUF for the whole process, simply the

MUF's of all MBA's must be summed up
MUF =

EMUF

It is assumed that MUF information and other data
collected from the material accounting system has not been
tampered by an intelligent diverter.

In addition, it is

also assumed that the errors are normally distributed random
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variables with zero expectation and that errors related to
all measurement-taking are independent; one error does not
contribute to the propagation of the other.

This leads to

realization that the expected value for MUF should be equal
to zero.

E(MUF) = 0

this condition is called the null hypothesis Ho, or no
material is been diverted (133).

However, even if the MUF deviates from zero value, one
has to determine whether this deviation is caused by errors
or actually some material has been diverted.

In statistical

terms, one has to test the null hypothesis Ho.
some significant threshold should be specified.

To do this
Then it can

be asserted that if

MUF<s
then the null hypothesis of no diversion is correct.
Similarly, if
MUF> s

then the assumption could be made that some material has
disappeared.

Nevertheless, there exists a probability that no

material has been diverted while MUF>s.

This is called the

probability of error of the first kind or false alarm
probability.

On the other hand, if MUF Cs and some material

has been diverted, this probability is called error of
second kind.
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False alarms are disturbing and costly, in fact they

may even weaken the usefulness of alarms altogether if they
repeat very frequently.

So in selecting the threshold,

these considerations have always been a matter of argument.
Selection of a threshold is a task of balancing the

probability of false alarms against the probability of
sub-threshold diversion.

This threshold or LEMUF is set by NRC as two sigma of a
normal distribution.
LEMUF =-+ 2 G"

Discussion on whether this setting is reasonable or not
is beyond the extent of this study.

Suffice to say that the

statement "one has 95% confidence that no diversion has
occurred if MUF is below LEMUF", is simply too high a
confidence.

There are other approaches for obtaining these
thresholds.

One approach is the application of theory of

games, in which diverter and inspector play a usual game
with conflicting objectives.

Game theory approaches, a more powerful method to test
the hypothesis of diversion and no-diversion, have been
discussed in References 134, 135, 136, and many others.
In the U.S. the LEMUF is set by NRC regulation in Title
10 of CFR.

Licensees are classified into six groups, depending on
the type and amount of material they are permitted

to
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possess at any one time.

Group I consists of facilities

having SNM in excess of one effective kg.

For this type of

facility the limits of error during any material balance
period are shown in Table 6-6.

NRC requires material

balancing or inventory taking to be conducted at least every
two months.

There are additional regulations and guidelines

set by NRC applicable to accounting systems of nuclear
facilities.

Some highlights of these regulations are

documented in Appendix A of this report for further
reference.

In summary, NRC requires that the following actions be
carried out with regard to calculated MUF:

1- If the MUF exceeds the LEMUF approved for the
activity, the licensee is required to contact the

NRC within 24 hours and notify them of the plans
and schedule for a reinventory and/or an
investigation of the cause of error.

2- If the MUF exceeds 1.5 times the LEMUF set for the
facility, immediate reinventory is required and
the cause of error should be investigated.

3- If the MUF exceeds 2 times the LEMUF, the activity
is halted and clean-out inventory should be
conducted.

The activity remains shut down until

the new MUF calculated by clean-out inventory comes
to within the 1.5 times the corresponding LEMUF.

The method of LEMUF calculation is shown in detail in
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Table 6-6

Limits on LEMUF

Material Type

Limit of Error of Material
Unaccounted For on Any Total
Plant Inprocess Material
Balance (percent)

Plutonium element or uranium-233
in a chemical reprocessing plant

1.0

Uranium element and fissile isotope
in a reprocessing plant

0.7

Plutonium element, Uranium-233, or
high enriched uranium element and
fissile isotope - all other

0.5

Low enriched uranium element and
fissile isotope - all other

0.5

LEMUF is defined as two standard deviations of a normal
measurement error distribution.

Ref. Title 10 CFR 70.51
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Reference 131.

If one makes the same assumptions as in this

Reference, the calculated LEMUF for the two fuel fabrication
processes presented in this report, based on first run
estimation, would be 6.5 kg and 9.8 kg per inventory period
of one month for spherepac and pelletization processes
respectively.

Finally, there are many aspects of nuclear material

accounting systems which have not been tackled in this
report.

In fact, different approaches to accounting system,

methods of LEMUF calculation, testing the null hypothesis,
and so on is a whole subject of investigation by itself.
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7. RESULTS OF NUMERICAL CALCULATION

In Chapter Five of this Report, a methodology for

safeguards evaluation and comparison of different processes
in the nuclear fuel cycle was developed.

It was argued that

any developed method should be applied to a real case to
confirm and verify its workability and validity.
Two different fuel fabrication processes were selected
for a case study.

They were the conventional pelletization

and the spherepac fuel processes. The designs for the plants
incorporating these processes were presented in the previous
Chapter.

Although these designs do not cover all the

details necessary to actually build the plants, nevertheless
they are detailed enough to make safeguards comparison
possible.

All safeguard-related, process-dependent

characteristics of these facilities were identified and
their numerical values were derived.

Having obtained these

data, now one can apply the method to do the appropriate
calculations and to rank these processes relatively.

7.1 Numerical Calculation

As discussed in Chapter Five, any process has a number
of safeguard characteristics.

These characteristics can be

cast into hierarchic order depending on their levels of
complexity (Figure 5-3).

Safeguards related properties of a
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process which can physically be measured were called
measurable safeguard characters.

Their numerical values,

for both processes under evaluation, are collected in Table
7-1.

Cleanliness, level of noise, and level of vibration

were identified in Table 5-2 as measurable safeguard
characters; although they can be measured physically, their
numerical values are not absolute figures like number of

personnel or amount of scrap generated in a process, and
therefore had to be estimated relatively.

In the pellet

process, due to a large number of machines, such as for
milling, granulating, grinding, etc., one should expect to
get a higher degree of contamination, noise, and vibration.
For the pellet process cleanliness, noise and vibration
levels were assumed to be 95 percent as good as the
spherepac process.

Using the data presented in Table 5-4 and 7-1 with the
formulas derived in Chapter Five, one can calculate the

relative safeguards indices for the two processes under
evaluation.

A computer program was developed to do the required
calculation and it is documented in Appendix B of this
Report.

The inputs to this code are the data included in

Tables 5-3, 5-5 through 5-11, and Table 7-1.

The occurrence

of malevolent acts by outsider adversaries was assumed to be
as probable as that of insider adversaries.

Based on these

inputs the results of calculation are shown in Tables 7-2
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Table 7-1

PROCESS-DEPENDENT SAFEGUARD CHARACTERS AND THEIR NUMERICAL
VALUES FOR THE TWO FUEL FABRICATION PLANTS
Measurable Safeguard
Character
Amount of Material in Process
LEMUF

No. of Inspectors

Spherepac
Process
200 kg
6.5 kg
10

Pellet
Process
290 kg

9.8 kg
10

Average Density

3.2 g/cc

Cleanliness

1

Frequency of Part Replacement

5 /week

6.2 g/cc
.95

7 /week

No. of Operating Personnel

46

49

No. of TV Cameras

12

16

Area of Envelope

200 sq. m

320 sq. m

No. of Machines

5

11

No. of "Phase-shifts"

6

3

No. of Detection Instruments

8

9

Amt. of Solid Waste
No. of MBA'S
Amt. of Liquid Waste
No. of Outlets

10 kg/month
2

30 kg/month
2

50 lit/month
6

10 lit/month
3

Noise Level

.95

1

Vibration Level

.95

1
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and 7-3.

Table 7-2 shows the importance of measurable

safeguard characters relative to each other.

Note the

differences between the weights of different safeguard
characters.

For example, amount of material in a process

has the highest weight and LEMUF is the second highest.

In

contrast, noise and vibration level, which only determine
the thresholds for sound and motion detectors, have the
lowest weights.

In fact, amount of material in a process is

four times as important as noise level

.

This is a

reasonable result since quantity of SNM in any process not
only contributes to verification capability, it also
determines the attractiveness of a facility to any group of
adversaries with the intention of theft.

Relative performance of primary safeguard characters
and the calculated safeguards indices for the two processes
are shown in Table 7-3.

As can be seen from this Table, the

spherepac process is superior to the pellet process in all
three levels of primary safeguard aspects.

This result can

also be supported qualitatively since the spherepac line is

a continuous process: it does not need in-between
semi-product storages, and hence there is less SNM in
process.

This process offers better accountability,

requires a smaller number of operating personnel, and it is
a cleaner process relative to the pellet process.

However,

it should be noted that safeguards indices are dimensionless
numbers --they do not indicate "how much" one process is
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superior to the other one-- they simply rank the processes.
For example, the number 0.93 calculated for the safeguards
index of the pellet process (relative to 1 for the spherepac

process) does not mean that this process is 93 percent as

good as the spherepac process, but simply states that the
spherepac fuel fabrication process is simpler to safeguard
than the pelletization process.

In addition, these numbers

can not answer the question of "whether safeguards are
adequate", because this should be supplemented with
"relative to what" and at once it becomes a qualitative
discussion.
7.2

Sensitivity Analysis

Some of the numerical values used in the calculation of
safeguards indices were obtained from design of the plants.
Derivation of others was based on subjective judgment and
numerical value assignments.

In this Section, sensitivity analysis is conducted to
remove uncertainties introduced in numerical value
assignments based on subjective judgment.

The results of

these analyses are shown in Tables 7-4 through 7-15.
The results presented in Tables 7-2 and 7-3, which is
for the first case in this study, are based on the

assumption that the conditional probability of the

malevolent act of insiders is equal to that of outsiders and
also the likelihoods of occurrence of acts of theft or
sabotage are the same.
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To see the dependency of the results on these
assumptions, in the second case the probability of existence
of outsiders was changed to twice as much as of insiders.
The result of this calculation is shown in Tables 7-4 and
7-5.

Note the effect of this change on the relative weights

of safeguard characters.

The weights of safeguard

characters which are barriers to outsider adversaries have
increased.

For example, the weight of average material

density which was 20 in the first case, has increased to 23.
On the other hand, the weight of safeguard characters which
are important to prevent the insiders' malevolent acts has
decreased.

Comparison of Tables 7-2 and 7-4 shows that the

weights of detection instruments have decreased.

This is

obviously because of lower probability given to malevolent
acts of insider adversaries.

Although the weights of

safeguard characters were changed, nevertheless the overall
result remained unchanged; the safeguards index for the

spherepac process still remained higher than that for the
pellet process.

In the third case, the conditional probability of
existence of outsiders was assumed to be half as much as of
insiders.

The result of this calculation is shown in Tables

7-6 and 7-7.

In contrast to the previous case, the weights

of safeguard characters which are barriers to insider
adversaries have increased; for example, weight of LEMUF,
inspectors, and detection instruments.

By the same token,
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the weights of safeguard characters important to prevent
outsider acts have decreased.

See for instance, the weights

of area of envelope and average density.

Again, the overall

result remained unaffected, i.e., the spherepac process is
superior to the pellet process.

As an extreme case, the probability of existence of
outsider adversaries was assumed to be zero.

The result of

this calculation is presented in Tables 7-8 and 7-9.

Note

that, in this case, LEMUF, cleanliness, inspectors have the
highest weights.

In addition, the number of operating

personnel and detection instruments have the second highest
weights.

On the other hand, the weights of material density

and the area of envelope have dropped to their lowest
values.

This should have been expected since we assumed

there are no outsiders to begin with.

Still the overall

result remained unchanged.

In the next case, no insider adversary was considered.

The result for this case, is shown in Tables 7-10 and 7-11.
Note that cleanliness, number of TV cameras, amount of solid
waste, noise and vibration level have all zero weights.
Number of personnel and detection instruments have very low
weights.

This could have been anticipated since these

elements are only preventive for insider adversaries;

cleanliness of a process has no bearing on outsider
adversaries.

In all previous cases, the likelihood of occurrence of
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theft and sabotage were assumed to be equal.

To see the

effect of this assumption, these probabilities were also
varied.

In one case it was assumed that there is no

likelihood of sabotage occurrence and in the other, the
probability of theft was considered to be zero.
are presented in Tables 7-12 through 7-15.

The results

The effect of

these changes also did not affect the overall result.
In addition to changes made in the above cases,
numerical value assignments in Tables 5-4 through 5-10 were
also varied.

The effect of these variations were minimal

and did not change the result.

It can be concluded that the method is not sensitive to
subjective judgment as far as numerical value assignments
remain in a reasonable range.

7-3 Discussion

Relative weights for the different safeguard
characters, and safeguards index, can be calculated for any
facility by employing the present method.

Beside the

utilization of these weights and safeguards indices for
comparison and ranking of two different processes, they have

also some additional usefulness in safeguards analysis.
The weights calculated for various safeguard characters
show the relative contribution which an element makes to the
integrity of a safeguards system.

They indicate what

safeguard aspect of a facility should be improved most to
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improve the safeguarding system of a facility.

Calculation of a safeguards index is also useful in
optimization of resource allocation.

Suppose the management

of a nuclear facility plans to invest a limited amount of
money to improve the safeguards system of the facility.

The

money can be invested to install a new assaying device to
improve accountability.

Or this money can be expended to

implement a new system which leads to reduction of the
number of operating personnel.
calculated for the two options.

Safeguards indices can be
The option, or combination

of options, which most improve the index would be the
optimum choice.
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TABLE 7-2
(CASE 1)

PROCESS-DEPENDENT SAFEGUARD CHARACTERS AND
THEIR RELATIVE IMPORTANCES
MEASURABLE SAFEGAURD
CHARACTER

RELATIVE
IMPORTANCE

1- AMOUNT MATERIAL IN PROCESS

29

2- LEMUF

24

3- NO. OF INSPECTORS

21

4- AVERAGE MATERIAL DENSITY

20

5- CLEANLINESS

16

6- FREQUENCY PART REPLACEMENT

15

7- NO. OF OPERATING PERSONNEL

14

8- NO. OF TV CAMERAS

13

9- AREA OF ENVELOPE

14

10- NO. OF MACHINES

14

11- NO. OF "PHASE-SHIFTS"

14

12- NO. OF DETECTION INSTRUMENTS

15

13- AMT. OF SOLID WASTE

10

14- NO. OF MBA'S

15- AMT. OF LIQUID WASTE
16

NO. OF OUTLETS

9

10
8

17- NOISE LEVEL

5

18- VIBRATION LEVEL

5
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TABLE 7-3
(CASE 1)

RELATIVE PERFORMANCE OF PRIMARY
SAFEGUARD CHARACTERS
PRIMARY
SAFEGUARD CHARACTER

SPHEREPAC
PROCESS

PELLET
PROCESS

1- LEVEL OF CONTROL

1.000

.973

2- LEVEL OF PROTECTION

1.000

.879

3- RELIABILITY OF INFORMATION

1.000

.933

RELATIVE SAFEGUARDS PERFORMANCE OF THE
TWO PROCESSES
SPHEREPAC
PROCESS

PELLET
PROCESS

SAFEGUARDS INDEX
1.00
.93
*************************************************
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TABLE 7-4
(CASE 2)

RELATIVE PERFORMANCE OF PRIMARY
SAFEGUARD CHARACTERS
PRIMARY
SAFEGUARD CHARACTER

SPHEREPAC
PROCESS

PELLET
PROCESS

1- LEVEL OF CONTROL

1.000

.971

2- LEVEL OF PROTECTION

1.000

.859

3- RELIABILITY OF INFORMATION

1.000

.932

RELATIVE SAFEGUARDS PERFORMANCE OF THE
TWO PROCESSES
SPHEREPAC
PROCESS

PELLET
PROCESS

SAFEGUARDS INDEX
1.00
.92
**************************************************
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TABLE 7-5
(CASE 2)

PROCESS-DEPENDENT SAFEGUARD CHARACTERS AND
THEIR RELATIVE IMPORTANCES
MEASURABLE SAFEGUARD
CHARACTER

RELATIVE
IMPORTANCE

1- AMOUNT MATERIAL IN PROCESS

29

2- LEMUF

23

3- NO. OF INSPECTORS

18

4- AVERAGE MATERIAL DENSITY

23

5- CLEANLINESS

12

6- FREQUENCY PART REPLACEMENT

15

7- NO. OF OPERATING PERSONNEL

12

8- NO. OF TV CAMERAS

10

9- AREA OF ENVELOPE

15

10- NO. OF MACHINES

14

11- NO. OF "PHASE-SHIFTS"

14

12- NO. OF DETECTION INSTRUMENTS

12

13- AMT. OF SOLID WASTE

8

14- NO. OF MBA'S

7

15- AMT. OF LIQUID WASTE

8

16

NO. OF OUTLETS

6

17- NOISE LEVEL

4

18- VIBRATION LEVEL

4
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TABLE 7-6
(CASE 3)

PROCESS-DEPENDENT SAFEGUARD CHARACTERS AND
THEIR RELATIVE IMPORTANCES

MEASURABLE SAFEGUARD
CHARACTER

RELATIVE
IMPORTANCE

1- AMOUNT MATERIAL IN PROCESS

28

2- LEMUF

24

3- NO. OF INSPECTORS

22

4- AVERAGE MATERIAL DENSITY

17

5- CLEANLINESS

19

6- FREQUENCY PART REPLACEMENT

15

7- NO. OF OPERATING PERSONNEL

16

8- NO. OF TV CAMERAS

16

9- AREA OF ENVELOPE

13

10- NO. OF MACHINES

15

11- NO. OF "PHASE-SHIFTS"

15

12- NO. OF DETECTION INSTRUMENTS

17

13- AMT. OF SOLID WASTE

12

14- NO. OF MBA'S

11

15- AMT. OF LIQUID WASTE

10

16

NO. OF OUTLETS

9

17- NOISE LEVEL

6

18- VIBRATION LEVEL

6

TABLE 7-7
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(CASE 3)

RELATIVE PERFORMANCE OF PRIMARY
SAFEGUARD CHARACTERS
PRIMARY
SAFEGUARD CHARACTER

SPHEREPAC
PROCESS

PELLET
PROCESS

1- LEVEL OF CONTROL

1.000

.973

2- LEVEL OF PROTECTION

1.000

.899

3- RELIABILITY OF INFORMATION

1.000

.933

RELATIVE SAFEGUARDS PERFORMANCE OF THE
TWO PROCESSES
SPHEREPAC
PROCESS

PELLET
PROCESS

SAFEGUARDS INDEX
1.00
.93
**************************************************
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TABLE 7-8
(CASE 4)

PROCESS-DEPENDENT SAFEGUARD CHARACTERS AND
THEIR RELATIVE IMPORTANCES
MEASURABLE SAFEGUARD
CHARACTER

RELATIVE
IMPORTANCE

1- AMOUNT MATERIAL IN PROCESS

25

2- LEMUF

25

3- NO. OF INSPECTORS

25

4- AVERAGE MATERIAL DENSITY

8

5- CLEANLINESS

25

6- FREQUENCY PART REPLACEMENT

14

7- NO. OF OPERATING PERSONNEL

19

8- NO. OF TV CAMERAS

23

9- AREA OF ENVELOPE

11

10- NO. OF MACHINES

14

11- NO. OF "PHASE-SHIFTS"

14

12- NO. OF DETECTION INSTRUMENTS

23

13- AMT. OF SOLID WASTE

14

14- NO. OF MBA'S

14

15- AMT. OF LIQUID WASTE

11

16

NO. OF OUTLETS

11

17- NOISE LEVEL

8

18- VIBRATION LEVEL

8

TABLE 7-9
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(CASE 4)

RELATIVE PERFORMANCE OF PRIMARY
SAFEGUARD CHARACTERS
PRIMARY
SAFEGUARD CHARACTER

SPHEREPAC
PROCESS

PELLET
PROCESS

1- LEVEL OF CONTROL

1.000

.967

2- LEVEL OF PROTECTION

1.000

.951

3- RELIABILITY OF INFORMATION

1.000

.933

RELATIVE SAFEGUARDS PERFORMANCE OF THE
TWO PROCESSES
SPHEREPAC
PROCESS

PELLET
PROCESS

SAFEGUARDS INDEX
1.00
.95
**************************************************

TABLE 7-10
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(CASE 5)

PROCESS-DEPENDENT SAFEGUARD CHARACTERS AND
THEIR RELATIVE IMPORTANCES

MEASURABLE SAFEGUARD
CHARACTER

RELATIVE
IMPORTANCE

1- AMOUNT MATERIAL IN PROCESS

30

2- LEMUF

19

3- NO. OF INSPECTORS

10

4- AVERAGE MATERIAL DENSITY

30

5- CLEANLINESS

0

6- FREQUENCY PART REPLACEMENT

13

7- NO. OF OPERATING PERSONNEL

3

8- NO. OF TV CAMERAS

0

9- AREA OF ENVELOPE

16

10- NO. OF MACHINES

13

11- NO. OF "PHASE-SHIFTS"

13

12- NO. OF DETECTION INSTRUMENTS

3

13- AMT. OF SOLID WASTE

0

14- NO. OF MBA'S

0

15- AMT. OF LIQUID WASTE

3

16

NO. OF OUTLETS

0

17- NOISE LEVEL

0

18- VIBRATION LEVEL

0
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TABLE 7-11
(CASE 5)

ELATIVE PERFORMANCE OF PRIMARY
SAFEGUARD CHARACTERS
PRIMARY
SAFEGUARD CHARACTER

SPHEREPAC
PROCESS

PELLET
PROCESS

1- LEVEL OF CONTROL

1.000

.935

2- LEVEL OF PROTECTION

1.000

.794

3- RELIABILITY OF INFORMATION

1.000

.932

RELATIVE SAFEGUARDS PERFORMANCE OF THE
TWO PROCESSES
SPHEREPAC
PROCESS

PELLET
PROCESS

SAFEGUARDS INDEX
1.00
.89
**************************************************
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TABLE 7-12
(CASE 6)

PROCESS-DEPENDENT SAFEGUARD CHARACTERS AND
THEIR RELATIVE IMPORTANCES
MEASURABLE SAFEGUARD
CHARACTER
1- AMOUNT MATERIAL IN PROCESS
2- LEMUF

RELATIVE
IMPORTANCE
19
9

3- NO. OF INSPECTORS

19

4- AVERAGE MATERIAL DENSITY

15

5- CLEANLINESS

10

6- FREQUENCY PART REPLACEMENT

10

7- NO. OF OPERATING PERSONNEL

12

8- NO. OF TV CAMERAS

7

9- AREA OF ENVELOPE

8

10- NO. OF MACHINES

9

11- NO. OF "PHASE-SHIFTS"

9

12- NO. OF DETECTION INSTRUMENTS

10

13- AMT. OF SOLID WASTE

3

14- NO. OF MBA'S

3

15- AMT. OF LIQUID WASTE
16

NO. OF OUTLETS

10
7

17- NOISE LEVEL

3

18- VIBRATION LEVEL

3

TABLE 7-13
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(CASE 6)

RELATIVE PERFORMANCE OF PRIMARY
SAFEGUARD CHARACTERS
PRIMARY
SAFEGUARD CHARACTER

SPHEREPAC
PROCESS

1- LEVEL OF CONTROL

PELLET
PROCESS

.968

1.000

2- LEVEL OF PROTECTION

1.000

.899

3- RELIABILITY OF INFORMATION

1.000

.938

RELATIVE SAFEGUARDS PERFORMANCE OF THE
TWO PROCESSES
SPHEREPAC
PROCESS

PELLET
PROCESS

SAFEGUARDS INDEX
1.00
.96
**************************************************
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TABLE 7-14
(CASE 7)

PROCESS-DEPENDENT SAFEGUARD CHARACTERS AND
THEIR RELATIVE IMPORTANCES
MEASURABLE SAFEGUARD
CHARACTER

RELATIVE
IMPORTANCE

1- AMOUNT MATERIAL IN PROCESS

38

2- LEMUF

38

3- NO. OF INSPECTORS

22

4- AVERAGE MATERIAL DENSITY

26

5- CLEANLINESS

22

6- FREQUENCY PART REPLACEMENT

20

7- NO. OF OPERATING PERSONNEL

17

8- NO. OF TV CAMERAS

20

9- AREA OF ENVELOPE

20

10- NO. OF MACHINES

20

11- NO. OF "PHASE-SHIFTS"

20

12- NO. OF DETECTION INSTRUMENTS

20

13- AMT. OF SOLID WASTE

17

14- NO. OF MBA'S

15

15- AMT. OF LIQUID WASTE

10

16

NO. OF OUTLETS

10

17- NOISE LEVEL

7

18- VIBRATION LEVEL

7
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TABLE 7-15
(CASE 7)

RELATIVE PERFORMANCE OF PRIMARY
SAFEGUARD CHARACTERS
PRIMARY
SAFEGUARD CHARACTER

SPHEREPAC
PROCESS

PELLET
PROCESS

1- LEVEL OF CONTROL

1.000

.948

2- LEVEL OF PROTECTION

1.000

.869

3- RELIABILITY OF INFORMATION

1.000

.930

RELATIVE SAFEGUARDS PERFORMANCE OF THE
TWO PROCESSES
SPHEREPAC
PROCESS

PELLET
PROCESS

SAFEGUARDS INDEX
1.00
.92
**************************************************
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8. SUMMARY AND CONCLUSIONS

The main objective of this study was to develop a
methodology to evaluate safeguardability of different
processes in the nuclear fuel cycle.

Safeguards is a

combination of measures to keep nuclear material in its
legitimate commercial channels.

It includes, basically,

technical and institutional measures.

There are two main

objectives for safeguards systems to overcome, which are the
problems of proliferation and diversion.
It was argued that proliferation is purely a political
question that, hopefully, can be prevented by international
norms and diplomacy.

Different processes in the nuclear

fuel cycle have differences in technical fixes but they can
all be subjected to the same international institutional
measures and regulations.

Furthermore, considering the

availability of many other options to a country with a

desire to have a nuclear weapon, diversion of reactor-grade
nuclear material and misuse of commercial nuclear facilities
is neither the easiest nor the most economical route to
fabrication of a nuclear weapon.

In sum, it was concluded

that proliferation --the decision and implementation of
steps to acquire nuclear weapons by a country-- is
independent of technical differences between different
processes.

Diversion which was defined as the theft of nuclear
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material from commercial nuclear facilities by a
sub-national or terrorist group, on the other hand does

depend on technical barriers implemented in nuclear
facilities.

In fact, technical measures have a powerful

influence on deterring the diversion of nuclear material.

Therefore, different processes in the nuclear fuel cycle
might have varying degrees of resistivity against diversion.
This, then was the problem addressed in this study.

Nuclear material and its possible misuse were also
examined from the points of view of potential adversaries.

Potential violators were classified into two groups, namely,
Organized Crime and Terrorists.

As discussed in Chapter

Three, organized crime is a money making "enterprise" and
the "attraction" of nuclear material to this group involves
its monetary values rather than its strategic attributes.

No black market for nuclear material exists today or in the
foreseeable future.

Hence it was concluded that it is very

unlikely that organized crime would become involved in
malevolent activity against the nuclear industry.

With regard to terrorists, it was argued that they
usually follow goals which are far remote from the
consequences of their violent acts.

Generally, they want to

publicize their causes, which they conceive would go
unheeded without a violent act.

They want a lot of people

watching and listening, not a lot of people dead.

It is

hoped that the problem of "would terrorists go nuclear?"
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would remain primarily a discussion among safeguards experts
than terrorists.

Nevertheless, there are irrational and purposeless
groups or individuals with "know how", criminals or
terrorists, who might become a threat against society by
trying to divert nuclear material.

Hence, it was concluded

that safeguards systems must continuously be reevaluated and
improved, and processes which show a better degree of
safeguardability should be selected and employed.

Safeguardability of a process in the nuclear fuel cycle
can not be evaluated in absolute terms --for this, one needs
to have standard criteria or "measuring sticks".

Nevertheless, any process can be compared against other
alternative processes and rated relative to its degree of
resistivity against diversion.

In the early phases of this study, it was found out

that a process can not in itself be compared against another
process; only plants embodying processes can be compared.

This is because process are not safeguardable but plants
incorporating them are.

There are many safeguards-related

factors, essential for safeguards evaluation and comparison
of different processes, which can not be obtained before
having detailed designs and layouts of the processes under
evaluation.

Examples of safeguards-related factors are

number of operating personnel, amount of waste generated in
a process, and so on.

For the purpose of evaluation, plants
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designed for implementing processes, must be subjected to
the same external conditions --the same capacity, the same
inputs and output product, and common external conditions
such as physical security systems, operational procedures,
etc.

Any plant embodying a process, has a number of
safeguards-related properties, or safeguards
characteristics, that are physically measurable.

Examples

are LEMUF and number of inspectors required to inspect the
process continuously.

Safeguardability of a process then is

entirely dependent on how well the various characteristics
contribute to the integrity of the whole safeguarding
system.

Different safeguards characteristics have different

weights, however.

For example, the amount of material in

a

process, or the area of an envelope confining a process both
are safeguards characters but make different contributions
to the integrity of safeguards -- i.e., have different
weights.

The weight of a character can be estimated by the

procedure shown in Chapter Five.

A methodology was

developed which uses the values of measurable safeguards
characters and their weights and calculates relative
safeguardability --or as referred to in this report,
safeguards index-- for each process under evaluation.

By

comparing the safeguards index so obtained, one can rank the
relative safeguardability of processes.

Any developed method should be applied to a real case
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to remove its deficiencies and to verify its workability and
validity.

As a case study, comparison of two fuel fabrication
processes, pelletizing and spherepac, were selected.

The

fuel was assumed to be a fast reactor fuel; about 20%
plutonium in a uranium blend.

The problems of safeguards

are amplified by the high fissile material content in this
case.

Thus, a fast reactor fuel fabrication plant is likely

to be a more attractive target for diversion, and hence, a
suitable test for comparison of safeguarding capability.

A

capacity of 250 kg/day was considered for these MOX fuel
fabrication facilities; this seems to be a reasonable
capacity for future MOX fuel fabrication facility.

The

plant designs for these two process were presented in
Chapter Six.

Some safeguard-related characters of a plant are
process-dependent and some are not.

For example, security

guards, who implement one safeguard character of a plant,
represent a process-independent factor and would be the same
for both fuel fabrication facilities under consideration.

Therefore, not much attention was given to processindependent characters in designing these plants.

On the

other hand, the process portions of these designs are
detailed enough to make safeguards comparison possible.

Based on information obtained from the detailed
layouts, a methodology was developed and applied to test and
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rank the two fuel fabrication processes.

The results, presented in Chapter Seven, show that the
spherepac fuel fabrication process is superior to

pelletization process from a safeguarding point of view.
In estimating the weights of measurable safeguard
characters, some subjective judgments and numerical value
assignments were involved.

Sensitivity analyses were

conducted to test the dependency of the result on subjective
value assignments.

In the sensitivity analyses, a range of

numerical_ values were assigned to estimated probabilities

while keeping other estimations intact.

The result was

promising; the method is not a strong function of
subjectivity --it is robust.

A few points came out during the course of this study
which worth noting.

The first is that, in designing any

nuclear facility, safeguards considerations should be of a
primary concern.

This would certainly enhance the

safeguards aspects of the facility.

Unfortunately, this is

in contrast with the present practice: study of layouts of

nuclear facilities revealed that they have been designed
with the same philosophy as a typical industrial shop; the
primary concern is large storage between intermediate steps
and stockpiling large numbers of finished semi-products to
keep the plant running in case of a single equipment
failure.

In the design of a nuclear facility attention

should be given to keep inventory low, to automation and
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hands off operation, and so on; otherwise implementation of
efficient safeguards systems, control procedures, etc. would
be very difficult if not impossible.

See, for example the

Westinghouse design discussed in section 6.7.

The second observation is that, any plant embodying any
process, can be designed to conform to acceptable safeguards
practice.

Of course, safeguards deliberations and criteria

must be considered in the early phase of the design, and the
design be based on best state of knowledge: fully automated,
hands-off operation, and so on.

This does not mean that

efficiency of safeguards systems is process-independent,
rather it means that the differences between
safeguardability of various processes would only effect real

plants through such variables as the cost of insuring
adequate safeguards.

The last observation is that it is much easier to
design a good safeguards systems for a new plant than to
improve the safeguards systems of already existing plants.

Therefore, future nuclear facilities, especially those that
produce or consume SSNM, must have a significantly better
safeguards systems than existing ones.

This becomes more

and more important as the nuclear industry expands, because
the larger the number of facilities, the greater is the
collective risk that safeguards might be subverted in one of
them.
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1.

Authorized Use of Special Nuclear Material

- Each licensee shall confine his possession and use of
special nuclear material to the location and purposes
authorized in his license. (CFR. 70.41)*
- Nothing contained in the regulations in this part or
in any license issued pursuant to the regulations in
this part shall authorize or be deemed to authorize the
distribution of any special nuclear material to any
person for a use which is not under the jurisdiction of
the United States, except pursuant to the terms of an
agreement for cooperation made in accordance with
section 123 of the Act. (CFR. 70.41)
2.

Transfer Requirements
2.1 External Transfers
- Fundamental control:
Procedures shall be established, maintained, and
followed to assure accurate identification and
measurement of special nuclear material received and
shipped. (CFR. 70.58)
- Transfer SNM only to: (1) Administration, (2) State
Authority, (3) Exempt Persons, or (4) Other Licensee.
(CFR. 70.41)

- Verify status of receiver and his authorization to
receive SNM by: (1) Copy of his license, (2) His written
certification, (3) His oral certification, or (4) Other
information gathered from reporting service or directly
from NRC or state authority. (CFR. 70.42)
- Complete form NRC-741 upon transfer or receipt of SNM
and send form to NRC and receiver promptly after
transfer and to NRC and shipper within 10 days after
receipt. (CFR. 70.54)
- Shipments and receipt shall be measured. (CFR. 70.58)
2.2 Internal Transfers
- Fundamental Control:
A system of storage and internal handling controls
shall be established, maintained, and followed to
provide current knowledge of the identity, quantity,

* Numbers in parentheses at the end of each requirement refer
to the section of Title 10 of CFR or Regulatory Guide (RG).

247

and location of all special nuclear material contained
within a plant in discrete items and containers. (CFR.
70.58)

Document all transfers between MBA's, showing
identity and SNM quality. (CFR. 70.51)

Authorize transfer between MBA's by authorized
signature on transfer document. (CFR. 70.51)
- Control and account for transfer document. (CFR.
70.51)

- MT's should be prenumbered, controlled and kept under
lock, and accounted for. (RG. 5.49)
- Receive SNM into MBA or ICA only if properly
completed MT arrives before or at the same time as SNM.
(RG. 5.49)

- Only tamper-safe items can be transferred into and
out of ICA. (RG. 5.49)
- MT should include: date; identity of MBA's and/or
ICA's; identity, amount, enrichment and form of SNM;
sample number and/or analytical request form; data on
identity, tamper-safing, lot or batch, contract or job
classification if scrap; and signatures of custodians
or their designated agents. (RG. 5.49)
- Transfers may be made before measurement if sample
has been taken and submitted to laboratory. (RG. 5.59)

- MT's distributed to custodians and material
accounting department who should review MT's for
completeness. (RG. 5.49)
- Retain MT's for 5 years. (RG. 5.49)
Items should be transferred under tamper-safing with
measurement prior to transfer if the material is
sampled; if measured by NDA while under tamper-safing
then the NDA measurement can be made before or after
transfer. (RG. 5.49)

- SNM transferred by pipeline should be measured upon
receipt prior to physical or chemical change. (RG.
5.49)

- Gross weight of item transferred should be compared
and differences resolved. (RG. 5.49)

248
3.

Material Control and Accounting System Requirements
3.1 Definitions

- "Addition to material in process" means receipts that
are opened except for receipts opened only for sampling
and subsequently maintained under tamper-safing, and
opened sealed sources. (CFR. 70.51)
- "Enrichment category" for uranium-235 means
high-enriched uranium -- that uranium whose isotope
content is 20 percent or more uranium-235 by weight,
and low enriched uranium -- that uranium whose isotope
content is less than 20 percent uranium-235 by weight.
(CFR. 70.51)

- "Element" means uranium or plutonium. (CFR. 70.51)
- "Fissile isotope" means (i) uranium-233 or (ii)
uranium-235 by enrichment category. (CFR. 70.51)

- "Limit of error" means the uncertainty component used
in constructing a 95 percent confidence interval
associated with a quantity after any recognized bias
has been eliminated or its effect accounted for. (CFR.
70.51)

"Material balance" means a determination of material
unaccounted for (MUF) by subtracting ending inventory
(EI) plus removals (R) from beginning inventory (BI)
plus addition to inventory (A). Mathematically,
MUF = BI + A - EI - R
(CFR. 70.51)

- "Material in process" means any special nuclear
material possessed by the licensee except in unopened
receipts, sealed sources, ultimate product maintained
under tamper-safing. (CFR. 70.51)
"Physical inventory" means determination on a
measured basis of the quantity of special nuclear
material on hand at a given time. The method of
physical inventory and associated measurements will
vary depending on the material to be inventoried and
the process involved. (CFR. 70.51)

- "Removal from material in process" includes measured
quantities of special nuclear material disposed of as
discards, encapsulated as a sealed source, or in other
ultimate product placed under tamper-safing or shipped
offsite. (CFR. 70.51)
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"Tamper-safing" means the use of devices on
containers or vaults in a manner and at a time that
ensures a clear indication of any violation of the
integrity of previously made measurements of special
nuclear material within the container or vault. (CFR.
70.51)

"Ultimate product" means any special nuclear material
in the form of a product that would not be further
processed at that licensed location. (CFR. 70.51)

- "Unopened receipts" means receipts not opened by the
licensee, including receipts of sealed sources, and
receipts opened only for sampling and subsequently
maintained under tamper-safing. (CFR. 70.51)
3.'2 Records

- Fundamental Control:
A system of records and reports shall be established,
maintained, and followed which will provide information
sufficient to locate special nuclear material and to
close a measured material balance around each material
balance area and the total plant. (CFR. 70.58)

- Each licensee shall keep records showing the receipt,
inventory (including location), disposal, acquisition,
import, and transfer of all special nuclear material in
his possession regardless of its origin or method of
acquisition. (CFR. 70.51)

- Records of export of special nuclear material shall
be maintained for five years after such event. (CFR.
70.51)

- Each licensee who is authorized to possess at any one
time special nuclear material in a quantity exceeding
one effective kilogram of special nuclear material
shall establish, maintain, and follow written material
control and accounting procedures which are sufficient
to enable the licensee to account for the special
nuclear material in his possession under license. (CFR.
70.51)

- Documentation of all transfers of special nuclear
material between material balance areas to show
identity and quantity of special nuclear material
transferred. (CFR. 70.51)
- Record inventory of items in-process and not
in-process. (CFR. 70.51)
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- Record disposition of items in-process and not
in-process. (CFR. 70.51)
- Record quantity of SNM in in-process inventory. (CFR.
70.51)

- Maintain records of material not in-process for 5
years. (CFR. 70.51)
- Double entry bookkeeping shall be used for central
accounting. (CFR. 70.58)
- Subsidiary accounts are required for each MBA and
ICA. (CFR. 70.58)
- Uniquely identify all items of SNM not in-process.
(CFR. 70.51)

- Record all information and retain for 5 years except
personnel training and qualification records that are
retained for two years. (CFR. 70.57)
3.3

Accounting and Inventory Period and Requirements
- Fundamental Control:
Physical inventory procedure shall be established,
maintained, and followed so that special nuclear
material balance and measurement uncertainties can be
determined on the basis of measurements. (CFR. 70.58)

- Inventory every 12 months if SNM<350 grams. (CFR.
70.51)

- Perform physical inventory of all SNM in possession
at intervals not exceeding: (i) 2 months for plutonium
(except 80%, Pu-238), U-233, or high enriched uranium
(ii) 6 months for low enriched uranium, separations
area of reprocessing plant, and plutonium with 80%
Pu-238. (CFR. 70.51)

;

- If the material unaccounted for exceeded both (i) its
associated limit of error and (ii) 200 grams of Pu or
U-233, 300 grams of high enriched uranium or U-235
contained in high enriched uranium, or 9,000 grams of
U-235 contained in low enriched uranium, a statement of
the probable reasons for material unaccounted for and
actions taken or planned with respect to the MUF. (CFR.
70.53)

- Reconcile book and physical inventory. (CFR. 70.51)
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- Identify the basis for accepting previously made
measurements and their limits of error. (CFR. 70.51)
- Subsidiary and control accounts should be reconciled
with physical inventory results. (CFR. 70.51)
- Physical inventory and book inventory reconciliation
adjustments should be recorded and approved by the
plant inventory supervisor (this includes MUF
adjustment). (RG. 5.13)
- Inventory quantities are measured values. (CFR.
70.51)

- List each item on inventory during inventory. (CFR.
70.51)

- Inventory should be listed and tagged with preprinted
serially numbered inventory tags. (RG. 5.13)
- Identify the means by which material or inventory
will be listed to assure that each item is inventoried
and that there is no duplication. (CFR. 70.51)
- Establish transfer and processing cut-off to assure
complete inventory and prevent double inventory. (CFR.
70.51)

- Cut-off of internal and external transfers should be
coordinated to establish inventory time, although the
process need not be cut-off. (RG. 5.13)
- Establish records and reports transfer cut-off to
assure complete accounting of transfers and records and
prevent including others. (CFR. 70.51)
- Identify and locate all tamper-safe items. (CFR.
70.51)

- Verify integrity of tamper-safe devices. (CFR. 70.51)

- Verify quantity and identity of SNM in
non-tamper-safe items. (CFR. 70.51)
- Verify correctness of inventory records. (CFR. 70.51)
- Measure all unmeasured quantities on inventory. (CFR.
70.51)

- Verify prior measurement by remeasurement. (CFR.
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70.51)

- Conduct inventories according to written procedures.
(CFR. 70.51)

- Current knowledge of all SNM in items shall be
available. (CFR. 70.51)
4.

Facility Operation
- Fundamental Control:
Material Balance Area (MBA) or Item Control Area
(ICA) shall be established for physical and
administrative control of nuclear material. (CFR.
70.58)

- Use SNM only at location and for purposes stated in
license. (CFR. 70.58)
Establish, maintain, and follow procedures sufficient
to account for SNM. (CFR. 70.51)

- Procedures can be changed or added only with approval
of individual with overall accounting responsibility
and plant management. (CFR. 70.58)
- Material Balance Areas (MBA's) are identifiable
physical areas and quantities transferred between MBA's
shall be measured. (CFR. 70.58)
- Number of MBA's shall be sufficient to localize loss
and identify the mechanism. (CFR. 70.58)
- Custodian of material in an MBA or ICA shall be a
single individual. (CFR. 70.58)
- ICA's shall be identifiable physical areas and
quantities transferred shall be by identity, count, and
tamper-safing. (CFR. 70.58)
- Physical boundaries for MBA's and ICA's to control
SNM movement and assure all quantities are measured or
identified and tamper-safed. (RG. 5.26)
- MBA's should be selected to improve detection
capability. (RG. 5.26)
- Vaults, laboratories, warehouses, shipping and
receiving areas should be separate ICA's. (RG. 5.26)
5.

Measurement Requirements
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5.1 Definition

- "Measurement" includes sampling and means the
determination of mass, volume, quantity, composition
or other property of material where such determination
is used for SNM control and accounting purposes. (CFR.
70.57)

- "Measurement system" means all of the apparatus,
equipment, instruments and procedures used in
performing a measurement. (CFR. 70.57)

- "Reference standard" means a material, device, or
instrument whose assigned value is known relative to
national standards or a nationally accepted
measurement system. (CFR. 70.57)
- "Traceability" means the ability to relate
individual measurement results to national standards
or a nationally accepted measurement system through an
unbroken chain of comparison. (CFR. 70.57)
- "Random error" refers to variation encountered in
all measurement work, characterized by the random
occurrence of both positive and negative deviations
from a mean value. (CFR. 70.57)
- A "systematic error" is a constant unidirectional
component of error that affects all measurements of
data set; its value can, in some instances, be
estimated by deviation of the mean of a measurement
process from a reference value. A systematic error
whose value has been determined in this manner is
called a bias, whose effect can be corrected for.

a

(CFR. 70.57)

- "Uncertainty" is the extent to which a measurement
result is in doubt because of the effects of random
error variances and the limits of systematic errors
associated with a measurement process, after the
measurement result has been corrected for bias. (CFR.
70.57)

- "Calibration" means the process of determining the
numerical relationship between the observed output of
a measurement system and the value, based upon
reference standards, of the characteristics being
measured. (CFR. 70.51)
5.2 Measurement Methods
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- Fundamental Control:
A system shall be established, maintained, and
followed for the measurement of all special nuclear
material received, produced, transferred between MBA's,
transfers from MBA's to ICA's, on inventory, or
shipped, discarded, or otherwise removed from inventory
and for the determination of the limit of error
associated with each such measured quantity. (CFR.
70.58)

- Train, qualify, and requalify all measurement
personnel. (CFR. 70.51)
- Shipments and receipts shall be measured. (CFR.
70.51)

- Accumulation and uncertainty of measurement of scrap
should be limited. (CFR. 70.58)
- Precision and accuracy of measurement should be
appropriate to significance of quantity to the material
balance. (RG. 5.13)
- In order to assure that potential sources of sampling
error are identified and that samples-are
representative, process and engineering tests shall be
performed using well characterized material to
establish or to verify the applicability of existing
procedure for mixing and for sampling SNM and for
maintaining sample integrity during transport and
storage. (CFR 70.57)
- Factors should be based on measurements and the
validity monitored and errors determined. Calculated
and nominal factors are not acceptable. (RG. 5.13)
Tamper-safing can be used as a basis for accepting
prior measurements. (RG. 5.13)
- Remeasurement of non-tamper-safed items must assure
total element and/or isotopic content and may be based
on a statistical sampling plan. (RG. 5.13)
- A measurement of residual hold-up should be performed
after run-out or clean-out. This measurement may only
verify that there is not significant hold-up. (RG.
5.13)

- SNM may be transferred without measurement if it is a
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sample with less than 10 grams, irradiated test fuels,
or sealed sources.
All other SNM shall be measured.
(RG. 5.49)
5.3 Measurement control
- Fundamental Control:
A program shall be established, maintained and
followed for continuing determination and control of
the systematic and random errors of measurement
processes. (CFR. 70.58)

- Maintain LEMUF below: (i) 200 grams Pu or U-233, 300
grams high enriched uranium or 9,000 grams low enriched
uranium, (ii) 0.5% throughput for plutonium, U-233, or
high enriched uranium other than in a reprocessing
plant, and 0.7% throughput for uranium and 1%
throughput for plutonium in a reprocessing plant or
(iii) other limits approved on technical grounds. (CFR.
70.51)

- An applicant or licensee may request limits higher
than those specified.
The requested higher limits
shall be based on considerations such as the type and
complexity of process, the number of unit operations,
process throughput quantities, process recycle
quantities, and the technology available and applicable
to the control and accounting of the material in the
process.
The Commission will approve higher limits if
the applicant demonstrates: (i) That he has made
reasonable efforts and cannot meet the limits of error
of MUF specified, and (ii) That he has initiated or
will initiate a program to achieve improvements in his
material control system so as to meet the specified
limits. (CFR. 70.51)
- Separate responsibility for measurement control from
measurements and processing responsibilities.
(CFR.
70.57)

Assure contractors have adequate measurement control
and that they submit data to licensee. (CFR. 70.57)
- Estimate sampling errors and include in estimate of
measurement bias, systematic errors and random error
variance. (CFR. 70.57)
- Conduct analyses and evaluations during design,
installation, testing, calibration, and operation to
assure measurements are adequate. (CFR. 70.57)
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- Generate current data useful in estimating bias,
systematic error and random error variance by measuring
standards and repeating measurements. (CFR. 70.57)
- Repeat calibrations when data so indicate. (CFR.
70.57)

- Monitor the quality of each measurement by a control
system that includes control charts so that
investigation and corrective action occurs when the
0.05 significance level is exceeded and so that the
measurement is not used until brought into control if
the 0.001 level is exceeded. (CFR. 70.57)
- Random and systematic error shall be determined and
controlled. (CFR. 70.57)
- Inventory measurements should be under a quality
control plan. (RG. 5.26)
6.

Responsibilities
- Fundamental Control:
The overall planing, coordination, and administration
of the material control and accounting functions for
special nuclear'materials shall be vested in a single
individual at an organizational level sufficient to
assure independence of action and objectiveness of
decisions. (CFR. 70.58)

- A management system shall be established, maintained,
and followed to provide for the development, revision,
implementation, and enforcement of nuclear material
control and accounting procedures. (CFR. 70.58)

- Responsible individual for material control and
accounting shall be separated from manufacturing and
have independence of action. (CFR. 70.58)
Functions shall be assigned so that one individual or
organization serves as a control over others. (CFR.
70.58)
7.

Report to NRC

- Report immediately any loss, other than normal
operating loss. (CFR. 70.52)
- Report immediately any theft or unlawful diversion or
incident of attempted theft or diversion. (CFR. 70.52)
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- Complete and submit form NRC-742 within 30 days of June 30
and December 31 of each year.
Includes SNM received,
produced, possessed, transferred, consumed, disposed of or
lost. (CFR. 70.53)
- Report within 30 days after inventory if MUF exceeds LEMUF
and give probable cause and planned actions. (CFR. 70.53)
- Report within 30 days after inventory if LEMUF exceeds
limits and give probable cause and planned actions. (CFR.
70.53)
8.

Scrap Control

- Fundamental Control:
Procedures for special nuclear material scrap
control shall be established, maintained, and followed
to limit the accumulation and the uncertainty of
measurement of these materials on inventory. (CFR.
70.58)

- Regular processing and recovery of scrap so that no
item of such scrap generated in the licensee's plant
measured with an uncertainty of greater than 10%
discrepancy remains on inventory longer than six
months when such scrap contains Pu, U-233, or uranium
enriched 20% or more in the isotope U-235 or twelve
months when such scrap contains uranium enriched less
than 20% in the isotope U-235 or Pu containing 80% or
more by weight of the isotope Pu-238. (CFR. 70.58)
- Scrap quantities should be kept small by judicious
processing and/or scrap measurements should be of high
quality. (RG. 5.13)
- Accumulation and uncertainty of measurement of scrap
should be limited. (CFR. 70.58)
9.

Statistics

- Calculate MUF and LEMUF for the material balance
interval terminated by inventory for element and for
fissile isotope of uranium (only for material
in-process). (CFR. 70.51)
- The licensee shall evaluate with appropriate
statistical methods all program data and information,
and relevant process data used to establish bias
corrections and their associated uncertainties, random
error variance, limits for systematic error, and other
parameters pertaining to SNM control and accounting
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measurements, and to control measurement performances.
(CFR. 70.57)

- Maintain material balance and LEMUF records for 5
years, show component breakdown for MUF and LEMUF
calculation. (CFR. 70.51)
- Determine limits of error from current measurement
control data or combine current data with prior data if
the two data sets are not significantly different
(significance level of 0.05). (CFR. 70.57)
- Evaluate all measurement control data and make bias
correction with appropriate statistical methods. (CFR.
70.57)

- All SNM measured shall have a limit of error. (CFR.
70.58)

- Shipper-receiver differences (SRD's) shall be
evaluated on individual, shipment, and cumulative
basis. (CFR. 70.58)
- Records of SRD's shall be kept for five years. (CFR.
70.58)
10.

Inspections and Audits

10.1 Internal Inspections and Audits

- Audit and review for adequacy and compliance at least
annually. (CFR. 70.57)
- Review personnel should be knowledgeable, avoid
situations of conflict of interest, and provide an
independent viewpoint. (RG. 5.51)
- The review should be planned in advance and follow
written procedures. (RG. 5.51)
- Review organizational relationships,
responsibilities, procedures control. (RG. 5.51)
- Review internal controls such as handling, storage,
identification, tamper-safing, MBA and ICA selections,
and scrap processing. (RG. 5.51)
- Review measurement methods, measurement development,
and measurement control and quality assurance. (RG.
5.51)
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- Review error estimation techniques, LEMUF
calculations, MUF-LEMUF evaluation, and
shipper-receiver difference evaluation. (RG. 5.51)
- Review and observe physical inventory procedures.
(RG. 5.51)

- Review data handling and audit records. (RG. 5.51)
10.2 NRC Inspection and Audit
- Each licensee shall afford to the Commission at all
reasonable times opportunity to inspect SNM and the
premises and facilities wherein SNM is used, produced,
or stored. (CFR. 70.55)

- Each licensee shall make available to the Commission
for inspection, upon reasonable notice, records kept by
the licensee pertaining to his receipt, possession,
use, acquisition, import, export or transfer of special
nuclear material. (CFR. 70.55)
- Each licensee shall perform, or permit the Commission
to perform, such tests as the Commission deems
appropriate or necessary for the administration of the
regulations in this part, including tests of (a)
special nuclear material, (b) facilities wherein SNM is
utilized, produced or stored, (c) radiation detection
and monitoring instruments, and (d) other equipment and
devices used in connection with the production,
utilization or storage of special nuclear material.
(CFR. 70.56)

APPENDIX B: SAFEGRD COMPUTER CODE

C
C
C

.c
C
C
C
C
C
C
C
C
C
C
C

PROGRAM SENANAL (TAPE1,TAPE2,TAPE3,TAPE6)
REAL TAB(6,6),TAB2(60,3),TAB3(19),T(18,2),SEC(7,2)
1PRIM(3,3)
TAPE 1 CONTAINS DATA FROM TABLE 5-3
TAPE 2 CONTAINS DATA FROM TABLES 5-5 TO 5-10
TAPE 3 CONTAINS DATA FROM TABLE 7-1
READ(1,*)A,B,C,D
A IS THE LIKELIHOOD OF MALEVOLENT ACT BY
OUTSIDERS RELATIVE TO INSIDERS.
C IS THE RELATIVE LIKELIHOOD OF OCCURANCE
OF THEFT OVER SABOTAGE.
A=0 PUTS THE PROBABILITY OF OUTSIDERS MALEVOLENT
ACT EQUAL TO ZERO.
B=0 PUTS THE PROBABILITY OF INSIDERS MALEVOLENT
ACT EQUAL TO ZERO.
C=0 PUTS THE PROBABILITY OF OCCURANCE OF THEFT
EQUAL TO ZERO.
D=0 PUTS THE PROBABILITY OF OCCURANCE OF SABOTAGE
EQUAL TO ZERO.
READ(1,*)((TAB(I,J),J=1,3),I=1,6)
DO 5 1=1,6
DO 5 J=4,5
5
TAB(I,J)=0
IF(A.EQ.0) GO TO 10
IF(B.EQ.0)G0 TO 11
DELTA=SQRT (A**2+6*A+1)
TAB(1,4)=(-A-1+DELTA)/(2*A)
TAB(3,4)=A*TAB(1,4)
GO TO 12
10
TAB(1,4)=1
GO TO 12
11
TAB(3,4)=1
12
TAB(5,4)=TAB(1,4) *TAB(3,4)
IF(C.EQ.0) GO TO 15
IF(D.EQ.0) GO TO 16
TAB(1,5)=TAB(1,4) /(1+C)
TAB(2,5)=C*TAB(1, 5)
TAB(3,5)=TAB(3,4) /(1+C)
TAB(4,5)=C*TAB(3, 5)
TAB(5,5)=TAB(5,4) /(1+C)
TAB(6,5)=C*TAB(5, 5)
GO TO 19
15
TAB(1,5)=TAB(1,4)
TAB(3,5)=TAB(3,4)
TAB(5,5)=TAB(5,4)
GO TO 19
16
TAB(2,5)=TAB(1,4)
TAB(4,5)=TAB(3,4)
TAB(6,5)=TAB(5,4)
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19

20

25
30

31

32

33

35
38
39

41

42
45

50
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CONTINUE
DO 20 1=1,6
TAB(I,6)=TAB(I,5)*(TAB(I,1)+TAB(I,2)+TAB(I,3))
CONTINUE
DO 25 I=1,100
READ(2,*,END=30)(TAB2(I,J),J=1,3)
CONTINUE
IBLOK=1
COEF=TAB(1,6)
DO 31 1=1,18
TAB3(I)=0
DO 35 1=1,100
IF(TAB2(I,1).EQ.-1)G0 TO 33
DO 32 J=1,3
JJ=4-J
INDEX=TAB2(I,J)
IF(INDEX.EQ.0)G0 TO 32
TAB3(INDEX)=TAB3(INDEX)+JJ*COEF
CONTINUE
GO TO 35
IBLOK=IBLOK+1
IF(IBLOK.EQ.7)G0 TO 38
COEF=TAB(IBLOK,6)
CONTINUE
CONTINUE
WRITE(6,39)
FORMAT(8(/),21X,'PROCESS DEPENDENT SAFEGUARD CHARACTERS AND',
1/,28X,'THEIR RELATIVE IMPORTANCES',//,12X,'MEASURABLE SAFEGUARD
2 ',14X,'RELATIVE',/,16X,ICHAPACTER',28X,'IMPORTANCE
3',/,12X,20('-'),21X,10('-'))
DO 45 1=1,13
READ (3,41)N1,N2,N3,T(I,1),T(I,2)
FORMAT(3A10,2F6.2)
K=TAB3(I)
WR1TE(6,42) N1,N2,N3,K
FORMAT(1X,/,12X,3A10,12X,I4)
CONTINUE
DO 50 1=1,18
IF(T(I,1)..LE.1)GO TO 50
TEMP=A11AX(ALOG(T(I,1)),ALOG(T(I,2)))
T(1,1)=(ALOG(T(I,1)))/TEMP
T(I,2)=(ALOG(T(I,2)))/TEMP
CONTINUE
DO 55 J=1,2
SEC(1,J)=(TAB3(13)*(1/T(13,J))+TAB3(15)*(1/T(15,J))+TAB3(16)
1*(1/T(16,J)))/3
SEC(2,J)=(TAB3(5)*T(5,J)+TAB3(17)*(1/T(17,J))+TAB3(13)
1*(1/T(18,J)))/3
SEC(3,J)=(TAB3(6)*(1/T(6,J))+TAB3(10)*(1/T(10,J))+TAB3(11)
1*(1/T(11,J)))/3
SEC(4,J)=(TAB3(1)*(1/T(1,J))+TAB3(2)*(1/T(2,J))+
1TAB3(14)*(1/T(14,J)))/3
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SEC(5,J)=TAB3(4)*(1/T(4,J))
SEC(6,J)=(TAB3(1)*(1/T(1,J))+TAB3(3)*(1/T(3,J))+
ITAB3( 7)*( 1 /T(7,J)) +TAB3(9) *(1 /T(9,J))) /3
55

sEc(7,J)=(TAB3(12)*(1/T(12,J))+TAB3(8)*(1/T(8,J)))/2
CONTINUE
DO 65 J=1,2
PRim(1,J)=(SEC(1,J)+SEC(2,J)+SEC(4,J)+SEC(7,J))/4
PRIM(2,J) =( SEC( 1, J ) +SEC(3,J) +SEC(5,J) +SEC(6,J)) /4

65

PRIm(3,J)=(SEC(2,J)+SEC(3,J)+SEC(4,J)+sEC(7,J))/4
CONTINUE
DO 66 1=1,3
TEMP=AMAX(PRIM(I,1),PRIM(I,2))
PRIm(I,1)=PRIM(I,1)/TEmP
PRIM(I,2)= PRIM(I,2) /TEMP

CONTINUE
WRITE(6,67)
67 FORMAT(25(/),22X,'RELATIVE PERFORMANCE OF PRIMARY'
1,/,27X,'SAFEGUARD CHARACTERS',//,12X,1pRIMARy',24x
2,'SPHEREPAC',9X,'pELLET',/,12X,'SAFEGUARD CHARACTER',
313X,'PROCESS',10X,'PROCESS',/,12X,20(''),11X,
66

410(''),7X,9(''))

100
70
71

101

DO 70 1=1,3
READ(3,100)N1,N2,N3
FORmAT(3A10)
WRITE(6,71)N1,N2,N3,(PRIm(I,J),J=1,2)
FORMAT (IX, /,12X,3A10,3X,F6.3,9X,F6.3)
SF1=(PRIM(1,1)+PRIM(2,1)+FRIm(3,1))/3
SF2=(pRIM(1,2)+pRim(2,2)+PRIM(3,2))/3
TEmP=AmAX(SF1,SF2)
SF1=SF1/TEmP
SF2=SF2/TEMP
wRITE(6,101)
FORmAT(10(/),22X,'RELATIvE SAFEGUARDS PERFORMANCE OF THE
1',/,32X,'TWo PROCESSES' / /,37X,'SPHEREPAC',8X,'PELLET'
,

2,/,38X,'PROCESS',9X,'PROCESS7,37X,10(''),6X,9(''))
92

WRITE(6,92)Sr1,SF2
FORMAT(/,17X,'SAFEGUARDS INDEX',5X, F6.2,8X,F6.2,/,12X,50(' *'))
STOP
END
FUNCTION AMAX(X,Y)
IF(X.GE.Y)AmAX=X
IF(Y.GE.X)AmAX=Y
RETURN
END

