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ACCURATE AND EFFICIENT SIMULATION OF SYNCHRONOUS
DIGITAL SWITCHING NOISE IN SYSTEMS ON A CHIP

1. INTRODUCTION

The drive towards systems on a chip (SoC) in CMOS technology has forced
the integration of digital circuits and analog blocks on to the same silicon substrate.
With scaled CMOS technologies, it is possible to achieve higher functionality and
packing density on a single die. This has presented new challenges for mixed signal
designers. One of these challenges is the estimation of the switching and supply noise
coupled from the digital circuits through the shared silicon substrate into the sensitive
analog and RF blocks [1].

Digital blocks are capacitively coupled to the chip substrate through transistor
junction capacitances and through interconnect and bond-pad capacitances in the
power and ground networks. When a synchronous digital circuit switches, it causes
potential variations across these coupling capacitances as well as injecting current
directly into the substrate. This, in turn, generates noise currents that flow through the
substrate and power networks. Some of this switching current reaches the analog
block transistors through the substrate or through the parasitic capacitance between
the digital and analog power networks. This current may alter the performance of the

analog transistors by changing the transistor body potential and by altering the power
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and ground voltage levels [1, 2]. Analog circuits can be very sensitive to noise in their
frequency band of operation.

Certain measures can be taken to reduce the effect of digital noise on the
analog transistors and are discussed in [3, 4]. These include the use of separate
supplies for the digital and analog circuits, the use of grounded die perimeter rings in
heavily doped silicon substrates, and increasing the power supply rejection ratio
(PSRR) of the analog circuits. Such measures may reduce the noise affects on analog
circuits, but they may not be sufficient in all cases. Estimation of the digital switching
noise is needed to avoid performance degradation in RF and mixed signal ICs.
Additionally, in order for adjustments to be made before fabrication, this needs to be
done as part of the design phase.

Previous work characterized the noise of a standard digital cell library [5-15].
This information is then used to estimate the noise injected by a digital block created
using this standard digital library. Cell characterization involves measuring the noise
current injected into the substrate and power supplies as a function of the digital cell
transitions, the input slew rate, the cell load capacitance as well as several other
factors. This information is then stored as a noise signature in the standard cell
library. The stored noise signatures are combined with the results of an event-driven
gate-level simulation of the digital block and a power/substrate circuit model
[1,10,15,16,17] extracted from the chip layout to estimate the noise injected into the
analog nodes of the chip. A simplified digital design flow with integrated noise

estimation using this methodology is shown in Figure 1.1.



Standard Behavioral VHDL Code Cell Timing
Logic Cells T Models

A\

\ 4

Logic Synthesizer

f

Gate-Level VHDL Netlist with Timing Information

A\ 4
Circuit Layout v
and Routing
\ 4
Chip Power/ Event-Driven
Substrate Exfrr:acr:stil:;lnnsput < Gate-Level
Network Simulation

Y Y

Noise Spectrum at Sensitive
Analog Nodes

A

Noise Current Database

Figure 1.1 Basic digital design flow.

The basic digital design flow begins with a behavioral description of a digital
circuit in a hardware description language (HDL) such as VHDL or Verilog, which is
synthesized into a netlist of standard logic gates. Next the actual gate layouts are
placed and routed on a chip for fabrication. For the purpose of digital noise
estimation, the gate level netlist is simulated using an event driven simulator and the
switching information for each gate in the digital circuit is recorded. The switching
information is used with the noise signatures stored in the cell library to construct the

noise currents injected by the digital block into the substrate and power networks. The
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power and substrate networks are extracted from the digital circuit layout. Finally, the
noise currents are added to the power and substrate circuit and the noise at the
important analog nodes is determined.

It is noted that other authors, such as [18] have suggested the use of stochastic
models based on Markov chains to record the average switching activity in each gate
of a digital circuit as an alternative to performing an event-driven gate-level
simulation. This method for digital noise estimation is, however, too slow to be
inserted as a transparent step in the digital design flow of very large digital circuits.
The main reason being the large amount of memory required to store the noise
signatures in the digital cell library in addition to all switching activity of each gate in
the gate-level simulation and the time required to construct the transient noise
signatures from this stored switching activity.

This thesis presents a method to reduce the size of the digital noise signatures
stored in the digital cell library by truncating the length of the noise current responses
based on an energy-loss criteria. The thesis also proposes a method to reduce the
memory and processing time required for modeling switching noise so that it can be
integrated into the digital design flow of synchronous systems. This method is based
on frequency sampling the input transitions of each gate in real-time during a gate-
level simulation of the digital circuit. The frequency sampled input transitions are
combined with the cell noise signatures and the power and substrate networks to
create an approximate noise spectrum that contains only the important frequency

content at any sensitive node on the chip substrate.
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The thesis is organized as follows. Chapter 2 summarizes the methods through

which digital noise is injected into the power and substrate networks. Chapter 3
details the new components added to the standard cell library for the purpose of noise
estimation. Chapter 4 describes the scheme used to efficiently store the digital
transitions. Chapter 5 applies the new estimation method to example circuits and
compares the results with complete SPICE simulations. Chapter 6 concludes the

thesis.

2. SOURCES OF SUBSTRATE NOISE

A digital circuit is a block in which signals have only two possible values that
represent the two possible logic values. Signals are either high (logic 1) or low (logic
0). During its operation, the signals in a digital circuit switch between these two
alternating values.

A digital circuit, while switching, injects unwanted signals (switching and
supply noise) into the silicon substrate and power distribution networks due to
parasitic elements. This noise may degrade the performance of analog and RF blocks.

Figure 2.1 shows a simple inverter to illustrate the noise mechanism.



Figure 2.1 Schematic of a simple inverter.

Some terminology which will be used in the following chapters is described
below. The relation between regions on the transistor layout and the nodes on the

transistor schematic is also defined.

Bulk node: The bulk connection in the schematic of a transistor (the transistor nodes
labeled contact 2 and contact 4 in Figure 2.2).

Bulk contact: The region under a transistor layout that represents the transistor bulk
node on the transistor schematic (the cross sections labeled Contact 2 and Contact 4
in Figure 2.3).

Substrate contact: The n-well contacts used to connect the substrate to ground or the
power supply (the cross sections labeled Contact 1 and Contact 3 in Figure 2.3). They

are equivalent to the local ground and power supply nodes on the transistor schematic.



contact 3
M2
: < contact 4
input output
{ contact 2
M1 _9|
contact 1

Figure 2.2 Schematic of a simple inverter with the nodes labeled with the same
names used to define their equivalent regions on the circuit layout
shown in Figure 2.3.

M1 « M2

active region «Contact 3+ active region

+—Contact 2—— . j«——Contact4 —»

Figure 2.3 The layout of a simple inverter with the contact regions used to
connect the circuit to the substrate network and ground/Vdd.

There are three mechanisms in a digital circuit that contribute to digital noise.

They will be summarized for the NMOS transistor of the inverter of Figure 2.1.



2.1 Transistor switching noise

input

Figure 2.4 An inverter with a non-ideal bulk connection and a junction
capacitance Cg, generates switching noise at the bulk. Cg, 1s included
in the BSIM3 model but shown here for illustration purposes.

Transistor switching noise occurs when the transistor output changes state.

This state is coupled to the bulk of the transistor through the junction capacitance C,,

that exists between the drain and bulk of a transistor. The bulk node of a transistor is
generally not ideal, since there is an impedance (typically resistance) between the

substrate and the supply node as indicated in Figure 2.4.

2.2 Power supply coupling

Another source of noise coupling in the bulk is from the power supply.
Typically, the interconnection of the power supply to the digital circuit components,
in addition to the bond pad and chip package parasitics, contribute a parasitic
impedance such as the resistor shown in Figure 2.5. When a current flows through the
circuit transistors a non-ideal voltage will appear at the local supplies due to the

supply parasitics.



vdd

I: M,

input ) output

Figure 2.5 An inverter with a non ideal ground connection.

2.3  Impact ionization

Impact ionization is another source of substrate noise [19]. It is caused by high
electric fields in the transistor channel close to the drain. When the electric field in the
depleted drain end of a MOS transistor becomes large, the electrons achieve high
velocity and collide with the silicon atoms in the substrate, to create electron hole
pairs. This gives rise to a substrate current. Impact ionization is included in the
BSIM3 standard transistor models. Its effect is small compared to switching noise and

power supply noise. Impact ionization is not studied in the thesis.

3. THE DIGITAL CELL LIBRARY

In order to accurately predict substrate noise in digital circuits, it is necessary

to incorporate both the supply and substrate noise coupling characteristics. These
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characteristics are added to the digital cell library which is simply a database of all
the digital and I/O cells used to create a digital circuit. It contains a behavioral model
of each cell in addition to input slew rate and load information. The cell library also

contains circuit layouts of the digital cells to be used by the logic synthesis tools.

3.1 The cell contacts and macro model

The bulk and substrate contacts on the layout of the digital cell that are
connected to the power and substrate network are first defined. Each cell contact is
assumed to be a single electrical node connected to the power or substrate network. A
digital cell connects to the power network through its substrate contacts. It connects
to the substrate network through both the substrate contacts and the bulk contacts.

A digital cell is usually small and has only a few transistors. In addition, these
transistors share a single or a few bulk regions that are very close together. If the
resistance of the metal interconnect between substrate contacts within a digital cell is
small, then all the power (or ground) contacts in the digital cell layout are electrically
connected to one power (or ground) node and can be represented by a single cell
contact. It is therefore safe to reduce the number of cell contacts by merging the
transistor bulk contacts in the layout into only a few bulk contacts for NMOS and
PMOS transistors. This approximation is valid independent of the substrate doping
profile. However, if a single cell is large, several bulk contacts may be required to
accurately represent the transistors.

A noise injection macro model for the digital cell can be constructed as shown

in Figure 3.1. For the purpose of noise estimation, the digital cell is replaced by a
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series of current sources that inject a noise current into each of the cell contact nodes.
The specific values of the macro model current sources are reconstructed from the

digital noise database discussed next.

Contact 3
contact 3

I3 .
<_| lyinput) (- 1, (input)

l
—o contact 4

Contact 4
input output @

J7

_|_E

Contact 2
—’ contact 2 ot
M1 |, (input) l L(input)
| l
contact 1
Contact 1
Figure 3.1 The macro model for an inverter. The inverter has two bulk contacts

and two substrate contacts that connect to the power and substrate
networks. The transistor is replaced in the macro model by four current
sources that represent the currents injected into the four contacts
during digital switching.

3.2 The digital noise current database

For each cell in the digital cell library, the noise current signal flowing
through each of the cell contacts must be measured and stored for all possible input
transitions. It will be shown later that if the type and time of the input transitions is
recorded during a simulation of a digital circuit, then the noise currents recorded in
the digital noise current database can be used to reconstruct the digital noise currents

over that same time period to be substituted into the cell macro model.
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If there are M inputs to a digital cell and two input values {0, 1}, then the

total number of possible transition types is 2* (2" —1). For an inverter there are 2
possible transitions 0 - 1 and 1 > 0. Let G, [s] be the vector of cell input
transitions for a gate, where p — ¢ refers to the transition type. The inverter has two
transition types O = 1 and 1 -> 0 and, therefore, two transition vectors G, [») and
G_n]- If a transition from 0 > 1 occurs at time », then G, [s]=1, otherwise
G,.,[n]=0, as shown in Figure 3.2. Each transition type at the inputs of a digital cell

results in a different noise response at each of the cell contacts. Let 4, [] be the

noise response due to transition p — ¢ at contact C of a digital cell.

Input output
Input=[01010001] >
G,,, =[X1010001]
G,,, =[X0101000]

Figure 3.2 The relation between the switching input and the transition vectors for
an inverter cell.

The noise characteristics are affected by the cell load capacitance and input
slew rate. The transient responses for each possible combination of these factors must
be recorded in the digital cell database. The possible values of the cell load
capacitance and input slew rate are usually known and are part of the digital cell
library timing models. It would be impossible to store the noise current through each

cell contact for all possible cell input transitions and all the independent variables as
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the memory requirement for the digital cell library would be extremely large. Some
approximations must be made in order to store and handle this large amount of data.

There are many variables that affect the shape of the noise currents. It is
possible to approximate the effect of some of these variables by an equation instead
of storing the complete noise response. The authors of [20] propose the use of an
equation to model the effect of the input slew rate. This approach reduces the
dimension of the noise current database by one.

If it can be determined from the sensitive analog circuits on the chip that the
frequency band of interest can be limited to B for all the circuits created using the

digital cell library, then the noise response vectors 4, [#] can be limited to the same
bandwidth Bw . It follows that 4 | [] can be reconstructed if it has the sampling

period 1/ f,, where £, =2Bw is the Nyquist frequency.

Since memory storage for the digital library is limited, it is necessary to limit

the size of each noise response 4, [n] while maintaining the shape of the
corresponding power spectrum #,, (w) (Without causing a large loss of noise energy).
Ifn,,,[n is truncated to n_ points, then the fraction of energy loss can be defined as

follows.

Bsg ) iscarsca =Py [nluln =N, ] (3.1)

’ /z |hp_>q[n]|2 x100 (3.2)

energy lOSt (%) = z lhpaq [n]discarded

where y[r] denotes the unit step function.
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Figure 3.3 is a plot of the maximum percentage of energy loss due to
truncation of the output waveform for the digital library described in the next section
while varying the input rise time. The digital cell library contains 25 cells and the
digital noise currents were stored for 7 different rise times using 32 bit floating point
precision. Decreasing the rise time to 0.5ns increases the energy lost to only a few
percent. Storing only 50 samples will result in an energy loss of only 0.05% for the

noise responses with a Ins input rise time

Percent Energy Lost

001}

0001 i i ? i \ i N
50 100 150 200 250 300 350 400 450 500

Response Samples Saved (samples)

Figure 3.3 Maximum percentage of energy loss as a function of the number of
response samples saved in the digital library for rise times of 0.5 ns to
10 ns.

Thus, it is concluded that most of the energy in a transition response is

concentrated in the beginning of the response and it is possible to efficiently store the
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noise response vectors ;s [x] in the digital cell library by defining a maximum
energy loss, for example 5%, and then truncating each response vector 4, [n] until

its percentage of energy loss is less than 5%. Figure 3.4 shows a plot of the memory
required to store the noise responses as the maximum allowed percentage of energy

loss is varied from .01% to 100% for the digital cell library used in this thesis.

Storage Memory Required (GB)

e e W Lo

S N 31 S O 0 A e = 21 S MR ER R R R 1)
% o1 A 1 10 100
Maximum Percent of Energy Lost

Figure 3.4 The memory required to store the noise signature database as a
function of the maximum percentage of energy loss allowed due to
truncation.

It is observed from Figure. 3.4 that using energy loss as a measure for

truncating the noise responses / , [] can help in significantly reducing the size of

the noise signature database. Storing the noise responses with a .1% maximum energy
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loss would require 950 MB of memory. Storing the noise responses with a 1%

maximum energy loss would reduce this requirement to 204 MB.

4. TRANSITION FREQUENCY SAMPLING

A gate-level (VHDL or Verilog) simulation can be used to find all the

transition vectors G, [n] at the inputs of all gates in a digital circuit. Once the input
transition vector G, [n] is known for a specific gate in the digital circuit, the noise
signal »_, [n] due to transition type p— g at each cell contact of that gate can be
calculated through a convolution operation:

n, ml=h,[n]*G,, [n] 4.1)

where * denotes the convolution in the time step .

This is also illustrated in Figure 4.1 where the transition vectors are convolved
with the response vectors to produce the noise signals as indicated at the bottom of
the figure. The noise signal n__ [x] is due to a single transition type p —g. The total
noise signal »[n] at a contact of a digital gate is calculated by adding the noise signals
due to all possible transition types of that gate, i.e.:

alnl= Y b [n*G,.,[n] (4.2)

all transitions p—>q
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H

poq
G
[..101..] /\ I~
vV
n,s
_ [\ [ N~ _
v v
Figure 4.1 Construction of the noise current waveform at a contact. The noise

signal is constructed through a convolution of an input transition
vector and the noise response vector.

The noise signals at each contact are then substituted into the cell macro
model discussed in the previous section. Once this is done, it is connected to the chip
power and substrate network and simulated to find the noise at the sensitive analog
nodes.

The method described for calculating the noise current for each contact in a
digital circuit yields results that are consistent with a full SPICE simulation of the
circuit. A problem arises, however, with simulation time and storage memory when
attempting to simulate large digital circuits for extended periods of time, since all the
digital transition information must be stored for the complete gate-level simulation,
thus slowing down the simulation. A simple method is next described that reduces the

amount of memory required to store the transition vectors G, [»] during a gate-level

simulation of a digital circuit. It is shown that the transition vector power is

concentrated at a fundamental frequency and its harmonics. The transition vectors
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G, [n] are stored at only this fundamental frequency and its harmonics, i.¢., the signal

is sampled at integer multiples of the fundamental frequency.

A synchronous digital circuit consists of synchronously clocked flip-flops.
The path between the circuit flip-flops is comprised of chains of combinational logic
one or several levels deep. The maximum clock frequency at which a digital circuit
can operate correctly is dependent on the longest propagation delay between two flip-
flops or a flip-flop and an /O port. The propagation delay of a combinational path is
a function of the propagation delay of the gates in that path. The more gates there are,
the larger the propagation delay of the combinational path. Let D represent the length
of the longest path between two flip-flops in a digital circuit operating at a single

clock frequency, 7, . It follows that the value of D will usually be small for a well

designed digital circuit running at a high clock frequency. The power in the transition
vector signal spectrums is concentrated at a countable number of frequencies whose
number depends on D . The most extreme case is when some gates in the
combinational path switch rarely during circuit simulation, or more precisely they
switch every 2 clock periods. In this case the transition vectors G, [#] must be
sampled at a frequency of £, /2” and its harmonics to obtain all the signal energy. A
different function of D may be used for circuits whose gates operate closer to the

clock frequency, f,, . For instance a sampling frequency of 7, /D may be used if we

assume that each gate in the combinational path is affected by the clock every D
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clock cycles. In this case the transition vectors G, , [a] are sampled at a frequency of
f../ D and its harmonics to obtain all the signal energy.

LetF , [n] be the frequency sampled function of the digital transition vector

[n]. F,_[n] 1s calculated from G, [n] as follows:

F, m =G, [n+16(n~1p) (4.3)
1=0
Frequency sampling the transition vector G, [n] 1s done mathematically by

saving a moving average of a fixed length. The length of the moving average is a
function of D, the longest path length between two flip-flops. In the most extreme

case the length is p=22scs. In the other suggested case p = Drics, where tics is the
number of samples per clock period.

The estimated noise current signal (denoted by #,[x]) calculated using F,_ [n]
is:

nlnl= Yk, [n]*F,, [n] (4.4)

al transitons p—>q
Let n(w) and n,(w) be the spectrums of n[n] and n,[n], respectively. n (w) Will contain
all the important frequency components of n(w). This is demonstrated in Figure 4.2,
which shows the frequency response of a random number generator with p = Duics
and p=2%scs. It is observed from Figure 4.2 that the frequency response from full

SPICE simulation matches the estimated waveform in terms of major frequency

content and amplitude for the two suggested values of p. As for the transient

response, for signals whose period is less than p, the time domain signal is exact.
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When this condition is not satisfied, the time domain waveforms after frequency
sampling may not exactly match the original time domain signal. However, the
energy content of the time domain waveform is preserved. If it is necessary to ensure
that the time domain response after frequency sampling exactly matches the original
time domain response, then the most extreme case for the frequency sampling
window must be used ( p =2°scs). Figure 4.3 shows the transient response for the
random number generator from complete SPICE simulation, from frequency
sampling with p = Dsics and from frequency sampling with p=2°scs. It is observed
from the case where p=2°scs, that the transient response exactly matches the
original signal from SPICE, while, in the case when p = Dyics, the averaging effect of
frequency sampling appears on the time domain signal.
A comparison is made between the memory required to store the full

transition vectors G, [»] and the frequency sampled transition vectors F,_ [n]. Let @

be the total number of gate inputs in a digital circuit, X the number of simulation
clock periods, and rics the number of samples per clock period. The memory
requirement for storing all the input transition vectors G, [»] is of the order
O(QK tics). This is a large amount of memory that may slow down the gate-level
simulation of the digital circuit. The memory needed to store the frequency sampled
transition vectors £, [»] 1S O(Q.p) and 1is independent of the simulation time.
However, when a larger frequency sampling window p is used the required memory

is larger, and the reduction in needed memory and simulation time will be less.
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Figure 4.2
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The frequency spectrum for the random number generator. The top
figure shows the spectrum obtained by a full SPICE simulation. The
middle figure shows the spectrum obtained using frequency sampling
with a small window, p =8.ics. The bottom figure shows the spectrum
obtained using frequency sampling with the maximum window size,
p = 256.tics .
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Spice Simulation
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Figure 4.3 The time domain signal for the random number generator. The top
figure shows the transient signal obtained by a full SPICE simulation.
The middle figure shows the transient signal obtained using frequency
sampling with a small window, p =8.ics. The bottom figure shows the
transient signal obtained using frequency sampling with the maximum
window size, p =256.tics -

Frequency sampling of the transition matrix must be accomplished during the

gate-level simulation of the digital circuit. The best method to accomplish this



23
without dependence on the simulation program used in this work is to embed the
sampling program into the structural VHDL (or Verilog) code of the simulated
circuit. The sampling program runs as part of the gate-level simulation and collects
and encodes the transition information without affecting the digital circuit simulation.
Figure 4.3 shows a section of the code in VHDL for a digital circuit. It elaborates the

embedded code used to encode the transition information for an inverter gate.
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architecture struct of digital_circuit is

variable next_tic : Integer := 0;
variable tic : Integer := 0;
variable transition: Integer := 0;

—-- transition samples = 300, INVOl transition types = 2

type INVOl_transitions is array(0 to 299,0 to 1) of Integer;
variable tran_ix1414 : INV0Ol_transitions := (OTHERS => (OTHERS =>
0));

-— transition matrices for other gates created

component INV(Q1l
port (
Y : OUT std_logic ;
A0 : IN std_logic ;
end component ;
-—- other component declarations

signal OUT1, IN1l: std_logic ;
. —-— other signals
begin
-— set up the transition sampling time
process (next_tic)

begin
next_tic := (tic + 1) mod 300;
tic := next_tic after 1 ns;
end process;
-~ NAND gates:

-- declaration and transition matrix for Inverter cell "gatel"
gatel : INVOl port map ( Y=>0UT1l, A0=>IN1l);
process (tic)

begin
—-— simple transition encoding
transition := stdlogic2integer(transition & IN1, 4);
tran_ix1414(tic,transition) := tran_ix1414(tic,transition) + 1;

end process;
~-— other Inverter gate instantiations
. —-— other cell types
end struct ;

Figure 4.4 VHDL code for setting the transition sampling time and encoding
NAND gate transitions. Similar code is added for all the other gates in
the digital circuit.

Other more intricate methods for encoding the transition information have
been studied, including the use of wavelets to compress the transition matrix [21] and

Wiener filters for transition matrix encoding and estimation [22]. Frequency
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sampling, however, offers a very efficient encoding method that is fast, accurate, and

works for all synchronous digital circuits.

Standard Behavioral VHDL Code Cell Timing
Logic Cells T Models

Y—‘ Logic Synthesizer —T
!

Gate-Level VHDL Netlist with Timing Information

y y
Frequenc Structural Netlist
Circuit Layout 9 y with
/ Sampling >—
and Routing . Embedded
Function :
Frequency Sampling
A\ -
|
Chip Power/ Event-Driven
Substrate Ex;.r:r:st;;i‘nspm < Gate-Level
Network Simulation
Noise Spectrum at Sensitive <« | Noise Current Database
Analog Nodes

Figure 4.5 Revised digital design flow with efficient digital noise estimation.

The full digital transition flow of Figure 1.1 can now be modified to include
transition estimation as shown in Figure 4.4. In Figure 4.4, after a gate level netlist of
the digital circuit is created and before the event-driven simulation is performed,
additional frequency sampling functions are added to the code to measure and

frequency-sample all the gate inputs in the circuit.
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5. EXAMPLES AND RESULTS

Several examples are used to demonstrate the new noise estimation method.
Each example is comprised of a digital block and a simple analog circuit, in this case,
a single-ended operational amplifier. These examples illustrate how this approach can
be used in mixed signal ICs and, because it is general, it can be applied to a range of
analog circuits with different frequencies of interest. The amplifier in this example is
connected in a unity gain feedback and the digital noise propagated to its bulk region
through the power and substrate network is calculated. These examples are used to
illustrate the digital noise simulation technique and not to study its impact on analog
circuits.

The first digital block is a ring of 21 inverters and a flip-flop as shown in
Figure 5.1. The second digital block is a simple 8-bit counter. The third digital circuit
is a pulse width modulator (PWM) and consists of a 12 bit counter, three 8 bit
registers and a simple state machine. There are 42 flip-flops and 234 combinational
gates in the PWM block. The fourth circuit is an 8-bit pseudo random number
generator (RNG). It consists of an 8 bit register, adder and multiplier. The fifth circuit
is a small MIPS processor with a 10-bit instruction path and an 8-bit data path. The

processor consists of 260 flip-flops and 831 logic gates.
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o> — D>

—Lclk 21 inverters

Figure 5.1 Digital Block 1: A 21 inverter chain controlled by a flip-flop.

A complete SPICE simulation of each example circuit is performed and the
digital noise at the analog block is determined. The digital noise is also calculated
using a gate-level simulation with full transition vectors and with frequency sampling.
The computational requirements for the example circuits are presented in Table 5.1.
In addition the total percentage of energy loss in the spectrum due to frequency
sampling for each circuit is presented in Table 5.2 as a measure of accuracy. It is seen
that the storage space required for noise estimation with frequency sampling is
reduced by at least an order of magnitude when compared to SPICE simulation. The
amount of space that is saved through noise estimation with frequency sampling
increases with the length of simulation time. This is in agreement with the previous
section where the storage with frequency sampling is shown to be independent of the
simulation time. This is apparent for the example of the MIPS processor, because the
MIPS processor requires a long simulation time. A simulation speed gain is also
observed for the examples of Table 5.1. The simulation time is reduced by a factor of
4 in the 21 stage inverter chain and by more than a factor of 50 for the MIPS
processor when compared to SPICE simulations. The speed increase for noise

estimation with frequency sampling compared to noise estimation without frequency
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sampling is small for the simple examples, such as the 21 stage inverter chain, but
increases rapidly with the increase in circuit complexity and simulation time. For the
MIPS processor, more than a 3 fold gain in simulation speed is obtained by using

frequency sampling.

Spice Simulation
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Figure 5.2 The noise spectrum for the PWM circuit. The top figure shows the
spectrum obtained by a full SPICE simulation. The bottom figure
shows the spectrum obtained using frequency sampling and p = 6.ics -
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Figure 5.3 The noise spectrum for the MIPS processor. The top figure shows the
spectrum obtained by a full SPICE simulation. The bottom figure
shows the spectrum obtained using frequency sampling and p = 4.sics .

The frequency spectrum of switching noise from full SPICE simulations and
using the noise estimation techniques described are shown for the random number
generator (RNG) in Figure 4.2, for the PWM circuit, and the MIPS processor in
Figures 5.2 and 5.3, respectively. The top graph in each figure is the noise magnitude
at the sensitive analog bulk connection from a SPICE simulation. The bottom graph is
the estimated noise magnitude with frequency sampling. The full SPICE simulation
calculates the noise at a large number of points on the noise spectrum where noise
magnitude may or may not be significant. The noise estimation method calculates the
noise magnitude at only the points on the spectrum where large spikes occur. It is
seen from the graphs and from the percentage of energy loss in Table 5.2 that the

proposed method of frequency sampling is accurate as it captures all the important
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noise information in the frequency spectrum. The error in the spectrum magnitudes at

the frequencies of interest for each graph using the frequency sampling approach is

less than three percent when compared to the full SPICE simulation.

Table 5.1 The simulation time and storage space required for the noise
estimation of the example circuits using a full SPICE simulation and
noise estimation with full transition vectors and frequency sampling.

Simulation Time (s) Storage (MB)
k4
E- Frequency Sampled Frequency Sampled
G Full Transition Vectors Full Transition Vectors
= SPICE Transition SPICE | Transition
Vectors . D Vectors X D
Dtics | 2" tics Dtics 2" tics
21 Stage
Inverter | 630 312 256 256 24.1 6.72 1344 1.344
Chain
8 bit
c 2020 643 476 510 101 29.8 5.97 1538
ounter
PWM | 37254 7900 3025 5630 1300 879 44 450
RNG 9130 3400 2081 3400 964 890 35 890
MIPS | 579200 | 31618 9854 13560 | 14333 3600 175 720

Table 5.2 The energy loss due to frequency sampling using p= Dsics and

p =22 1ics for the example circuits.
b % Total Energy Loss due to Frequency Sampling
=
£
51
& :
p = Duiics p=2"tics
21 Stage Inverter Chain .021 0
8 bit Counter .950 .02
PWM 1.224 09
RNG 284 0
MIPS 0311 001
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6. CONCLUSIONS AND FUTURE DIRECTIONS

In this thesis techniques are presented for efficient storage of the digital noise
signatures generated by the cells in a digital library. It is possible to significantly
truncate the length of the noise signatures without losing important information in the
noise frequency spectrum. A method is also described to sample the digital switching
information that occurs during a gate-level simulation of synchronous digital circuits
at only the important high energy frequencies. This allows the switching information
for digital circuits with very large gate counts and very long simulation times to be
stored without slowing down the gate-level simulation. Sampling is performed on the
switching information independent of the digital simulator used. It is done by adding
the code to compress and store the switching information directly to the digital
VHDL code of the digital circuit. The sampled switching information is used with the
noise current database to create an estimate of the noise generated by the digital
circuit. Several example designs are created that show the accuracy of the new noise
estimation method as well as the significant memory savings due to compression. The
new noise estimation method is added as a standard step in the digital design flow.

Future work can be directed towards integrating the new noise estimation
method into commonly used design tools, such as the Cadence design environment.
The new noise estimation method can also be used as a tool to quickly verify new
methods for reducing the amount of noise generated by switching digital circuits,
such as testing different layout configurations for the digital circuits and optimizing

the digital synthesis code for noise reduction.
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APPENDIX A. Comparison of substrate noise generated by Synchronous and
Asynchronous circuits.

1. Introduction to null conventional logic

Traditional clocked logic designs have two separate components; a data path
through which data is manipulated, and a control block which is the sequential state
machine that determines how a signal flows through the data path. The control block
is usually synchronized using a single clock signal.

In Null Conventional Logic (NCL) the data and control blocks are merged
together. A set of handshaking protocols determine when data flows from one gate to
the next without the need for an external clock signal, and without the need to take
into account propagation times and critical paths.

The main building block of NCL designs is the threshold gate. The threshold
gate inputs and outputs can be in one of two states: DATA or NULL. A threshold
gate starting with its output in a NULL state will remain in the NULL state until the
specified number of inputs is placed in the DATA state. Once the gate reaches the
DATA state, it remains in this state until all of the inputs return to the NULL state.
All other gates created using NCL (such as NCL_and, NCL_or, NCL _invert) are built

using combinations of clockless threshold gates.
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AN

Figure A-1. A generic threshold gate.

Since NCL gates need to hold state information (DATA or NULL) in a latch
or flip-flop in addition to performing their logic function, they are typically larger
than their traditional Boolean logic counterparts that perform the same function. NCL
gates tend to yield larger digital blocks than synchronous designs. They do, however,
hold several advantages over synchronous circuits, especially when it comes to noise
generation. The typical issues with synchronous circuits include clock correlated
switching noise, peak currents on power rails due to power supply noise, and extra

power consumption due to unnecessary clock induced switching.

2. Sources of Noise Generation in Digital Circuits

Digital blocks are capacitively coupled to the chip substrate through transistor
junction capacitances and through interconnect and bond-pad capacitances in the
power and ground networks. A switching digital circuit injects unwanted signals
(switching and supply noise) into the silicon substrate and power distribution

networks due to the parasitic elements. This noise may degrade the performance of
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analog and RF blocks. Figure A-2(a) shows a simple inverter to illustrate the noise
mechanism.

Transistor switching noise occurs when the transistor output changes state.

This state is coupled to the bulk of the transistor through the junction capacitance C,

that exists between the drain and bulk of a transistor. The bulk node of a transistor is
generally not ideal, since there is an impedance (typically a resistance) between the
substrate and the supply node as indicated in Figure A-2(b).

Another source of noise coupling in the bulk is from the power supply.
Typically, the interconnection of the power supply to the digital circuit components,
in addition to the bond pad and chip package parasitics, contribute parasitic
components such as a resistor as shown in Figure A-2(c).

Impact ionization is another source of substrate noise. It is caused by high
electric fields in the transistor channel close to the drain. Impact ionization is included
in the BSIM3 standard transistor models and is typically a small contributor to

substrate noise, as a result its effect is not considered here.
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Figure A-2.  (a) Ideal inverter and (b) inverter with junction capacitance to the
substrate and (c) inverter with a non-ideal ground connection.

3. Substrate Types and Models

3.1. Heavily Doped Substrate

A heavily doped substrate is used in digital logic chips to avoid latch-up
problems. The top of the substrate is a thin epitaxal layer with low doping and high
resistivity. The bulk is heavily doped for a depth of 4um to 300um and hence the
resistivity is on the order of 1 mohm-cm. A cross section of the heavily doped

substrate is shown in Figure A-3.
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Figure A-3.  The cross section of a heavily doped substrate.

When the separation of the components is more than 20 pm, most of the noise
coupling between the circuits takes place through the low resistance bulk, due to the
heavy doping, and coupling does not depend on distance beyond a certain separation,
which means placing the analog and digital circuits farther apart will not reduce the

amount of substrate noise coupled to the analog circuit.

3.2. Lightly Doped Substrate

In this case the bulk is lightly doped and has a high resistivity (20-50 ohm-cm).
A cross section of the lightly doped substrate is shown in Figure A-4. Noise coupling
in this substrate depends on the separation between contacts, and not on the resistance

to the backplane.
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Figure A-4.  The cross section of a lightly doped substrate.

3.3. The Substrate Model
The resistance model between two contacts on the substrate surface is based

on a 7 model as shown in Figure A-5. R,, represents the horizontal resistance
through the substrate surface layer. R,, and R,, represent the vertical resistance

down to the backplane.

R12
R11 R22

| Backplane

Figure A-5.  The substrate model for two contacts.

The 7 resistance model is expanded for the case of many surface contacts.
The actual substrate model is obtained using EPIC. EPIC is a Green’s function solver
that finds the impedance matrix for a group of contacts then inverts it and calculates

the substrate resistor values.
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Since the circuits that will be looked at here operate at relatively low
frequencies with harmonic content below .5 GHz, the noise created by switching
PMOS transistors is neglected. This is because the junction capacitance between the
P-substrate and the PMOS n-wells is on the order of 0.1 pF to 0.4 pF, which is
equivalent to an impedance of 2.5 to 10Kohm. Relatively little substrate noise is

propagated from the PMOS transistors to the sensitive analog nodes.

4. Experimental Setup

4.1. The Random Number Generator Designs

A pseudo random number generator (RNG) will be used to demonstrate the
difference between the noise characteristics generated by synchronous and
asynchronous (NCL) designs. Both the synchronous and asynchronous circuits

perform exactly the same function as shown in Figure A-6 and explained below.

Xi+1 = (Cl1.Xi + C2) mod(m)
i=012,..,m=256

X0 =0
Cl - constant multiplier
C2 - increment

Xi is stored in the register.

Figure A-6. A block diagram of the pseudo random number generator circuit
(PRNG).
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The RNG circuit has an eight bit data path. It outputs, in random order, the
values between 0 and 255. It repeats the same output every 256 cycles. The circuit
consists of a multiplier, an adder, and a register in a closed loop. Each circuit also has
a reset switch that can be used to reset the circuits after power up to an initial seed
value (Xp = 0).

The difference between the synchronous and asynchronous RNG circuits is
that the synchronous circuit has an input clock signal. It changes the value stored in
the register on the rising edge of the clock signal. The asynchronous design, however,
does not have an input clock signal. The value of the register changes when a new
data signal has propagated completely through the adder and multiplier blocks and is

ready to be loaded into the register.

4.2. The Sensor Amplifier Circuit

A low-gain large-bandwidth amplifier is used on chip to measure the
substrate noise generated by the RNG circuits. The amplifier acts as a buffer between
the substrate and the external probes used to measure substrate noise. The amplifier
drives the low-impedance load of the measurement equipment.

The low gain amplifier is composed of a single stage differential pair with
resistor loads. The one input of the differential pair is capacitively coupled to the
substrate through a MOS capacitor. The other input of the differential pair is
grounded. The outputs of the differential pair are then connected through source
followers to probe pads for measurement. Figure A-7 shows a schematic of the sensor

amplifier.
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Figure A-7.  The sensor amplifier.

The differential DC gain of the amplifier output is approximated with the following

equation (assuming M1, M2 are identical and M3, M4 are also identical).

/4
ﬂncox ZL (Vbiasl - I/tn )RD
! (3.1)

W.
1 +1/':RL:LIPC()X _L—Z_(VbiHSZ - V’P )}

2

Vout, —Vout,
Vin

Where u, is the NMOS transistor mobility.
C, is the gate oxide capacitance.
W, is the width of transistors M1, M2.
L is the length of transistors M1, M2.
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R, is the load of the first amplifier stage.

Viiasi is the gate to source bias voltage of transistors M1, M2.

V., is the threshold voltage of the NMOS transistors.

R, is the load of the measurement instruments on the amplifier
outputs. This load is usually 50 ohms.

a, is the PMOS transistor mobility.

W, is the width of transistors M3, M4.

L, is the length of transistors M3, M4.

V., 18 the gate to source bias voltage of transistors M3, M4.

V, is the threshold voltage of the PMOS transistors.

<

4.3. Package and PCB Parasitics

Bond pads, bond wires, and PCB wire traces add additional parasitic
resistance and inductance that affect circuit performance. These parasitic components
may shift the potential of the power and ground levels from their ideal values (OV and
2.5V for TSMC .25um process) and cause power supply noise currents to be injected
into the substrate. Figure A-8 shows the parasitic model for a pin on the PGA 84 pin
package.

Board
O

150 m-ohm 4.75nH 1.5nH 100 m-ohm
Chip O.___._J\/\/\/ YTYY YL AAA——

2pF — — 500fF

Figure A-8. Pin model for a pin on the PGA 84 package.
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The substrate backplane is grounded through a die perimeter ring
surrounding the entire chip. The die perimeter ring is connected through a package
pin to ground on the PCB, and the pin parasitic impedance for the backplane must
also be taken into account during simulation.

A Chip-on-Board (COB) design was used to minimize bond wire parasitic
impedance. In the COB design the chip pins are attached directly to the PCB without
a package significantly reducing the amount of parasitic impedance. PCB power and
ground connections are made as close as possible to the mounted chip in order to

reduce the parasitics of the PCB wire traces.

5. Simulation Approach

Due to the complexity of the digital circuits (the synchronous circuit has 672
transistors and the asynchronous circuit has 2214 transistors) and the resulting
substrate and power supply networks, the simulation approach is broken down into
several steps and certain approximations are made. Figure A-9 shows the design and
simulation flow explained in this section.

The digital design flow begins with a behavioral description of the RNG
digital circuit in a hardware description language (HDL) such as VHDL, which is
synthesized into a netlist of standard logic gates using a logic synthesizer and a
library of logic gates. Next the actual gate layouts are placed and routed on a chip for
fabrication. The layout of the sensor amplifier described in Section 4.2 is also placed
on chip. The RNG circuit is then simulated using SPECTRE and the switching and

supply currents injected into the transistor bulks and supply nodes are recorded. The
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substrate network is extracted from the circuit layout. Finally, the noise currents are
connected to the substrate circuit, and the package parasitics are added. The noise at
the important sensor amplifier output nodes is then determined by performing a

second SPECTRE simulation.

Behavioral VHDL Code of Digital Circuit

I

Logic Synthesizer ———

T

Gate-Level Verilog Netlist

1 T

Extract
Circuit Layout and Routing Substrate
Y Network v
Package

SPECTRE simulation 1 Parasitics

I I

Extract Switching and | SPECTRE simulation 2
Supply Currents Y

Noise at Sensitive Analog Nodes

Standard
Logic Cells

Analog Circuit Schematic and
Layout

Figure A-9. Design and simulation flow for the RNG circuits.
5.1. Synthesis and Layout

The RNG circuits are synthesized out of standard logic libraries and laid out
in both the TSMC .25 um CMOS lightly doped and heavily doped processes. Figure
A-10(a) and Figure A-10(b) show the layouts for the Boolean logic and NCL RNG

circuits, respectively. The figures also show their relative sizes.
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- AR TR I

Figure A-10. (a) The layout of the synchronous Boolean logic circuit, and (b) the
asynchronous NCL circuit.

5.2. Digital Circuit Simulation

After the digital blocks are laid out and extracted, they are simulated using
SPECTRE. For the purpose of substrate noise simulation, each logic cell in the
digital circuit designs is assumed to have one transistor bulk node and one ground
node. The bulk nodes of all the NMOS transistors within a cell are assumed to be
shorted together. All the ground nodes are also assumed to connect together as shown
in Figure A-11. The current that is injected into the bulks and into the ground is

summed, respectively. The cell is then modeled using two current sources.
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bulk Dok

B2

ground

Contact 1 Contact 2

I(ground) é) I(bulk)

Figure A-11. The model used for the cell in a digital design during simulation.

5.3. Creating the Substrate Network

The substrate network amongst the cells (each modeled by two current
sources) in the digital block, in addition to the network between the digital and analog
blocks must be created. The form of the substrate network and the approximations

that are used depend on the substrate doping profile.

5.3.1. Heavily Doped Substrate

The separation of the digital and analog blocks is close to 50 um on the chip.
As discussed in Section 3.1, when components are greater than 20 pm apart the
coupling occurs through the low resistance bulk. The horizontal impedance through
the surface layer from all the digital to all the analog nodes is neglected.

In addition, when the substrate network within the digital block in created,

only the vertical resistance to the backplane and the surface resistance to adjacent
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cells need to be taken into account. If two cells are not adjacent, then the surface
resistance is very big and may be neglected. In this manner a simplified substrate
network is extracted for the heavily doped process with only the contact of adjacent

cells connected, as shown in Figure A-12.

cel11 +—\/\/\— cet12 —"\/\/\—t Cell13

| T 1
cet2t +—"//\— cell2z2 \/\/\— cCell23

[ L

ce3t +—"// — cenz2 —"/\/\— cell33

Figure A-12. The horizontal (surface) substrate network between adjacent contacts
in a digital circuit.

5.3.2. Lightly Doped Substrate

In a lightly doped substrate, noise is coupled through the surface resistance.
No approximations can be made. The entire surface resistance network between the
digital and analog nodes and within the digital block must be extracted. The
resistances to the substrate backplane, however, are very large due to the light

substrate doping and can be neglected.

5.4. Bond wire and routing trace parasitics

A Chip-on-Board (COB) design has been used to minimize bond wire

parasitic impedance. However, the bond wire impedance and the wire traces that
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connect power and ground to the RNG circuits and to the sensor amplifier must still

be calculated as their value does affect the noise level.

Figure A-13 shows the calculated bond wire resistance and inductance, and

the routing trace resistance for the asynchronous digital circuit, the synchronous

digital circuit, and the sensor amplifier.
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Figure A-13. The bond wire and routing parasitics for the digital and analog blocks.
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5.5. Simulation of complete chip

The digital noise current models as defined in Section 5.2 are connected to the
substrate network and bond pad and routing parasitics described in Sections 5.3 and
5.4 respectively. The sensor amplifier is also connected to the substrate network. The
complete system is simulated using SPECTRE, and the output of the sensor amplifier
is measured. Figure A-14 shows a diagram of the complete system used to measure
the noise at the output of the sensor amplifier, including the elements introduced by

the connection of an oscilloscope to the outputs of the sensor amplifier.

Bulk L — -
Cell 1 - | o O i
e ‘ e ‘ utput p A A A
Macro-model | S 1 [ =t LS g
| —— analog 3 I -
| \ node 1 ’ " 1% Transmission Line
Ground | 1 — »ff\,soih,,, S
| onm |
T Substrate | AN
‘ Resistor 8pF| ||
! Network ; |
| i | |
| i [
| | Sensor Amplifier Circuit| . Oscilloscope
: & - = output
1 Bond Wire | —
o T BpFl [
f pR— Parasitics i :;,,,rpf 7 (|
} | Buk |—— : - || soohm® |
] S Sensitive | ‘ {; T )
| R 0| Transmission Line
can e I )
' Macro-model | e e i | Output n | | A A A al
} _ | ) — 50 ohm
| Groun T ffffffff

Figure A-14. Diagram of the complete circuit used to measure noise at the output of
the sensor amplifier.
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A comparison of the simulations and actual measurements performed on the

chips is done in Section 7.

6. Comparison of synchronous and asynchronous logic operation

6.1. Shape of synchronous logic noise spectrum

Using synchronous logic, each gate in a digital circuit switches every clock

period, or at a multiple of every clock period. When a gate switches in response to a

change at its input, it injects a specific noise current pulse into the substrate and

power supply network. An example of such a current pulse is shown in Figure A-15.

Figure A-16 shows the corresponding frequency response.

Noise Magnitude (mA)

5 "77 === e

4+

—

_3 I - S S | SIS, W SN AP | I, TSI | —
0 0.002 0.004 0.006 0.008 0.01 0.012 0.014 0.016 0.018 0.02

Time (us)

Figure A-15. Noise current injected by a single gate due to a change at its input.
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Figure A-16. The frequency response corresponding to the transient of Figure A-15.

If the transient response of Figure A-15 is repeated periodically with a
frequency Fclk, then the corresponding frequency plot of this periodic signal will be a
Fourier series of Figure A-16 sampled at multiples of Fclk (Fclk = 19.53 MHz for this
example) as shown in Figure A-17. Figure A-18 shows the corresponding frequency

response.
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Figure A-17. Noise response of Figure A-15 repeated periodically with a frequency
Fclk.
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Figure A-18. The corresponding frequency spectrum of the transient waveform of
figure A-17.
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For the synchronous random number generator, various noise current
responses are injected into the substrate periodically at Fclk = 19.53 MHz or
multiples of this frequency. The transient noise response of Figure A-19 is the total
sum of all the periodic noise injection into the substrate. Each response of which has a
similar frequency spectrum as shown in the example of Figure A-18. Since the
Fourier transform is linear, Fourier(atb+c+...) = Fourier (a)+ Fourier (b)+ Fourier
(c)t..., the frequency spectrum of the total noise response (Figure A-19) is the
spectrum of all its component frequency responses all of which are periodic and have

spikes at different frequencies as shown in Figure A-20.
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Figure A-19. Total synchronous transient time response.
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Figure A-20. The total noise spectrum in decibels
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6.2. Shape of asynchronous logic noise spectrum Asynchronous Logic

Magnitude (dB)

4q50L—r 1 I el L L | | ]
0 20 40 60 80 100 120 140 160 180 200
Frequency (MHz)

Figure A-21. The asynchronous noise spectrum in dB.

The noise of the asynchronous circuit is not the sum of short period signals.
The noise injected into the substrate does not have the typical form of switching noise

from combinational gates and has a white (flat) noise spectrum.

7. Comparison of simulation and measurement results

The synchronous and asynchronous random number generator results are

compared for the two types of substrates, i.e., heavily doped and lightly doped.

7.1. Heavily doped substrates

7.1.1. The synchronous logic circuits

Figure A-22 and Figure A-23 show the results of simulating and measuring

the synchronous circuit noise respectively.
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Figure A-23.
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The simulated noise spectrum of the synchronous random number
generator in a heavily doped substrate.

Measured Losco CBL Circuit
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The measured noise spectrum of the synchronous random number

60

generator in a heavily doped substrate. These measurements are being

redone to verify additional frequency components.



61

The synchronous circuit runs at a clock frequency of 10 MHz. In simulation,
spikes are present at the clock frequency and half the clock frequency (5 MHz). In the
measured data, noise spikes are also present at 2.5 MHz. The measured noise spikes
are 7 dB higher than the simulated noise. The RMS noise from measurement is 84.5
mV, the RMS noise from simulation is 50.16 mV. The noise floor from measurement

is at -84 dB, the noise floor from simulation is -78 dB.

7.1.2. The asynchronous logic circuits

Figure A-24 and Figure A-25 show the results of simulating and measuring

the asynchronous random number generator circuit noise respectively.

Losco NCL Simulation
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Figure A-24. The simulated noise spectrum of the asynchronous random number
generator in a heavily doped substrate. The simulation frequency can
be improved and it is expected that the skirts around the three peaks
would be significantly reduced.
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Losco NCL Measurement
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Figure A-25. The measured noise spectrum of the asynchronous random number
generator in a heavily doped substrate.

It takes the data signal in the asynchronous circuit approximately 30 ns to
complete a single loop through the multiplier, the adder, and the register as described
in Section 4.1. The measured asynchronous noise is white except for a spike at 33.3
MHz, which corresponds to a period of 30 ns. The asynchronous noise found by
simulation has a spike at 33.33 MHz and the harmonics 66.6 MHz, 133.3 MHz and
199.9 MHz. The RMS noise from measurement is 12.4804 mV, the RMS noise from
simulation is 23.23 mV. The noise floor from measurement is -81 dB, the noise floor

from simulation is -79 dB.

7.2. Lightly doped substrates



7.2.1. The synchronous logic circuits
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Figure A-26 and A-27 show the results of simulating and measuring the

synchronous circuit noise respectively.
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Figure A-26. The simulated noise spectrum of the synchronous random number

generator in a lightly doped substrate.
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Measured Rosco CBL Circuit
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Figure A-27. The measured noise spectrum of the synchronous random number
generator in a lightly doped substrate.

The synchronous circuit runs at a clock frequency of 10 MHz, and spikes are
present in the spectrum at harmonics of that frequency. The measured noise spikes are
8 dB higher than the simulated noise. The RMS noise from measurement is 132 mV,
the RMS noise from simulation is 103.7 mV. The noise floor from measurement is at

-70 dB, the noise floor from simulation is -74 dB.

7.2.2. The asynchronous logic circuits

Figure A-28 and Figure A-29 show the results of simulating and measuring

the asynchronous circuit noise.
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Rosco NCL Simulation
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Figure A-28. The simulated noise spectrum of the asynchronous random number
generator in a lightly doped substrate. The simulation accuracy can be

improved. With improvements, it is expected that the skirts around the
peak frequencies would be significantly reduced.
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Figure A-29. The measured noise spectrum of the asynchronous random number
generator in a lightly doped substrate.
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As in the heavily doped substrate, it takes the data signal approximately 30 ns

to complete a single loop through the multiplier, the adder, and the register as
described in Section 4.1. The measured asynchronous noise is white except for a
spike at 33.3 MHz, which corresponds to a period of 30 ns. The asynchronous noise
found by simulation has a spike at 33.33 MHz and the harmonics 66.6 MHz, 133.3
MHz and 199.9 MHz. The RMS noise from measurement is 11.73 mV, the RMS
noise from simulation is 73.18 mV. The noise floor from measurement is -80 dB, the
noise floor from simulation is -74 dB. The higher noise floor in simulation accounts

for the higher RMS noise value.

7.3. Comparison of results

Table A-1 summarizes the measurement and simulation results of Section 7. It
is obvious that the synchronous circuits out perform the asynchronous circuit in terms
of circuit size and operating speed. The asynchronous circuits are nearly four times
larger than the synchronous circuits. The synchronous circuits were also designed to
run at clock frequencies of up to 100 MHz, while the asynchronous circuits can only
run at a fixed internal frequency of 33.33 MHz, which is the time it takes a data signal
to pass through one loop of the signal path. The asynchronous circuits, however,
inject less noise into the substrate. Comparing the RMS noise measured at the sensor
amplifier output it is observed that the synchronous circuits inject 84.5 mV and 132
mV of noise into the heavily doped and lightly doped substrates respectively, while

the asynchronous circuits inject 12.48 mV and 11.73 mV respectively. The
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synchronous circuit injects approximately 6.7 and 11 times more noise than the

asynchronous circuit in the heavily doped and lightly doped substrates respectively.

Table A-1 Summary of the measurement and simulation results for the random
number generator circuits.
RMS Noise Fundamental
Circuit noise floor | frequency spike
(mV) | (dB) (MHz)
Synchronous Measurement | 84.5 -84 2.5
Heavily Simulation 50.16 -78 5
doped Asynchronous Measurement | 12.48 -81 33.33
Simulation 23.23 -79 33.33
Synchronous Measurement 132 -70 10
Lightly Simulation 103.7 -74 10
doped Asynchronous Measurement | 11.73 -80 333
Simulation 73.18 -74 333

The synchronous circuits are driven by a clock at 10 MHz, this causes the

gates within the circuits to switch at fixed frequencies that are multiples of the clock

frequency. This, in turn, causes the spikes that are observed in the power spectrums of

the synchronous circuits. The asynchronous power spectrums, on the other hand, are

white except for the spike at 33.3 MHz that corresponds to a whole cycle through the

circuit.





