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With computers being used in critical and life-impacting applications, system
reliability becomes vital. Fault-Tolerance is a proven approach to improve reliability
of computer systems. In this thesis we have studied the Reconfiguration and the
Algorithm-Based Fault-tolerance (ABFT) techniques.
The ABFT techniques tolerate faults at system level. These techniques allow user

to decide the degree of fault-tolerance needed. Achieving fault-tolerance under these

techniques is also cost-effective. For these principal reasons, the ABFT techniques
have been researched actively to apply to several numerical algorithms. Typically.

in ABFT approach the input data for an algorithm are encoded to locate or detect
errors. The number of redundant computations involved in the encoded data has to
be bounded. In our research, we have improved the existing bounds on the redundant

computations for many of the problem categories under the ABFT techniques.
The new bounds for error-detections are derived using Latin Square (LS) arrange-

ments. This is the first time LS has been applied for these problems. These hounds

show significant improvement over the existing bounds. We have derived the bounds

for both P and P9 models for this family of problems.
We have also studied the bounds for error-location problems of ABFT techniques.

The results presented in this thesis are the first ever for this category of problems.
We have applied Chinese Reminder Theorem in unique ways to derive these bounds.

Our research also includes formulation of a new family of problems, i.e., errorlocation and error-detection. We have obtained bounds for a special case under this
new category for both P and P9 models.
The Wafer Scale Integrated (WSI) technology is holding promises for future de-

mand on computational powers. The WSI Augmented Processor Array proposed
earlier this decade has a balance between overhead of spare processors and tolerance

for faults. Our contribution to this topic is in designing an efficient static reconfiguration algorithm.
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SYSTEM RELIABILITY THROUGH ALGORITHM-BASED FAULT

TOLERANCE AND RECONFIGURATION

1. INTRODUCTION
1.1

Problem Description

The increasing demands for high-performance signal processing and scientific com-

putations indicate the need for tremendous computing capability in terms of both
volume and speed. The availability of low-cost, high-density, high-performance pro-

cessors and memories in VLSI influence the design of supercomputers, especially in
the design of highly concurrent systems.

Current parallel computers can be characterized into three structural classes: mul-

tiprocessor systems, multicomputer systems and array processors. Multiprocessor
systems are multiple-CPU computers with a shared memory [35]. Sequent's Symme-

try and TC2000 from BBN Systems and Technologies are commercial multiproces-

sor systems. Multicomputer systems are also multiple-CPU architectures with each
processor having its own private memory and process interaction occurring through
message passing [5, 40]. Commercial multicomputers include Intel's Paragon and

Thinking Machines' CM-5. Array processors, also known as processor arrays, belong
to special-purpose computer domain. Formally, an array processor is composed of an
array of processing elements with direct or indirect interconnections, including linear,

orthogonal, hexagonal, tree, perfect-shuffle. and other types of structures [27]. The
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Connection Machine CM-200 processor arrayis an example of commercial system in
this category.

When computers were built in 1940s they were viewed as a fast calculating engine.

But in the last several decades, computers have become ubiquitous and their appli-

cations affect many of our daily activities. Computers are critical in systems such
as nuclear power plant monitoring [28], satellite communications [13], aircraft control

[22, 53], air-traffic control, roller coaster control, banking systems, airline seat reser-

vation systems, telephone systems [29], etc. The Space Shuttle is another example
for a system which is totally dependent on the proper operation of its computers [25].

The "fly-by-wire" aircraft control systems, in which hydraulic lines are replaced by
wires carrying computer generated electrical signals, are commonplace in advanced

military aircraft, and are already a vital part of the Airbus civilian aircraft. Many
corporations' operations have become inextricably bonded to their processing systems

[16], thus the productivity of those companies depend heavily on their systems.
Applications as diverse as these would have widely differing consequences resulting

from a malfunction of their embedded computing systems. Hence there are widely

differing requirements for the reliability and availability of computers. At one extreme, wrong outputs from a computer may simply be inconvenient; at the other end

of the spectrum, where human lives and/or vast sums of money may be at stake,
erroneous outputs or no output at all simply cannot be tolerated.
1.2

Fault-Tolerant Measures

It is clear that system dependability is of utmost importance for proper functioning of

our society. System dependability is most often quantified probabilistieallv in terms
of either reliability or availability. Reliability. R(t). is the conditional Probability that

a system cami perihrm its designed function at time t. given that it was operational
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at time t = 0. Thus R(t) is a function of the fault processes affecting the system,
and of any mechanisms that prevent system failure when a fault occurs. Availability,

A(t), is a useful measure for systems subject to failure and repair; it is defined as the

probability that a system is operational at time t.
Fault tolerance is a technique used to improve system reliability. Fault tolerance in

a digital system is achieved through redundancy in hardware, software, information,

and/or computations. Such redundancy can be implemented in static, dynamic, or
hybrid configurations. A fault-tolerance strategy includes one or more of the following
elements:

Masking: Dynamic correction of generated errors.

Detection: Detection of an error - a symptom of a fault.
Containment: Prevention of error propagation across defined boundaries.
Diagnosis: Identification of the faulty module responsible for a detected error.
Repair/reconfiguration: Elimination or replacement of a faulty component.

Recovery: Correction of the system to a state acceptable for operation.
1.3

Outline Of Thesis

In this thesis. we focus on two major techniques that contribute to improving system

reliability. One of them is Algorithm-Based Fault-Tolerance (ABFT) technique and

the other is Reconfiguration technique to tolerate faults in Processor Arrays .ABFT
is system level fault-tolerance technique which can be employed for masking, detect-

ing, containing, and diagnosing faults. Our research contributes to the derivation of
theoretical bounds of the redundant computations needed under the ABFTtechnique.
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Another major contribution of this thesis is designing an efficient reconfiguration al-

gorithm for Augmented Processor Arrays. In the remainder of this section, we brief
the content of each of the chapters of this thesis.
In Chapter 2, we have defined the ABFT techniques, and presented the previous

research in this area. We have also included for ready reference the notations and
terminologies used in this thesis. The existing bounds in ABFT technique are included

in a table format to make an easy comparison with our results.
In Chapter 3, we have included the bounds for Error-Location (EL) problems in
ABFT techniques. This problem category has not been researched before, hence our
results are the first ever published results for this category. Our results include bounds

for 2, 3 and t error location encodings. For 2-EL we have used Chinese Reminder
Theorem (CRT) technique for encoding methods; this is an interesting approach to
solving this problem and also an interesting application for CRT.

In Chapter 4, Error-Detection (ED) bounds are presented. We have used Latin
Square arrangements to derive all our bounds in this category. Our research in this

chapter includes both P and P9 models of ABFT techniques. In P9 model a check
can cover at most g data items, however in P there is no upper bound on number of
data items that a check can cover.
In Chapter 5, we have formulated a new category of problems i.e. Error-Location

and Error-Detection (EL-ED) and derived bounds for this new set of problems. In
this case also, our research is both for P and P9 models.

In Chapter 6, we have presented a static reconfiguration algorithm for the Augmented Processor Arrays proposed by Rovchowdhury in [44]. The algorithm presen-

tation includes data structure analysis and time complexity studies.

In Chapter 7. summary and concluding remarks are included. The directions for
future research iii these topics are i(lentifie(1 aiid presented.

U

2. ALGORITHM BASED FAULT-TOLERANCE
Several parallel architectures have been proposed for computation-intensive ap-

plications. Unfortunately, the high speed of computation for very long periods may

cause the reliability of these architectures to be unacceptably low. Highly reliable
computation is essential, especially in critical real-time applications. Concurrent er-

ror detection (CED) schemes are designed to limit the damage caused by erroneous
data produced by faulty processors by detecting their presence within as short a time
period after their production as is possible. Algorithm-Based Fault Tolerance (ABFT)
is a cost-effective approach to CED. Using this technique we can locate errors in single

and multiprocessor systems. ABFT system has very low overhead compared to other

fault tolerance schemes with similar benefits. These techniques were suggested by
Huang and Abraham [24] and later several dissertation theses [6, 21, 31] were written

that led to an advancement of this research topic.
ABFT techniques have been proposed for a wide variety of problems, including

matrix operations, evaluation of arithmetic expressions and polynomials and FFT
computations [1, 24, 26, 30, 33]. The exact implementation of an ABFT scheme is

algorithm-dependent. Unlike in many other fault-tolerant techniques, in an ABFT
scheme the data used by the system are encoded at the system level, rather than at

the word level. The algorithm that operates on the encoded data is also modified.
The details, such as the data encoding used and the modifications to the algorithm
needed, vary from one algorithm to another. These features give ABFT schemes a
CED capability with low hardware afl(i time overhead.

In ABFT systems a process-level fault model is used, not the traditional gatelevel model. In these systems, there are processors, data and checks. The checks in

an ABFT system do not check the processors; rather, they verify the accuracy of
the data produced by the processors. Hence there is a relationship between proces-

sors and data, and there is a relationship between data and checks. Optimizing the
relationship between data and checks is generally known as analysis problems and
synthesis of ABFT techniques is in defining the relationship between processors and

data. Publications [18, 20, 37] are examples for the work on analysis. The references [14, 48, 52] present a general approach for synthesizing ABFT systems using a

graph representation (called dependence graph) of the underlying parallel algorithm.
Research included in this thesis are ABFT analysis problems.
In the remainder of this chapter, we present the earlier published works related to

our research and also include notations, terminologies and model used in this thesis.
2.1

Previous Research

The idea of having on-line checking of data has been proposed by a number of researchers in the past. Andrews [3] and Saib [45] have advocated the use of executable

assertions in programs. In his scheme for system level fault tolerance, Randell [39]
proposed the existence of acceptance tests for software recovery blocks. These accep-

tance tests use some form of high-level encoding of the data to check for consistency
of the results.
The idea of algorithm-based fault tolerance was first formally proposed by Huang

and Abraham [23, 24]. They applied the technique to matrix computations which
form the heart of many computation-intensive tasks. Their research included both
analysis and synthesis of ABFT techniques.
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Banerjee's research [6] included a graph-theoretic model for analyzing the fault

detecting and locating capabilities of ABFT, and upper/lower bounds for data en-

codings in ABFT technique. The bounds were derived both for deterministic and
probabilistic models. Banerjee's research also addressed the synthesis of ABFT technique.

Nair, et al. [32] presented a matrix-based model for the ABFT system and derived

bounds based on this model for fault detectability and locatability. Their necessary
and sufficient conditions simplified the earlier analysis procedure.

In publication [6], two formulations of ABFT analysis problems were presented,

i.e bounded number and unbounded number of data items per check. Gu, et al.
[20] have researched on upper and lower bounds for the later version of the ABFT

formulations. In publication [19], Gu, et al. have established that determining the
important parameters error-detectability and fault-detectability of ABFT systems are
Co-NP complete.

2.2

Definitions, Concepts, Notations And Model

In this section, we present a graphical representation for the relationship among
the faults, errors and checks as proposed by Banerjee, et al. [7] and discuss the
conditions for error-detecting and error-locating designs under the ABFT techniques.

We also present in this section the notations and the terminologies used throughout
this publication.

The terms fault, error and check are used in this thesis with the following mean-

ings. A fault represents any hardware/transient malfunction in any processor. An
error occurs whenever there is any discrepancy between the expected result of an

operation and the actual result of that operation. An error can be caused by a
faulty hardware component or b

a spurious environmental factor .A check is ci-
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ther a hardware or software procedure performed to detect or locate errors. The
relationship among faults, errors and checks are represented using either matrix or
graph-theoretical model. We have followed the graph-theoretical model introduced
by Banerjee in [6] for derivating our results. The model, notations and definitions are
presented in the following section.

The graph-theoretical model consists of processors P = {P1,p2, ...,pm} data items
D = {d1, d2, ..., d} and checks C

{ci, c2, ..., Ck}. A fault in a processor may produce

errors in the data computed by that processor. The set of n data items that are
computed by the processor Pi is denoted by PD(p). Due to a fault in the processor

p the error patterns that can arise are all nonempty subsets of PD(p1). An empty
subset is not allowed because in that case the effect of the fault is not observable.
This case is indistinguishable from the case of the fault-free processor.

A check is a procedure which operates on the results (both intermediate and
final) of the algorithm under consideration. Using some encoding of the results, it
determines if there are errors in them. A check passes, i.e. outputs a 0, if it determines

that there are no errors in the data elements on which it operates. A check fails, i.e.

outputs a 1, if it determines that there is at least one error in the data elements on
which it operates. Finally, there is the important concept of check invalidation. Every

checking procedure has its limitations on the maximum number of data elements it
can operate on. A check is invalid when the number of erroneous data items is bigger

than the number of data items a check can handle. Suppose a data encoding for
an algorithm can handle at most h data items per check. Under this encoding any
check passes (outputs 0) if none of the data elements are in error, fails (outputs 1)
if a number, between 1 and Ii, of the data elements is in error, and becomes invalid

(may output 0 or 1: this is represented as *) if more than h elements are in error.
The parameter h is also referred to as e7rordctcetabthy of a check [20].
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Processors, data and checks are represented as nodes in a tripartite graph. This

undirected graph is denoted as G(P,D,C). It is assumed that in this graph G, there
are m nodes of type P corresponding to processors, n nodes of type D corresponding
to output data, r nodes of type C corresponding to the checks. There is an edge from

a P node p, to a D node d1 if data item d3 PD(p2). There is an edge from node
d3 of type D to node c1 of type C if the data element d3 is checked by the check c1.

The set of data elements checked by the check c1 is denoted by CD(ci). The set of
checks covering the data element d is denoted as DC(d), and it is called covering set

for d3. In the tripartite graph G, the degree of a P node is given by the cardinality
of the corresponding PD set. The degree of a C node is given by the cardinality of

CD set. In some of our results we use the notation (g, h) to denote at most g data
items per check, in this case, the cardinality of the CD set is bounded by g; h is the
error-detectability of the encoding as defined above. We use the notation P9 to refer

to this model and the notation P to refer to the model in which there is no upper
bound on number of data items per check. Figure 2.1 captures the graph theoretical
model explained above. A set of faulty nodes is a subset of set P, and a subset of set
D forms an error set. Thus the graph G also gives the relationship between faults and

errors. We introduce a new binary operator * to account for the check invalidation

when h is equal to 1. Recall, when h = 1 (i.e. error-detectability is 1), if there are
more than one erroneous data item in CD(ci) for some check c1, the output of the
check is unpredictable. A check c1 outputs 0 when there is no erroneous data item in

its CD set; outputs 1 when there is exactly one erroneous data item, but the result
is non-deterministic when there are more than one error. The * operator operating
on error-syndromes defined as below covers all these possibilities.

10

Processor
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FIGURE 2.1: Graph Theoretical Model For Faults, Errors And Checks

0*0

0

0*1 =
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1*1 =

1

1

*

=
In many of our designs we use vectors to represent the cover set DC of a data item.
The convention used for labeling vectors is from column left to right, for example in
string 031, column 0 has 0, column 1 has 3 and column 2 has 1.
We represent checks with two different labeling systems. In one of the systems, we

assign numerical integers as labels for checks. Under this labeling system, each valid

combination of check labels is assigned to a data item. Thus a data item is identified

by its cover set. When we use this labeling method, the goal of the design is to
optimize the number of valid combinations of check labels satisfying the conditions
required for the design. A combination of check labels such as 12 means the data item

is covered by two checks with labels 1 and 2. Extending this notation. (012) (12)1
means the data item is covered by checks with labels 0,1,2 in the first dimension, 1,2
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in the second dimension and 1 in the third dimension. We use this labeling system
extensively in Chapter 4. This system is further explained in that chapter.

In the second system of check representation, cover set DC(d) of the data item
d

is a binary vector. Each position in this vector stands for a check. Hence 1 in

any position indicates that that data item is covered by the check corresponding to
that position; 0 indicating not covered by that check. For example cover set (01011)

indicates that the data item is covered by checks in positions 1, 3 and 4. Though
these two labeling systems can be used interchangeably in all our designs, we choose

to use one system over the other for a particular design because it lends itself easily
in describing the design.
Table 2.1 summarizes the notations described in this section. The following defini-

tions state the required conditions for fault/error detection and location under ABFT

techniques. In all the definitions, G is the tripartite graph that represents an ABFT
system with P, D and C as sets of nodes for processors, data and checks respectively.

Definition 2.2.1 The error-detectability of a check is h if and only if:
1. the check outputs a 0 if none of the data items included in the check is in error.
.

the check outputs a 1 if there are t erroneous data items in the check where

1<t<h.
Definition 2.2.2 The check set C detects t faults in P if and only if the following

condition holds: for all j, 1 < j < t, if P contains j faulty processors, then at least
one check in C is guaranteed to output a 1. In this case we say that C is t-fault-

detectable.
Definition 2.2.3 The check set C detects t errors in D f and orthj if the followinq
condition holds: for all j,

1 < j < t.

if D contains

erroneous data items. then
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Symbol

Explanation

Symbol Explanation

rn

number of processors

P

set of processors

n

number of data items

D

set of all data items

r

number of checks

C

set of all checks

h

error detectability

PD(p)

set of data items
computed by processor Pi

of a check

th check

d

it/I data item

c3

t-ED

t error detecting

t-EL

t error locating

CD(c3)

set of data items included

DC(d2)

set of checks covering

data item d

in check c

DC(d, d) {{S1 U{a E S2}}} where
Si is set of checks covering
either d, or d3; S2 consists
of all subsets of checks

covering both d and d3
TABLE 2.1: Notations

at least one cheek in C is guaranteed to output a 1. In this case we say that C is

t-error-detectable.
Definition 2.2.4 The check set C locates t errors in D if and only if the following

condition holds: for all j,

1 < j < t, if D contains j erroneous data items, then

there is a unique combination of checks in C that is guaranteed to output a 1. Thzs
unique set of checks for each combination of set of errors of size up to t is called error

syndrome. In this case we sag that C is t-error-locatable.
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From the above graph-theoretical model and the definitions, it is clear that the
ABFT error(fault)-location(detection) problem is combinatorial in nature. We get
different versions of these combinatorial problems when we pose a limit on the number

of data items that are covered by a check. In earlier publications, these modified
versions of these problems are denoted as (g,h) to indicate g data items per check
and h is the bound on check validation or error-detectability. In this thesis, we refer
to the model without limit on the number of data items per check as P and the other
model as P9.

Some of our bounds are based on Chinese Remainder Theorem (CRT) and Latin

Squares (LS). For completeness sake, we present the statement and the solution to
the set of CRT equations as presented in [12] and definition for LS from [17].

Chinese Remainder Theorem: Let n1, n,
gcd(n, n) = 1 for i

n be positive integers such that

j. Then the system of linear congruence equations
x

a1(modn1)

x

a2(modn2)

x

a(modn)

has a simultaneous solution, which is unique modulo n1ri2...ri. Let

E lmodn1;
n112n3n4...ILT

1 mod n2;

1 nOd n
The solution is given Lv.
X

a1xln)n3...r2 + U2721L27lfl1 .....l +

+ arfl1fl2...Ilr_1.Tr mod n1n2n3 ...
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A simple example to illustrate CRT is as follows:
x

2(mod3)

x

0(mod4)

x

3(mod5)

Note, 3,4 and 5 are relatively prime to each other. The solution to these equations is

= (2x2x4x5)+(0x3x3x5)+(3x3x4x3)mod60

=8
Latin Squares: In our designs, we have used complete Latin Squares, vertically
complete Latin Squares and horizontally complete Latin Squares. A Latin Square
with elements 1,2,...,n is called horizontally complete if every element appears exactly

once in each row. Similarly, a Latin Square is vertically complete if every symbol of

the Latin Square appears only once in each column. A Latin Square which is both
horizontally and vertically complete is called a complete Latin Square. an example of

a complete Latin Square of order 4 is as in Figure 2.2(a).

0123
1230
2301
3012
(a)

0
1

2
3

0123
0123
1230
2301
3012
(b)

FIGURE 2.2: (a) Latin Square (b) Latin Square With Border Elements
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In Statistics, experiments are designed using Latin Squares. More stringent conditions are imposed on the arrangement of elements in those applications. But in our

research we use the above definition. In many occasions we use Latin Squares with
border elements as in Figure 2.2(b).

2.3

Existing Bounds In Algorithm-Based Fault-Tolerance Technique

As noted above Banerjee, Gu, Nair, Rosenkrantz and others have contributed to deriving bounds in ABFT techniques. Below we present a series of tables to summarize

the existing bounds in ABFT. In all these tables, size of the data set is assumed to
be n and h is considered to be 1.
Table 2.2 summarizes the existing bounds on Error-Detection in the P9 model.

n

Number of g

Error Detection

Errors

Upper

Lower

-

2

>2

2g-1

g+1

g2

3

-

2g-1

-

>g2

3

>2

F

(2n[j)

g]+

1

9

Sn

Sn

5+1

s+1

-

>2

2

-

>2

>2

q+g-1

Max([1, s)

>g2-1

2

>2

r2n

r2nl

g2

r+2

3

>2

>4

(r + 2)gr+1

qn

Ig±1I

9+11

gl+

(2n-L'J)
F

gr

L22]

1

-

TABLE 2.2: Existing Error-Detection Bounds For Pg Model
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In Table 2.3, the bounds obtained by Banerjee [6] are presented. Notice, the
existing bounds are only for P9 model and no published results at this point of time

in P model. Our results included here are the first results to be published in this
category. Table 2.4 summarizes the contributions of Gu [21].

Number of Errors

Error Location

Upper

Lower

/ 2s + g 1
25+9-1

\

9

/

Max(11,

[(s+O.5) xIog()+
(n - 2+O.5)x
1og

- O.5log(n) .57])

TABLE 2.3: Existing Error-Location Bounds For P9 Model

Also we present bounds for Error-Locating and Error-Detecting (EL-ED) ABFT

encoding which are first published results in its category. The bounds included in
this thesis for Error-Detection (ED) under the P model are vast improvements over
the existing bounds.
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Error Detection

Number of Errors
Upper

Lower

1

1

1

2

[Iog2(n + 1)1

[Iog2(n + 1)1

3

3 [log3 nl - 1

[log2 2n1

<4

2[log2 nl+

[log2(n(n + 1) + 2)1 - 1

<7
4

-1

[log2 ni ([log2

1-

[log2 1 ([log2

1 - 1)

I [log2n

2' (

si J

1)

-

vi

\ij

[log2 I1=O I

TABLE 2.4: Existing Error-Detection Bounds for P model
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3. NEW BOUNDS FOR ERROR-LOCATION IN P MODEL
It can be observed from the tables summarizing existing bounds in Chapter 2 that

bounds can be either improved or derived afresh for many instances. In particular,
very little research has been done in error-location (EL). In this chapter, we present

the upper bounds for error-location for P model. The results included here are the
first in this category.

The error-location and error-detection problems in the ABFT techniques were
introduced simultaneously in [6]. But the relative simplicity of the error-detection
problem has spurred results, whereas deriving bounds for error-location still remains
a challenging open problem. The bounds included in this thesis for error-location are
the first published results.

One error-location encoding requires only log2(n + 1)1 checks. The two stages

of one error-location encoding are: assigning a unique integer label in the range 1

through n, and then considering the binary representation equivalent to the label.
The cover sets are given by the binary strings assigned in the second stage. These
cover sets are unique and when one error occurs, from the cover set (or error syndrome)

we can decode the erroneous data item. Interestingly, the number of checks needed for

this 1-EL is equal to the existing lower bound for this problem. But this design does
not have a direct extension to designing error-location encodings for higher number
of errors. In this chapter we include our research results for 2, 3 and t error-location.

We present encoding constructions for all these error-location problems. There are

no existing lower bounds for any of these prblerns to make a comparison with our
results. We anticipate more research work on deriving the lowei bounds.
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3.1

Construction For 2-EL Encoding

The necessary and sufficient conditions for an 2-EL encoding are stated as follows:

DC(d)

DC(d), V distinct d, d E D

cE C,

CE DC(d,d) =CDC(di,dm) V distinct di,dj,dj,dm ED;

CE C,

CE DC(d,d3)

C

DC(d1), V distinct d,d3,d1 eD

Proof:
Recall DC(d) is the set of checks covering data item d. Hence DC(d) is the error

syndrome when the data item d is erroneous. Error syndromes are to be unique for

error location. Thus DC(d)

DC(d), V d, d E D is a necessary condition

for 2-EL. Similarly, because of the necessity for uniqueness of two errors syndromes,
conditions 2 and 3 above are also necessary for 2-EL.

Assume the encoding satisfies all the three conditions. In the event of one error,

because of the first condition we can associate the syndrome to the erroneous data
item. Due to the third condition, one error syndromes are different from two errors
syndromes. Hence, when one error occurs it will not be diagnosed as two errors. The

second condition ensures two errors syndromes are distinct. Hence when two errors
occur, there exists a unique pair of data items for a given error syndrome.
Thus, the above conditions are necessary and sufficient for 2-EL.

U

The following encoding is based on the Chinese Remainder Theorem (CRT). For

this encoding, the number of data items n is assumed to be of the form 221 - 1; but
in other cases we can always find an I which satisfies the condition rz < 221

CR1 2-EL Encoding Method:

1
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Assign a unique decimal integer to each data item in the range of 1 to n.
Find modulo 21 - 1, 21 and 2/ + 1 of the decimal integer label of the data item.
Use 21 - 1 checks to express all possible modulo 2 - 1 values. Similarly use 21

and 21 + 1 checks for modulo 2' and 21 + 1 values. A data item is covered by
the checks which correspond to its modulo values.

The required number of checks in the above encoding is 3 x 21. Each data item is
included in exactly 3 checks.

Claim 3.1.1 The CRT encoding method locates up to two erroneous data items.

Proof:
Note the decimal values of data items are in the range 1 through 221 - 1. As
any integer in this range has unique combination of modulo values to 21 - 1, 21 and
2 + 1, each of the data item is covered by unique set of checks, i.e. DC(d1) is unique

V d e D. Hence single error syndromes are unique.
Double error syndromes are characteristically different from single error syndromes. Thus we can identify whether there are one or two erroneous data items. In
other words, DC(dZ, d)

DC(d,) V d, d, d, e D. In the above construction, there

are three groups of checks pertaining to modulo

21

- 1, 21 or

21

+ 1. When two errors

occur, the syndrome has at least a pair of checks from one or more of these groups of

checks that flag the errors. Thus two errors syndromes are easily recognizable which
proves this encoding satisfies the third condition iii Lemma 3.1.

Though it is riot obvious, the second condition of Lemma 3.1, i.e. DC(d, d3)
DC(d,. d) is also satisfied by this construction. The proof is by observing that there
is a unique rxiodulo 21 - 1 or 2' or 21 + 1 for integers d1. d,

and (J: hence either

DC(d, d1) or DC (d1. dm) has a check \vhicli is not included in the other syndrome.

21

Using Chinese Remainder theorem [4], we have a unique solution in the interval
1 through 221 - 1 to the equations:

fx1 mod 2 - 1

a

fx mod 21 - 1

b

Yi mod

21

+1

P2 mod

21

+1

Hence if we assume the above equations can be set up, then it follows immediately

that up to two erroneous data items can be located using the solutions of these

I

equations.

The validity of Claim 3.1.1 relies on setting up the CRT equations with the avail-

able information in the error syndrome. For instance, when data item a and b have
distinct modulo 21

and 21 + 1 values, there are two possible sets of CRT equa-

tions, i.e.

a

{

x1 mod

21

-1

x2 mod

Y2 mod

21

+1

Yi mod 21 + 1

x1 mod

21

-1

x2 mod

21

-1

or

a

21
{ y' mod + 1

21

-1

Y2 mod 21 + 1

Though this ambiguity can be resolved using the modulo 21 values, but it is not
obvious.

Claim 3.1.2 proves that this is the case. The situation becomes rather

complicated when

x2 or Pi

P2

The validation of decoding in all possible

situations is proved in Claims 3.1.2 through 3.1.4.

Claim 3.1.2 Let a cud ii be two iuteqers zu the range (1, 221 - 1) satisfying the following equations:
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mod 2' - 1

x1 mod 2' - 1

ai

Yi mod

21

Y2 mod

z1 mod 2' + 1

21

z2 mod 2' + 1

There do not exist pairs of integers (ai, b1), (a2, b2)or (a3, b3) in the range (1, 2211)

which satisfy the equations:

x1 mod 2' - 1

a1 -

y' mod 2'

Y2 mod 2'

z1 mod 2' + 1

-1

x1 mod 2' - 1

21

y mod 2'

b2

Y2 mod

21

+1

z2 mod 21 + 1

x1 mod 2' - 1

x2 mod 2' - 1

z1 mod

a3 =

b1

z2 mod 21 + 1

x2 mod
a2

x2 mod 2' - 1

21

Y2 mod 2'

b3

z1 mod 2' + 1

mod 2'

z2 mod 2 + 1

Proof:
Let

X2'-1; Y=2'; Z2'+1
Find integers x, j, and z
YZc

1 mod X; XZy

1 mod Y; XYz

1 mod Z
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Assume there exist a1, b1 satisfying the above equations. The solutions a, b, a1 and

b1 are in the interval (0, (21 - 1)21(21 + 1)), and they are:

a = (x1 x YZx + Yi X XZy + z1 >< XYz) mod XYZ
b

(x2 x YZx + Y2 x XZy + z2 x XYz) mod XYZ

a1 = (x1 x YZx + y' x XZy + z2 X XYz) mod XYZ

b1 = (x2 x YZx+y2 xXZy+z1 xXYz) mod XYZ
Notice, labels of the data items that are considered for encoding are in the interval
(0, (2' - 1)(21 + 1)). Hence, for these solution to be useful for our purpose, they have

to be less than (2' - 1)(21 + 1). It is easy to make the following observations:
if a < 221 - 21 then 221 - 21 < a1 < 221 - 1 and vice versa. Since a and a1 share
same remainders under
221

21

- 1 and 21 divisions, one of them has to be less than

- 21.

if b < 221

2' then 221

- 2' < b1 < 221 - 1 and vice versa. The reasoning for this

observation is same as the previous one.

221-212mod(21+1)
The integers in the interval (221

-

21, 221

- 1) have modulo (2' + 1) values from

2 through 2' + 1.
It follows from the above observations, if a1 and b1 were to exist,

- a + 221

1 - b + 221 - 2'
= 1 +2 mod (2' +1) and z1 = z2+2 mod(2
21 afl(Il

1)
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This is impossible, which contradicts the existence of a1 and b1. This means
there is only one set of valid CRT equations.

Assume there are a2 and b2 satisfying the above given equations. Suppose a2
have same modulo 21 and (21 + 1) values as a and

and

b2

a2

a mod

21(21

+ 1) and

b2

b

respectively, i.e.

b mod 21(21 + 1). But 1 <a, b < (2' - 1)(21 + 1),

hence a2 and b2 cannot exist in the valid range (1, (21 - 1)(2' + 1)).
Similar argument disproves the existence of a3 and b3.

U

The above claim ascertains that up to two errors can be located correctly using

the CRT encoding method when the modulo values are distinct. Still we have to
resolve the cases when two integers having non-distinct modulo values. Claims 3.1.2,
3.1.3, and 3.1.4 cover these cases.

In Claim 3.1.2, we considered the case when the two erroneous data items have
distinct modulo values. When the modulo values are unique, we have 4 pairs of CRT

equations whereas only one pair is valid for our purpose. There are situations where

the integers in the valid range, having same modulo values for any one or more of
21

1, 21, 21 + 1. Suppose integers a and b have same modulo 2' - 1 value. The error

syndrome for a and b has either one check or no check flagging the error from the
group of checks pertaining to 21 - 1. Hence in this case we can set up three pairs of
CRT equations, whereas only one of them is valid. Similarly, there can be a pair of
integers with same modulo value for 21; or same modulo values for both 21 - 1 and 2'.

In these cases also there can be more than one set of CRT equations. In the following

3 claims, we prove that we can find the valid CR1 equations, even when the integers
share modulo values.

Claim 3.1.3 Let a and b be two integers in the range (1. 221 - 1) satishjing the following equations:
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x mod

21

Yi mod

-

x mod

1

21

Y2 mod

z1 mod 21 + 1

-

21

1

21

z2 mod 21 + 1

There do not exist sets of integers (ai, b1), or (a2, b2) in the range (1, 221 1) which

satisfy the equations:
x mod
a1

21

I/i mod

21

z2 mod

21

-1

x mod
b1

Y2 mod

21

z1 mod

21

-1

21

z1 mod 21 + 1

+1

x mod 21 - 1
a2

112 mod

21

x mod
b2

21

-1

Yi mod 21

z2 mod 21 + 1

+1

Proof:
Proof is by contradiction. Assume the existence of a1, b1. As we are considering

the integers in the range 1 through 221 - 1, when two integers have same modulo
2 - 1 values their difference is an exact multiple of 21 - 1, say k x

(21

- 1). It can

be observed that if Yi and z1 are modulo 21 and 21 + 1 values respectively for the
smaller of the two integers then the other integer should have (y' - k) mod 21 and
(z1 - 2 x k) mod 21 + 1 as modulo values. If we assume without loss of generality that
a < b, then 112

(111k) mod 21 and z2

(z1 2 x k) mod 21 + 1. The a1,b1 pair

has same modulo values as a, b respectively except for mod 21 + 1. Interchanging of
mod 21 + 1 values in the case of a1, h requires that z1

is impossible because 77

(z2 2 x k) mod 21 + 1, which

(z - 2 x k) mod 2' + 1. Hence a1. b1 cannot exist in the

valid range of integers (1, 221 - 1).
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By similar argument, a2, b2 also cannot exist in the range (1, 221 - 1).

The case when two integers, say a, b, having same modulo 21 value is similar to

the case dealt in Claim 3.1.3. If we assume a < b, b -

a + k x 21 for some k. Then

= (x1 + k) mod 21 - 1, z2 = (zi - k) mod 2' + 1, where a

x1 mod 2' - 1, a -

z1 mod 21 + 1. Suitable modification to the argument of the above claim, proves that

interchanging any of the modulo values will lead to an invalid solution. The next
claim addresses the case when two integers having same modulo 21 - 1 and 21 values.

Claim 3.1.4 Let a and b be two integers in the range (1, 221 - 1) satisfying the following equations:

x mod

21

y mod

21

-1

x mod 21 - 1
b

z1 mod 2' + 1

y mod 2'
z2 mod 21 + 1

There do not exist sets of integers (ai, b1) in the range (1, 221 - 1) which satisfy
the equations:

a1

x mod

21

y mod

21

z2 mod

21

-1
+1

x mod

21

y mod

21

z1 mod

21

-1
+1

Proof:
Assume a < b. Then b
given pair of integers

a, b,

a + k x 21, and z2 = (z1 + 2k) mod 21 + 1. Since for a
k is fixed, there is rio other pair of integers with given

modulo 2' + 1 values. Fence o. b1 cannot exist.

U
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It is clear from the above claims that there can be only one set of valid CRT
equations, which leads to proving that we can always locate up to two errors using
CRT encoding. The following example illustrates the CRT encoding and error location
technique.

Example 3.1.1
Consider 15 data items, i.e. n = 2 - 1. Label data items from 1 to 15. We consider
modulo 3, 4 and 5 for each of the data item label. The encoding requires 12 checks.
Let the checks be grouped and labeled as c0, C1, c2 be the checks pertaining to modulo
3, and checks d0, d1, d2, d3 pertaining to modulo 4 and checks e0, e1, e2, e3, e4 pertaining

to modulo 5. Below is the CRT encoding of 15 data items.
Suppose the data item with label 3 is in error, then the error syndrome is 100000100010.

From the syndrome, we know there is only one erroneous data item. We can set up
the CRT equation as

o mod 3
3 mod 4
3 mod 5

and solve the equations to arrive at the solution 3.
Consider the case when two data items having distinct modulo values are in error.

For example, consider the data items with labels 1 and 8 are erroneous; the syndrome
is 011110001010. We have two sets of possible congruence equations:

2 mod 3

1 mod 3

1 mod .5

3 inod 5
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Data

Modulo

Label

3

4

5

cOcic2

dOdld2d3

eOele2e3e4

1

1

1

1

010

0100

01000

2

2

2

2

001

0010

00100

3

0

3

3

100

0001

00010

4

1

0

4

010

1000

00001

5

2

1

0

001

0100

10000

6

0

2

1

100

0010

01000

7

1

3

2

010

0001

00100

8

2

0

3

001

1000

00010

9

0

1

4

100

0100

00001

10

1

2

0

010

0010

10000

11

2

3

1

001

0001

01000

12

0

0

2

100

1000

00100

13

1

1

3

010

0100

00010

14

2

2

4

001

0010

00001

15

0

3

0

100

0001

10000

Checks

CRT 2-EL Encoding

or

I 2mod3
3 mod 5

I
1 mod 5
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The solutions for the first set of equations are 11 and 13; whereas the solutions

of the second set of equations are 1 and 8. But integers 11 and 13 have I and 3 as
modulo 4 values respectively. Note, the modulo 4 values from the error syndrome are

1 and 0. Thus we can determine the solutions of the second set of equations as valid.
When the data items with labels 7 and 10 are erroneous, possible error syndromes
are 000001110100 and 010001110100. In either case, we can set up two sets of possible

congruence equations:

a

f 3 mod 4

2 mod 4

2 mod 5

0 mod 5

or

a

3 mod 4
0 mod 5

1

2 mod 3
2 mod 5

The solutions to these sets of equations are: 7,10 and 2,15. But the later solutions
do not have same modulo 3 values, and hence have to be rejected.
3.2

Construction For 3-EL Encoding

In this section, we present a 3-EL encoding which has less check overhead than the 2EL encoding asymptotically. The encoding is to finding the right set of binary strings

which satisfy the conditions for 3-EL. The following lemma states the conditions
required for 3 errors location.

Lemma 3.2.1 The necessary and sufficient conditions for an 3-EL (error locating)
encoding are stated as follows:

1. DC(d)

DC(d) V 1 <i.j <n
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2.cECcEDC(dji,dj27...,djr)=cDC(dji,dj2,...,djs)1<r,s<3;
,r,31,J2,

1

,Js

Proof:
The first condition implies that the cover set of each of the data items is unique.
This condition is necessary to locate single errors.

The second condition implies no cover sets of two or three data items are equal,

i.e. when any two or three errors occur their error syndromes are unique and not
equal to any one, two or three errors syndromes. This condition is necessary to locate

two and three errors.
Suppose these conditions are satisfied by the data encoding. Assume there is one

error. By the first condition, the cover set of each data items is unique. The cover
set is the error syndrome in the case of single error. Hence the error syndrome can
flag the erroneous data item.

Suppose there are two errors. Since DC(d, d3) L DC(dk) for all i, j, and k,
any two errors have syndrome different from any one error syndrome. Thus from
the syndrome we can find out whether one or two errors occurred. Also, two errors
syndromes are distinct, which is a sufficient condition to locate any two errors. Similar

argument can prove that the second condition is also sufficient to locate any three
errors.

Theorem 3.2.1 It is sufficient to have 2[log2n(log2n

-

1)1

checks to locate three

errors in n data items.

Proof:
Proof is by construction. There are two stages to this construction. In the first
stage, we represent each data item as a unique binary string using [log2 ni bits. In
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the second part of the construction, every data item is assigned to a cover set based
on its binary string label. Cover set construction is explained below:
Step 1: For every two columns, i,j, in the binary representation have four checks
c,00, cj,01, c3,0 and

Step 2: A data item is covered by the check Cijab if and only if its binary repre-

sentation has a and b in its jt11 and

positions respectively. Cover set has 1 or 0

indicating whether the data is covered by a check or not.
Thus, this encoding method requires 4 x

[log2 n(log2 n - 1)1 checks.

An example of encoding of 8 data items under this construction is given in Table 3.1. In the presentation of this example, we followed the order of checks under
each group check as 00,01, 10, 11. In this example, the set of all checks covering
the data item with the binary expression 000 is c01,00, c02,00, C12,00 and that of 010 is
C01,01, CO2,00, C12,10.

Claim 3.2.1 The above construction is 3-EL.

Proof:
Case 1: There is oniy one erroneous data item.

Every data item is assigned a unique binary string in the first stage of the construction. Hence in the second stage of the design, each data item is assigned to a
unique set of checks. Therefore, single error syndromes are unique. From the syndrome we can determine the symbols in different columns of the binary representation

and hence can find the erroneous data item.

Case 2: There are two erroneous data items
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Data

Binary

Group Checks

Label

String

c01

0

000

1000

1000

1000

1

001

1000

0100

0100

2

010

0100

1000

0010

3

011

0100

0100

0001

4

100

0010

0010

1000

5

101

0010

0001

0100

6

110

0001

0010

0010

7

111

0001

0001

0001

c0

c12

TABLE 3.1: 3 Error-Locating Encoding For 8 Data Items
Binary representations of any two data items have to differ in at least one position,
say p, Condition 1 of Lemma 3.2.1 follows immediately. The error syndrome of these

two data items has to include any two checks of the form
cj,00, c,01, c,10, c,11 for any column i < p;
and two checks from the set
cPZ,00, c,01, c,10, c,11 for any columns i > p.

Any one error syndrome includes exactly one check from each of the check group

pertaining to various column combinations. Whereas two errors syndrome has to
to have two checks from some of the check groups. Hence two errors syndrome is
different from one error syndrome arid thus we can identify whether one or two errors
have occurred.

Also, any two errors syndrome is different from any other two errors syndrome,

because any two binary strings have a unique set of columns in which the have
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different symbols. For example, binary strings 000, 001 and 010, 011 have unique

substrings in pt and 2nd columns.
To show this construction locates two errors, we have to show the decoding method

when two errors occur. Suppose the two erroneous items have binary strings with
different symbols in p1I column and same symbols in all other columns. Then the
error syndrome will have two checks flagging the errors from the group of checks

for 0< i < log2n.
For example consider, two data items with binary representation 000,001. The
cover sets for these data items are, 100010001000, 100001000100. The error syndrome

for these items are either 100011001100, or 000011001100. Both these syndromes
have two checks from groups CO2,xx and cl21 flagging the errors. Hence from the

syndrome we know there are two erroneous data items. Considering the syndrome,
100011001100, we can break this into the check groups,
c01 group syndrome: 1000
c02 group syndrome: 1100
C12 group syndrome: 1100

From c12 group we can partially build the erroneous data items as -00 and -01.
From c02 group we can complete decoding as 000 and 001. In this case, the c01 group

syndrome is not necessary for completion of decoding.

Case 3: Consider the situation in which three data items are erroneous. Let d, d3

and dk be the three erroneous data items. Note each of the data item has a unique
binary string representing them. For three binary strings to he different from each

other. there should exist at least two columns, say p and q. in which they do not
have all uniform symbols and may have same symbols in other columns. Under this
circumstance, each of the erroneous data item under consideration is covered umiiquely

34

by one of the checks CPq,00, Cpq,Oi, Cpq,1O, c,11. Hence their error syndrome will include

exactly three of these four checks. It is observable from this argument that error
syndrome of three, two and one error are characteristically different.

The oniy other case left for discussion is to show that two sets of any three
errors have unique syndromes. This case can be proved by observing that the binary

representations of all three erroneous data items can be found when we know the
pair of columns in which they have unique strings. In the worst case, any set of
three data items has non-uniform symbols in two columns and same symbols in all

the other columns. When we consider two sets of three data items, they may have
unique strings in the same column labels. For example, set {1000,1100,01000} and set

{0100,ii00,0000} have unique strings in the

and 1st columns. But the strings in

these two columns for these sets are: {10,11,01} and {01,11,00}. The error syndromes

for these two sets of three data items are:

0111 lOxO lOxO lOxO lOxO x000

1110 x010 x010 x010 xOlO x000

Even when two different sets of data items have unique strings in same columns
(0 and 1 in the above example) the error syndromes for these sets are quite different.
Decoding procedure starts with the block of checks in which there are three checks.
In the error syndrome 0111 lOxO lOxO lOxO lOxO x000, we begin decoding, with c01

block, i.e. 0111. Parsing this block, we can decode the data items partially as, 10,11-,01---. Parsing c02 and c03 blocks, we get 10-, 11-, 0100. From c12 and c13 we can

get the symbols as 1000.11-,0100. By looking at the block c12, we can decipher that

all the data items have same string in the l

and 2nd columns, i.e. 00. Hence the

erroneous data items have the binary strings 1000, 1100. 0100. As data items aie
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assigned distinct binary strings, finding the erroneous data items is simple once we
know the binary representations for them.

U

By definition 3-EL is also 2-EL. Hence the 3-EL encoding can be used for the
purpose of 2-EL. The CRT encoding described in Section 3.1 requires fewer checks

than the 3-EL described in this section for data sizes up to 8192 (= 2'). Thus it is
practical to use the CRT encoding for 2-EL when the data size is smaller and to use
the 3-EL encoding described above for higher data volumes.
3.3

Construction For t-EL Encoding

We can extend the 3-EL method to locate an arbitrary number of errors. The general
method is presented after making the simple observation in Lemma 3.3.1.

Lemma 3.3.1 For given s(> 1) and n = stm, let 1 < t < m. Then for any set oft
vectors in base s,

t - 1 columns that have unique s-ary strings.

Proof:
The proof of this claim is based on mathematical induction method.
Base Case: When t = 2, since all s-ary strings considered are distinct, there should

be at least one column with differing symbols.
Inductive Hypothesis: Assume the above claim is true whenever t < 1.

Inductive Step: Let t

1. By inductive hypothesis, av set of t - 1 vectors have

unique substrings of length t-2, i.e. there are t-2 columns out of in columns in which

the vectors have distinct substrings. Consider a set vectors of size t. Remove any
one vector from this set. There is t - 2 columns combinations in which the remaining

t - 1 vectors have distinct substrings. The vector removed from the set either will
have a substring in those specific columns matching one of another vector's or will
have a substring different from all others. In either case. the claim is proved.

U
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For example, consider binary strings for n = 32. In this case, m = 5. Suppose t =

4. Consider the set of four binary vectors for integers 9,10,11 and 12. These vectors

have unique substrings in 2L, 3rd and 4th columns. Augmenting strings to unique
strings does not change their uniqueness. For example, the set of distinct vectors
{OOi3Oio,oii,ioo} becomes {01001,01010,01011,01100} after augmenting string 01.

Still the resulting set contains distinct vectors. This fact is exploited in the design of
t-EL presented below.

Theorem 3.3.1 For t-EL encoding and given n = 2"' data items, it is sufficient to
have

(log2(n) \

t. 1

checks, where 3 < t < log(n).

Proof:
The proof is by construction. Let

log5

1

= m.

Similar to the design of 3-EL method described earlier there are two stages to this

construction. They are described as follows:

Stage 1: Each data item is assigned a unique decimal integer expressed in binary
system.

Stage 2: Consider all combinations of t - 1 columns. For each combination of
/
t - 1 columns have 2 checks. Hence this method requires s log (n) \ where
t
J
1 <t < log8(n).
J

The validity of this encoding to locate t errors follows immediately from the obser-

vation of Lemma 3.3.1. Whenever there is at most t erroneous data, their corresponding binary representations will have unique substrings of length t

a check for every combination of t

1. Thus assigning

1 columns ensures t checks will flag the errors.

In this situation. the error svndroiiie has enough information for every column of the
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binary representation for all the erroneous data; hence the binary representation of
the erroneous data items can be reconstructed using the error syndrome which means

erroneous data item can be located.

3.4

Summary And Conclusions

In this chapter, we have presented first-ever results for error location bounds in the P

model. In the following table, the number of checks required under our constructions
are included. Our methods give ways to design error-location encoding for 2, 3, and t

errors. Though the 2-EL method is elegant, based on CRT technique, it requires 3\/

checks and becomes not suitable for higher number of data items. But 3-EL design
which requires only 2 log2 n(log2 ni) checks can be employed for 2-EL also whenever

n is large. Simple lower bound for t-EL is

log2

J],

When t = 1, there

is a construction which satisfy the lower bound. For other cases, further research is
needed to improve the lower and upper bounds. Our construction for t-EL requires t
to be less than or equal to log2 n, future research can address to relax this condition.

2EL

4EL

Number of

Number of

Data Items

Checks

15

i2

255

48

1024

960

4096

1760

Number of Number of

3EL

5EL

Data Items

Checks

64

60

256

112

16384

15856

65536

29120

TABLE 3.2: Summary Of New Error-Location Bounds
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4. NEW BOUNDS FOR ERROR-DETECTION
In this chapter, we present constructions for 3, 5, 6 and t (an arbitrary number)

error detection encoding under both P and P9 models. Essentially, in any error
detection construction, every data item is covered by a combination of checks. Hence

in all our constructions (both in P and P9 models), we present only the possible
valid check combinations, each of these combinations stands for a cover set of a data

item. The design goal is to maximize the number of check combinations for a given

number of checks, satisfying the conditions for error detection. Most of our design
presentations in the following sections show the methodology in combining the checks

to design a valid cover set.

The notations used in this chapter are different from the previous chapter. Before

presenting the design constructions, we discuss below the conventions and notations
followed in this chapter for easy understanding. The design goals are to find cover sets

for a given data set size satisfying the required conditions. We mentioned in Chapter

2, we adopt more than one ways of representing elements of a cover set. The cover

set itself is denoted as DC (to indicate Data to Check mapping). The denotation of
elements of the set DC differ from design to design. We have chosen one notation

over another to explain a design for its easy amenability. In the previous chapter,
the elements of DC are binary strings with 1 indicating a check covering a data and
o indicating a check not covering a data. In this chapter, we assign decimal numbers
to checks. Combinations of check labels form elements of DC All the designs in this

chapter are based on Latin Square arrangements. It is easier to explain these designs

when check labels are considered as symbols of Latin Square. Hence the cover sets
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included in this chapter have elements which are tuples of symbols. For example,
(124) indicates, this design has three sets (dimensions) of checks and check labels 1,2,

and 4 from first, second and third dimensions respectively cover this data item. As
another example, (034)(1234)(1)(-) says the design has 4 dimensions for elements of
cover set; checks with labels 0,3,4 (all three) from first dimension cover the data item;

notice symbol "-" indicates no check from fourth dimension is covering the data item.

The binary string notation for elements of cover set is perfectly interchangeable
with the tuple notation. In the former notation, checks are assigned labels implicitly.
The position of the check in the binary string gives label to the check. For example,
consider cover sets of two data items (0110) and (1110), we infer there are totally 4
checks, checks with labels 1 and 2 cover both data items whereas check 0 covers only
the second data item, check 4 does not cover both the data items. In the binary string

notation, the length of the string is equal to the number of checks used in the design;

it is similar to the tuple notation with one dimension. Whenever it is appropriate
we present elements of a cover set in both notations, but otherwise we use the Latin

Square notation in this chapter.

4.1

New Bounds For Error-Detection In P Model

In P model, there is no limit on the number of data items covered by a check.
Design constructions for 3, 5, 6 and t error detections are included in this section.
Every one of these designs has a base case explained as a 3 dimensional Latin Square

arrangement, and a extension procedure for other cases.

4.1.1

Construction For 3-ED

We have designed 3-ED ABFT encoding based on Latin Squares. This design yields

higher number of data items for a given number of checks compared to the existing
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design proposed by Gu, et al. [20]. We present our method when the number of
checks is 2 through 11 and explain the way to expand this construction to higher
number of checks.

Number of Checks r = 2

Checks labels are 0 and 1.

Data Checks
0

0

1

1

It is easy to see three data items require three checks to detect three errors. If
there were only two checks, either a data item will not be covered by any check or a

check will cover more than one data item. In either case, not all error situations are
detectable. Thus with two checks we can encode only two data items; and hence the
above encoding is optimal.

Number of Checks r = 3

Checks are labeled from 0 through 2.

Data Checks
0

0

1

1

2

2

3

012
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The optimality of the above construction is proved in Claim 4.1.1.

Claim 4.1.1 Five data items require at least four checks to detect up to three errors
among them.

Proof:
Suppose we can encode five data items with three checks for 3-ED. We can have

totally seven valid cover sets with three checks, each cover set corresponding to a
data item. Those seven cover sets are:

Number Cover Set Number Cover Set
1

0

5

02

2

1

6

12

3

2

7

012

4

01

If we analyze all possible error distributions, we can notice we have to eliminate at

least two of the cover sets for this encoding to detect up to three errors. For instance,

if the cover sets with numbers 1, 2 and 3 are included we have to eliminate cover sets

4, 5 and 6, because otherwise two errors among 1, 2 and 3 and one from the set 4, 5
and 6 will go undetected. Also, if the data items corresponding to the cover sets 4, 5
and 6 become erroneous, the error syndrome will not detect the errors; hence we have

to eliminate one of the cover sets among 4, 5 and 6. From the above two arguments
it is clear that we can include two cover sets from 1. 2 and 3 and two from 4, 5 and 6.
Whatever combinations we choose that will lead to eliminating the cover set 7. Thus
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with three checks we can have at most four data items or five data items require at

a

least four checks.

Below is the construction for the case of 4 checks.

Number of Checks r

4

Checks are labeled from 0 through 3.

SET1

SET2

Data Cover

Data

Cover

Label

Set

Label

Set

0

0

4

03

1

1

5

13

2

2

6

23

3

012

There is a pattern in building the above cover sets. If x is the data label, then
the cover set is:
x

x-2,x1,x
3

Also, notice the encoding for r

ifO<x<2

ifx3
if4<x<6

4 is similar to that of r

3. In the case of r

have four data items. When we extended the encoding to r

the number of data items. The encoding for r
sets for the case of r

4

3 we

4 we almost doubled

is done by duplicating the cover

3 and let the new check 3 to cover all the data items in one of
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the duplicated sets. In the above presentation, SET 2 is a duplicate of SET 1 except
for the cover set 012 and then the check 3 is added to all the elements of SET

2.

Claim 4.1.2 The above construction detects 3 errors.

Proof:
Proof follows immediately from the method of construction of the cover sets. The

cover sets in SET 1 ( SET 2 ) can detect up to three errors because they are similar
to the cover sets included for the case r = 3. We have to consider only the situation
when errors are distributed both in SET 1 and SET 2. Every data item is covered by
a unique combination of checks. Hence this design can detect any one and two errors.

Assume there are three erroneous items. When there are two errors in SET 1 and a
single error in SET 2, the check 3 will flag the errors. When there is a single error in

SET 1 and two errors in SET 2, at least one of the cover sets is not a duplicate of
any other, thus there is a check that will flag the errors.

We can prove the near optimality of this construction, Claim 4.1.3 includes the
proof.

Claim 4.1.3 With an addition of one check, we can at most double the number of
data items.

Proof:
Suppose we are extending the construction of the case r

ito r

I + 1. Copy all

the cover sets built under r = I case, and include the new check to all the cover sets
copied to complete the construction for the case r = I + 1. Let SET 1 be the cover
sets which are similar to the original cover sets in the case of r

/ and SET 2 be the

modified cover sets. \Vhen errors (up to three numbers in total) are distributed within
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SET 1 or SET

they are detectable because of the way these sets are constructed.

Now consider the case when the errors are in both the sets. Let a, b and c be three
errors.

Casel:a,bE SETlandce SET2
The new check covers only c not a and b. Hence this error distribution is detectable.

Case2:ae SETlandb,cf SET2
In the worst case, assume b is a duplicate of a. But if there is a check in the cover

set of c but not in b, this error situation is also detectable. Our construction does not

guarantee that c has a check not in b.

Hence an addition of one check can at the most double the number of checks. I

The construction for five checks follows.

Number of Checks r = 5

SET1

SET2

SETS

Data Cover

Data Cover

Data Cover

Label

Set

Label

Set

Label

Set

0

0

4

03

7

04

1

1

5

13

8

14

2

2

6

23

9

24

3

012

The construction in the above presentation is similar to the case of r

4. Notice,

SET 2 and SET 3 are duplicates of SET 1 except for the cover set 012. In SET 2,

45

the check 3 is included in all the cover sets and in SET 3, the check 4 is included in
all the cover sets.

Claim 4.1.4 The above construction detects 3 errors.

Proof:
Because every data item is covered by a unique combination of checks, this design

can detect any one and two errors. Consider the case when there are three erroneous

items. When errors are among data items with labels 0 through 6, the proof follows
from Claim 4.1.2. Let us consider the case when the errors are in all the three sets.
Let a, b and c be cover sets of the erroneous data items.

Case 1: a c SET 1, b

SET 2 and cc SET 3

In the worst case, they can be duplicate of each other. But checks 3 and 4 will
flag this error pattern.

Case 2:a SET1,b,c SET3
Even if b is a duplicate of a, there is a check in c that is not included in a or b.
Hence this error situation is also detectable.

Number of Checks r

U

6

In the previous constructions, we labeled all the checks linearly and treated them

as elements in one set. In the constructions for 6 and more checks, we divide the
checks into more than one set. Considering checks in various sets yields more viable

combinations of checks and easier to extend the construction for higher number of
checks. In this case, we have two sets of 3 checks with labels from 0 through 2.

Combinations of checks that can he assigned to data items are:
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SET2

SET1

SETS

012

0

012

012

0

0

1 120

1

012

012

1

1

201

2

012

012

2

2

0

2

A word about the above presentation. As mentioned above, there are two sets of

checks. Hence these combinations have two dimensions. In each row of the above
presentation, the left most check label is from one set and the rest are from the second

set of checks. Thus there are three possible combinations in each row of SET 1. For

example, some of the allowed combinations included in SET 1 are: 00, 12, and 21;

in SET 2 a few valid check combinations are: 0(012), (012)1, 2(012) (all the three
checks are included in one of the dimensions). In SET 3, the check combinations are:

-0, -1, -2 (no check in the first dimension).

Claim 4.1.5 The above construction detects 3 errors.

Proof:
The construction is based on Latin Squares on 3 symbols. Thus each combination

in the encoding is unique. Hence this design can detect any one and two errors.
Consider three errors situations.

Case 1: All the three errors are in SET 1.
Suppose x1y1, x2y2 and x3y3 are the cover sets for the erroneous items. If anyone

of x1, x2, or x3 is distinct, it can detect 3 errors, and if all of them are equal then it
follows from the Latin Square arrangement that

Yi

Y2

Case 2: Two errors are from SET 1 and one error is from SET 2.

In SET 2, any data item is covered by all the checks in one of the dimensions.
Hence there is a check to flag this error pattern.
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Case

3: One error is from SET 1 and two errors are from

SET 2.

In the worst case, the two errors in SET 2 will have all the checks covering them in

the same dimension. Even in this case, in the other dimension there are two distinct
checks, hence these checks will flag the error.
Case

:

One error is from SET S and two errors are from SET 1 and

SET 2.

If the erroneous data items have same cheeks in the first dimension, then all
the checks are covering one of them in the second dimension. Hence one check in
the second dimension will flag the error. If they have distinct checks in the first
dimension, then clearly these error patterns are detectable.

Next we present the construction for the case r

can be extended for the cases r

1 mod 3 and r

9 and then show how the design
2

mod 3.

Number of Checks r = 9

Whenever r mod 3 = 0, we divide the checks into sets of 3 checks each. The check

combinations are expressed as the concatenation of 3 integers, or in other words,
the combinations are nothing but three-dimensional vectors. In the case of r = 9
construction, we have 3 sets of 3 checks. Each set of checks forms one dimension.
In the following presentation, we use squares to represent three-dimensional check
combinations. Row checks form the first dimension, column checks form

the second

dimension and the elements in the inside of the square form the third dimension. For
example, in the middle square of

square of

SET 2 (012)22

combination in SET 3.

SET 1 110

is a valid combination, likewise in the last

is a valid combination, also

(012)(012)(012)

is an allowed
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SET1

0
1

2

012
012
120
201

012

012

0120
1201
2012

0201
1012
2120

SET2
012

012

012

0

0

1

2

012

1

1

2

012

2

2

0

0

1

2

0

012

012

012

1

012

012

2

012

012

0

1

2

012

0

1

2

0

012

1

2

0

1

012

2

0

1

SETS

012
012
120
201

012
0

012

012

1

2

In SET 1, we consider a Latin Square of 3 symbols, and then derive the other
squares by cyclic shifting of column elements in third dimension. A combination in

SET 2 has all three checks covering a data item in any one dimension. In SET 3,
either there is a dimension with no check covering any data item or all checks covering

a data item. There are a total of 67 data items for 9 checks under this construction.
Claim 4.1.6 The above construction detects three errors.
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Proof:
Observe in SET 1, each first dimension check appears in combination with every

check in second and third dimensions. It is clear the combinations in this set are

distinct. In SET

2,

all the checks in first dimension appear in combination with every

check in second and third dimensions; all the checks in second dimension appear in

combination with every check in first and third dimensions; all the checks in third
dimension appear in combination with every check in first and second dimensions.
From the nature of the construction of this set we can see clearly all the combinations
included are distinct. In SET 3, there are combinations with no checks in first dimen-

sion, and there all combinations with no checks in both first and second dimension,
and a combination with all the checks in every dimension. Obviously, these combinations are different from each other and also different from combinations included

under SET 1 and SET

2.

Because the check combinations are distinct, single and

double errors are detectable.

Consider any three errors in SET 1. Let the check combinations covering these
three errors be x1y1z1, x2y2z2 and x3y3z3. Even if one of xi's or lJj' or Zk'S is distinct,

this combination will flag the error. If all the check labels are the same ill any one
dimension, they have to be different in the other two dimensions because of the Latin
Square arrangement.

Let xiyi (012), x2y2(012) and x3y3(012) be the covering sets of three errors from

SET 2. Even if x1

x3, by the construction method y1

Y2

y3. This is true

if the errors are distributed across all the squares in SET 2.

Any three data items in SET

3

have to have distinct element in second or third

dimensions. Thus any three errors within these sets can be detected. Let us consider
the cases when errors are distributed across the sets.
Case 1:

Two errors from SET 1 and one error from SET 2.
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Any data item covered by a combination in SET 2 has to be covered by all the
three checks in any one dimension. Without loss of generality, let us consider the
combination of checks for the erroneous data item in SET 2 be (012)y3z3 and the
combinations for two errors in SET 1 be .x1y1z1 and x2y2z2. Even if x1

x2, there is

at least one check in the first dimension to flag the error.
Case 2: Two errors from SET 2 and one error from either SET 1 or SET 3.
Possible cover sets for the errors are:

SET1

SET2

SETS

xiyi(012)

xiyi(Ol2)

xiyi(0l2)

x2y2(012)

x2(012)z2

x2y2(012)

x3y3z3

13y3z3

(012)(012)(012)

In set 1, if x = x2 then Yi
Y3

Y2 and vice versa. In either case in the worst scenario,

= Yi or y3 = Y2 but not both. Hence there is a check that flags the errors. In set 2,

in the second and third dimensions there is a unique check. In set 3, obviously there
is one check in first two dimensions appearing only once in all the three cover sets.

Case 3: Two errors from SET 3 and one error from either SET 1 or SET 2.
Various cover sets under this case are:

SET1

SET2

y1z1

Thai

Y2 2
:3 Y3 C3

In set 1 and 2, a3 vi1l flag the erroi'.

C2

X31J3Z3
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These cases cover all error scenarios. Thus this construction can detect up to
three errors.

This design can be easily extended to the cases when r = 1 mod 3 and r
2 mod 3. As a first step in the above construction, we have divided the set of checks
1 mod 3 or r

into sets of 3 checks each. But when r

2 mod 3, the number of

checks cannot be divided evenly into sets of 3 checks each. Hence we consider one set

with more checks than the rest of the sets. Thus when r = 13 we will have 3 sets with

3 checks each and one set with 4 checks; when r

14, there' are 3 sets of 3 checks

each and one set with 5 checks.
We have extended Latin Square to accommodate the situation when one dimension

has more elements. We consider the largest set as the last dimension. As in the
case of r = 0 mod 3, for SET 1 combinations we consider all cyclical rotation of

the set of elements of the last dimension. Also, the additional element in the last
dimension gives more possible combinations in SET 2 and in SET 3. We illustrate

this construction for the case r

i"umber of Checks r

1 mod 3 by considering r

10.

10

SET1

012

0 012
1 123
2

230

012
0 123
1 230
2

3

0

1

012

012

1301

1012

0230 0301
2

0

1

2

2

1

2

3
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SET2
0

1

2

0

012

012

012

1

012

012

2

012

0

1

2

0

123

123

123

012

1

123

123

123

012

012

2

123

123

123

012

012

012

012

0

0

1

2

3

1

0

1

2

3

2

0

1

2

3

0

1

2

012000
012111
012222
012

3

3

3

SET3

012

-000
-111
-222
-333

012
0

012

0123

1

2

3

Proof:
This construction is very similar to the case when r
only the cases which involve cover sets from SET 2.

Case 1: Three errors in SET 2.
Let us consider cover sets of the form:

0 mod 3. We will prove
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xiyi (012)
x2y2 (123)

x3y3(123)

In the third dimension, check label 0 appear only once and hence can flag the
error. The proof for other choices of cover sets are similar to the above construction.

Case 2: Two errors from SET 2 and one error from SET S.
Let us consider the special case:

xiy1 (012)

'2Y2(123)
(012) (012) (0123)

In the first two dimensions, there are unique checks to cover errors of this type.
All the other error situations have resemblance to the cases covered in the proof of

the previous construction. Hence we can conclude the construction for r

10 detects

up to 3 errors.

When r

11, we have {0, 1, 2,3, 4} elements in the last dimension. Check combi-

nations under SET 1, SET 2, and SET S are modified to allow for 5 elements in the
last dimension instead of 3 in the case of r

9. But the proofs in these cases follow

immediately by observing the pattern of extension of the base case (i.c.r

to these cases. We present below the valid cover sets for r
proof as it follows immediately after r

9 and r

10 cases.

0 mod 3)

11 and leave out the
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Number of Checks r

11

SETJ

012

012

0012
1123
2234

0123
1234
2340

012

012

0340
1401
2012

0
1

2

012
234
340
401

0401
1012
2123

SET2
0

1

2

0

234

234

234

123

1

234

234

234

123

123

2

234

234

234

0

1

2

0

1

2

0

451

451

451

0

512

512

512

345

1

451

451

451

1

512

512

512

345

2

451

451

451

2

512

512

512

0

1

2

0

012

012

012

1

012

012

2

012

0

1

2

0

123

123

123

012

1

123

123

012

012

2

123

0

1

2

0

345

345

345

1

345

345

2

345

345
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012

012

012

012

012

0

0

1

2

3

4

1

0

1

2

3

2

0

1

2

3

0

1

2

012

0

0

0

4

012

1

1

1

4

012

2

2

2

012

3

3

3

012

4

4

4

SETS

012

-000
-111
-222
-333
-444

012
0

012

01234

1

2
3

4

For higher number of checks we have more dimensions. Hence when we extend
the above constructions for higher number of checks there are additional dimensions

for Latin Squares and for the other square arrangements in SET 2 and SET S. Every

combination in the above constructions appears in combination with every element

(i.e totally 3 elements) in the new dimension. For example, for r
consider the base case r

12 case, we

9 and add a new dimension to all the check combinations

included in this case. All the cover sets in SET 1 of r

9 will be augmented with

an additional check dimension to the left. For instance, for r

12 construction cover

sets 0000, 1000, 2000 are derived from the valid cover set 000 in SET 1 of r

construction. The SET 2 eleijieiits of r

9

9 have all the checks iii exactlY imi oxie

dimension, i.e. (012)12 is a valid cover set. \Vlien we extend SET 2 of r

9 to
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r = 12, not only all the base case combinations appear in combination with every
check of the new dimension and also all the checks of the new dimension appear in
combination with checks from other dimensions. For instance, 2(012)12 and (012)210

are valid cover sets in r = 12 construction. Similar procedure is followed in extending

SET S elements. The combinations in SET S for r = 12 are:

0

-000

-010 -020

-00

-001

-011

-021

-01

1

-002

-012

-022

-02

2

-100

-110

-120

-10

-101

-111

-121

-11

-102

-112

-122

-12

-200

-210

-220

-20

-201

-211

-221

-21

-202

-212

-222

-22

(012)(012)(012)(012)

Thus an addition of 3 checks will lead to more than 3 times increase in total
number of data items.

Extension SET 1, SET 2 and SET 3 for the cases r = 1 mod 3 and r = 2 mod 3
follow the same procedure.

The following table summarizes the results we have obtained for 3-ED in this
section.
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Number of

Number of

Checks

Data Items

r = 0 mod 3

3-1(25 + q) - 0.5 where q = LJ

r = 1 mod 3

3q_2(20 + 4q) - 1 where q =
LJ

r = 2 mod 3 3q2(355 + 5q) - 1.5 where q = LJ
TABLE 4.1: New Bounds For 3 Error-Detection

Next we present 5 Error-Detecting construction. All our constructions are based
on Latin Square arrangements. We did not find an appropriate size for Latin Squares

to detect 4 errors. Hence we skip a construction for 4-ED and present 5-ED.

.1.2

Construction For 5-ED

In 3-ED construction we used Latin Squares of 3 symbols, for 5-ED we use a vertically

complete Latin Square of 4 symbols. We start with the base case construction for

r

12. We also present the methodology to extend the construction to higher number

of checks when r

0 mod 4.

Number of Checks 12

0123

0 0123
1 1230
2 2312
3 3001
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Notice, in the above construction the symbols appear only once in each column
but they may appear more than once in a row. Hence it is a vertically complete Latin

Square. As in the base case of 3-ED, there are three dimensions to this arrangement.
Some of the valid combinations are 011, 123, 202, 310 etc.

Claim 4.1.7 This encoding detects 5 errors.

Proof:
The proof is given for each possible error scenario.
Case 1: Single error.

Every data item is covered by some checks. Hence single errors are detectable.
Case 2: Double errors.
Since every check symbol appears only once in combination with the check symbol

in the second dimension, the cover sets are distinct. When two cover sets are distinct,
they have at least two different check symbols in any one dimension. That means two

errors are detectable.

Case 3: Consider any three errors. Let the check combinations for these errors
be x1y1z1, x2y2z2 and x3y3z3. Observe, for given pair of check symbols in the first

two dimensions there is only one cover set with that combination. Because of this
fact, even if the checks in any one dimension are all same, the checks in the other
dimensions have to be distinct Hence any three errors can be detected.
Case : Four errors.

Let the check combinations for these four errors be xiyizi, 12y2z2. 13y313, and

xyz4. In the worst case for four errors distribution, we will have x
13

11: m

y3 and Y2

12 and

Vi. In this case at least two of the check symbols Zt,

z3. z4 must be distinct, because the Latin Square is vertically complete. For example,
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consider the data items with cover sets 000, 202, 232 and 033. Though check symbols

0 and 2 appear two times in the first dimension and checks 0 and 3 appear twice
in the second dimension, the check symbols 0 and 3 appear only once in the third
dimension.

Case 5: Consider any five errors.
The proof for this case follows immediately from the previous case. Note any four

errors syndrome will have at least two checks flagging the errors in any one of the
dimensions. Hence the flve-tli error's check combination can mask only one of these
distinct checks, and so any five errors will be flagged under this construction.

U

Our next design is to show how to extend the above construction for cases r =
0 mod 4 when r > 12. As in 3-ED, we divide the set of checks into sets of 4 checks
each. We use the construction for r

12 as the base case. Notice, in the base case

there are four check combinations with the check symbols 0, 1, 2, and 3 in the second
dimension. For example, {000, 101, 202, 303} forms the first column in the base case,

and all these combinations have check symbol 0 in the second dimension. There is a
column for every check symbol in the second dimension.

The steps involved in the extension of the base case are as follows:
Step 1: The new dimension symbols are augmented to the left as 0th dimension.
The check symbol of the new dimension matches the check symbol of the 0th dimension

before this step. For example,
1st

column of Base case:

{011,112,213,310}

1st column after extension:

{0011.1112,2213,3310}
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Step 2: The columns pertaining to check symbols 0, 1, and 2 are duplicated. This
increases the number of check combinations by 12.

Step 3: If abcd is a combination in the duplicated combinations, modify it as:
a(b + x + 1 mod 4)cd, where x is column number. For example,
After duplication (Step 2):

{001 1,1112,2213,3310}

After modification (Step 3):

{0111,1212,2313,3010}

These three steps complete the extension procedure. Every time we add four more
checks to the system, these three steps are followed in that sequence. In Step 2, the 0,

1, 2 columns are duplicated. It is easy to identify these columns if we are extending

from 3 to 4 dimensions. In other cases, we have to define what these columns are.
Notice, when we extend from 3 to 4 dimension, the elements after Step 1 resemble the

check combinations of the base case. These elements have same string combinations
as the base elements in dimensions 1,2 and 3. Every time construction is extended to
higher dimensions, these elements are considered as base elements for the steps above.

To illustrate this design, we present the combinations allowed when r = 16. Note

the top 16 combinations are derived after Step 1. The bottom 12 combinations are
modification of the corresponding combinations in the top row.

Number of Checks 16

Combinations after Step 1
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0000

0011

0022

0033

1101

1112

1123

1130

2202

2213

2221

2232

3303

3310

3320

3331

Modified combinations after Step 3:
0100

0211

0322

1201

1312

1023

2302

2013

2121

3003

3110

3220

Claim 4.1.8 The extension method described above detects 5 errors.

Proof:
We will consider several cases of error distributions. For easy reference, we call
the combinations we derive after Step 1 as Set A and the combinations we have after

Step 3 as Set B.

Case 1: Errors are contained in Set A.

The combinations in Set A are basically same as combinations in the base case.
Hence errors are detectable if they are within Set A.

Case 2: Errors are only in Set B.
Set B combinations form a subset of Set A. Hence errors within Set B are also
detectable.

Case 3: One error each from Set A and Set B.
The worst case for this error pattern is the pair of combinations which are dupli-

cate. But in Step 3 the duplicate combinations are modified in one dimension. Thus
there are two checks flagging errors of this type.
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Case

:

One error from Set A and two errors from Set B or two errors from Set

A and one error from Set B.
The worst case for this error pattern is when there is a pair of duplicate combinations among the errors. From

Case

S we know that there are two checks that flag the

errors in duplicate combinations. The third error can mask oniy one of those checks
and hence these types of errors are also detectable.
Case

5: Two errors from Set A and two errors from Set B.

Assume there are two pairs of duplicate combinations among the erroneous data
items. Whether these duplicate combinations are from same column or from different
columns, there are at least two distinct checks in dimension 1 in the syndrome. Hence

the errors are detectable.
Case

6: Two errors from Set A and three errors from Set B or two errors from

Set B and three errors from Set A.
From the previous case we know there are two distinct checks in four errors syn-

dromes. The cover set of the five-ft data item can mask only one of these two checks,
hence five errors are detectable.

R

This construction gives 16 + 12 x L'2i. number of data items for r checks.

4.1.3 Construction For 6-ED
As in the case of 5-ED we define 3-dimensional case as the base case for 6-ED and

the method to extend the base case for higher dimensions. The construction of 15
checks constitutes the base case for 6-ED. We consider 3 sets of 5 checks each. The
simple complete Latin Square for 5 symbols gives valid combinations of checks in this

case. The base case is as follows:

63

Number of Checks 15

01234
001234
112340
223401
334012
440123
Claim 4.1.9 Above encoding detects 6 errors.

Proof:
When the number of errors is less than or equal to 5, the proof is similar to the
case of 5-ED. So we consider only the case of 6 errors.

Consider any six errors. Let the checks that cover the erroneous items be x1y1z1,
x2y2z2, x3y3z3, x4y4z4, x5y5z5,

distribution is when x1

and

x6y6z6. One of the worst cases for six errors

x2 =x3 x4 = x5 =x6; Yi = Y4, 112 = 115, 113

116 Since it is a

complete Latin Square any symbol appears only once in any column and in any row;

so at least two of z1, z2, z3,z4, z5,z5 are distinct. Hence the result.

U

We illustrate the extension of this construction for the case r = 20. The extension

procedure is quite similar to the case of 5-ED. The difference in extension procedure
lies in Step 2 of Construction 4.1.2. The columns that are duplicated are 0, 1, 2, and 3
in the case of 6-ED.In the modification Step 3, abed is modified as a(b+x+1 mod 5)cd

where x is the column number.

Number of Cheeks 20
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Combinations used in the case of 15 checks with an additional dimension augmented to the left:
0000

0011

0022

0033

0044

1101

1112

1123

1134

1140

2202

2213

2224

2230

2241

3303

3314

3320

3331

3342

4404

4410

4421

4432

4443

Modified Combinations of the above combinations:
0100

0211

0322

0433

1201

1312

1423

1034

2302

2413

2024

2130

3403

3014

3120

3231

4004

4110

4221

4332

It is easy to note that the extension illustrated above is very similar to the one
described for the 5-ED. We follow the same method for extending to higher dimensions

as we have detailed for 5-ED. We skip the proof for this case but prove the error detect

ability and extension in general case tin the next section. Because of the similarity in
the constructions between the general case and specific case, the proof of the general
case is adoptable to the specific cases.

Construction For t-ED
As in the case of .5-ED and 6-ED. we describe the base case for t-ED and explain
the extension method for higher number of checks. The base case is 3 dimensional
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with 2 x Ffl + 2 checks. When t = 7, the base case requires 10 checks and the check
combinations are as follows:

01

001
112
223
330
Claim 4.1.10 There are 8 check combinations in the above partial Latin Squares on
symbols. These combinations can detect 7 errors.

Proof:
In 5-ED construction we used Latin Squares on 4 symbols. Hence we know the

combinations in the above partial Latin Squares on 4 symbols can detect up to 5
errors. Let us consider the cases when there are 6 and 7 errors.
Case 1: Suppose the pattern of error is such that there are 4 errors in one column

and 2 errors in the other column of the third dimension. In other words, six errors
have check combinations 4 from one column and 2 from the other column. Clearly,
there are two distinct checks in the third dimension among these combinations.

Case 2: Suppose the errors are distributed as 3 in one column and 3 in the other

column. Even if all the checks appear twice in the third dimension under this error

pattern, they have different checks in the first dimension. Hence the error can be
detected.

Ca3e 3. Consider 7 errors; 4 of which rnust be in one column and the remaining
errors in the other column of the third cliniension. Ceitainlv there is a unique check in
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the third dimension under this error distribution. Thus this construction does detect
up to 7 errors.

U

Extending this design for higher dimensions is quite simple. To increase the di-

mension by one, [' checks are required. Whenever the number of dimensions goes
up by one, the number of data items is increased by 2 x

Similar to 5-ED and

6-ED constructions, when we extend this design to higher dimensions, the combinations are duplicated and modified in their first dimension. To illustrate this extension

methodology, we continue with the earlier example and extend its dimension from 3

to 4. For four dimensional 7-ED we need 14 checks. The valid check combinations
with 14 checks are:

Duplicated & modified
Column 1 Column 2 Column 1

Column 2

0000

0011

0100

0211

1101

1112

1201

1312

2202

2213

2302

2013

3303

3310

3003

3110

Notice the new dimension is augmented to the left of every combination. When
the first column is duplicated, the first dimension is increased by one. For example,
the combination 2202 becomes 2302 after the modification. When the second column

is duplicated, the first dimension is increased by two. For example, the combination
3310 becomes 3110.

This method of duplicatioii and modification continues every time we increase the
number of dimensions.
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Claim 4.1.11 The design based on the above extension method detects t errors.

Proof:
Let us consider the extension from 3 to 4 dimensions. There are 4 distinct columns

of combinations in 4 dimensional construction; let their labels be Cl for Column 1,
C2, DC1 for Duplicated Column 1, and DC2. The check combinations in Cl and C2
are those copied from 3-dimensional case and augmented with the new dimension to
the left. The combinations in DC1 and DC2 are the modified combinations included

in Cl and C2.
When all t errors are among either Cl and C2 or DC1 and DC2, the design can
detect these errors since this case is similar to 3 dimensional case.

If we prove this design can detect terrors distributed in Cl and DC1, then it will
automatically prove this design works for t errors in C2 and DC2 as well as in Cl and

DC2; and in C2 and DC1. Therefore, it is sufficient to consider errors distributed
only in Cl and DC1. The following simple observations help to prove various cases
of error distributions.

Observation 1: Among the check combinations in Cl and DC1, every check appears exactly twice in dimension 1,2 and 4.
Observation : Consider all the combinations in Cl and DC1. The check symbols

align among these combinations in dimensions 0, 2 and 3, but the check symbols differ
in dimension 1.

We will consider the following cases of error distribution.

Case 1: One error from Cl and one error from DC1.
When the erroneous data items are duplicate items, they have different checks in

the first dimension. Errors are detectable.
Whemi the erroneous data item are not duplicate items. they have different checks
in every dimension exc:ept possibly in dimension 2.
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Case

2: Two errors from Cl and one error from DC1.

If there is a pair of duplicated items among the erroneous items, there are two
distinct checks in the first dimension. Thus the errors are detectable.
If the erroneous items are not duplicated items, then they are from different rows

in the base case. Hence these errors are detectable.
Case

3: Between four and seven errors occur among both Cl and DC1 combina-

tions.

If there are pairs of duplicated items among the erroneous items, there are two
distinct checks in the first dimension. Thus the errors are detectable.
If the erroneous items are not duplicated items, then they are from different rows

in the base case. Hence these errors are detectable.

4.2

U

New Bounds For Error-Detection In Pg Model

In P9 model, there is a limit of g data items per check. We present our results in P9

model for 2, 3 and t error detection. These results show a significant improvement
over the earlier results published by Banerjee and Abraham [8]. The designs for Pg
model are adoptation of P model designs presented in the previous section.

4.2.1

Construction For 2-ED

Before we present the construction, we indicate the difference between the terms used

in this and the previous sections. We have used the term 6?heck Combination in the
previous section, the appropriate term for it in this section is Cover Set. A data item
is represented by its cover set, i.e. 1 against a check indicates that check covers that

data item and 0 indicates that check does not cover it. This notation is different from
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the ones used earlier, in which 0 is used as a label for a check. The cover sets in this
section are binary strings.
The following construction method gives valid cover sets for any given .g value to

detect 2 errors.

Consider all binary strings for integer values in the range 1 through 2g - 1. Note

the set of these strings will have utmost g l's in any dimension. Each dimension in

this string represents a check. Thus this design requires log2(2g - 1) checks. For
example, let g = 4. Then all the binary strings in the range 1 through 7 are:

Data Cover Sets Data Cover Sets
1

001

5

101

2

010

6

110

3

011

7

111

4

100

For n data items, this construction requires only n x
the earlier published results required ii x

2g+ 1

log2(2g-1)

2g1

1

checks, whereas

checks.

Claim 4.2.1 The above construction detects 2 errors.

Proof:
The cover sets have 1 in at least one dimension. Thus each data item is covered
by at least one check, so one error is detectable.
When we consider any two cover sets, they differ in at least one dimension. Hence

this construction can detect up to two errors.

U
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Construction For 3-ED
The design for 3-ED in P9 model is an adoptation of 3-ED P model presented in

the previous section. Let us look at the SET 1 of 3-ED design. In the case of 9
checks, i.e. 3-dimensional case, every check symbol appears in 9 data items or check

combinations. When g> 9 we can use SET 1 combinations for P9 model.
Suppose g

3C for some integer k. We need 3(k + 1) checks to yield 3g data items

using SET 1 construction of 3-ED P model. Thus for n data items, the number of
checks required is n x

3(1,

We can extend this construction for g in the range (3k, 3k+1). We can break down

this range further and when 3' < g < 2 x 3k, the construction requires 3(k + 1) + 2
checks and the number of data items is up to 2 x 3k+1, In the range 2 x 3k <

<3k+1,

for 3(k +2) checks we get 3k+2 data items. This is a significant improvement over the

existing results. The comparison between existing and our results for some specific
cases are:

n

g

Number of Checks

Existing

New

27

9

18

9

30

12

19

12

81

27

49

12

243

81

147

15

TABLE 4.2: Comparison Of Existing And New Bounds For 3-ED In P9 Model
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..2.3 Construction For t-ED
As in the 3-ED P9 model designing, we use the t-ED P model construction to design

the t-ED P9 model. In the 3 dimensional t-ED case, a check appears in [t±11 check
combinations, i.e. g

[L1,r

2--1 + 2,n = 2[11;

and in the 4 dimensional case

g2[thlr=3[t±hl +2,n=4[1.
Every time dimension is increased by one, g value is increased by [1 r value
n value goes up by

by

211

If g = k[--1, then the number of checks needed r

(k+1)[-' +2 and n = 2g.

If g>

we need (k+2)[t1 +2 checks, for 2g data items. Hence for ri data
(k+1)[t+hl+2
t+i
items, we require n
checks, when g = k1----1.
We require n(k+2)[1+2
.

29

2g

checks, when g> k1-11.
nq
Banerjee and Abraham [8] derived the bound to be q+g-i
where q
is clear, the factor
in our bound is smaller than the factor
2k1

191

It

in the

existing bound. Hence our design requires a fewer number of checks. A comparison
between these two designs in some specific cases is presented in the Section 4.3.

4.3

Summary And Conclusions

In this chapter, we have presented improved results for error detection in the P and
the P9 models. Below we summarize the results included in this chapter. Our bounds

in the P model show significant improvement over the existing bounds. Table 4.3
quantifies the improvement achieved in our bounds in some specific cases.

The comparison between existing and our bounds in some specific cases for the
P9 model is included in Table 4.4.

We can observe the new bounds presented in this chapter bring the upper bounds

closer to the existing lower bounds. Yet there is room for further improvement on
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Existing Bounds New Bounds

Errors

r

n

r

n

3

9

36

9

67

4

27

64

-

-

5

-

-

28

64

6

-

-

30

85

7

45

64

-

-

9

23040

1024

517

1020

TABLE 4.3: Comparison Of Error-Detection Bounds In P Model

Number of Checks

Errors

n

g

Existing

New

2

56

4

32

24

3

100

4

70

50

7

108

4

90

54

TABLE 4.4: Comparison Of Error-Detection Bounds In Pg Model

both lower and upper bounds. We also anticipate more research in proving our constructions are either optimal or improving our construction methods to yield optimal
results.
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5. NEW BOUNDS FOR ERROR-LOCATION AND

ERROR-DETECTION
The bounds presented in this chapter are for checks used in encodings that are
designed to detect and simultaneously locate errors. This is the first time these
problems are formulated and bounds are derived. The encodings are for both P and
P9 models.

Before we explain our design methodologies, we recall some of the terms defined

in Chapter 2 that are used in this chapter. We use a special binary operator called
Star, denoted as *. The operator is defined as follows:

When cover sets are represented as binary strings, the super-imposition of two or
more cover sets can be expressed concisely using * operation. For example,

(01011) * (11000)

(1*011)

Notice the cover sets (01011) and (11000) have 1 in the second position from
the left. When the data items associated with these cover sets become erroneous, the
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possible error syndromes are {(11011), (10011)}. Using the * operator we can express
these syndromes as (0*011).

We use the term unordered in our designs in this chapter. This term stems from
error correcting coding theory. When we say two binary vectors are unordered, we

mean there is a position with 1 in one vector and 0 in the other and vice versa. For
example,
(0101), (1010)

are unordered binary strings, whereas
(0000), (1010)

are not unordered.
We use unordered binary strings to obtain the necessary condition for our design.

The other notations that are defined in the Chapter 2 and used liberally in this
chapter are DC and CD. DC(d1) stands for the set of checks covering the data item
d and CD(c) denotes the set of data items covered by the check c1. In the remainder
of this chapter, we present 1-EL and 2-ED encoding for both P and Pg models.

1-EL And 2-ED In P Model

5.1

Theorem 5.1.1 An ABFT scheme can detect two errors and locate one error if for

all 1 <i <j <k, DC(d)

DC(d) and DC(d) * DC(d)

DC(d), V 1 <t

k.

Proof:
The proof of this theorem follows immediately after the following two Observations.

Observation 1: An ABFT scheme can locate one data error iffDC(d)

DC(d1),V 1 <

i<j < k.
For an encoding to locate one error. no two data items should share the error
syndrome. The above observation states this condition precisely.
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Observation 2: An ABFT scheme can detect two errors if DC(d2) * DC(d3)

Ok,V 1<i<j<k.
This is equivalent to saying that DC(d)

DC(d3). This condition ensures that

there is a check in two errors syndrome to flag the errors. If DC(d) * DC(d3)
DC(d), then we cannot distinguish between a single error at d and two errors at d1

and d. On the other hand, if DC(d) * DC(d) is not equivalent to any single error
syndrome we can always determine whether or not a single error has occurred and
take the appropriate action.

Claim 5.1.1 If an ABFT scheme detects two errors and locates one error then the
single error syndromes DC(d1), ..., DC(d7) are unordered.

Proof:
Proof is by contradiction. Suppose the syndromes DC(d3) covers DC(d) i.e.
they are not unordered. When they are not unordered, it implies DC(d) *DC(d1)
DC(d3). For example, DC(d2)

1100, DC(d3) = 1110, DC(d) * DC(d3) = * * 10

1110. This means two-error syndrome is indistinguishable from one-error syndrome.

I
Theorem 5.1.2 It is necessary to have k checks to detect two errors and locate one
error in n data items, where k satisfies

7k
k

>n

Proof:
The proof of this theorem follows immediately from the Claim 5.1.1. Combining

the result of time claiiii with Sperner's Lemma [47] we get,
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k

>n
U

The result of the above Claim is not a sufficient condition for two-error detecting

and one error locating. For instance, consider DC(d1)
DC(d3)

011, DC(d2) = 110 and

101, under this encoding when d1,d2 and d3 are erroneous, DC(d1) *

DC(d2) = 1 * I

101

DC(d3).

Below we present the 1-EL and 2-ED ABFT encoding. We present two designs,
one is easier to encode and decode and the other is more efficient. In the first design,
we use the binary string notation to represent the cover sets, and in the second design

we use special notations to express set of binary strings for the sake of conciseness.

Method 1

Let n be the number of data items. Then this method requires 2 x log2(n) checks

to locate one error and detect two errors. Various steps in this method are:
Step 1: Assign a unique integer label in the interval 1 through n to the data items.

Step 2: Assign a binary string equivalent to the integer label.
Step 3: Assign another binary string which is a completement of the binary string
in Step 2.

Thus this design needs 2 x log2(n) checks. The example below illustrates this
method.
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Data

Checks

Data

Checks

Label

Label

Label

Label

0

000

111

4

100

011

1

001

110

5

101

010

2

010

101

6

110

001

3

011

100

7

111

000

Claim 5.1.2 The design described in Method 1 locates one error and detects two
errors.

Proof:
Every data item is covered by a unique combination of three checks, hence single
error is locatable.

When two errors occur, since binary strings assigned to the erroneous items are
different, they have different bits in at least one position. The check assiciated with
that position will flag the errors.

Also, it is easy to observe two-error syndorme is different from single error syndrome.

I

Under Method 1 design, it is easy to encode and decode. In Method 2, we present

another design for 1-EL and 2-ED which requires less number of checks than the
design in Method 1.

Method 2

We continue to use binary string notation fhr the cover sets. We introduce new

symbols to group some of the binary strings and to express them concisely. The
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symbol I is used to group the strings {(100), (010), (001)}; and symbol + is for the

string (111). Note these symbols are independent of dimension of the string, i.e. +
can stand for (111) and also for (1111) etc. Similarly Ican represent the set {(1000),

(0100), (0010), (0001)} and as well as the set {(10000), (01000), (00100), (00010),

(0000i)}. Essentially, us a notation for unit matrix and + is a string of l's. Suppose
I is a 3x3 matrix, then II notation represents the cross product of three unit vectors
with three unit vectors; the nine strings of this cross product are represented concisely

as II. The notation +1 stands for three vectors which are formed concatenating string

of l's with unit vectors. To illustrate these notations, we present below an example
of 2-dimensional binary strings.

I

(io
01

/

+=11

+1=
1101

/

1010
1001

0110
0101

/
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Using the above notations we describe the second method to design 1-EL and
2-ED encoding. Similar to our designs in Chapter 4, we present the base case and
method of extending the base case to higher dimensions.

The base case requires 9 checks (3-dimensional), divided into 3 sets of 3 checks
each. The valid cover sets are:

Number of checks r

9

SET1

+11

SET2

1+1

SET3

11+

Some of the valid cover sets in this method are: (111)(100)(100), (O1O)(111)(100),

(OO1)(O1O(iii). There are 27 data items under this encoding.

Claim 5.1.3 The cover sets included in Method 2 have one-error location and twoerror detection capabilities.

Proof:
It is clear that every data item is covered by a unique set of checks. Thus this can
locate one error.

When two errors occur within any one set, say SET 1, the cover sets are of the
form (111)yiz1, (111)y2z2. If

Yi

Y2, then z1

z2 and vice versa.

Two errors from SET 1 and SET 2 will have cover sets of the forms (111)yizi and

x2(111)z2. This error pattern obviously has checks in first and second dimensions to
cover the errors.

It is obvious two-error syndromes are characteristically different from single error

syndromes. Thus this encoding can locate one error and detect two errors.

I
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The above construction has a simple extension procedure for higher dimensions.
Valid combinations in 4-dimensional case are:

SET1

+111

SET2

1+11

SETS

11+1

SET

111+

It is easily verifiable that this extension method ensures one-error location and
two-error detection. Under this construction, we have the number of data items

=

x3

when r

0 mod 3.

When r = 1 mod 3, we modify the above Method 2 construction as follows:

SET1

0+11

SET2

01+1

SETS

011+

SETJ

1111

The new check is augmented to the left of all the combinations. The 0 +11 notation

indicates all the cover sets in +11 (explained above) are augmented with 0 to the left,

i.e. the data items are riot covered by the new check, whereas the data items in SET
are covered by the new check.

Note. two errors in SET

have error syndromes different from any one-error

syndromes. Hence this design can locate one error and detect two errors.
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In the case of r = 2 mod 3, we have designed the construction as below:

SET 1

00 +11

SET 2

00 1+1

SETS

00 11+

SET1

01111

SET 5

10 III

The proof that this construction locates one error and detects two errors is imme-

diate from the cases r = 0 mod 3 and r = 1 mod 3 presented above.
The number of data items under Method 2 for various r values are:

5.2

F1 x 3'

when r = 0 mod 3.

[1 x 3k-' + 3

when r = 1 mod 3.

[1 x 3-' + 2

when r = 2 mod 3.

1-EL And 2-ED In P9 Model

In P9 model, there is a limit on number of data items per check, i.e. the set CD has a

cardinality limit, usually denoted as g. Similar to the Pg model designs presented in
Chapter 4, the design in this section is derived from the equivalent P model included
in the previous section.

Claim 5.2.1 The number of checks r required to locate one error and detect two
errors is

g±1 1r
2n

r

277

ci

+2gWhenn>g2-1.
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Proof:
The lower bound follows from the fact that at least

checks are needed to

detect two errors [6].

The upper bound is obtained as follows (proof by example):

Suppose that g = 4 and n = 16. Consider the following cover sets:

1

1000 1000

9

0010 1000

2

1000 0100

10

0010 0100

3

1000 0010

11

0010 0010

4

1000 0001

12

0010 0001

5

0100 1000

13

0001 1000

6

0100 0100

14

0001 0100

7

0100 0010

15

0001 0010

8

0100 0001

16

0001 0001

These sets can be denoted succinctly as Ii (notation explained in the previous
section) and has g = 4. Note in the notation II, I is a 4x4 matrix. These cover sets
have one-error location and two-error detection capability as these sets are subsets of
1-EL and 2-ED designs presented earlier.

In the above construction, m = g2 and r = 2g. If n
the data set into m subsets each of size

2.

mg2 then we can partition

This approach requires

2g checks are required for each subset and 2gm = 2g

=

checks because

The extra 2g in the

upper bound comes when g2 does not divide n.
5.3

Summary And Conclusions

In this chapter, we have included the thrmiilatiori of a new family of ABET problems,

i.e. error-location and error-detection (EL and ED), and derived hounds for a specific
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case 1-EL and 2-ED. Below we present a table of bounds we have obtained for this
new category of problems. Future research can attempt to derive bounds for general
case in this new category of problems.

P Model

P9 Model

Number of

Number of

Checks Data Items

g

Checks Data Items

9

27

3

6

9

10

54

4

8

16

11

81

5

10

25

12

108

6

12

36

13

189

7

14

49

14

270

8

16

64

TABLE 5.1: 1-EL And 2-ED Bounds In P And P9 Models
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6. RECONFIGURATION ALGORITHM FOR PROCESSOR ARRAY
The remarkable progress in integrated circuits in the past decade has helped the
emergence of highly powerful processors. This has given a new momentum to parallel

processing architectures. There are several parallel architectures proposed to optimize

various factors involved in the parallel processing. In recent years we have seen the

mesh (or two-dimensional array) topology has been adapted in many commercial
machines [38, 49]. Array architectures are gaining importance because a number of
highperformance applications can be efficiently mapped on them. Designing fault-

tolerance techniques for array architectures is one of the actively pursued research
fields [2, 9, 10, 11]. The recent advances in VLSI and WaferScale Integration (WSI)

technologies also enabled costeffective implementation of these arrays. Very large

wafers without any faulttolerance can have yields as low as 10 percent or even
lower. Gross defects lead to immediate discarding of the wafer or the affected chips.

Hence to make this technology economically viable, it is necessary to have spare
processors on the wafer to achieve the higher production yield. Static reconfiguration
can be performed at the end of production to replace the defective processing elements

with the spare ones. Likewise, dynamic reconfiguration can be done to maintain the
processor availability when the network is in use.

In this chapter, we present the multi-track processor array model introduced by
[44], identify the underlying assumptions and flexibility features of the model. We
have also covered the issues involved in designing static and dynamic reconfiguration

algorithms for this processor array moclel and included a linear time algorithm for
static recorifiguratioii.
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6.1

Previous Work

The versatility of processor arrays has contributed to the active research work in
this area. Several models of processor arrays with varying capabilities have been
proposed [50, 51]. Figure 6.1 shows an augmented model of processor array that has

been introduced in [44]. The notations used in the figure are:

0

switch;

processor element;

interconnection link. This model shares a number of similarities

with the Configurable, HIghly Parallel (CHiP) multiprocessor architecture presented
in [46].

FIGURE 6.1: A 5x5 Augmented Processor Array

The switches and the processing elements (PEs) of these two architectures are
based on the Diogenes approach [15. 41. 42] to the faulttolerance in VLSI technology.

Though the augmented and CHiP have similar configuration their design goals differ

widely. The primary purpose of CHiP design is to have functional reconfiguration
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whereas the augmented model is designed to tolerate faults. Making a note of this
difference in their research goals will help to integrate the results.

The authors of [44] have shown that the static reconfiguration problem of the
augmented processor array can be reduced to the Maxflow Network problem. This has
proved the existence of a polynomial time reconfiguration algorithm for the augmented

processor array. But this approach does not consider the regularity of the processor
array network; by the virtue of symmetry and regularity of the underlying graph we

can design a linear algorithm in number of nodes n, and number of faults F. This
chapter presents the linear time static reconfiguration and comparison of this model
with other models.

In Section 6.2, we present the architectural details and the issues surrounding the
reconfiguration of the augmented processor array. Section 6.3 includes the reconfigu-

ration algorithms.
6.2

Augmented Processor Array

There are a number of designs for processor array. The augmented processor array has

flexible features like switch configurations, which give it much-desired fault-tolerance

capabilities. In this section, we present the architectural model of the processor array,

and the assumptions for our reconfiguration algorithm design etc.

6.2.1

Architecture Of Multi-track Processor Array

As reported in [34] about 60 to 70 percent of the defects are located in the logic/device

area of a wafer. Though a considerable percentage of the defects can occur in the
interlogic connections, the results presented in this chapter assume that only processing elements can become faulty. Designing a reconfiguration algorithm that will

include both processor and link faults is essential for total fault-tolerance: we plan to
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concentrate on this aspect in our future research. Another assumption made for the
algorithm design is that the faulty processor can allow communication through it but
it cannot compute.

Reconfiguration is one of the techniques used to make appropriate connections

among the non-faulty processors such that the original logical connections of the
network will be restored. Formally, we can define the reconfiguration as two phase
operations. In the first phase, a suitable logical location for every processing element
is sought. This task is achieved by defining a one-to-one mapping function, say,

f(i, j)

(x, y) in which the processor with address (i, j) is mapped to logical address

(x, y). In the second phase, the communication paths at the switch elements are set

to have direct physical link among the neighboring processing elements. After the
successful completion of the above mentioned phases, the logical processor array that

emerges is functionally equivalent to the non-faulty original physical processor array.

The static reconfiguration done at the end of the production is to increase the
yield of the wafer. In general, the production reconfiguration is controlled by a host
computer external to the wafer. This enables us to design an efficient reconfiguration

without paying undue attention to the data structures' space complexity. The static
reconfiguration algorithm discussed in Section 6.3 assumes the host computer has a

fault diagnosis mechanism to collect the addresses of the faulty processing elements.

The notations used in [44} have been continued in this chapter whenever appro-

priate. We use the term compensation paths to indicate the association of a spare
processor with a faulty processing element (FE). The compensation path is a directional path starting from a faulty processor and ending in a spare processor; it can also

be denoted as a sequence of processor addresses. such as, {(i, yi), (X2 Y2), (, y3),

y1). (x m)} where
(x2, Y2)

is the faulty processor mapped to the FE at

(:2 y2) is mapped to (13, y3) and so on. In the above compensation path
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(x1,

y) is the unique spare processor and it compensates the only faulty processor

(x1, Yl) on that path. For example, in Figure 6.2, the compensation for the faulty
processor at (2,3) is {(2,3), (1,3), (O,3)}. The main difference between the compensa-

tion paths included in this chapter and previously published works is that the paths

do not have to be straight in the APA model. The versatility of the switches of the
APA model liberates the compensation paths from being straight.

2

4

5

FIGURE 6.2: Compensation Paths

The other terminology that we adopt is near-miss situation from [44]. This situation is created whenever

Two compensation paths in the adjacent rows (columns) have opposite directions

. There are processor elements in these paths with common row or column addresses
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In Figure 6.2, the compensation paths of faulty processors at (4,3) and (5,4) create
a near-miss situation; the compensation paths run in the adjacent columns 4 and 5;
the processor elements (4,3), (4,4) in one compensation path shares the row addresses

with the processor elements (5,3), (5,4) in the other compensation path.

We use the tuple (x, y) to denote the processor at the junction of xth column and
th

row. We use, sometimes, the address of the processor to refer to the processor

itself, for example, (3,4) will stand for the processor at (3,4). In an n x n processor

array the

0th

/ n + 1st rows and columns are reserved exclusively for the spare pro-

cessors. Thus processors with addresses (0, y), (x, it + 1), (n + 1, y), and (x, 0) are
spares.

6.2.2

Versatility Of The Model

The Augmented Processor Array (APA) has a number of flexibilities over the single-

track model presented in [43, 44]. This section discusses those flexibilities and how

they lead to the full utilization of the spare processors in the APA model. We often

refer to the communication capability of the switch of single-track model to bring
out the overall capabilities of APA over its predecessor models. Hence, for the sake
of completeness we present in Figure 6.3 possible switch settings in single-track and

APA models respectively. Note, the simultaneous communication in the horizontal

and vertical direction at the APA switch as oppose to communication in only one
direction at any given time in the single-track model.

a)

b)

FIGURE 6.3: Switch Settings Of (a) Single-Track Processor Array (b) Augmented
Processor Array
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Bend Compensation Path: As noted before, a compensation path is a directed

path which starts at a faulty processor and ends in a spare processor. A processing

element on a compensation path gets the address of its predecessor in that path.
Under the compensation path shown in Figure 6.2, the processor at the address (2,3)

is mapped to (1,3); (1,3) is mapped to the spare processor (0,3). Unlike the singletrack model presented in [44], the APA model can have bend compensation paths.
This feature allows a faulty processor to be compensated by a spare processor at the

end of any row or column. This contributes to the full utilization of available spare
processors on the wafer.

Intersecting compensation paths: Intersecting compensation paths become possi-

ble because of the concurrent two-way communication at the switches. Figure 6.4
illustrates intersecting compensation paths that are valid in this model.

0000000
2

3

4

5

000000000
000000000
1

2

3

4

5

FIG URE 6.4: Intersecting Compensation Paths
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Mapping to a non-adjacent processor: The limitation in the switches of the single
track model do not permit the adjacent processing elements to get mapped to processing elements with differing column and row numbers. Allowing vertical and horizontal

communications simultaneously at the switches of APA makes this a powerful network. This flexibility supports any faultdistribution pattern to be resolvable. Figure
6.5 shows the case when a faulty processor can be mapped to a non-adjacent proces-

sor. The faulty (2,3) processor is mapped to the (3,4) processor. Though, (2,3) has
been surrounded by faulty processors in all directions, it can still be compensated by

the spare processor (3,n+l).
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FIGURE 6.5: Mapping To A Non-Adjacent Processor

The above mentioned features can be used effectively to design reconfiguration

algorithm under any fault distribution. The formal verification of these features are
presented in our publication [36]. We can anticipate. with the crossing compensation

paths and mapping a processor to a non-adjacent processor, the addresses in any
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row or column can get shuffled. Preserving the adjacency of the processors when the
addresses are out-of-order is impossible even with the multi-track switches.
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FIGURE 6.6: Shuffled Processor Addresses
Figure 6.6 shows how interconnections become impossible because of the shuffled
processor addressing. In the partial network interconnection shown in Figure 6.6,

processor (2,1) cannot be connected to (3,1). The point to observe here is that the
processors at the peripheral of the array have 3 or 2 adjacent neighbors and the interior

processors have 4 neighbors; when an interior processor is mapped to a peripheral
processor, the interconnections become impossible. This situation can be avoided by

ordering the addresses in each row arid column. But we state without proof such
ordering is possible after each reconfiguration.

The algorithms presented in [44] for single-track processor array model steps
through the details involving near--miss situations. But to our relief, the near-miss
situation can be completely ignored in APA. The complexities of the algorithms are
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linear partly because we can ignore the near-miss situation in APA. Figure 6.7 shows

the switch settings in a nearmiss situation. Notice, the link between processors
at (3,3) and (1,4) passes through several switches. This is possible because of the
multi-track communication at the switches.
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FIGURE 6.7: Reconfiguration In Near-Miss Situation

6.2.3

Number Of Spares And Fault-Tolerance

The flexibility of this model comes with a little cost. Both in singletrack and augmented models, an n x ii processor array has 4n spare processors. The number of
switches in the single-track is 2rt2-j-5n-3 and that of augmented model is 3n2+8n-7.

There is an increase in the hardware cost for n2 + n - 3 more switches in the augmented model; but the flexibility comes with it out balances the cost of the switches.

The total number of faults that can be tolerated is 4n which equals the number of
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spare processors; whereas in the singletrack model, the number of faults tolerated
can be as low as 4.

Theorem 6.2.1 The necessary and sufficient conditions for static reconfiguration are

that the number of faults is at most 4n.

Proof:
Necessary Condition: There are totally 4n spare processors on the outer rows and
columns of the processor array. The static reconfiguration is performed at the end of
production and hence either a spare processor is available or it is faulty. If the array

is reconfigurable, every fault has to be compensated by a spare processor; thus the

number of faults can be at most 4n. (Note, the total number of faults includes the
faulty spare processors and the faulty non-spare processors.)
Sufficient Condition: We have to show there is a compensation path for every fault

whenever the number of faults is less than or equal to 4n. In the augmented processor

array, we have totally 4n spare processors on the wafer. As each compensation path
associates a unique faulty processor to a unique spare processor, the number of faults

has to be less than or equal to 4n. Once the compensation paths are finalized, the
logical address mapping for each processor can be determined. This will complete the

first phase of reconfiguration. The distribution of the faults will decide which spare
processor can compensate which faulty processor. We consider below various cases of

fault distribution and the associated compensation paths.

Case 1: When there are at most 2 faults in each row and column.
In each row x there are two spare processors with addresses, (0, x) and (n + 1, x).
When there are at most two faults in a row. straight compensation paths will connect
the faulty processors with the spare processors at both the ends of the row. The spare

processors at the end of the rows are sufficient to compeilsate all the faults.
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Case 2: When there are at most 4 faults in each row and at most 2 faults in each
column.

The faults in each column can be compensated by the spare processors at the end

of the column. Notice, there are at most 2 faults in any column, hence a fault in any
column can be compensated using a straight compensation path.

Case 3: When there are more than 4 faults in any row totaling to 4n faults.
In this case, not all the faulty processors can be compensated by the spare proces-

sors using straight compensation paths. As an initial step, all the faulty processors

that can be compensated by the spare processors in the same row or column are
identified. These faulty processors and the associated spare processors are eliminated

from further considerations in the reconfiguration process. The rest of the faults
must have bend compensation paths. From the discussions in the previous section,
we know the bend and intersecting compensation paths preserve the adjacency of the

processors. Also, the multi-track communication at the switches allows a faulty pro-

cessor to be mapped to a non-adjacent processor. By the virtue of the sophisticated
communication capability of the switches, we can find compensation paths whenever

the number of faults is less than or equal to 4n.

6.3

I

Reconfiguration Algorithm For Multiple-Track Models

The algorithm outlined in {44j for the single-track model starts with all possible
compensation paths that can go in the left direction followed by up, right and down

directions. This leads to long compensation paths for some faulty processors. It is
preferable to have shorter compensation paths in order to avoid major shuffling of
processor addresses. This is especially an essential factor while designing the dynamic
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reconfiguration. The algorithms presented in this dissertation compensate a fault by
a spare processor closer to it whenever it is possible.
The underlying assumption in the algorithm design is that the addresses of all the
faulty processors are known before the reconfiguration begins.

Claim 6.3.1 A multiple-bend compensation path can be replaced with a single-bend
compensation path.

FIGURE 6.8: Single Bend Compensation Path

Figure 6.8 gives the illustrative proof for this claim. As the faulty processors
permit communication through them, processor adjacency can be preserved using
single-bend compensation path even in the situation when there is a string of faulty
processors on the path.
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The result of this claim is used in the third stage of the algorithm to find compen-

sation paths with at most singlebend in them. Throughout this chapter, we consider
the APA of size n >< m.

6.3.1

Static Reconfiguration Algorithm

The algorithm presented below has three stages:

First stage: The direction (0, 1, 2, 3 for left, up, right and down respectively)
of the closest boundary for each faulty processor is determined.

Second stage: The processors having same row (or column) address and same
compensation path direction are identified.

Third stage: The nodes which do not get assigned any direction in the second
stage are processed for any possible bend compensation paths.

The processors that are assigned the same direction in the first stage and lying
on the same column or row will have an overlapping compensation paths. As there
is only one spare processor in each row or column in either direction, the faulty processor which is the closest to the boundary is compensated with that particular spare
processor and the other faulty processors 011 that row or column have to be assigned
some other compensation path direction. The set of faulty processors processed in the

third stage will possibly have bend compensation paths. In Section 6.3.3, we present

an algorithm that guarantees compensation paths with at most one 90° bend. First
we present the data structures used in the algorithm.

6.3.2

Data structures

The static reconfiguration algorithm will run on the host computer. The data struc-

tures for this algorithm are chosen in the light of the fact that the space complexity
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can be relaxed for the time efficiency. We have to keep track of the availability of any

spare processor. This is done by maintaining an array of flags for each of the spare
processors. The faulty processor addresses are stored in an array with nine fields for
each entry. The first two fields (named Address fields) are for the column (x) and row

(y) number of the processor. The fields, three through six (directionSet fields) are
reserved for the directionSet elements. The seventh field (Direction field) holds the
direction of the compensation path; eighth field (spareprocessor-address field) stores

the assigned spare processor address and the ninth field (Status field) is to indicate
the status of the progress of the compensation path assignment. Two arrays of size

n and two arrays of size m are required to store the bucket sort results in Stage 2
of the algorithm. Each of these arrays holds sorted faulty processor addresses with a

particular compensation path direction (i.e. left, right, up or down).

6.3.3

Static Spare Processor Assignment Algorithm

Stage 1: {ASSUMPTIONS: The grid has ii number of columns and m number of
rows; directions left, up, right and down are assigned the numerical values 0,1,2 and
3 respectively. Total number of faults is k. The faulty processors have the addresses
(x1,y1), (x2,y2), ...
(xk,yk).}
,

01

fori=ltok

02

{

03

Arrange in ascending order (xj,myj,nxj,y);

04

Assign the numerical direction equivalent to this sorted set;

05

directionSet = direction equivalent of sorted {x, m -

06

Direction = smallest of directionSet for which spare processor available

07

}

{e.g. directionSet

n - x1, y}

O,32,1 implies that the faulty node is closer to the spare node

in the direction of left, down. right and up in that order. }
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Stage 2: { Group the processors with the same 'direction' and bucket sort each
of these groups. When there is more than one element in any bucket the 'larger'
elements are assigned the 'next' direction indicated in the directionSet. When all the
four directions are unsuccessful assign an 'empty' direction.}
Repeat for each element of the directionSet

08
09
10
11

fori=ltok
{

if (smallest of directionSet of i = 0 or 2) and (status flag OFF)
{

12

bucket sort them on ascending order of x;

13

if (there are more than one processor with same x)

14

{

15

for the faulty processor closer to the spare processor

16

{ assign the direction;

17

set status flag ON;

18

assign the spare-processor-address;

19

}

20

for the farther faulty processor

21

{ assign the direction as "next'' direction else ''empty'';

22

set status OFF;

23

}

24

}

25
26
27
28

29
30
31

}

else if (smallest of directionSet ofi = 1 or 3) and (status flag OFF)
{

bucket sort them in ascending order of y;
if (there is more than one processor with the same yj)
{

for the faulty processor closer to the spare processor

32

{ assign the direction;

33

set status flag UN;

34

assign the spare-processor-address;

35
36
37

}

for the farther faulty processor

{ assign the direction as "next'' direction else ''empty'';

38
39
40

set status OFF;
}
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41

}

42
43

}
}

Stage 3: { The nodes with empty' direction have bend compensation paths. In
this stage, a bend at 1, 2, 3,...row (and column) away is explored.}
Update the availability of the spare processors;
43

44

fori=ttok
if direction = empty

{forj=ltox2-1

45

46

{ if (((xi -3),0) spare processor available) and (p2 <

47

{ spare-processor-address

48

Set (x2-j,0) non-available;

49

Set status ON;

50

}

51

(x-j,O);

else if (((xi -j),n+1) spare processor available) and (yj >

52

{ spare-processor-address = (x2 -j,n+1);

53

Set

54

Set status ON;

55

(x2-j,n+1)

non-available;

}

}

58

if (status

59

{forj

60

OFF)

ltom-x,

{ if (((xi +3),0) spare processor available) and (pi <

61

{ spare-processor-address = (x2 +j,O);

62

Set (x2 +j,0) non-available;

63

Set status ON;

64

else if (((xi +3),n+1) spare processor available) and

66

{ spare-processor-address

67

Set (x -j,n+1) non-available;

68

Set Status ON;

69

(yj > (ny))

(x -j,n+l);

}

70

}

}

72

if (status = OFF)

73

(forj1totj-

74

(n - Yj))

}

65

71

(n-yj))

}

56
57

(flyj))

{

if ((O,(y2 ---j)) spare processor available) and (x < (Tnx))
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76

{ spare-processor-address

76

Set (O,Yt -j) non-available;

77

Set status ON;

78

(0,y-j);

}

79

else if ((m+l,(y -))spare processor available) and (x > (m-x))

80

{ spare-processor-address = (m+l,y -j);

81

Set (m+1,y -3) non-available;

82

Set status ON;

83

}

84

}

85

}

86

if (status = OFF)

87

{forj = 1ton-yj

88

{ if ((0,(y+j)) spare processor available) and (x <(m-x))

89

{ spare-processor-address

90

Set (0,y+j) non-available;

91

Set status ON;

92

(0,y+j);

}

93

else if ((n+1,(y +j)) spare processor available) and (x2

94

{ spare-processor-address = (m+1,y_j);

95

Set (m+1,y -j) non-available;

96

Set status ON;

97

}

98
99

> (m-x))

}

}

Example 6.3.1 Figure 6.9 shows a processor array of dimension 5 x 5. The

proces-

sor elements with addresses (1,1), (1,5), (5,1) and (5,5) are faulty. The compensation

paths of these faults are neither bent nor intersecting. In this simple case the progres-

sion of the above algorithm is as follows. The fault array at the end of first stage of
the algorithm are presented in Table 6.1.

Stage 1 of the algorithm determines the closest spare processor for each of the
faulty processors: this spare processor may or may not be the ideal one depending on

the contention for it from the rest of the faulty processors .A11 the spare processors
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x

direction

y

Direction Spare Processor

Set

110312
151023
512310
551203

Status

Address
0
1

2
1

TABLE 6.1: Data Structure Status At The End Of Stage 1

are still available before entering Stage 2. Table 6.2 shows the status at the end of
Stage 2 of the algorithm. The interprocessor connections after the reconfiguration
are as shown in Figure 6.9(b).
x

direction

y

Direction Spare Processor Status

Set

Address

1

1

0

3

1

2

0

(0,1)

ON

1

5

1

0

2

3

1

(1,6)

ON

5

1

2

3

1

0

2

(6,1)

ON

5

5

1

2

0

3

1

(5,6)

ON

TABLE 6.2: Data Structure Status At The End Of Stage 2

Example 6.3.2 More complicated fault pattern give rise to bend compensation paths.
Figure 6.10(a) and Figure 6.10(b) show the bend compensation paths and the

recon-

figuratzon in a 5 x 5 processor array. The complex switch settings in Figure 6.10(b)

103

o OoOoOo
2

3

4

5

000 000

-

CSSSSSU&4
,s.s.ss....s.

'sssss
s...u.ss....
sssuusssss
.ssssssss.R,
-tssssussss
sss.s..0
-

O 000000
2

(a)
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FIGURE 6.9: (a) Simple Faults (b) Reconfiguration Under Simple Faults
drive the point home for opting a longer straight compensation path over a bend cornpensation path.

(b)

FIGURE 6.10: (a) Bend Compensation Paths (b) Reconfiguration With Bend Compensation Paths
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6.3.4

Proof Of Correctness Of Algorithm

It is easy to verify that the above Static Reconfiguration algorithm terminates in all
cases. In the third stage of the algorithm, possible bends at 1, 2,.. rows (or columns)
away from the original faulty node are explored. The number of faulty processors is

less than or equal to the number of spare processors which is 2n+2m. This ensures
there is a spare processor for each faulty processor. There is only a finite number of

paths between a faulty and a spare processors. One of them has to be a valid path
because there is a spare processor for each faulty processor. This proves that the
algorithm terminates.

Lemma 6.3.1 The above algorithm finds the straight line path between a spare processor and a faulty processor if it exists.

Proof:
The direction of the straight line path to the nearest spare node for each faulty
node is determined in Stage 1.
Stage 2 of the algorithm picks out the faulty processor whose compensation path

direction conflicts with another faulty processor. Among the processors having conflicting directions, one closest to the spare processor keeps the direction. For proces-

sors which cannot be assigned to the closest spare processor, other spare processors
on a straight line from the faulty processor are checked for their validity ( here validity

means, there is a unique spare processor for each faulty processor). An important
point to observe is that whenever there is more than one faulty processor competing

for a spare processor, except one processor the rest of those processors will have a
longer compensation 1)ath than necessary. In some cases, bend colfll)ensatiOfl path

may lead to a shorter path this algorithm chooses to assign a straight path over a
bend compensation path in order to reduce the complexity in switch settings needed
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to reconfigure. Hence, at the end of Stage 2 all spare processors which can compensate

faulty processors using straight compensation paths are exhausted.

Lemma 6.3.2 The above algorithm finds the compensation path for all the faulty
processors.

Proof:
Spare processors on a straight compensations paths from faulty processors are
assigned in Stage 1 and Stage 2 of the algorithm. The processors with empty direction

at the end of Stage 2 can have only bend compensation paths. Let a faulty processor
with empty direction has address (xi, yr). The spare processors

(x - k, 0) and (x - k, i + 1), where k

1 to x - 1

(x+k,0) and (x+k,n+1), wherek=1 tomx
(0, y

- k) and (in + 1, y - k), where k = 1 to y - 1

(0,y+k) and (m+1,y+k), where k= 1 tomy
are checked sequentially for valid assignment. This list consists of all the spare pro-

cessors available in the network. Hence, it is guaranteed that if there is a spare

processor it will be assigned to the faulty processor under consideration. The compensation paths of such assignments are not necessarily the shortest paths. But this
allows full utilization of spare processors and attains the reconfiguration.

6.3.5

Complexity Of The Algorithm

Lemma 6.3.3 The static reconfiguratzori algorithm presented above has linear time
complexity in max(n. rn) and k, where ii and in are lengths of the sides of the processor

array and P is the number of faults.
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Proof:
Let F be the set of faulty processors. Let n x in be the dimensions of the APA.
Stage 1: Step numbers 02 through 07 are executed k times. Hence the time complexity

of Stage 1 is 0(k). Stage 2: Lines 10 through 42 are executed once for every faulty
processor. But if there is a contention for the same spare processor in the first pass,

then the other possible spare processors are checked for assignment. Thus in the
worst case, loop between 8 and 42 line numbers is executed 4 x k. Stage 3: After
the previous stage, there can be at most k processors with empty direction assigned
to them. The number of spare processors left is bounded above by 2 x (n + m) after

compensating faults in Stage 1 and Stage 2. In the final stage of the algorithm, the
validity of assigning each of the available spare processors to any faulty processor with

empty direction is checked. Thus, the time complexity is 0(k max(n, in)).
The overall time complexity of the static reconfiguration algorithm is 0(k max(n, in)).

6.4

Summary And Conclusions

In this chapter we have presented static algorithm for reconfiguring Augmented Processor Arrays (APA) proposed in {44]. We clearly identified the underlying assumptions in the model and in designing of the algorithm. Though our algorithm is a static

algorithm that has to be implemented to tolerate manufacturing faults, the algorithm
is designed with dynamic reconfiguration in mind. Whenever possible the algorithm
eliminates complex configurations to aid any dynamic reconfigurations in the life of
the APA. When a simple compensation path exists, the algorithm finds it in order to

have a better match between logical and physical addresses. The complexity of the
algorithm is 0(k max(rm. m)), where n and in are lengths of the sides of the APA and

k is the number of faults.
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Our algorithm is designed under the assumption that the physical addresses coincides with the logical addresses. In other words, our algorithm is a static algorithm.

But in the real working systems, occurrence of errors is distributed over time. For a

system to be fully reliable it should have the capability to reconfigure even when it
had been reconfigured previously. Hence, designing a dynamic reconfiguration algo-

rithm is necessary to utilize all the spare processors at the event of faults. We want
to address this issue in our future research on this topic.
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7. CONCLUSIONS AND FUTURE RESEARCH
7.1

Conclusions

Historically, reliable computers have been limited to military, industrial, aerospace,
and communications applications in which the consequence of computer failure was
significant economic impact and/or loss of life. Reliability is of critical importance in

situations where a computer malfunction could have catastrophic results. Examples

include the Space Shuttle, aircraft flight control systems, hospital patient monitors,
and power system control.

Reliability techniques have become of increasing interest for general applications

of computers because of several recent trends. A few of these tends are:

Harsher environment: With the advent of microprocessors, computer systems
have left the clean environments of computer rooms for industrial environments.

The cooling air contains more particulate matter. Temperature and humidity
vary widely and are frequently subject to spontaneous changes. The primary
power supply may fluctuate, and there may be more electromagnetic interference.

Novice user: As computers proliferate, the typical user is less sophisticated
about the operation of the system. Consequently, the system has to be more
robust, including toleration of inadvertent user abuse.

Increasing repair costs: As hardware costs continue to decline and labor costs
escalate, a user cannot afford to have frequent calls to field service.
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Larger systems: As systems become larger, there are more components that
can fail. Since the overall failure rate is directly related to the failure rates of
the individual components, fault-tolerant designs may be required to keep the
overall system failure rate at an acceptable level.

The factors responsible for system failures are abound. With the recent trend
in the usage of computer systems, the failure rate has increased. Besides the fact
that nowadays computer systems are installed in harsh environments, their circuits
are also continuously becoming more complex. These factors are among the major
contributors to system failures. Thus, the types of faults and the factors causing the

systems to fail depend on the usage and implementation technology of the system.
With the new technological innovations, there will always be challenges to impart
fault tolerance to systems.

In this thesis, we have made contributions by deriving bounds for AlgorithmBased Fault-Tolerance (ABFT). Some of our bounds show significant improvement

over the existing bounds. We have also formulated new category of problems in
ABFT techniques, i.e. error-location and error-detection. We have applied Chinese

Reminder Theorem and Latin Square to derive our bounds. This is the first time
attempt has been made to use sophisticated mathematical theory to derive bounds
in ABFT techniques.
We have also presented reconfiguration algorithm for Augmented Processor Arrays

(APA). These processor arrays hold promise to the success of WSI technology. Our

contributions are to identify clearly the issues in the underlying assumptions in the
model and designing suitable data structure and time efficient algorithm to reconfigure

the array.
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7.2

Suggestions For Future Research

This thesis has treated some theoretical aspects of algorithm-based fault-tolerance
techniques. In Chapter 3 we have included upper bounds for Error-Location encod-

ings. Though these are the first results in this category, there is room for improvements. Future research is necessary to derive better upper bounds and possibly lower

bounds too. The error-detecting bounds presented in Chapter 4, are based on Latin

Squares. The bounds are for 3, 5, 6, and t error detection. The methods described
for 5, 6 and t cases are designed for certain values of the number of checks. Research

in future can address to derive bounds for all values of number of checks. The error-

location and error-detection problems formulated in Chapter 5 open new research
topics under ABFT. We have included bounds only for a specific case of one error

location and two error detection. Further research is needed to obtain bounds for
other cases in this new family of problems.

The reconfiguration algorithm presented in Chapter 6 is for static case, i.e. the
processor array is not reconfigured before. In real working systems, occurrence of

errors is distributed over time. Hence for a system to be fully adaptable it should
have the capability to reconfigure even when it had been reconfigured previously. In

this situation, the physical adjacency of the processing elements does not guarantee
the logical adjacency. Also, the spare nodes at either end of the row or column would

have been already used to compensate some other faulty processor in the earlier
reconfiguration. Hence, designing a dynamic reconfiguration algorithm is challenging

and essential for fully reliable Processor Arrays.
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